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ABSTRACT

The evolution of hand-held devices and portable machines started the increase in demand
for reliable, secure, and faster means of communication from wireless LAN infrastructures. This
has lead to an enormous increase in the size of networks, which in turn has increased the cost
and power consumption of access points and switches in the network infrastructure. While
managing demand, networks become underutilized with less traffic demands and over utilized
with more traffic demands.

This research tends to discuss the best designs for maximum efficiency in terms of power
and cost while retaining the best user experience. Designs were mainly evaluated based on the
benefits of a centralized structure and a non-centralized structure. Furthermore, in order to
understand the differences and make centralized structure more efficient in terms of power and
cost, a new algorithm was designed with convex hull approach and was also implemented in the
emulator kind of network testbed generating outstanding results and evaluations. The algorithm
proposed in this thesis and the resulting design, if implemented in the future, could mean 60

percent additional savings in power consumption and costs.
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CHAPTER 1

INTRODUCTION

1.1 Motivation

The Internet has advanced drastically and changed dynamically in two ways. First,
Internet users have increased tremendously, surpassing the billion mark, according to world
statistics. Second, to accommodate this tremendous increase in Internet users, a number of
devices for providing and establishing Internet connections have also increased. The basic goal
for every organization is deploying these wireless networks to establish seamless connectivity
while their reducing cost and power consumption.

In order to provide users with an Internet connection, a wireless local area network
(WLAN) infrastructure is necessary and consists mainly of the following devices: access points
(APs), switches, and routers. Power consumption of these devices is considerable when they are
deployed in inconsiderable numbers at large organizations. Minimizing power consumption and
cost are crucial components in the deployment of wireless networks. In order to understand these
two factors in designing wireless networks, they were calculated for a certain location to show
why their minimization is crucial.

1.2 Present Problems

The major area of concern revolves around the power consumption and costs incurred in
designing large networks. In this thesis, an example from an organization in which the wireless
infrastructure is not centrally controlled and deployed in large numbers was used to explain some
practical details. A campus building from Wichita State University that usually provides a
seamless WiFi connection throughout the day was chosen for this example. It was assumed that

this building consists of 100 access points on average for providing wireless coverage and that



there are five switches providing power to these APs. Assuming that all 100 access points are
awake and ready for processing packets, the total power consumed by the APs and switches
throughout the year was calculated, with the following results: The average power consumption
of an access point when measured with a wattmeter was 10 watts. Table 1 shows the calculated
power consumption and cost incurred for managing 100 APs in a wireless network.

TABLE 1

POWER CONSUMPTION AND COST TO MANAGE 100 ACCESS POINTS

IN A WIRELESS NETWORK
Observations (Access Points) Results

Power consumption of access point per hour 0.01 kWh
Power consumption of access point per day 0.24 kWh
Power consumption of access point per month 7.20 kWh
Power consumption of access point per year 87.60 kWh
Power consumption of 100 access points per year 8,760.00 kWh
Total cost to manage power of 100 access points per year $1.314.00

at 15 cents/kilowatt hour (kWh) ’

According to the Electricity Board of the United States of America [13], on the average,
15 cents is charged for 1 kWh. The total cost for 100 access points per year is $1,314.00. At
least five switches are needed to provide power over the Ethernet (POE) [18] to the 100 APs.
On the average, a Cisco switch [17, 18] requires 100 watts of power to be turned on, which is in
addition to the above power it provides to the access points. The total cost incurred and power
consumption to manage the switches for providing power to the APs is shown in Table 2. Thus,

the total cost for maintaining a 100-access-points site for one year (including switches) is $1,971.



TABLE 2

POWER CONSUMPTION AND COST TO MANAGE FIVE SWITCHES

IN A WIRELESS NETWORK

Observations (Switches) Results
Power consumption of switch per hour 0.1 kWh
Power consumption of switch per day 2.4 kWh
Power consumption of switch per month 72.0 kWh
Power consumption of switch per year 876.0 kWh
Power consumption of five switches per year 4,380.0 kWh
Total cost to manage power of five switches per year $ 657.00
at 15 cents/kWh

Tables 1 and 2 clearly show that the operational cost for maintaining these wireless
networks is very expensive and would become a massive number for a very large network. The
centralized structure was studied in detail and a scheme was proposed, which if implemented in
wireless networks would decrease the power consumption and cost considerably without
sacrificing efficiency.

Another problem related to existing wireless infrastructures is the deployment and
management of access points and switches. Each AP requires proper configuration and network
provisioning before its deployment in a wireless network. There are also issues with defining and
managing DHCP pools, IP addressing, VLANS, and security. Compatible configuration of
switches to which these access points would be connected is also required. It is difficult to
imagine how much time it would take to configure these devices in large organizations that have
hundreds of APs.

To solve the above problems, an algorithm that can be implemented in a centralized
structure was proposed, and an attempt was made to emulate the behavior of the algorithm and

centralized structure in a simple network testbed. The emulation with proposed algorithm



demonstrated some very beneficial results relative to power consumption and costs incurred in
the network infrastructures, including drastic improvements.
1.3 Future Communication and Revolution

The future of communication will be completely wireless and mobile in nature. Mobile
phones have already outnumbered fixed phones. All laptops are now equipped with wireless
cards for connection to wireless networks, and always being connected to the network has
become a necessity rather than a luxury nowadays. Just as mobile technologies have their fixed
network infrastructure and foundation built on cellular concepts, there has been a strong need for
a fixed wireless network infrastructure. Questions arise about the best infrastructure to deploy in
wireless networks, best way of controlling network devices, and best way to manage the network
without sacrificing seamless Internet connectivity to all users.

The time has come for wireless networks to revolutionize the infrastructure and follow
the path of cellular communications. A distributed network infrastructure has been in place for
many years fulfilling small business needs of wired and wireless connections to a certain extent
But now, the number of Internet users and the demand for seamless Internet connectivity is
increasing rapidly, and this has encouraged organizations to maximize their wireless local area
networks. The expansion of WLANS, and thus power consumption and costs reaching their high
peaks, made everyone think about the best architecture for wireless networks to be deployed.
Moreover, managing and configuring all network devices consisting of access points, switches,
and routers were becoming difficult with the expansion of networks.

In this paper, critical aspect of the centralized structure and also benefits that provide
positive performance and overcoming most problems faced in existing distributed networks have

been studied. It has been suggested that a centralized structure is a good infrastructure for a



wireless network, but it has never been shown why this is beneficial. The information in this
paper demonstrates the benefits of a centralized structure by identifying three key dimensions of
a wireless network: architecture, management, and power consumption. They will be illustrated
with the proposed algorithm and emulation.

The dominant architecture of today’s network, which is distributed, is good only for small
networks. Large networks require an architecture where data is continuously carried over longer
distances, and intelligence is required for switching based on traffic and usage. A centralized
structure is very intelligent and is able to fulfill all the requirements of today’s emerging
networks. It is creative in handling data and providing seamless connectivity, while maintaining
criticality with respect to power and cost constraints, which are the most important design
requirements in all infrastructures.

Management is also a very important constraint and is always discussed in architecture
design. Managing all network devices efficiently is a challenging task in distributed networks.
Every single device must be managed individually and monitored for maintaining prolonged
uptime and data handling efficiently. Configurations of these devices also become a difficult task
when they increase rapidly in the network. Lastly, deployment of these devices in large numbers
requires considerable effort and work. Taking into consideration these requirements, it becomes a
challenge for any organization to deploy, configure, and manage network devices. Centralizing
the network eases the management and configuration of the network devices to a great extent, as
the major configuration is only required on a central device.

Power consumption is another most important aspect that must be considered, as it is
interconnected with costs. As power consumption increases, overall cost increases. Expansion of

networks means that devices must be multiplied according to demand, and this requires more



power consumption. If access points are added to the network, then simultaneously, switches are
also added to provide power to these newly added APs. As a result, power consumption
increases, which again increases the cost of the network infrastructure. Additional requirements
in today’s networks also demand the —always-on” nature of access points, which keeps increased
power consumption at a constant rate. Centralization brings intelligence to the network and
switches APs back and forth between sleep mode and active mode, depending on the usability
and amount of traffic handled by them. In this way, large amounts of power are conserved, and
cost is greatly reduced.

Keeping in mind the above aspects and current problems, this paper has worked toward a
central design by introducing intelligence in the controller while maintaining the efficiency of all
critical aspects necessary for proper functioning of the wireless network. An algorithm has been
designed to enable the controller to switch the access points on and off depending on user traffic
and hence reduce the power consumption and costs incurred in managing those access points.

This paper is organized as follows: The first part outlines the theoretical perspective on
the design requirements of wireless networks. Next, the benefits of a centralized structure in
wireless networks are discussed. Then, an algorithm for running in a centralized structure is
proposed. Finally, the centralized structure running the algorithm with a few laptops and
switches is emulated, demonstrating the results between a centralized structure running a
algorithm and a distributed structure. The paper concludes by showing the results of a centralized
structure and the proposed algorithm in terms of power consumption, deployment, and

management, and why it should be implemented in current wireless networks.



CHAPTER 2

NETWORK DESIGN

2.1  Design Requirements of Wireless Networks and Centralization Benefits

The popularity and rapid widespread use of wireless networks is undeniable and
observable. The following play an important role in the popularity of wireless networks:

e Flexibility: Internet users are able to connect almost anywhere in the network with
complete ease and comfort. Users are able to access all resources, such as servers,
printers, and other systems, regardless of their location within wireless reach.

e Management: Much effort is required in managing wired networks, but managing
wireless networks is easy.

e Minimal Hardware: Wired networks must use many interim devices for connecting all
users to the network. With wireless networks, hardware installations and costs have been
minimized to a great extent.

While designing a wireless local area network, it is important to ensure that its
performance and its users are not impacted. In order to avoid such an impact and to maintain the
critical requirement of energy savings, a list of design requirements to be implemented when
designing and deploying wireless networks follows:

e Security: In wireless networks, security is the most important aspect and also a cause of
concern in the transmission medium. A centralized structure brings many security
mechanisms and encryption in the data flow in a wireless medium. A common feature of
a centralized structure is the ability to support many service set identifiers (SSIDs)
simultaneously from the same access point. Each SSID can also have its own

authentication and encryption settings based on the capabilities of the clients and their



service needs. Hence, a centralized infrastructure in wireless networks ensures
considerable security.

Throughput and Coverage: Throughput can be loosely defined as successful transmission
of data over a transmission medium. This is also a major concern in wireless networks,
since there needs to be a fair share of bandwidth among all users connecting to the
network and proper data handling. A centralized structure knows the placement of all
access points and signal strengths during all times of communication. It also has a holistic
map of the wireless network in order to switch on and off APs according to traffic
requirements. That is, if a centralized structure observes a reduced amount of signal
strength or a reduction in performance, it will control these factors by appropriately
powering the redundant APs. Coverage of the network is also a vital requirement for
wireless networks. A centralized structure having a holistic map of the network eliminates
dead spots and provides complete coverage of the network to all users.

Redundancy: In the design of a network, designers recommend the availability of
redundant access points for extra coverage. Reasons for this can be anything related to
heavy traffic loads or when a device suddenly stops functioning. Redundancy depends on
the specific type of organization and other requirements related to it. A centralized
structure ensures creativity and maintains all the functionality of APs, while providing
redundancy and efficiency simultaneously to all users in the network. A centralized
structure will also help in calculating the number of access points to be deployed as
redundant.

Responsiveness and Immediate Availability: Whenever a user tries to connect to a

network, s/he should be able to immediately observe the available SSID network. The



network elements should immediately respond to the user connecting to the network. A
centralized structure maintains knowledge of all clients and devices in the network in
order to provide an immediate response. This structure also ensures that some access
points are always powered in keys areas for connectivity.
e Latency: Transmission delay and low throughput rates cause one form of latency.
Applications must allow plenty of time for packets to arrive at their destination. A
centralized structure resolves the delays and ensures that all users are accessing the

network efficiently.



CHAPTER 3

LITERATURE SURVEY

3.1  Algorithms

This paper reviews the similarity of a number of other wireless networking systems,
including experimental projects, research papers, and organizational projects. A summary of
previously related work is discussed below.

Previous work in the area of wireless local area networks relative to reducing power
consumption efficiently has been done at various levels, including construction of the algorithm,
design of the infrastructure, etc. Reducing power consumption can be achieved on a larger scale
by introducing intelligence into the network infrastructure at various levels by employing
different kinds of algorithms. One research paper developed a green-clustering algorithm [1],
which is very close to the work done here and shares most of its common goals, in particular the
goal of reducing power consumption in a wireless network. The green-clustering algorithm was
developed to enable the central controller in a WLAN to make certain decisions to power on and
off portions of it based on certain pre-defined criteria like deployment, location of access points,
and locally derived information. Hence, this algorithm was designed with respect to the
centralized network infrastructure and its devices.

In the green-clustering algorithm [1], clusters of APs were positioned using a calculated
metric as the distance. They were placed in close proximity to each other and deployed in large
organizations. The basic idea was that if access points are close enough in the cluster, a single
one would fulfill the needs of users, even those in the vicinity of other APs in the same cluster.

This clustering concept was designed with respect to large organizations with high-density

10



WLANS because access points are placed very close to each other to provide overlapping
coverage and high bandwidth.

If access points are placed at a specific calculated distance, then they can form clusters
and would be able to support each other. The AP providing access for all users in the particular
cluster is termed the —eluster lead.” This access point provides a gateway for all users to that
particular cluster and also helps other APs in that cluster to switch off. Figure 1 shows the

coverage regions of access points and the cluster coverage region.

AP coverage regions Cluster coverage region

(ss)
SRR
@

Figure 1: Cluster information [1]

If access points have a coverage region of 40 meters, then each AP will be placed a
distance of 30 meters from each other. If these access points are placed in a certain area and at a
certain angle to the above distance, then they will form a cluster. Any of the APs in Figure 1 can

become a cluster lead and provide coverage access to the composite area. For example, if access
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point E is the cluster lead, then it can provide coverage to the composite areas of A and C. Hence,
in the green-clustering algorithm [1], Euclidean distances and locally derived information are
necessary for proper placement of APs and for this algorithm to work.

Further simulations were done with a custom simulator for replaying the association of
users with access points. If users are associated with the —A” cluster, then any of the cluster -A”
access points will provide coverage to the users. If a certain number of users exceeds the limit of
a certain access point of the cluster, then additional surrogate APs will get switched on. Hence, it
was proposed that considerable savings would be incurred, since there would be no need for
additional APs being powered on all the time, as most of them could be switched off, and even
the switches associated with them could be powered off.

Computations [1] have shown that if n out of total N access points can be powered off
during an hour, then the percentage of power saved over the always-on APs will be (n/N X 100),
thus leading to potentially enormous additional savings due to switch reconfigurations. If a 32-
port switch consumes 320 W of power, then it is equivalent to the power consumed by 32 access
points. Therefore if s switches out of S are powered during an hour, then the percentage of
energy savings 1s (n+(sx32)/N+(Sx32) x 100) percent. Overall, 30 to 50 percent savings was
proposed in the green-clustering algorithm. This research was able to propose an algorithm that
might help the controller make smart decisions for switching the access points on and off.
Although the goals in that work are similar to those in this thesis, there are major additions and
differences, which will be discussed in the forthcoming sections.

Depending on the network infrastructure and certain specified requirements, wireless
networks can be operated or configured in two modes: infrastructure and ad-hoc. Infrastructure

modes are basically a means of connecting the wireless network to the wired network,
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representing itself as a central point of reference for communications in the network. In a
wireless network, the central point becomes the access point through which all users in a
particular network gain access to Internet resources. The ad-hoc mode does not require any
central device for communication. Clients or computers can simply create their own network and
start communicating with each other. This mode is primarily used inside a common local area
network (LAN) for local communication purposes.

A mixed mode, which is the combined result of the infrastructure mode and the ad-hoc
mode [2], was introduced to maximize efficiency and minimize burden on the network. Under a
common access point, users would be capable of switching between the ad-hoc mode and the
infrastructure mode, depending on the traffic conditions in a cell. This switching of modes [2]
would be transparent to users, beneficial in terms of network resources, and have the following
strengths: better utilization of the network bandwidth depending on the type of communication,
1.e., whether an intra-cell communication or exclusive Internet traffic; and greatly improved
throughput of the network, since traffic would be divided evenly according to the requirements.

With the infrastructure mode, [3] some issues with the channel-selection mechanism in
larger networks can occur. If access points are placed in common channels, then there is the
possibility of sharing the same channel with other neighbor networks, which would cause
interference. If access points are in a common domain and are observing interference and
collisions, they should be able to change the channels appropriately. A distributed channel-
selection algorithm [3] checks the quality of the channels of the AP and senses the need for a
change in channel number. If there are many collisions or much interference, then the channels
tend to change to a more appropriate channel based on previous feedback by the self-learning

mechanism. Information required for this kind of algorithm is feedback on the access points for
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the interference in a particular channel, which is commonly provided by the 802.11 WLAN
protocol.

Similar work for reducing power consumption was also approached by algorithms used
on location estimation systems [4, 5], where users are located based on the wireless signals
employing a wireless device with minimum computational resources and power requirements.
Using a combination of data-mining techniques and analysis of real wireless data by probabilistic
location estimation and the multiple-decisions tree-based approach, some very good results can
be found. These results would help to identify the most utilized access points in the network,
which in turn is an easy way to predict client locations. These decisions would allow a minimum
of APs to be used, thus reducing the power consumption and wake-up time of the client. This
particular algorithm is called the clustering and decision-tree-based method (CaDet). Here, the
accuracy of location estimation is related to sampling time and energy consumption.

The above algorithm was further referenced by adding small hardware [5] to the clients,
and numerous samples of the wireless signals were collected and tabulated, depending on the
area. Hence, certain prediction models and sampling models were studied on the basis of
tabulated results to find the location of users in the network.

Relative to the above work, the research in this thesis introduces an algorithm that defines
a central controller that intelligently switches on and off access points depending on certain
communicated messages that carry all of the important network parameters. The emphasis here is
on a central device and access points or location from where all devices are controlled with
maximum efficiency, thus resulting in overall reduction in power consumption and costs of the

network.
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3.2 Network Design

Research papers on designing a WLAN network also provide insight into deploying such
networks in large organizations. One research paper provided insight into Carnegie Mellon
University’s wireless network to show the infrastructure that is usually needed.

Figure 2 shows how a wireless network is connected to a wired network. Each access
point is connected to a hub. The hub is connected to the distribution switch, which is
interconnected with the central switch. The central switch connection to the router in the central
network is the connection link to the wired backbone network of the organization. It can also be
called a link for connecting the wireless network to the wired network. This infrastructure [6] is
very efficient, as it allows the wireless network to operate independently of the wired network,
and both of them can be disconnected if necessary, in turn providing the flexibility required in
networks.

One of the major challenges in designing wireless networks is complete coverage of the
organization or the area and proper means of handling the traffic load during busy hours. The
major components, which are always studied prior to the design of a network, are proper access
point locations and proper assignment of radio frequencies to those access points. When
deploying APs, a broad application should not be used instead of a detailed study on
measurement techniques and careful propagation of radio waves across the complete
organization to avoid any black holes in the network. The typical range of coverage of access
points varies with respect to the environment. It can go up to 200 m in open environments and
20-50 m in office environments. Network performance can also be an issue in high-density

networks that have a large number of APs, as interference can occur between access points.
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Carnegie Mellon University

Wired Network
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e
Figure 2: Network infrastructure at Carnegie Mellon University [6]

Two design layout techniques [6] that are useful in high-density situations are increasing
the receiver threshold settings and multiple radio channels. If coverage is the main criteria in the
network, then minimum threshold settings should be applied, and if capacity is the concern, then
maximum receiver threshold settings should be active to reduce the coverage area. The use of
multiple radio channels allows for the use of multiple access points to provide coverage in the

same space due to the very high density. For example, three APs can operate in three different
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channels without any interference or spectral overlap and, at the same time, provide the coverage
and access.

In one study [6], it was found that there are 11 SSS radio channels available in a 2.400—
2.4835 GHz bandwidth used in North America. Of these channels, three have minimal spectral
overlap: 1, 6, and 11. Hence, the use of multiple radio channels and receiver threshold settings
for coverage and capacity can be very powerful tools in designing the most efficient networks.

Figure 3 displays the normal positions of access points in a common network.

ol | 0o | B | [0

Figure 3: Placement of access points [6]
This paper demonstrated well the design procedure and steps that need to be taken when
deploying a wireless network. This design procedure is generally always the same:

e Select access points.

e Test and redesign—adjust AP locations based on signal strength design measurements.
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e Create a coverage map.

e Assign frequencies to access points.

e Document all access point locations, and assign a final set of all frequencies and signal
strengths.

Selection of AP locations [6] is very iterative; all coverage areas are studied in detail to
ensure that proper adjustment with respect to spectral overlapping is refined completely.
Typically, the goal is to eliminate any coverage gaps and black holes, and to provide complete
access for everyone throughout the network. Frequencies and radio channels are allotted to these
access points properly and refined so that there is no channel overlap. Finally, complete coverage
maps are drawn with the above specific parameters, like AP locations, radio channels, and signal
strengths.

The design of large-scale WLANS [6] should be done in such a manner that complete
coverage of the target space is ensured and that there is enough capacity to handle network traffic
even during busy periods. The design should also consider proper location of access points,
frequency assignments, and radio channels properly configured to avoid any co-channel
coverage overlap.

Another paper [6] worked mainly on designing a network and locating access points but
did not mention anything about power consumption of devices in the network. Power
consumption, as well as cost, is a major criterion that should be studied and considered when
designing these networks. Both can be reduced if the planning is efficient.

3.3 Site Survey or Propagation Modeling
The wireless LAN and wireless communication has become flexible after the

introduction of wireless networks throughout the world [7]. Using electromagnetic waves,
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WLAN:S transmit and receive data over the air medium, thus eliminating the need for a wired
infrastructure without affecting any connectivity issues for Internet users. Almost all WLAN
systems are specified in the IEEE 802.11 standard, which is divided into two main layers:
medium access control and physical. These layers provide independent functional components to
the standard and also provide different radio transmission standards through which data can be
propagated along the system. WLAN systems usually work on one of the below standards:

e 802.11b (802.11HR) - DSSS at 2.4 GHz with 1, 2, 5.5, and 11 Mbps data rates.

e 802.11g- OFDM at 2.4 GHz with 1, 2, 5.5, 11, and 22 Mbps data rates.

e 802.11a- OFDM in 5 GHz band with 6, 12, 18, 24, 36, 48, and 54 Mbps data rates.

e HiperLAN2 - OFDM in 5.15-5.35 GHz and 5.725-5.825 GHz bands, similar to the

802.11aPHY (with varying convolution codes).

Again, the indoor signal strength [7] differs from the outdoor signal strength due to
multiple factors, such as diffraction, scattering, reflections, and refractions, which affect the
signal strength to a great extent, as well as radio signal distortions, which are due to the
environment and surrounding devices. Access points can be deployed easily in small networks
depending on coverage signals specified by vendors. But in large networks, it is very difficult to
deploy them. A more accurate procedure or method is required to ensure proper coverage and for
handling all network functions like signal strengths, security, interference, and throughput.
Presently there are two approaches [7]: the first is based on site surveys with many measurement
analyses and prediction studies; the second is based on software planning using propagation
models. Hence, this paper will discuss the issues related to these approaches and the advantages

and disadvantages of using them to deploy wireless networks efficiently.
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A site survey is usually done with a software-enabled device to calculate, on the basis of
coverage, throughput and signal strengths [7]. The main goal of the site survey is to deploy the
access points based on the coverage area. To successfully employ this site survey concept, it can
be temporarily placed in a specific area, and certain tests can be taken to measure the strengths
and coverage. Afterwards the quality of service (QoS) and coverage are measured and studied
extensively. Based on the results from these survey tests, and considering both the location and
the traffic density, proper positioning and configuration of access points can be undertaken.
Future changes in the deployment of APs and other devices will again depend on fresh surveys,
which can be undertaken numerous times according to need.

Quality of service is a far-reaching concept. ITU-T Recommendation E.800 [5] defines
QoS as —the collective effect of service performance, which determines the degree of satisfaction
of a user of the service.” It can be defined in such a way that there are certain parameters
associated with it and certain mechanisms that evolve in the performance of the network based
on the signals and coverage.

Network parameters like throughput, delay, jitter, bandwidth, and packet loss are always
taken into account when designing networks. Throughput is the amount of data that can be
transferred from one place to another, and delay is when transmitting or receiving a packet is
late. Jitter can be the variation in the sequence numbers of packets sent and received, and is
related to out-of-sequence packets. Bandwidth can be simply defined as a pipeline through which
the data can be transferred, whereby the greater the bandwidth, the better the performance. These
are essentially network parameters, which are calculated and noted when doing site surveys [7].

Usually, software provided by specific vendors can be installed in computers to calculate

the above-mentioned parameters and to check connectivity. Also, specific instruments are
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available for calculating which signal strengths and other parameters can best be utilized. Some
specific parameters related to signal-strength and access-point measurements, such as packet
error rate, multipath, and received signal strength (RSSI), are always taken into account [7].
Some of the problems encountered when implementing techniques like the site survey were
discussed in this paper and explained in detail. The authors carried out an experiment with two
laptops, one with a directed helix antenna and the other with a built-in antenna. Signal strengths
and signal-to-noise ratios were obtained and processed via a standard measuring tool. From the
results, they discovered that the surrounding environment and number of people had a large
impact on signal strength and coverage. Also taken into account were diversified measurements,
such as closing the doors and measuring the variations, as well as opening the doors and
measuring the variations. The results were quite impressive, showing how varied the signal
strength and coverage of signals can become.

The fluctuations shown in Figure 4 are the results on the received signal strength when
doors are opened. Similarly, considerable fluctuation is observed while rotating the laptop and
with sporadic movement of people, both of which cannot be avoided at times. These differences
in signal strength are usually undiscovered and unstudied, but they can lead to enormous network
potential. Later on, measurements were taken while people moved, and again there was a

tremendous variation in the signal strengths.
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Figure 4: Influence of opening doors on received-signal strength [7]

A comparison of variations in received-signal strengths with people movement to
received-signal strengths without people movement showed considerable change in the strengths.
Figure 5 shows these differences in some detail, and the results are quite interesting. These
graphs simply show the measurements of a simple experiment. However, the results will become
more complex and complicated when these factors are measured in a real-time environment
consisting of large distractions, a large number of people, electronic devices, and typical
surrounding environments.

All of the above issues [7] need to be accounted for when doing an indoor site survey.
Many measurements must take place and different techniques must be implemented to average
the measurement results with respect to space, measurement antennas being deployed, and
environmental conditions. More time and study are involved in these surveys in order to read a
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pattern for signal strengths and account for all variations caused by surrounding environmental

factors and hindrances.
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Figure 5: Signal strength received: a) with disruption and b) without disruption of moving
people [7]

Propagation modeling [7], another method adopted for deploying the wireless network,
makes use of software and certain simulations to test all configurations and design. This method
is also cost-effective compared to the site survey because multiple measurements and empirical
decisions can be eliminated. This software runs on specific models and depends on computation
time, input data, and other requirements that are specific to each network. These models are
again divided in to two types: deterministic and empirical.

Deterministic or semi-deterministic models [7] are primarily based on electromagnetic

wave propagation theory. Some models, like ray tracing or ray launching, are based on
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geometrical optics, whereby radio wave propagation can be viewed as optical rays. It can be seen
that diffraction and the wave guiding effect of the corridor are considered. In this model, all
space-time properties, such as time delay, angle of departure, and angle of arrival, need to be
considered for estimating the actual coverage area of the network. Propagation loss and accuracy
are the common parameters necessary for common planning. But due to these extra-sophisticated
parameters in propagation models, it becomes very time consuming and difficult to manage all of
the measurement parameters. Hence, for these reasons, this model is not commonly used. Figure
6 shows the coverage prediction by this model.
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Figure 6: Coverage prediction by deterministic model [7]

Empirical and semi-empirical models [7] are primarily based on statistically processed
measurements, which are very fast compared to deterministic models. One of the major
examples is the one-slope model and multiwall model (MWM). Since these models are based on
statistic-processed measurements, all prediction results are derived from the immediate close-

knit expression, which consists of all parameters and provides results quickly.
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Total path loss LTOT (dB) can be expressed as
L=L(P)+y TOT (1)
where L(P) (dB) is the average loss based on the position P only, and y (dB) is random fading
with a zero-mean statistical distribution.

The one-slope model [3] is a good way of calculating the signal of the location without
having knowledge of the actual location layout. The path loss in dB is simply a function of the
distance between the transmitter and the receiver antennas:

L (d)=L,+ 10n log(d) (2)
where L, (dB) is the reference loss value for the distance of 1 m, n is the power decay factor
(path loss exponent) defining slope, and d (m) is the distance. L, and n are empirical parameters
for a given environment, which fully control the prediction. As an example, Table 3 shows a few
values taken from various references. As indicated, the value of the power decay factor n is
highly dependent on the type of structure or building, so it has a major influence on the resulting
determination of the signal-level coverage. A typical example of the coverage prediction is
shown in the Figure 7, which was calculated using different locations.

The values of the power decay factor n vary depending on the type of building and indoor
environment. Hence, the value of n can change depending on location and can be adjusted well,
according to the requirements. This model basically provides a very good tool when there is no
information on the indoor environment and if a fast draft is needed for calculating the signal

strengths around any location.
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f Lo n
(GHz) | (dB) (-) comment
1.8 33.3 4.0 office [13]
1.8 37.5 2.0 open space [13]
1.8 39.2 1.4 corridor [13]
1.9 38.0 3.5 office building [14]
1.9 38.0 2.0 passage [15]
1.9 38.0 1.3 corridor [15]
2.45 40.2 4.2 office building [9]
2.45 40.2 1.2 corridor [9]
2.45 40.0 3.5 office building [16]
2.5 40.0 3.7 office building [17]
5.0 46.4 3.5 office building [18]
5.25 46.8 4.6 office building [17]

Table 3: Empirical parameters of one slope model [7]

Figure 7: Coverage prediction by one-slope model [7]
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A semi empirical multiwall model provides more accuracy and deep insight when
compared with the one slope model. However, the results are occasionally site-specific, as some
input of the floor plan description is required for better results.

The basic idea of an MWM is illustrated in Figure 8. The path loss between a transmitter
and receiver Lyw is given by

N

Lyy =Leg (d)+ > kL, +k ;L.

i=1
where Lg (dB) is the amount of free-space loss for the distance d (m) between transmitter and
receiver antennas. With this model, several parameters are introduced, such as number of levels
in the building, types of walls, and number of walls. The addition of this input brings about good
accuracy and coverage results, which are closer to the real measurements. These models [7] are
based on well-calculated expressions, which take into account all necessary parameters of the

specific site or building so that coverage area and signal strengths can be estimated well.
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Figure §8: Multiwall model geometry
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Most WLANSs are deployed manually without any forethought in software planning. The
initial design is usually done by a site survey after deploying a set of access points and then
physically checking the signal strengths and coverage region. However, these models can be very
useful when an estimate of the hardware and its appropriate performance review in the pre-build
network are needed. Again, there are certain advantages and disadvantages to these specific
models. The advantages are that it enables fast and flexible trials of the network performance
without having to deploy the actual hardware, and very minimum input is required to derive the
output. One of the major disadvantages is that it requires a skilled person to run the model
appropriately; otherwise, there might be large differences in the results. This particular paper
introduced methods for designing networks in a very detailed manner, including advantages and
disadvantages. The network in this thesis was designed in a manner similar to that of the site
survey method but with a power energy constraint as the main concern.

3.4  Constraint-Based Wireless Infrastructure

Other research [8] proposed and introduced a design idea in infrastructure-based
networks that would be capable of supporting a data rate demand (data rate density) in a given
area. Here, the design methodology was to determine the number of access points, frequency
channels, power levels, and placement of access points that would satisfy a set of constraints
introduced in the beginning of the network design process. The set of constraints [8] included
data rate density, radio propagation, and received-signal strength intensity. Unlike optimization
techniques that are available for enhancing network designs, the authors of this research
proposed a design and algorithm based on a constraint-satisfaction problem.

The algorithm represented [8] a service region as a discrete space of grid size 1 m by 1 m.

The grid points represented candidate locations for installing access points and specifying
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locations that required radio signal coverage. Their design considered two cases: the first allowed
APs to be located at any grid intersection, and the second restricted AP locations to a more
narrowly defined feasible space. This design approach is shown in Figure 9. The design
algorithm was structured in two main parts: the first involved determining the access points
necessary for a given service and initializing their configuration, and the second [8] implemented
a solution algorithm that manages the constraints, such as power levels, frequency channels,
radio propagation areas, and received-signal strengths, so that all requirements are fulfilled in the
designed network. Again, two sets of input components were defined in this algorithm: the first
being the network traffic demands and physical location or structure where the algorithm was
being adopted, and the second being a set of inputs incorporating the path-loss models that would

approximate the radio propagation in a given physical area.
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Figure 9: Constraint-based design algorithm [8]

29



With the above inputs, this algorithm [8] tries to maintain all constraints and calculate all
parameters in such a way that all specific requirements are met to provide the right amount of
bandwidth and signals to the Internet users. This algorithm was based on providing the data rates
to the user according to their needs. If a larger consumption of data rate is required, then it
allocates the parameters accordingly to meet the demands. If the requirements are small, then it
ensures that only those demands are fulfilled, dividing equally all the necessary constraints and
parameters in the wireless network. Hence, this algorithm [8] placed more emphasis on the data-
rate demands of the users and accordingly allocated all the proper channels and all the
parameters to ensure that the network functioned properly.

The capacity-driven approach [8] brought by this algorithm can be very useful because
it depends on the data capacity demand by users rather than allotting bandwidth to each user,
which could be a waste of total available bandwidth and might hamper those who need it more.
This algorithm was explained in a very generic manner. One process was dedicated to the input,
which comprised all constraints for providing necessary radio signal coverage and data rate
according to the demand. The other process consisted of a brute force search technique, which
appears after obtaining the demand of how many access points and how much bandwidth are
required. This approach exhaustively searches for available APs with their individual power
levels and frequency channels in that location and allots them properly in the right directions.
This is accomplished with the assistance of strong processors, which in turn consume a large
amount of computational power.

The above algorithm [8] and design approach introduced a new concept in WLAN design
for considering capacity-driven constraints. It also made a strong statement by not reducing the

hardware but rather using available hardware intelligently so that all the demand for data is met

30



and the power consumption is reduced. However, the authors of this paper were not able to make
this algorithm work in large-area networks, where searching for available locations of devices
would take considerable time in providing service, which in turn would affect network
efficiency. The concept was well intentioned and was able to explain a new way of looking at the
design of networks by giving priority to some constraints and parameters, which could enhance
the working of networks.

Considering the above designs and different methods for designing a network, a network
in this thesis was designed based on real-time data analysis with access points, switches, and a
wireless controller. The controller has all the information of the APs and also the amount of users
connected to those APs. The methods of designing a network were not analyzed, but rather a
central infrastructure design with an algorithm to minimize the power consumption and costs in
the overall infrastructure was proposed. It was possible to reduce the overall power consumption
and costs by simulating the basic design and algorithm in the testbed by 60 percent, which is a

tremendous savings for any large organization.
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CHAPTER 4

PROPOSED ALGORITHM

This section explains a proposed algorithm that might be running in a centralized
structure and that adheres to the design requirements discussed in Chapter 3. The objective of
this algorithm is to simply explore the magnitude of energy savings that can be achieved in its
adoption and how it works in a centralization structure. This algorithm does accomplish the
objective, and later on, details and how the algorithm is implemented in the prototype are
explained.

4.1  Convex Hull Algorithm

This algorithm was designed for placing access points strategically in specific locations
and which would be inherent to all above design parameters based on concepts of Computational
geometry. We have chosen computational geometry design because it is concerned with the
study of algorithms involving shapes, designs and curves [9]. Its most widely recognized use,
however, is to describe the subfield of algorithm theory that involves the design and analysis of
efficient algorithms for problems involving geometric input and output.

One of the fundamental structures in Computational geometry is called Convex Hull.
Convexity is a very important geometric property. A geometric set is convex if for every two
points in the set, the line segment joining them is also in the set. Now Convex Hull can be
defined intuitively by surrounding a collection of points with a rubber band and letting the rubber
band snap tightly around the points. Figure 10 shows a set of points and its convex hull design

which depicts it as a specific area [9].
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Fig 10: A point set and its convex hull [10]

There are number of reasons for choosing convex hull as our design structure as it is the
simplest shape approximations for a set of points and can be used to approximate all kinds of
shapes and structures [9]. Convex hull also fulfills all our design aspects which are mainly
efficient coverage and limited usage of access points in the area at the same time. There has been
a lot of ongoing study in algorithms for designing convex hull depending upon different shapes
and different applications but we are only concerned with the global geometric design of convex
hull and not in algorithms.

42  Convex Hull in Centralized Structure

Proper placement of access points is one of the best practices that should be adhered to in
order to unleash the full performance potential of the Wireless Network. Earlier existing
networks, access points are distributed mainly throughout interior spaces, providing coverage to
the surrounding areas [10]. This method had the potential of diminishing the signal strength
efficiency in the border areas. In our Convex Hull design, we have placed the access points on
the perimeters of the area and corners which then have a potential to complement interior access
points [10]. These border access points play a vital role in ensuring good location fidelity within

the areas they encircle.
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The access points that form the perimeter and corners of the location can be thought of as
outlining the convex hull or set of possible device locations where the best potential for high
accuracy and precision exists [10]. Revisiting the definition, the convex hull of a set S of points,
denoted hull(S), can be regarded as the smallest polygon P for which each point of S is located
either on the boundary or within the interior of P. Figure 11 illustrates the concept of convex hull

with interior area and blacks circles representing access point locations.

Interior

Fig 11: Convex Hull of Access Points

Energy Savings: Previously proposed distributed approaches for energy-efficient WLANSs
rely on locally derived information. For instance, a distributed approach called a wake-on
WLAN powers an access point on or off if a sensor attached to it detects the presence or absence
of users in its vicinity. As a result, more than a necessary number of access points may power
themselves on when only a single AP may be sufficient.

The power-saver algorithm enables the central controller in a WLAN to make smart
decisions to power portions of it on and off. These smart decisions ensure that all the

requirements of an energy-efficient WLAN design are met while maximizing energy savings.
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The power-saver algorithm is like a policy-based algorithm, which maintains up-to-date
knowledge of those access points being deployed in a given area and makes a smart decision to
switch on the required APs and switch off the redundant or unnecessary APs, thus not sacrificing
the efficiency of any design requirements discussed above.

WLAN Coverage: In this algorithm, a close-knit array of access points is designed in
convex hull manner and each section is called an area. These APs were placed in areas at a
specific metric distance. Each access point was placed a specific distance from each other, and
each area was located at a specific distance. All areas were interconnected with each other, and
all access points were placed correctly so that all users in their vicinity received full access.
Assuming that access points can cover a 50 m area, then one access point, Access Point A, was
placed in Area 1, and another access point, Access Point B, was placed at the end of 40 m.
Access Point B acted as a redundant AP for Area 1 and as an active AP for Area 2 to which it
belongs. All access points were placed respectively in each area, and all areas were
interconnected to maintain complete connectivity in the network.

4.3  How the Convex Hull Design Might Work in the Centralized Structure

Assume that interior access point in Area 1 is in sleep mode after large span of time
scanning to check if there were any available users in that location. If an Internet user comes to a
border location of Area 1, where border access point is residing, then it gets connected to it. This
AP determines the density of the users, if they overpass a particular limit it senses that the signal
strength is weakening, and then it communicates with the central controller to switch on the
interior access point which is in the vicinity of border access point and an actual resident of
interior area. When interior access point receives the message from the controller, then it

activates itself. When interior access point is active, it scans the area and finds that particular
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user and helps that user to switch service to itself. After the switching of access points, interior
access point communicates with the controller to inform border access point that it has acquired
the user that was previously connected to it. The controller keeps knowledge of all access points
and interconnected areas, since they are connected to it either directly or indirectly. Figure 12

illustrates the location of border and interior access points and the process of interchanging

processes.

— Intenor
Area

Fig 12: Illustration of border and interior access points in communication with user

The major emphasis is always on the border access points which are the first point of
contact for the users and they are also responsible for maintaining the connectivity throughout
the times. These border access points also have full potential in handing of users to other area’s

border access points when the user is on the move.
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4.4 Energy Saving Potential by Convex Hull Design

The restriction on border access points of keeping themselves active consistently
throughout gives opportunity to the interior access points to get switched off or get in to sleep
mode. For every area of 10 access points, there is potential of energy savings for at least 4 access
points which is a complete saving of half energy consumed in a network. Interior access points
become active only when they are required due to excessive load or busy hours at the
organizations, otherwise they are always energy saving sources in the network. Now, we can
imagine the idle times of the access points at night’s and non busy hours, this can lead to an
immense potential of huge savings in terms of energy as well as money. Additional energy can
also be saved by placing the border access accurately by implementing proper methods to
measure signal strengths and identifying black holes, which then brings a potential to even
switch off border access points.

Now, a discussion about the communication that was involved earlier between the
controller and the access points follows. The communication message might, and should, include
the following headers to communicate effectively:

e ArealD

e Distance

e MAC Address

e Sleep Period

e Users Connected

e [P Address, if involved

e Beacon Interval
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Area ID is the identification of an area to which an access point is placed. This ID will be
useful for informing the controller and the APs for switching on a sleeping access point or
activating a redundant access point. Distance is a mandatory part of the communication message,
since all access points are placed at all locations with respect to distances. Every AP is placed a
certain distance from another AP, and each area will be placed a certain distance when
connecting to another area. MAC address is the identification address of an access point, which
should be forwarded in each communication message such that every controller knows exactly
where to forward the message. The sleep period is identified when an access point informs the
controller about its sleep time, how much time it will sleep, and when it will wake up. Users that
are connected inform the controller about the frequency of users connected to each access point.
The IP address is identified for each access point in the messages.

45  Additional Energy Savings with This Algorithm

The controller is the central position of contact in this network. In addition to controlling
the access points, it can also power off the switches, which will considerably affect overall power
consumption. This can only be achieved in locations where all switches and access points are
connected together in one particular room or where all devices are placed under a close-knit
group.

The convex hull algorithm works on achieving most power consumption by bringing
intelligence into the controller so that it can power on and off access points based on user
frequency. It also tries to conserve power by reducing the usage of access points and switches at
certain locations.

This research proposed a new design methodology of placing the access point’s area wise

by applying convex hull structure and examined the potential of energy savings through the
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mechanism in a centralized structure without sacrificing the network connection efficiency. The
communication pattern and algorithm imposes all critical parameters in the network leading to a
power-efficient network.

Furthermore Chapter 5 will demonstrate the emulation of communication pattern which
is carried out in switching on and off access points in the centralized structure through the

Wireless Controller. Chapter 6 has evaluated all the savings in terms of energy and cost.
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CHAPTER 5

EMULATION

Instead of using any network simulator, the centralized behavior of a network
infrastructure was emulated experimentally in a basic testbed. Figure 10 shows this centralized
structure. Typically, centralized structures consist of hundreds of access points, switches, and
controllers, as shown here. In such a controlled centralized structure, minimal tasks are handled
by the access points, and the majority of tasks are handled by the centralized controller. The
controller is connected to the access points either directly or indirectly. Communication between
the APs and the controller is based on the algorithm mentioned in the previous section and helps
the centralized structure to achieve the reduced power consumption by bringing the desired

intelligence into the network.

Controller

-~ ACCESS

Figure 10: Centralized testbed structure [17]
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In order to experimentally emulate the communication and the artificial intelligence
carried out between the controller and the access points, the following devices were used:

e Laptops: Laptops were used in place of access points, since it was difficult to program
access points into performing appropriately. Laptops can be programmed and forced to
act like access points. Hence, the term access point is used in place of laptop throughout
this paper.

e Switches: Switches were used to connect access points.

Figure 11 shows the basic experimental setup consisting of two access points, a
controller, and a switch. The controller and access points were connected to the switch through

an Ethernet cable.

Wireless LAN
Controller

Acezss PrntB

Access Poit A

Figure 11: Emulation diagram
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First, the establishment of communication between the controller and the access points
and which resources were utilized to power on and sleep the access points according to user
needs will be explained. A wake-on LAN program was used to wake an access point, and a
socket program was used for sleeping. Both programs are explained in detailed in the following
sections.

51  Wake-On-LAN

A wake-on WLAN program was used in the emulation to power on access points if they
were in sleep mode. A Wake-on-LAN [15] is a combination of both software and hardware
technology, which allows a computer to be powered on or awakened from standby or hibernation
by sending specially coded network packets called -magic packets.” The wake-on WLAN works
in the following manner.

e The target computer is in standby, hibernating, or shutdown, using power reserved for the
network card.

e The network card listens for a specific packet, or magic packet.

e The magic packet is broadcast on the broadcast address for that particular subnet (or an
entire LAN, although this requires special hardware and/or configuration).

e The listening computer receives this packet, checks it for correct information, and boots
the computer if the magic packet is valid and contains the network card’s MAC address.

Magic Packet Technology

Magic packet technology was basically introduced to put a computer in an extremely low
power state and still have it be manageable by a network system administrator. It is a feature
designed to be incorporated into an Ethernet controller. This feature contains three modes:

e Magic packets enable.
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e Magic packets frame detection.
e Magic packets disable.

Once the computer goes into sleep mode, the LAN controller in the network interface
controller (NIC) is put into the magic packet mode. Here it scans all incoming frames addressed
to the node for specific data sequences, which indicate to the controller that this is a magic
packet frame.

The LAN controller in the NIC card scans for a particular data sequence in the Ethernet
frames it is receiving [11]. If it sees any sequence of six bytes of all one’s (FF FF FF FF FF)
followed by 16 duplications of a targeted computer’s MAC address (address of the machine to be
awakened), then it simply wakes up that computer. This particular data sequence can be located
anywhere in the standard Ethernet frame. The destination address in this frame would be a
BROADCAST address for that subnet. The device also accepts the MULTICAST frame, as long
as the 16 duplications of the MAC address match the address of the machine to be awakened.

If the 48-bit MAC address of the particular node is 01:22:33:44:55:66, then the LAN
controller would be scanning for the following data sequence (assuming an Ethernet frame):

DESTINATION SOURCE MISC FF

FF FF FF FF FF 01 22 33 44 55 66 01 22 33 44

5566 0122 33 44 55 66 01 22 33 44 55 66 01

223344556601 223344556601 223344

5566 0122 33 44 55 66 01 22 33 44 55 66 01

223344556601 223344556601 223344

5566 0122 33 44 55 66 01 22 33 44 55 66 01

2233445566 01 22 33 44 55 66 MISC CRC
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The magic packet can go beyond a router by using UDP port 0, 7, or 9 to send packets, so
if the router is configured to forward packets that are coming from these ports, they can go
beyond the router. Another way to send a magic packet beyond a router is with DIRECTED
BROADCAST. Magic packets are sent via the data link layer, which is not very secure, can be
abused to a certain extent, but can be prevented by firewalls. Certain NIC cards have a special
feature called —Secure On,” which allows users to store a hexadecimal password of six bytes.
The NIC card will only wake the device if the password and MAC address are correct [17].

The wake-on WLAN concept in the experimental testbed was used to wake access points,
with the help of a controller emulating the centralized structure behavior. A special code was
used to run on all access points so that it could wake other access points with the help of a
controller. Waking other access points during sleep mode was successful with the help of other
access points by propagating the request through the controller. In this way, it is assumed that the
communications pass through the access points and the controller. The emulation steps will be
described in detail in an upcoming section.

5.2  Sleeping an Access Point

In order to sleep an access point, a socket program was used. This would again be
propagated through the controller to other access points and then sleep it whenever it is idle.
5.3  Emulation Steps of Algorithm and Testbed

The idea behind the emulation was to understand the communications that might be
occurring between the controller and the access points. Usually, information that is exchanged
between access points and controllers is known, but the logic and the algorithm for establishing

this communication is not known.
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The basic communication modules involved in a centralized structure are the sleeping of
access points by the controller and the waking of access points, depending on network traffic,
which was explained previously. The complete communication pattern will be explained in
multiple sections. Figure 12 is an exact replica of the emulation testbed, which was set up in the

laboratory for emulating the complete communication pattern of the access points and controller.

Wireless LAN
Controller

A Access Point B

Access Paint A
Figure 12: Initial testbed
Figure 13 explains the sleep scenario in which the controller sleeps/shuts down an
internal access point on the basis of clients accessing that AP. The preceding phases explain the

emulation about waking the access point if users try to associate with the sleeping access point.
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Figure 13: Phase 1. Controller sleeping the access point

The communication pattern was emulated using four laptops, since access points and a
controller cannot be used directly in this setup. This is because access points and a controller
come as a standard and cannot be programmed. In this testbed, one laptop represents a wireless
LAN controller, two laptops act as an access point, and one laptop acts as a client accessing the
access point. The complete experiment was simulated in six phases in order to understand the
communication pattern that might be evolving in the standard centralized structures.

The controller and access points were all connected via a switch through the Ethernet
cables in the tested. This typical setup in which the switch is providing power over the Ethernet
is widely available and used in a centralized structure where the controller and access points are
hooked to a common power source and connected directly or indirectly with each other for
sharing common updates. Even here, the controller is responsible for managing access points
according to the needs of Internet users in the network. For this experiment, a four-port Ethernet

switch was used, and four Dell laptop computers were interconnected with each other.
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53.1 Phasel

In Phase 1, it was assumed that there were no clients in the vicinity of Internal Access
Point A, and it was put to sleep by sending a sleep signal by the controller. This was done by the
socket programming in C language. The intention behind sleeping the access point was mainly to
reduce the power consumption and to emphasize the technology in wireless networks, which is
very productive in nature.

This technology is already evident in a Cisco centralized structure, which was introduced
due to the nature of all networks where all access points need not be powered on all the time in
order to have radial coverage of the network. A prototype is being built to study the kind of
technology that might be employed when such concepts come into play. As a starting point to
this work, it will include a very basic idea for sleeping the access point by executing a program
from another system so that another access point can be put to sleep. The programming, which
is a basic implementation of socket programming, will be explained in a later section.

5.3.2 Phase?2

As shown in Figure 14, while Access Point A is sleeping, whenever a client user comes
into the vicinity of access points, it will search for those access points that can be reached with
strong signals, and if it does not find any, then it will search for an alternate access point to
which it can connect. This is the usual way users connect with access points in the network, and
it has a very negligible delay, if any. As can be seen in Figure 14, the user gets connected to
Border Access Point B, which is done with low signals due to its exceeded limit. As soon as the
client is connected to Border Access Point B, an exchange of information takes place between

Access Point B and the controller about all of its configured parameters including power levels,
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signal strengths, and connected users. The controller and access points share all necessary

information to keep the database up to date at all times.

Wireless LAN
Controller

/' Border Access
Point 'B'

Internal Access point 'A’

Figure 14: Phase 2. Internal Access Point A sleeping

5.3.3 Phase 3

The updated database is very vital for the controller to have all the time and keeps
exchanging all the time for the proper funchioning of the network. The controller also provides
all the necessary information to access points in order to make them switch from on and off
according to the requirement. Figure 15 shows the communication pattern of updating databases
between clients and controller. These concepts are necessary for the proper functioning of
current centralized structures. From this testbed and the prototype implementation, it is believed
that Border Access Point B sends information to those access points that might be in the vicinity

of its area, indicating that it needs help in switching the load.
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Figure 15: Phase 3: Client in vicinity of sleeping Internal Access Point A but getting connected
to Access Point B

5.3.4 Phase 4

Internal Access Point A responds since it is the closest AP in that area, but it is also
possible to call a redundant access point location. When Border Access Point B sends
information about the load, power levels, and signal strengths through the controller to Access
Point A, the controller triggers the wake-on WLAN signal to Internal Access Point A. When
Internal Access Point A receives the wake-on signal, it becomes active with a refreshed interval

having full power levels and a strong signal. Figure 16 shows this communication graphically.
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Figure 16: Phase 4. Now-active Access Point A after receiving wake-on WLAN signal
from controller

5.3.5 Phase5

When Internal Access Point A is active, it begins propagating signal strengths, updates all
parameters again to the controller, and gets to know other APs through the controller. In the
meantime, the client computer is still connected to Border Access Point B but comes under the
vibe of Internal Access Point A. Phase 5 is shown in Figure 17. This is the usual way a laptop
connects with access points in current networks, informing them about all available existing
networks and probable signal strengths associated with those networks.

Access Point B stays connected with the controller while the client becomes completely
associated with Access Point A. All information is again shared with the controller so it can
maintain an updated connection table and all updated parameters from all APs, keeping the data
current at all times for managing AP connectivity and switching off or on the access points

appropriately according to the requirement.
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Figure 17: Phase 5. Client gets connected to Access Point A

5.3.6 Phase6

After some time, the controller checks the Access Point B state table to verify if there are
any additional clients associated with this AP exceeding its limit. If there are clients, then the
controller will switch on other access points appropriately. In Figure 18, it is assumed that there
are no clients connected to the access point, and the controller will send the sleep signal to
Access Point B in order for it to settle down in a sleep state.

The client now changes the connection from Access Point B to Access Point A after
observing stronger signal strengths. Again, all information is propagated periodically between
the controller and other access points in that certain area. The aim here is always to have the

highest bandwidth efficiency and have all clients connected with the strongest signals.
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Figure 18: Phase 6. Sleeping Access Point B when no clients are connected

Phases 1 to 6 are basic implementations of a working centralized structure, where the
controller intelligently controls the funchioning of access points while delivering efficient radio-
signal coverage and reduced power consumption throughout the network. This small prototype
testbed simulating a centralized structure was built as a starting point for others to continue this
work. Not all of the funtionalities were added to this prototype, but the major ones, like
switching on and switching off the access points through the controller, were added. An
algorithm was proposed, and the possibilities that might be running in the existing centralized
structure by which the controller makes creative decisions with access points and switching

between them, according to the requirement, were studied.
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CHAPTER 6

EVALUATION

6.1 RESULTS

This section presents results of the previously explained experiments, evaluating them in
different scales. Not all of the functionalities and features in the centralized structure were able to
be built, but the basic idea of reducing power consumption and intelligently switching access
points on or off according to the client requirement was successfully implemented. Presented
first are the results of a non-centralized network infrastructure where all access points are active
in a certain location. To demonstrate the results better, a location that has a dense deployment of
access points was selected to show the major differences in results.

Considering a location consisting of 100 to 200 access points, which is a common
installation location in major corporations and universities for evaluating on the basis of cost and
power consumption, every access point and switch requires a minimum amount of electricity to
function properly. Efficiency can be defined as the measure of power relative to the amount of
work accomplished. When devices use more power to perform the same amount of work, they
are considered to be less efficient, and low efficiency will lead to increased costs in building the
network infrastructure:

Cost incurred = energy consumed per hour * cost of power for
every kilowatt (kWh) * number of hours access point is running

Assuming that the median California rate is 15 cents per kilowatt hour (kWh), then

Cost of one access point running 24 hours:

0.01 kWh * 0.15 cents/kWh * 24 hours

$0.036
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Cost of one access point running 24 hours for one year:

= 0.036 * 365

$13.14
Total cost for 200 access points in the network:

200 * 13.14

$2,628
Total energy consumption of 200 access points in the network:

200 * 0.01 kWh * 24 * 365

17,520 kWh

Table 4 shows the final energy consumption and cost of access points in a non-
centralized structure.

TABLE 4

ENERGY CONSUMPTION AND COST OF ACCESS POINTS
IN NON-CENTRALIZED STRUCTURE

Energy per access point 0.01 kWh
Energy per access point per day 0.24 kWh
Energy per access point per month 7.20 kWh
Energy for 200 access points per year 17,520.00 kWh
Cost per access point per day $0.036
Cost per access point per month $1.08
Cost per access point per year $13.14
Cost for 200 access points per year $2,628.00

To accommodate 200 access points, five switches with 48 ports are required, and each
switch consumes 100 W on average. The energy consumption and cost of the five switches is as
follows:

Average energy consumption of five switches per hour:
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= 0.1 kWh
Average energy consumption of five switches per day:
= 0.1 *5* 24 hours

12 kWh

Average energy consumption of five switches per month:

= 12 kWh * 30 days

360 kWh
Total energy consumption of five switches per year:
= 12 kWh * 365 days
= 4,380 kWh
Cost of energy consumption of five switches per year at 15 cents/kWh/year:

= §.15* 4,380 kWh

$657.00

Table 5 shows the final calculated values for the energy consumption and cost of
switches in a non-centralized structure.

TABLE 5

ENERGY CONSUMPTION AND COST OF SWITCHES
IN NON-CENTRALIZED STRUCTURE

Energy per switch 0.1 kWh
Energy per switch per day 2.4 kWh
Energy per switch per month 72.0 kWh
Energy for five switches per year 4,380.0 kWh
Cost per switch per day $0.36
Cost per switch per month $0.45
Cost per one switch per year $131.4
Cost for five switches per year $657.00
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Total energy consumption when both switches and access points are combined:

= 4,380 kWh + 17,520 kWh =21,900 kWh
Total cost incurred in managing the power of switches and access points:

= $657 + $2,628 = § 3285
The above results and calculations were based on the assumption of a non-centralized structure
where all switches and access points are actively consuming energy and running all the time.

The second set of results are from a centralized structure where all access points are
intelligently switching on and off on the basis of algorithm. Table 6 shows all observations of a
centralized structure with access points running algorithm.
TABLE 6

ENERGY CONSUMPTION AND COST OF ACCESS POINTS
IN CENTRALIZED STRUCTURE

Energy per access point 0.01 kWh
Energy per access point per day 0.24 kWh
Energy per access point per month 7.2 kWh
Energy for 200 access points per year 8,760.0 kWh
Cost per access point per day $0.036
Cost per access point per month $1.08
Cost per access point per year $13.14
Cost for 200 access points per year $1,314.00

When a centralized structure with the proposed algorithm was deployed, the energy and
cost consumption of access points were almost half when compared to the non-centralized
structure. However, the consumption for switches in both infrastructures was the same because
these devices need to be powered on all the time in order to provide energy to the active access
points. Values for the energy consumption and the cost of switches in a centralized structure are

provided in Table 7.
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TABLE 7

ENERGY CONSUMPTION AND COST OF SWITCHES
IN CENTRALIZED STRUCTURE

Energy per switch 0.1 kWh
Energy per switch per day 2.4 kWh
Energy per switch per month 72.0 kWh
Energy of five switches per year | 4,380.0 kWh
Cost per switch per day $0.36
Cost per switch per month $0.45
Cost per switch per year $131.40
Cost for five switches per year $657.00

As shown in Tables 6 and 7, it is clearly evident that deployment of a centralized
structure with algorithm makes a considerable difference in terms of cost and energy
consumption. If these results are observed in larger organizations, the difference would be more
evident and would be the best solution for deployment. Figure 19 shows the differences in power

and costs between a centralized structure and non-centralized structure.
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Figure 19: Energy consumption in centralized structure and non-centralized structure
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CHAPTER 7

DISCUSSION

7.1  Future Work

This research, is a study of which algorithm could be more beneficial in existing
centralized network infrastructures. Initially, focus was on the working of the centralized
structure, and the algorithm was built accordingly. This algorithm is a preliminary step to
understanding and studying the perceptions that could be present in the designing of the
centralized structure. The proposed algorithm only had elements of the central working of the
centralized structure concerning the intelligent on and off switching of the access points
according to the network requirement. Further research could also be done on designing the
algorithm based on convex hull approach more accurately and with a combination of all
parameters that are critical for the network. While designing the algorithm, standard algorithms
available in the field of computer networks could be studied in depth, and a finer standard could
be developed. In this thesis, the access points were manually switched with the help of a
controller. Further research could be in done in automatically switching access points according
to the requirement. Also, signal strengths could be calculated by distancing the controller and
access points and also creating a threshold level of signal strengths according to which the access
points would get properly switched.

This study and proposal is an initial and first study in the area of an existing centralized
structure. The research here can serve as an initial exploration point to the algorithm study in the
area of centralized and non-centralized structures, because the working of a centralized structure
is already known, but how the working initially starts and what kind of algorithms are employed

are not known.
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7.2 Conclusion

This research proposes an algorithm that might be running in a centralized structure or it
can be implemented which has the potential to yield intelligence in switching access points on
and off as per requirements, hence reducing cost and power consumption to a large extent. The
same mechanism ensures proper coverage of signals and a definite allocation of bandwidth to
users. The proposed algorithm was also run on a basic emulation testbed consisting of access
points, and the respective parameters were calculated to define the benefits of a centralized
structure in terms of power consumption and cost while assuring efficiency and quality of service
to network users. While this research evaluated the effect of the proposed algorithm on a simple
local network, it needs to be practically implemented and tested in a production-level
environment. However, if implemented in the right direction, it could lead to greater artificial

intelligence and 60 percent additional savings in power and cost.
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/*

APPENDIX A

COMPUTER PROGRAM FOR SERVER

** server.c -- a stream socket server demo

*/

#include
#include
#include
#include
#include
#include
#include
#include
#include
#include
#include
#include

<stdio.h>
<stdlib.h>
<unistd.h>
<errno.h>
<string.h>
<sys/types.h>
<sys/socket.h>
<netinet/in.h>
<netdb.h>
<arpa/inet.h>
<sys/wait.h>
<signal.h>

#define PORT "3490" // the port users will be connecting to

#define BACKLOG 10 // how many pending connections queue will hold

void sigchld handler (int s)

{

while (waitpid (-1, NULL, WNOHANG) > 0);

}

// get sockaddr, IPv4 or IPvé6:
void *get in addr(struct sockaddr *sa)

{

if (sa->sa family == AF INET) ({
return &(((struct sockaddr in*)sa)->sin_addr);
}
return &(((struct sockaddr in6*)sa)->sin6_ addr);
}
char buf2[10] = "shut3";

char buf3[10]

"shut2";

int main (void)

{

int sockfd, new fd; // listen on sock fd, new connection on new fd
struct addrinfo hints, *servinfo, *p;

struct sockaddr storage their addr; // connector's address information
socklen t sin size;

struct sigaction sa;

int yes=1l;

char s[INET6 ADDRSTRLEN] ;

char r[100];
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int rv;

FILE * sure;
sure = fopen ("harthick.txt","r");

memset (&hints, 0, sizeof hints);

hints.ai family = AF UNSPEC;

hints.ai socktype = SOCK_STREAM;

hints.ai flags = AI PASSIVE; // use my IP

if ((rv = getaddrinfo (NULL, PORT, é&hints, é&servinfo)) != 0) {
fprintf (stderr, "getaddrinfo: %s\n", gai strerror(rv));
return 1;

}

// loop through all the results and bind to the first we can

for(p = servinfo; p != NULL; p = p->ai next) {
if ((sockfd = socket(p->ai family, p->ai socktype,
p->ai protocol)) == -1) {
perror ("server: socket");
continue;

}

if (setsockopt (sockfd, SOL SOCKET, SO REUSEADDR, &yes,

sizeof (int)) == -1) {
perror ("setsockopt") ;
exit (1) ;
}
if (bind(sockfd, p->ai addr, p->ai addrlen) == -1) {

close (sockfd);
perror ("server: bind");
continue;

}
break;
if (p == NULL) {
fprintf (stderr, "server: failed to bind\n");
return 2;

}

freeaddrinfo (servinfo); // all done with this structure

if (listen(sockfd, BACKLOG) == -1) {
perror ("listen");
exit (1) ;

}

sa.sa _handler sigchld handler; // reap all dead processes
sigemptyset (&sa.sa mask) ;
sa.sa flags = SA RESTART;
if (sigaction(SIGCHLD, &sa, NULL) == -1) {
perror ("sigaction");
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exit (1) ;
}

printf ("server: waiting for connections...\n");
while (1) { // main accept() loop
sin size = sizeof their addr;

new fd = accept(sockfd, (struct sockaddr *)é&their addr,
&sin_size);

if (new _fd == -1) {
perror ("accept") ;
continue;

}

inet ntop(their addr.ss family,
get in addr ((struct sockaddr *)&their addr),
s, sizeof s);

printf ("server: got connection from %$s\n", s);

if (!fork()) { // this is the child process
//close (sockfd); // child doesn't need the listener
if(s[6]=="3"){
recv (new_ fd,buf3, 10, 0);
//printf ("%s",bufl);
//printf ("%c",s[13]1);
if (buf3[4]=="3"){
send (new_fd, "shut3", 10, 0);
}
else{}
}
if(sf[6]=="2"){
recv (new_ fd,buf2, 10, 0);
//printf ("%s",buf2);
//printf ("%c",s[13]1);
1f (buf3[4]=="2"){
send (new_fd, "shut2", 10, 0);
}
else{exit (0);}

perror ("send") ;
//close (new_ £d);

exit (0);
}

// close(new fd); // parent doesn't need this
}

return 0;
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APPENDIX B

COMPUTER PROGRAM FOR CLIENT 1

Client 1:

/*
** client.c -- a stream socket client demo

*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <netdb.h>
#include <sys/types.h>
#include <netinet/in.h>
#include <sys/socket.h>

#include <arpa/inet.h>

#define PORT "3490" // the port client will be connecting to
#define MAXDATASIZE 100 // max number of bytes we can get at once
// get sockaddr, IPv4 or IPv6:

void *get in addr(struct sockaddr *sa)

{

if (sa->sa_family == AF INET) ({

return &(((struct sockaddr in*)sa)->sin_addr);
}
return &(((struct sockaddr in6*)sa)->sin6_ addr);

}

int main(int argc, char *argvl[])
{
int sockfd, numbytes;
char buf [MAXDATASIZE];
struct addrinfo hints, *servinfo, *p;
int rv;
char s [INET6_ADDRSTRLEN] ;
char shutdown[10];

int a;
if (argc !'= 2) {
fprintf (stderr,"usage: client hostname\n");
exit (1) ;

}

memset (&hints, 0, sizeof hints);

68



hints.ai family = AF UNSPEC;
hints.ai socktype = SOCK_STREAM;

if ((rv = getaddrinfo(argv([1l], PORT, &hints, &servinfo)) != 0) {
fprintf (stderr, "getaddrinfo: %s\n", gai strerror(rv));
return 1;

}

// loop through all the results and connect to the first we can

for(p = servinfo; p != NULL; p = p->ai next) {
if ((sockfd = socket(p->ai family, p->ai_ socktype,
p->ai _protocol)) == -1) {
perror ("client: socket");
continue;
}
if (connect (sockfd, p->ai_addr, p->ai addrlen) == -1) {

close (sockfd) ;
perror ("client: connect");
continue;

}

break;

if (p == NULL) {
fprintf (stderr, "client: failed to connect\n");
return 2;

}

inet ntop(p->ai family, get in addr ((struct sockaddr *)p->ai addr),
s, sizeof s);
printf ("client: connecting to %s\n", s);

freeaddrinfo (servinfo); // all done with this structure

printf ("To put APl in sleep mode please enter one \n");

scanf ("%d", &a);

if (a == 1)

{printf ("befor send");

send (sockfd, "shut3",10,0) ;

}

if (a == 0)

{

send (sockfd, "shut",10,0) ;

}

printf ("befor comparison");

if ((numbytes recv (sockfd, buf, MAXDATASIZE-1, 0)) == -1) {

perror ("recv");
exit (1) ;

//printf ("value of a %d", a);

buf [numbytes] = '\0';
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//printf ("client: received print '%$s'\n",buf);
//printf ("befor if");
if( buf[0] == 's' && buf[l] == 'h' && buf[2] =
't'&& buf[d] == '2")
{

system("sudo /etc/acpi/sleep.sh force");

}
//else { printf ("hi");}

close (sockfd);

return 0;
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APPENDIX C
COMPUTER PROGRAM FOR CLIENT 2

Client 2:;

/*
** client.c -- a stream socket client demo

*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <netdb.h>
#include <sys/types.h>
#include <netinet/in.h>
#include <sys/socket.h>

#include <arpa/inet.h>

#define PORT "3490" // the port client will be connecting to
#define MAXDATASIZE 100 // max number of bytes we can get at once
// get sockaddr, IPv4 or IPvé6:

void *get in addr(struct sockaddr *sa)

{

if (sa->sa family == AF INET) ({

return &(((struct sockaddr in*)sa)->sin_addr);
}
return &(((struct sockaddr in6*)sa)->sin6_addr) ;

}

int main(int argc, char *argv[])
{
int sockfd, numbytes;
char buf [MAXDATASIZE];
struct addrinfo hints, *servinfo, *p;
int rv;
char S[INET67ADDRSTRLEN];
char shutdown[10];

int a;
if (argc != 2) {
fprintf (stderr, "usage: client hostname\n");
exit (1),

}

memset (&hints, 0, sizeof hints);
hints.ai family = AF UNSPEC;
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hints.ai socktype = SOCK_STREAM;

if ((rv = getaddrinfo(argv([1l], PORT, &hints, &servinfo)) != 0) {
fprintf (stderr, "getaddrinfo: %s\n", gai strerror(rv));
return 1;

}

// loop through all the results and connect to the first we can

for(p = servinfo; p != NULL; p = p->ai next) {
if ((sockfd = socket(p->ai family, p->ai_ socktype,
p->ai _protocol)) == -1) {
perror ("client: socket");
continue;
}
if (connect (sockfd, p->ai addr, p->ai addrlen) == -1) {

close (sockfd) ;
perror ("client: connect");
continue;

}

break;

if (p == NULL) {
fprintf (stderr, "client: failed to connect\n");
return 2;

}

inet ntop(p->ai family, get in addr ((struct sockaddr *)p->ai addr),
s, sizeof s);
printf ("client: connecting to %s\n", s);

freeaddrinfo (servinfo); // all done with this structure

printf ("To put AP2 in sleep mode press one \n");
scanf ("%d", &a);

if (a == 1)

{printf ("befor send");

send (sockfd, "shut3",10,0) ;

}

if (a == 0)

{

send (sockfd, "shut",10,0) ;

}

printf ("befor comparison");

if ((numbytes = recv(sockfd, buf, MAXDATASIZE-1, 0)) == -1) {
perror ("recv");
exit (1) ;

//printf ("value of a %d", a);

buf [numbytes] = '\0';

72



//printf ("client: received print '%s'\n",buf);
//printf ("befor if");

if( buf[0] =
't'&& buf[4] == '3")
{

system("sudo /etc/acpi/sleep.sh force");
}
//else { printf ("hi");}

close (sockfd);

return 0;
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