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ABSTRACT

This dissertation aims to study and design coding schemes for information-theoretic security. We
focus on two models: the secret sharing model and the Gaussian wiretap channel model. The main
contribution of this dissertation is to take practical constraints into account. We consider a rate-
limited public communication channel to account for bandwidth constraints and finite blocklength

for practical applications requiring short packet length or low latency.
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CHAPTER 1

INTRODUCTION

Cryptography is the traditional practice and study of schemes for secure communication in the
presence of an adversary.

Traditional cryptographic algorithms rely on the assumption of computational complexity,
making them hard to break in actual practice by an adversary. In contrast, there exists a class
of cryptographic algorithms that rely on an information-theoretic approach that cannot be broken
with unlimited computational power. One such example is a one-time pad, which has been proved
information-theoretically secure against an unbounded adversary, meaning that an encrypted mes-
sage provides no information about the confidential message. This notion of security is developed
and proved to be true for one-time pad by Claude Shannon.

Later, the information-theoretic approach is extended to wireless communication by leveraging
the channel noise. Wyner introduces a wiretap channel, a basic model to account for adversaries
in wireless communication. Further, this approach is formulated for the source model, where a
sender and legitimate receiver will generate a secret key instead of sending a confidential message
(in the channel model).

Furthermore, applying the information-theoretic approach to the problem of secret sharing has
been a challenging task. The most famous secret sharing scheme in cryptography is Shamir’s secret
sharing and is formalized as follows. Consider secret S is divided into L participants such that S
can be reconstructed from any ¢ participants, but even complete knowledge of ¢ — 1 participants
reveals nothing about S. This scheme enables the construction of robust key management strategies

required for encryption. However, in this scheme it is assumed that participants can communicate



over an information-theoretically secure channel at no cost. But we are interested in approach that
aims at providing a full information-theoretic solution that would not rely on complexity-based
cryptography. In other words, we want to avoid the assumption that information-theoretically
secure communication channels are available at no cost.

From a practical point of view, taking constraints such as finite blocklength and arbitrarily
varying channels into account is a challenging problem. Solving this task directs our interest in a
deep learning-based information-theoretic approach.

This dissertation aims to study and design coding schemes under information-theoretic guar-
antees. We focus on the secret sharing model and the Gaussian wiretap channel model. For the
secret-sharing model, we consider two different settings: a) secret sharing with Gaussian sources
b) secret sharing over a Gaussian broadcast channel.

The main contribution of this dissertation is to take practical constraints such as rate-limited

public communication and finite blocklength.

1.1 Outline and Publications

In Chapter 2, we study an information-theoretic secret sharing problem, where a dealer distributes
shares of a secret among a set of participants under the following constraints: (i) authorized sets
of users can recover the secret by pooling their shares, and (ii) non-authorized sets of colluding
users cannot learn any information about the secret. The dealer and the participants observe the
realizations of correlated Gaussian random variables and that the dealer can communicate with
the participants through a one-way, authenticated, rate-limited, and public channel. Our main
result is a closed-form characterization of the fundamental trade-off between secret rate and public

communication rate. Chapter 2 is based on the following references [1,2]:

* V. Rana, R. A. Chou, and H. Kwon, “Information-theoretic secret sharing from correlated
Gaussian random variables and public communication” IEEE Transactions on Information

Theory, vol. 68, no. 1, pp. 549-559, 2021.



* V. Rana, R. A. Chou, and H. Kwon, “Secret sharing from correlated Gaussian random vari-

ables and public communication.” 2020 IEEE Information Theory Workshop (ITW).

In Chapter 3, we design short blocklength codes for the Gaussian wiretap channel under
information-theoretic security guarantees. Our approach consists in decoupling the reliability and
secrecy constraints in our code design. Specifically, we handle the reliability constraint via an au-
toencoder, and handle the secrecy constraint with hash functions. For blocklengths smaller than or
equal to 128, we evaluate through simulations the probability of error at the legitimate receiver and
the leakage at the eavesdropper for our code construction. This leakage is defined as the mutual
information between the confidential message and the eavesdropper’s channel observations, and
is empirically measured via a neural network-based mutual information estimator. Our simula-
tion results provide examples of codes with positive secrecy rates that outperform the best known
achievable secrecy rates obtained non-constructively for the Gaussian wiretap channel. Addition-
ally, we show that our code design is suitable for the compound and arbitrarily varying Gaussian
wiretap channels, for which the channel statistics are not perfectly known but only known to belong
to a pre-specified uncertainty set. These models not only capture uncertainty related to channel
statistics estimation, but also scenarios where the eavesdropper jams the legitimate transmission
or influences its own channel statistics by changing its location. Chapter 3 is based on following

references [3,4]:

* V.Ranaand R. A. Chou, “Short blocklength wiretap channel codes via deep learning: Design
and performance evaluation,” IEEE Transactions on Communications, vol. 71, no. 3, pp.

1462-1474, 2023.

* V.Rana and R. A. Chou, “Design of short blocklength wiretap channel codes: Deep learning

and cryptography working hand in hand.” 2021 IEEE Information Theory Workshop (ITW).

In Chapter 4, we consider a secret-sharing model where a dealer shares a secret with several
participants through a Gaussian broadcast channel such that predefined subsets of participants can

reconstruct the secret, and all other subsets of participants cannot learn any information about the
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secret. Our main contribution is to design a two-layer coding scheme, that rely on two coding lay-
ers, namely, a reliability layer and a secrecy layer, where the reliability layer is a channel code for a
compound channel without any security constraint at short blocklength. Specifically, we design the
reliability layer via an autoencoder and implement the secrecy layer with hash functions. To eval-
uate the performance of our coding scheme, we evaluate the probability of error and information
leakage, which is defined as the mutual information between the secret and the unauthorized sets
of users channel outputs. We empirically evaluate this information leakage via a neural network-
based mutual information estimator. Our simulation results demonstrate a precise control of the
probability of error and leakage thanks to the two-layer coding design. Chapter 4 is based on the

following reference.

* R. Sultana, V. Rana and R. A. Chou, ”’Secret Sharing Over a Gaussian Broadcast Channel:
Optimal Coding Scheme Design and Deep Learning Approach at Short Blocklength,” in
2023 IEEE International Symposium on Information Theory (ISIT), Taipei, Taiwan, 2023,
pp- 1961-1966.



CHAPTER 2

INFORMATION-THEORETIC SECRET SHARING FROM CORRELATED GAUSSIAN
RANDOM VARIABLES AND PUBLIC COMMUNICATION

2.1 Introduction

Secret sharing has been introduced in [5], [6]. In basic secret-sharing models, a dealer distributes
a secret among a set of participants, with the constraint that only pre-defined sets of participants
can recover this secret by pooling their shares, while any other set of colluding participants cannot
learn any information about the secret.

In most secret-sharing models, including Shamir’s scheme [5], it is assumed that the dealer
and each participant can communicate over an information-theoretically secure channel at no cost.
While complexity-based cryptography techniques, e.g., [7], could be used to implement secure
channels without any other resources than a public channel, it would not provide information-
theoretically secure channels. In this chapter, we are interested in another approach that aims
at providing a full information-theoretic solution that would not rely on complexity-based cryp-
tography. In other words, we want to avoid the assumption that information-theoretically secure
communication channels are available at no cost. An information-theoretic approach to secret
sharing over wireless channels has been introduced in [8] for this purpose. The main idea is to
leverage channel noise by remarking that information-theoretic secret sharing over wireless chan-
nels is similar to compound wiretap channel models [9]. This information-theoretic approach has
also been formulated for source models in [10-12], where participants and dealers share correlated

random variables. These models are related to compound secret-key generation, e.g., [13, 14], se-



cure source coding with a multiuser access structure [15], and biometric systems with a multiuser
access structure [16], in that multiple reconstruction and security/privacy constraints need to be
satisfied simultaneously.

In this chapter, we consider the information-theoretic secret sharing model in [11] with Gaus-
sian sources. Specifically, the dealer and the participants observe realizations of correlated Gaus-
sian random variables, and the dealer can communicate with the participants over an authenticated,
one-way, rate-limited, and public communication channel. In wireless networks, independently
and identically distributed realizations of correlated random variables can, for instance, be ob-
tained from channel gain measurements after appropriate manipulations [17, 18]. Our approach
for the achievability part consists in handling the reliability and security requirements separately.
Specifically, reliability is obtained via a coding scheme akin to a compound version of Wyner-Ziv
coding [19], and security relies on universal hashing via extractors [20]. Interestingly, the converse
shows that there is no loss of optimality in decoupling the reliability and security requirements.
The achievability is first obtained for discrete random variables and then extended to continuous
random variables via fine quantization. In principle, one cannot assume a specific quantization
strategy to ensure the security requirement in an information-theoretic manner; hence, the key step
in this extension is to show that information-theoretic security holds, provided that the quantization
is sufficiently fine. For the converse part, we can partly rely on techniques developed in [21], [22].
However, unlike in [21], [22], our setting involves multiple security constraints that need to be
satisfied simultaneously; hence, the main task in the converse is to prove a saddle point property
without any degradation assumption on the source model.

The main differences between our work and [11,13,14,16] are that [11,13,14,16] consider dis-
crete memoryless sources, whereas we consider Gaussian sources. As described above, handling
Gaussian random variables calls for different proof techniques and considerations. Additionally,
unlike [11, 13, 14, 16], it also allows us to derive capacity results without assuming any source
degradation properties. We also highlight that unlike [11, 14], we consider rate-limited public

communication, and unlike [11, 16], we handle arbitrary access structures.



The main features of our work can be summarized as follows: (i) Our model relies on correlated
Gaussian random variables and, similar to [11] but unlike traditional secret-sharing schemes [5],
does not rely on the assumption that information-theoretically secure channels between the dealer
and the participants are available. (i1) Similar to the model in [11] but unlike traditional secret-
sharing models, we consider a model that requires information-theoretic security for the secret
with respect to unauthorized sets of participants during the distribution phase, i.e., when the dealer
distributes shares of the secret to participants. (iii) We establish a closed-form expression that
characterizes the optimal trade-off between secret rate and public communication rate. (iv) The
size of the shares in our coding scheme scales linearly with the size of the secret for any access
structure similar to the model in [11]. Indeed, a share comprises the public communication from
the dealer and n quantized realizations of a Gaussian random variable, which can be shown to both
linearly scale with n. The size of the shares does depend on the specific access structure considered
but not on the number of participants. Specifically, the public communication must ensure that the
set of authorized users with the least amount of information about the secret is able to reconstruct
the secret. By contrast, the best-known traditional secret-sharing schemes may require a share
size that grows exponentially with the number of the participants for some access structures [23]
— note, however, that it is unknown whether or not there exist traditional secret-sharing schemes
that require a smaller share size. (v) For threshold access structures, i.e., when a fixed number
of participants ¢ is needed to reconstruct the secret (independently from the specific identities of
those participants), we establish that the size of the secret that can be exchanged is, in general, not
a monotonic function of the threshold ¢.

The remainder of the chapter is organized as follows. We set the notation in Section 2.2 and for-
mally introduce the problem statement in Section 2.3. We present our main results in Section 2.4,

and proofs in Sections 2.5 and 2.6. Finally, we provide concluding remarks in Section 2.7.



2.2 Notation

For any a,b € R, define [a,b] = [|a], [b]] N N. For x € R, define [z]* £ max(0,z). For a set
S, let 2° denote the power set of S. All logarithms are taken in base 2 throughout the chapter.
Let I,, denote the identity matrix of dimension m € N. Let det(IV) denote the determinant of
a matrix 7V and |S| denote the cardinality of a set S. For two random variables X and V, o%
and oxy denote E[(X — E[X])?] and E[(X — E[X])(V — E[V])], respectively. N ~ N(0,%)
indicates that /V is a zero-mean Gaussian random vector with covariance matrix . The indicator
function is denoted by 1{w}, which is equal to 1 if the predicate w is true and 0 otherwise. Let
H(X) (respectively, h(X)) denote the Shannon entropy (respectively, the differential entropy) of
a discrete (respectively continuous), random variable X. Also, let /(X;Y’) denote the mutual

information between X and Y, which are either continuous or discrete random variables.

2.3 Problem Statement

Consider a dealer and L participants. Define £ £ [1, L], X £ R, and Y £ R. Consider a
Gaussian memoryless source model (X x V., pxy, ), where Yz £ (V). and (X, Y,) are jointly
Gaussian random variables with a non-singular covariance matrix. Let A be a set of subsets of £
such that for any 7 C L, if 7 contains a set that belongs to A, then 7 also belongs to A, i.e., A
is a monotone access structure [24]. We also define U £ ZL\A as the set of all colluding subsets
of users who must not learn any information about the secret. In the following, for any A € A
and for any U € U, we use the notation Y7 = (Y;");c4 and Y} £ (Y}");cy.. Moreover, we assume
that the dealer can communicate with the participants over an authenticated, one-way, rate-limited,

noiseless, and public communication channel.
Definition 2.1. A (2"%:| R,, A, n) secret-sharing strategy is defined as follows:
 The dealer observes X" and Participant | € L observes Y,".

» The dealer sends over the public channel the message M to the participants with the band-



width constraint H(M) < nR,.
s The dealer computes a secret S € S = [1,2"] from X™.

* Any subset of participants A € A can compute an estimate S (A) of S from their observa-

tions (Y;")iea and M.

Definition 2.2. A rate pair (R,, Ry) is achievable if there exists a sequence of (2" R,, A, n)

secret-sharing strategies such that

~

Jim maxP[S(A) # 5] = 0, (2.1)
Jim max 7(5; M, Yyy) = 0, (2.2)
lim log|S| - H(S) = 0. (2.3)

(2.1) means that any subset of participants in A is able to recover the secret, (2.2) means that
any subset of participants in U cannot obtain information about the secret, while (2.3) means that

the secret is nearly uniform and that its entropy is nearly equal to its length.

Remark 2.1. The uniformity condition (2.3) ensures that a secret-sharing strategy that maximizes
the length of the secret, will also maximize the entropy of the secret. Without this condition, max-
imizing the length of the secret would not be meaningful as one could always increase the length
of the secret by adding redundancy to it. This is the same reason why in secret-key generation, one

requires uniformity of the secret key [25, 26].

The secret capacity region is defined as

R(pxy:,A) £ {(R,, R,) : (R, Ry) is achievable}.

Moreover, for a fixed R,, the supremum of secret rates R, such that (R,, R;) € R(pxy,,A) is

called the secret capacity and is denoted by C(A, R,).



Additionally, one can write for any A € A and for any &/ € U (see appendix A for the

derivation)

Yo = HpX+Wy,, 2.4)

Yy = HuX—l—Wyu, (2.5)
where H 4 € R‘A‘Xl, Hy e RlulX:l, WYA ~ N(O, ]|A|)’ and Wyu ~ N(O, ]|L{|>-

2.4 Main Results
2.4.1 Results for general access structures
For a given access structure A, define A* € argmingecp H H 4 and U* € arg maxyey H Hy.

Theorem 2.1. For any access structure A and public communication rate R, > 0, the secret

capacity Cs(A, R,) is

+
1 0% HY Hyo 2728 + 0% HY, H 4 (1 — 2721 1
Cy(A, R)) = | = log X4 — A ( ) :

Proof. The converse and achievability are proved in Sections 2.5 and 2.6, respectively. [

From Theorem 2.1, we obtain the following corollary when the public communication is rate-

unlimited.

Corollary 2.1. For any access structure A, and an unlimited public communication rate, the secret

capacity is given by

+
L O%HEHa +1
— 10,

2 S L HD Hye + 1

Cy(A R, = +00) 2 lim Cy(A,R,) =

Rp—+o0

Note that in Theorem 2.1 and Corollary 2.1, the length of the public communication scales

linearly with the length of the secret by construction and corresponds to a compressed version of

10



the n source observations of the dealer via a compound version of Wyner-Ziv coding. Hence, the
size of the share of each participant, which comprises the public communication and n quantized
observations of a Gaussian random variable, scales linearly with the length of the secret — as
explained in the proof of Theorem 2.1, the number of bits needed to store quantized realizations
of Gaussian random variables is negligible compared to the number of source observations n in
our achievability scheme. Note that, unlike traditional secret-sharing models, which separately
consider the share-creation phase and the share-distribution phase, we allow a joint design of these
two phases in our setting. This is made possible by considering correlated random variables (at the
participants and the dealer) and public communication instead of information-theoretically secure
channels as in traditional secret-sharing models.

The following example illustrates Theorem 2.1 and Corollary 2.1.

Example 2.1. Consider a dealer and three participants who observe independently and identically

distributed realizations of correlated Gaussian random variables as depicted in Figure 2.1. Define

the access structure A = {{1,2},{2,3},{1,2,3}} and define U = {{1,3},{1},{2},{3}} such

that (i) the sets of participants in A can recover the secret using their observations and the public

message M, and (ii) the sets of participants in U cannot learn information about the secret. For
A

o3 £ 2and Hy & [0.5,1,0.8]%, one can compute the secret capacity using Theorem 2.1 and

Corollary 2.1, as shown in Figure 2.2.

2.4.2 Results for threshold access structures

We now consider a special kind of access structure called a threshold access structure [5]. A

threshold access structure with threshold ¢ € 1, L] is defined as

A2{ACL:|A > 1)

The complement of A, is defined as U; = 2°\A; = {A C L : |A| < t}. In other words, the

threshold access structure is defined such that any set of ¢ participants can reconstruct the secret,

11
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Figure 2.1: Secret-sharing setting when A = {{1,2},{2,3},{1,2,3}} and U

{{1,3},{1},{2},{3}}. Dashed, dotted, and solid contour lines represent the subsets of partici-

pants that are authorized to reconstruct the secret.

but no set of fewer than ¢ participants can learn information about the secret.

The following result provides necessary and sufficient conditions to determine whether the

secret capacity increases or decreases as the threshold ¢ increases.

Theorem 2.2. For any t € [1,L], consider A; € argmin,.,, HiHa, and U} €

arg maxycy, Hyy Hy. For any communication rate R, > 0, for any t € [1, L], we have

CS(Alu Rp) Z 05<At7 Rp)7

and forany t € [1,L] andi € [1, L — t],

HT* HZ/{* . HT*HZ,{* 1 + O’%{HZ*HZ/{*
Cs(Ay, Ry) > Cs(Aryi, Ry) = —+H—— > i
’ ’ HﬁfﬂHA;-s-i o Hﬁ? HAt* 1+ Og( HA:C: HA:

Proof. See Appendix B.

]

Theorem 2.2 illustrates the fact that the secret capacity is not necessarily a monotonic decreas-

ing function of the threshold ¢.
Example 2.2. Consider a dealer and five participants. For o% = 2

12
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Figure 2.2: Secret capacity for Example 2.1.

[1,0.85,0.9,0.95,0.75]7, one can compare the secret capacities for different thresholds using The-
orem 2.2, as shown in Figure 2.3.

From the definition of A} and U}, we have Hy: = [0.75]", Huy = [0.75,0.85]", Hyy =
[0.75,0.85,0.9]%, Hy; = [0.75,0.85,0.9, 0.95]7, Hy: = [0.75,0.85,0.9,0.95, 1%, Hy; = 17,
Hy; = [1,0.95]7, Hy: = [1,0.95,0.9]7, and Hys = [1,0.95,0.9,0.85]7.

For example, putting H«EZHAZ = 2.9975, HZ;HUZ = 2.7125, HﬂgHAg = 3.9975, and
HggHug = 3.4350 in Theorem 2.2 with t = 4 and i = 1, we get C;(Ay, R,) < Cs(As5, R))

forany R, > 0.

2.5 Converse Proof of Theorem 2.1

To prove the converse, we first derive an upper bound on the secret capacity Cs(A, R,) by consid-
ering a worst-case scenario in terms of a secret-key generation problem. This upper bound takes
the form of a minimax optimization problem. We then derive a closed-form expression of this
upper bound by proving a minimax theorem.

Define for A € A, U € U,O4 £ H{H 4, and Oy & HJ Hy,. Consider V' an auxiliary random

variable jointly Gaussian with X, and let O'g(lv be the conditional variance of X given V. Consider

13
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Figure 2.3: Secret capacity for threshold access structure.

also A* € argminyecp O 4 and U* € arg maxycy Oy. Provided that J§(|V #0,forAe AU T,

define

1 o? 1 0204+ 1
I (o2 £ 7 X _ Zlog —XZA "~
p(UX|V>A) 9 0og O-gqv 2 g U§(|VOA + 1’
1

204+1 1 020y +1
L(o%, AU) 2 =1 OIxXYAT L 2 Ixu T
(v, AU) 9 %% agﬂvOA 1 2% agﬂvOu +1

We will also use the following lemmas.

Lemma 2.1 (Weinstein—Aronszajn identity, e.g., [27, Appendix B]). For any 0> € R* and A €

R we have

det(Ac?AT + 1) = ATAo® + 1.

Lemma 2.2. Let c¢,d € Ry such that ¢ > d. Then, the function f. q is non-decreasing, where

fc,d:]R-i-_>]R

14



1 cr+1

— =1 .
RS T
Proof. The derivative of f.qatx € Ry is f/ ,(z) = 21112 (c;p+f)—(§x+1) > 0. ]

We now prove the converse of Theorem 2.1 through a series of lemmas.

Lemma 2.3. Let R, € Ry. An upper bound on the secret capacity Cs(A, R,) for the Gaussian

source model (X X Y., pxy,) is given by

. . 2
GRS ERIE oA, T AN 20

st Ip(0% A <Ry

Proof. Fix A € A, U € U. We first consider the secret-key generation model in [21] consist-
ing of a transmitter (Alice), a receiver (Bob), and an eavesdropper (Eve), who observe X", Y",
and Z", respectively, independently and identically distributed according to a Gaussian source
(X x)Y x Z),pxyz), where ¥ 2 R, Y = RMI, Z £ R¥I, In this model, a secret-key rate R},
is achievable if after the transmission from Alice to Bob of message M such that H(M) < nR,
over an authenticated noiseless public channel, a secret key K € [1,2"/%] is generated by Al-
ice, and an estimate K of K is generated by Bob such that (i) lim,, ., P[K # K | = 0 (reli-
ability), (ii) lim,, o [(K; Z"M) = 0 (security), and lim,, ;. log[2"F*] — H(K) = 0 (unifor-
mity). Moreover, the capacity region of this model is defined as R(pxyz, A,U) = {(R,, R) :
(R, Ry,) is achievable}.

Consider now the secret-sharing problem described in Section 2.3 and the rate pair (R, R;) €
R(pxy,,A). Then, by conditions (2.1), (2.2), and (2.3), the rate pair (R,, R;) also belongs to
R(pxyz, A,U) for any A € A, U € U. Therefore, by [21, Theorem 2], we have for any A € A,
UuUel,

1 det(HaoX HL+1) 1 1 det(Hyo% HY, + 1)
(0) — — 10
®det(Haok HY +1) 2 0 det(Hyok HE +1)

1
2
1 0% 1 det(H 0% HY + 1)
2

quv 2 %8 det(HAa§(|vH£ + 1)

15



for some U?qv € (0,0%]. Finally, using Lemma 2.1 and the definition of O4, A € A and Oy,

U € U, we have (2.6). [
Lemma 24. Let R, € Ry. Let A€ A, U € U, and assume that O 4 > Oy. Then, we have

1 2.0,,2 2k 20 ,(1 — 2-2R» 1
max I (o, A U) = S log Ixu + oxOa( )+ '

U<0'X|V<0'X 2 0% 0y + 1
st I(o% . A)<R,

2.7)

Ix|v>

Proof. Fix A € Aand U € U. Let aXlV(.A,Z/{ ) be an optimal solution on the left-hand side
of (2.7). By writing IS(UE(W, A, U) as
1. 0%04+1 1. 0xpOa+tl

L(0% 0, AU) = = log ZXZAT 2 g XA Z
(73w ) 2 % 20y + 1 2Oga§qv()u+1

we have that Is(agqv, A,U) is a non-increasing function of Jgﬂv by Lemma 2.2 because O 4 >
Oy. Hence, 0%, (A,U) must be the smallest 0%, € (0,0%] that satisfies the constraint
Ip(agﬂv,A) < R,. However, Ip(ag(lv,A) is a non-increasing function of J§(|V; thus, we must
have I,(0%|y (A, U), A) = Ry, ie.,

o3 1 0304 +1

Xy
% (AU 2 o (AUOL+ T

R, zélog

which gives

2
Ox
AU = o T (2.8)

Plugging in this value for JXlV(A U)in I (oxlv(.A,U), A, U) gives (2.7).
]

Lemma 2.5. Assume that for any A € A, U € U, we have O4 > Oy. Let R, € R.. Then, we

16



have

min min max ]S(a';’(w,A,u) = max min min I (0§(|V,A,U). (2.9)
AeA UeU O<(7X‘V<0'X 0<0'X‘V<0'X AeA UeU

s.t. IP(UX\V A)<R, s.t. Ip(aXW A*)<R,
Proof. By Lemma 2.2, we have for any quv € (0,0%, A€ AUET,

U%(OA+1 0304 +1

1 L - a——
UXWOA +1 - 2 Og(‘VOA* +1

1
2
11 030y +1 S 1 0%Ous +1
2

0 0g —o———
* 2 Out1” 2502 Op 1

hence, Is(0%y, A,U) > I(0%)y, A*,U*), and we conclude that for any 0%, € (0,0%],

rjlelgmln] (%> A U) = I ok, AL UY). (2.10)

Then, we have

min min max I,(o AU —mlnmlnl oX (AU, AU
Aeh U 0<UX‘V<UX (X|V7 ) AeA Uel (X|V( ) )7 ) )

s.t. Ip(UX‘V A)<Rp

2 Lo (AU, AU

max 15(0§(|V,A*,U*)

2
0<‘7X\v<‘7x
s.t. IP(UXW A*)<R,

—
)
~

= max min min I, (0%, A, U),
0<aX‘V<aX AcA UeU

s.t. Ip(aXW A*)<R,

where in (a) we have defined 0%, (A, U) < argmax (0%, AU)for Ae AU €U, (b)
0<0’§(|V§U§(
s.t. Ip(o? X v JA) SR,

holds because forany A € A, U € U, we have I,(o%}, (A, U), A,U) > (0%, (A U), A U*) >
(aXlV(A* U*), A*,U*), where the first inequality holds by (2.10), and the second inequality

holds because 7 (O‘X‘V(.A U), A*,U*) is a non-increasing function of UXW(A, U) by Lemma 2.2,
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and U%V(A*7 u~) > O%;‘V(A, U) by (2.8) in the proof of Lemma 2.4, and (¢) holds by (2.10). [

Next, we remark that if there exist A € A and U/ € U such that O 4 < Oy, then Cs(A, R,) =0
by Lemma 2.3 and Lemma 2.2 applied to f"%{*"?ﬂv' Thus, we obtain the converse of Theorem 2.1

by combining Lemmas 2.3, 2.4, and 2.5.

2.6 Achievability Proof of Theorem 2.1

To prove the achievability part of Theorem 2.1, we first prove an achievability result for discrete
random variables in Section 2.6.1 and then extend our result to Gaussian random variables by a

quantization argument in Section 2.6.2.

2.6.1 Discrete case

Our coding scheme decouples the requirements (2.1) (reliability) and (2.2) (security with respect to
unauthorized groups of colluding users). Specifically, as described next, we repeat ¢ € N times a
reconciliation step to handle (2.1) via a compound version of Wyner-Ziv coding and then perform a
privacy amplification step to handle (2.2) via universal hashing implemented with extractors. Note
that Wyner-Ziv coding is a key component to handle rate-limited communication constraints as in
rate-limited secret-key generation [28] and biometric secrecy system models, e.g., [29-33], which
relies on rate-limited secret-key generation. Here, unlike in [29-33], we employ a compound
version of Wyner-Ziv coding because unlike in [29-33], we simultaneously consider multiple reli-

ability constraints due to the presence of an access structure.

Reconciliation step

Let n € N and € > 0. For a probability mass function px, denote the set of e-letter typical se-
quences [34] (see also [35]) with respect to px by 7.*(X), and define supp(px) = {v € X :
px(z) > 0} and pix £ mingegupp(py) Px (2). Define €, = Le.

Code construction: Fix a joint probability distribution pyxy, on V x X x V., where V is

18



an auxiliary random variable such that V' — X — Y, forms a Markov chain. Define R, =
maxep H(V|Y,) — H(V|X) +6eH(V), R, = H(V) — maxep H(V|Y4) — 3¢H(V). Gen-
erate 2"(Fv %) codewords, labeled v™(w, v) with (w, v) € [1,2"%] x [1,2"%], by generating the
symbols v;(w, v) fori € [1,n] and (w,v) € [1,2*] x [1,2"%] independently according to py.
Encoding: Given 2", find a pair (w, v) such that (", v"(w,v)) € T*(XV). If there are several

pairs, choose one (according to the lexicographic order); otherwise, set (w,r) = (1,1). Define

n

lI>

V™ 2 v"(w, v), and transmit m = w.
Decoding: Let A € A. Given y’; and m, find 4 such that (y7, v"(w,74)) € T(Y4V). If there
is one or more 74, then choose the smallest; otherwise, set 74 = 1. Define V") = V" (w, v4).
Probability of error: The random variable that represents the randomly generated code is denoted
by C),. As shown in Appendix C, there exists a codebook C} such that
P[V" # V3] < |A| max § 2.11
max P[V" 2 Vi] < |Almaxd(n, €, A), (2.11)
(e=e1)?

where 0(n, €, A) £ 2]XH37A]e*”6§“XYA +exp(—(1=2|V||X|e" e HVXY9enH(V)) 4 g=neH(V) 4

€E—€ 2
VIVl exp(—n 2L ).

Privacy amplification step

Let ¢,n € N, and define N £ ngq. The reconciliation step is repeated ¢ times such that the

dealer has V¥ = (V™) and the participants in A € A have (‘A{ff)q. Note that the total pub-

lic communication M € M is such that 280 < PEM — yax ) T(X; VYY) + 6eH (V).
Next, another round of reconciliation with negligible communication is performed to ensure that
max gep P[(V™)? # (‘//\})q] < 6(q), where lim, ,.,d(¢) = 0 when n is fixed. Finally, the
dealer computes S = g(V~,U,), while the participants in A € A compute S(A) = g(VV, U,),
where U, is a sequence of d (to be defined later) uniformly distributed random bits, and g :

{0,1} x {0,1}¢ — {0, 1}* is to be defined later.
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Analysis of reliability

The secrets computed by the dealer and the participants in .4 € A are asymptotically the same for

a fixed n as ¢ goes to infinity.
PIS(A) # 5] < B(VD)T # (V™)) < 8(9).

Analysis of security

Let the min-entropy of a discrete random variable X, defined over X with probability mass func-

A_

tion px, be denoted by H.(X) = — log (max,cx px(z)). We will use the following lemmas:

Lemma 2.6 (Adapted from [36]). Let Ey; be the random variable that represents the total knowl-
edge about VY available to participants in U € U. Let ey be a particular realization of
Ey. If Ho(VN|Ey = ey) > YN, for some v € [0,1]\{0, 1}, then there exists an extractor
g:{0,1}" x{0,1}¢ — {0,1}* withd < N§(N) and k > N(y— 6(N)), where §(N) is such that

limpy 400 0(IN) = 0. Moreover,
H(S|Us, By = ey) > k — 6*(N), with 6*(N) = 2-VN/1eN (k. 4 \/N /1og N).

Lemma 2.7 ([36], see also [37]). Consider a discrete memoryless source (X X ), pxy ) and define

the random variable © as
02 1{(X9,Y") € TUXY)}1{Y? € T/ (Y)}.

Then, P[© = 1] > 1 — (2|Sx|e~C#x/3 4 2|Sxy e wxv/3) with Sxy 2 supp(pxy) and Sy =

supp(py ). Moreover, if y* € TA(Y'), then

Hoo (XYY =y?,0 =1) > q(1 — ) H(X|Y) + log(1 — 2|Sxy|e~Cwxv/6).

20



Define for any ¢/ € U, the random variables

Ou 2 L{(VN, V) € TRV Y){Y,Y € T2}, (2.12)
Ty = HHL (VNS =4, 0u=1) — Ho (VN =yll, M =m,0, =1)

<log | M|+ VN}. (2.13)

For any U € U, PO, = 1] > 1 — 6°(n,U), where 6°(n,U) = 2|Synle~avr/3 4
2|SVnYZ;1|€_E2q“ v¥/% by Lemma 2.7 applied to the discrete memoryless source model (V" x

Vi, pvayy ) and P[Yy = 1] > 1 — 27VY by [36, Lemma 10]. Hence,
Py =1,0,=1]>1-6(n,U) -2V, (2.14)
Then, for any U € U, we have

(a)
H(S|UY,Y M) > H(S|UzY,) MOy Ty)
> min H(S|UgY Y MOy Yy)
Z IJII%}IP[@M = 1, T[/{ = 1]H(S|UdYuNM, @u = 1, Tu = 1)
(S

_IJIGI%P[@M 1, YTy 1]Ln€1%j1H(S|UdYuM7@Z/I 1,Ty=1)

(b)
> h— O h— _ﬁ 1 N pu— pr—
> (1 Ig{lgﬁ(ée (n,U) — 2 )glelﬂl}H<5|UdYu M, 0y =1,Ty=1), (2.15)

where (a) holds because conditioning reduces entropy and (b) holds by (2.14). To lower bound
minyey H(S|UY,NM,0, = 1,Ty = 1) in (2.15) with Lemma 2.6, we now lower bound

mingey Hoo VNV, Y = yff, M = m, 0y = 1, Ty = 1). We have for any U € U,

Ho (VNI =y, M =m,0, =1,Ty =1)

(a)
> Ho (VNN =4 0y =1) —log|M| - VN

(b)
> (1= YH(V"Y) — 4(g,n,U) — N(max I(V; X|Va) + 6eH (V) — VN
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(c)
> NI(X;VIY) = max (V3 X[Ya) — 6%(q, n.U)]

> : . _ . _ 2
> Nmin I(X:V[Yig) — max I(V: X[Ya) — max 2(g.n, 1)

Uuel
@ : . _ . _ 2
= Nmin I(V; Ya) — max I(V; Yy) — maxd: (¢, n, U)], (2.16)

where (a) holds by (2.13), (b) holds by Lemma 2.7 with 6!(¢,n,U) = —log(l —
Q\Svnyﬁ\efgq“vnyﬁm), (¢) holds with 62(q, n,U) = eI (X; V|Yy)+(1—€)[2¢ H (X |V, V) +2n~1 +
log | X|(4[V[[X[e~mmxv 4 2V[| X || Wyle™ v x0u/?)] 4 N6} (g, n, U) + 6eH (V) + N~Y/2 be-

cause, as shown in Appendix D, we have

HWV™Y) > n(H(X|Yy) — HX|YuV)(1 + 2¢))

—2—nlog |X](4|V||X|e_"62“x‘/ + 2|V\|X||yu|e‘62”“‘/XYu/2)7 (2.17)

and (d) holds because V' — X — (Y4, Yy).
Next, we set the output size k of the extractor to be less than the lower bound in (2.16) by v/N,
1.e.,

2 ; ) _ ) _ 2 _aT—1/2
k= [Nmin 1(V; Ya) = max I(V; Yy) — maxd; (g, n,U) — N7, (2.18)

Finally, we have

magI(S;UdYUNM) = H(S) — min H(S|UsY;}' M)

ue Uuel

(2 k— <1 —max 62 (n,U) — 2‘/N> (k—0*(N))

ue

52(N), (2.19)

where (a) holds by (2.15), (2.16) (valid for any 4 € U), (2.18), and Lemma 2.6
with §*(N) 2 27NN (54 N/log V) and (b) holds with 63(N) 2 &*(N) +
<maxueU 6% (n,U) + 2*‘m) k.
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Analysis of uniformity

Similar to (2.19), we have

- N
H(S) > glelgH(S|UdYu M)

> k—02(N). (2.20)

Public communication rate

The public communication rate corresponds to the rate of M plus the rate of Uy, i.e.,

lim R, = r&gg[(X;V\YA)—i-&H(V).

N—oo

Achievable secret rate

The secret rate R, = k/N satisfies

> mi . _ . _ 2 N2 —1. )

2.6.2 Continuous case

In this section, we extend the achievability result of Section 2.6.1 for discrete random variables to
Gaussian random variables by means of quantization. Quantization also allows us to show that the
size of the shares linearly scales with the length of the secret. The main issue with quantization
is that it might lead to an underestimation of the information that unauthorized sets of participants
may learn about the secret. We will, however, show that this issue can be overcome provided that
the quantization is fine enough.

We now build upon Section 2.6.1 to show that (R,, Rs) € R(pxv,,A), where

1 o3 1 0504« + 1

R, = Zlo ~log 2XTAT 2
PR T2 Oa T

(2.22)
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1 204 +1 1 20 +1
R, = —log%— _10ngL' (2.23)

We use the following lemma to extend Section 2.6.1 to the continuous case by means of quantiza-

tion.

Lemma 2.8 ([38—40]). Let X and Y be two real-valued random variables with probability dis-
tribution Py and Py, respectively. Let Cn, = {C;}icz, Da, = {D;};eg be two partitions of the
real line for X and Y such that for any i € I, Px[C;] = Ay, forany j € J, Py[D;] = Ay,
where A1, Ay > 0. Let Xa,, Ya, be the quantized version of X,Y with respect to the partitions

Ca,, Da,, respectively. Then, we have

I(X.Y) = lim I(Xa.Ya,).

We first show that a quantization does not affect the security requirement (2.2).

Proposition 2.1. A quantization of Y;}, U € U, might lead to an underestimation of I1(S; M,Y}}).

However, if the quantized version Y x of Yy, U € U, is fine enough, then for any 6 > 0

MY < MY A) + 0. .
I&lgﬁ)j([(S,MYu)_Ig{lé%{](s,MYu’A)—i-(s (2.24)

Proof. For any § > 0, for any U« € U, we have

I(S; MY) < |I(S; MYZ) — I(S; MYZ0)| + 1(S; MY 5)
<max|[(S; MY;}) — 1(S; MY} A)| +1151an}j<1(5; MY} A)
) E k)

ueu

< : A .
< &+ max I(S; MYy} 5), (2.25)

where the last inequality holds by Lemma 2.8, if the quantized version Y;7 5 of Y}, U € U, is fine

enough. Since (2.25) is valid for any ¢/ € U, we obtain (2.24). ]

For A € AandU € U, we quantize X, Y4, Yy, and V asin Lemma 2.8 to form Xa, Y4 A, Y A,
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and Va such that A = [7! and |Xa| = [Yaa| = [Vua| = [Va| = [ with I > 0. Next, we apply
the proof for the discrete case to the random variables Xa,Y4 A, Yy A, Va. By Lemma 2.8, we
can fix [ large enough such that, forany A € A, [I(Va;Yan) —I(V;Y4)| < 6/2,foranyU € U,
|I(Va; Yun) — I(V;Yy)| < /2, such that (2.21) becomes

S mi ) o ) _ 2 _NWV2_pN1_y
Ry 2 min [(V;Y,) — max I(V;Yy) — max6Z(q,n,U) — N N™—¢

Note that §?(q,n,U), U € U, in the above equation hides the terms 2¢(1 — €) H(Xa|YyyaVa) and
6eH (V ), which do not go to zero as [ goes to infinity. Consequently, we choose ¢ = n~%, where
a € [0,1/2]\{0,1/2}, such that if we choose [ large enough, then n large enough, and finally ¢

large enough, then the asymptotic secret rate is as close as desired to
inl(V;Yy) — (VY 2.26
min [(V; Ya) — max 7(V; Yy), (2.26)

§2(N) vanishes to zero in (2.19), (2.20), and the asymptotic public communication rate is as close
as desired to

max I(V; X|Yq). (2.27)

By taking the auxiliary random variable V' jointly Gaussian with X in (2.26) and (2.27), we ob-
tain (2.22) and (2.23), as shown in Appendix E.

Remark 2.2. We observe that the size of the shares scales linearly with the secret size. First, note
that the size of each share is the sum of the length of the public communication, i.e., N R,, bits, and
the length of N quantized observations of a Gaussian random variable. Then, since we achieve
the secret rate in (2.26) by making the quantization parameter | fixed when N grows to infinity, we
conclude that the size of the shares scales linearly with N, which is also the case for the length of

the generated secret.
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2.7 Concluding Remarks

We studied information-theoretic secret sharing from Gaussian correlated sources over a one-way
rate-limited public channel and characterized its secret capacity, which provides a closed-form
expression of the trade-off between public communication and the secret rate. By contrast with
a traditional secret-sharing protocol, our setting does not require information-theoretically secure
channels between the dealer and participants, and provides information-theoretic security during
the distribution phase, where the dealer distributes shares of the secret to the participants. More-
over, we have shown that the size of the shares scales linearly with the size of the secret for any
access structure. We also characterized the secret capacity for threshold access structures and
showed that the secret capacity is, in general, not a monotone function of the threshold.

While explicit and low-complexity coding schemes have been proposed for information-
theoretic secret sharing that rely on discrete channel models [11,41] and discrete source mod-
els [42], developing low-complexity coding schemes that achieve the limits derived in this chapter

for Gaussian sources remains an open problem.
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CHAPTER 3

DESIGN OF SHORT BLOCKLENGTH WIRETAP CHANNEL CODES: DEEP
LEARNING AND CRYPTOGRAPHY WORKING HAND IN HAND

3.1 Introduction

The wiretap channel [19] is a basic model to account for eavesdroppers in wireless communica-
tion. In this model, a sender (Alice) encodes a confidential message M into a codeword X" and
transmits it to a legitimate receiver (Bob) over n uses of a channel in the presence of an exter-
nal eavesdropper (Eve). Bob’s estimate of M from his channel output observations is denoted
by M, and Eve’s channel output observations are denoted by Z". In [43], the constraints are that
Bob must be able to recover M, i.e., lim,, o, P[M # M ] = 0, and the leakage about M at Eve,
quantified by I(M; Z™), is not too large in the sense that lim,,_,oc 1(M; Z") = 0. Note that the
stronger security requirement lim,, ,., I(M; Z™) = 0 can also be considered [36], meaning that
Eve’s observations Z" are almost independent of M for large n. The secrecy capacity has been
characterized for degraded discrete memoryless channels in [19], for arbitrary discrete memoryless
channels in [44], and for Gaussian channels in [45].

While [19,44,45] provide non-constructive achievability schemes for the wiretap channel, con-
structive coding schemes have also been proposed. Specifically, coding schemes based on low-
density parity-check (LDPC) codes [46—48], polar codes [49-52], and invertible extractors [53,54]
have been constructed for degraded or symmetric wiretap channel models. Moreover, the method
in [53,54] has been extended to the Gaussian wiretap channel [55]. Coding schemes based on ran-

dom lattice codes have also been proposed for the Gaussian wiretap channel [56]. Subsequently,
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constructive [57-59] and random [60] polar coding schemes have been proposed to achieve the
secrecy capacity of non-degraded discrete wiretap channels. Coding schemes that combine polar
codes and invertible extractors have also been proposed to avoid the need for a pre-shared secret
under strong secrecy [11,61]. All the references above consider the asymptotic regime, i.e., the
regime where n approaches infinity. However, many practical applications require short packet
lengths or low latency [62]. To fulfill this need, non-asymptotic and second-order asymptotics
achievability and converse bounds on the secrecy capacity of discrete and Gaussian wiretap chan-
nels have been established in [63—65]. Note that [63—-65] focus on deriving fundamental limits and
not on code constructions. We will review the works that are most related to our study and focus
on code constructions at finite blocklength for the wiretap channel in Section 3.2.

In this chapter, we propose to design short blocklength codes (smaller than or equal to 128)
for the Gaussian wiretap channel under information-theoretic security guarantees. Such an
information-theoretic approach enables coding solutions robust against computationally un-
bounded adversaries, and are thus technology independent and, in particular, quantum proof.
Specifically, we quantify security in terms of the leakage I(M; Z"), i.e., the mutual informa-
tion between the confidential message and the eavesdropper’s channel observations. The main
idea of our approach is to decouple the reliability and secrecy constraints. Specifically, we use a
deep learning approach based on a feed-forward neural network autoencoder [66] to handle the
reliability constraint and cryptographic tools, namely, hash functions [67], to handle the secrecy
constraint.! Then, to evaluate the performance of our constructed code, we empirically estimate
the leakage /(M; Z™). Note that even for small values of n this estimation is challenging with stan-
dard techniques such as binning of the probability space [68], k-nearest neighbor statistics [69], or

maximum likelihood estimation [70]. Unlike [63—65], which analytically derive upper bounds on

Note that a coding strategy that separately handles the reliability and secrecy constraints with two separate coding
layers is also used for the discrete wiretap channel in [53,54], and for the Gaussian wiretap channel in [55]. In these
works, an asymptotic regime is considered, i.e., the blocklength n tends to infinity. Further, in [53-55], the security
layer relies on the random choice of a hash function in a family of universal hash functions, and therefore, the coding
scheme is non-constructive. In this chapter, we also consider a family of hash functions for the security layer but only
select a specific function in this family. This choice is deterministic and part of the coding scheme design, thus making
it constructive, as elaborated on in our simulation results.
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the leakage, we consider a practical approach to estimate the leakage via the mutual information
neural estimator (MINE) from [71], which is provably consistent and offers better performances
than other known mutual information estimators in high dimension. We also compare the perfor-
mances of our codes with the best-known achievability and converse bounds on optimal secrecy
rates for the Gaussian wiretap channel [63].

Our main contributions are as follows.

1. We propose a framework based on neural networks that enables a flexible design of finite
blocklength codes for the Gaussian wiretap channel. Additionally, as seen in our simulations,
our code design provides examples of wiretap codes that outperform the best known achiev-

able secrecy rates from [63] obtained non-constructively for the Gaussian wiretap channel.

2. We demonstrate that our proposed framework is also able to handle compound [72,73] and
arbitrarily varying [74, 75] settings, when uncertainty holds on both the legitimate users’
channel and the eavesdropper’s channel, as demonstrated by our simulations results in Sec-
tion 3.5. These models are particularly useful to capture uncertainty about the channel statis-
tics of the eavesdropper channel or to model an active eavesdropper who can influence its

channel statistics by changing its location.

3. We propose a coding scheme design able to precisely control the level of information leakage
at the eavesdropper through the independent design of a reliability coding layer and a secrecy
coding layer. By contrast, as elaborated on in Section 3.2, deep learning approaches that seek
to simultaneously design codes for reliability and secrecy do not seem to offer good control

over the information leakage at the eavesdropper.

Additionally, our proposed code design offers the following features.

* A modular approach that separates the code design into a secrecy layer and a reliability
layer. The secrecy layer only deals with the secrecy constraint and only depends on the

statistics of the eavesdropper’s channel, whereas the reliability layer only deals with the
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reliability constraint and only depends on the statistics of the legitimate receiver’s channel.
This approach allows a simplified code design, for instance, if only one of the two layers

needs to be (re)designed.

* A universal way of dealing with the secrecy constraint through the use of hash functions.
This is beneficial, for instance, for compound [9,73] and arbitrarily varying [74,75] settings,
as our results show that it becomes sufficient to design our code with respect to the best

eavesdropper’s channel.

* A method that can be applied to an arbitrary channel model as the conditional probability
distribution that defines the channel is not needed and only input and output channel samples

are needed to design the reliability and secrecy layers.

Note that it is difficult to analytically characterize optimal secrecy rates for the Gaussian wiretap
channel in the finite blocklength regime. In this study, we adopt a practical approach based on deep
learning to better understand this regime.

The remainder of the chapter is organized as follows. Section 3.2 reviews related works. Sec-
tion 3.3 introduces the Gaussian wiretap channel model. Section 3.4 describes our proposed code
design and our simulation results for the Gaussian wiretap channel model. Section 3.5 discusses
the compound and arbitrarily varying Gaussian wiretap channel models and presents our simula-

tion results. Finally, Section 3.6 provides concluding remarks.

3.2 Related Works

As elaborated on in the introduction, several code constructions have already been proposed for
Gaussian wiretap channel coding in the asymptotic blocklength regime. Another challenging task
is code designs in the finite blocklength regime. Next, we review known finite-length code con-
structions based on coding theoretic tools and deep learning tools in Sections 3.2.1 and 3.2.2, re-

spectively.
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3.2.1 Works based on coding theory

In the following, we distinguish the works that consider a non-information-theoretic secrecy metric

from the works that consider an information-theoretic secrecy metric.

Non-information-theoretic secrecy metric

A non-information-theoretic security metric called security gap, which is based on an error proba-
bility analysis at the eavesdropper, is used to evaluate the secrecy performance in [76—80]. Specif-
ically, randomized convolutional codes for Gaussian and binary symmetric wiretap channels are
studied in [76], and randomized turbo codes for the Gaussian wiretap channel are investigated
in [77]. Coding schemes for the Gaussian wiretap channel based on LDPC codes are proposed
in [78,79]. Additionally, another non-information-theoretic security approach called practical se-
crecy is investigated in [81], where a leakage between Alice’s message and an estimate of the

message at Eve is estimated.

Information-theoretic secrecy metric

Next, we review works that consider the leakage I(M; Z™) as a secrecy metric. In [82], punc-
tured systematic irregular LDPC codes are proposed for the binary phase-shift-keyed-constrained
Gaussian wiretap channel, and a leakage as low as 11 percent of the message length has been ob-
tained for a blocklength n = 10°. In [83], LDPC codes for the Gaussian wiretap channel have also
been developed, and a leakage as low as 20 percent of the message length has been obtained for a
blocklength n = 50, 000. Most recently, in [84], randomized Reed-Muller codes are developed for
the Gaussian wiretap channel, and a leakage as low as 0.2 percent of the message length has been

obtained for a blocklength n = 16.

3.2.2 Works based on deep learning

Artificial neural networks have gained attention in communication system design because they

approach the performance of state-of-the-art channel coding solutions. In [85,86], neural networks
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(autoencoder) are used to learn the encoder and decoder for a channel coding task without secrecy
constraints. Other machine learning approaches for channel coding without secrecy constraints
have also been investigated in [87,88] with reinforcement learning, in [8§9] with mutual information
estimators, and in [90] with generative adversarial networks.

Recently, deep learning approaches for channel coding have been extended to wiretap chan-
nel coding. In [91,92], a coding scheme that imitates coset coding by clustering learned signal
constellations is developed for the Gaussian wiretap channel under a non-information-theoretic
secrecy metric, which relies on a cross-entropy loss function. In [93], neural networks are used to
learn optimal precoding for the MIMO Gaussian wiretap channel. In [94], a coding scheme for
the Gaussian wiretap channel is developed under the information-theoretic leakage I(M; Z™) with
an autoencoder approach that seeks to simultaneously optimize the reliability and secrecy con-
straints. A leakage as low as 15 percent of the message length is obtained in [94] for a blocklength
n = 16. It seems that precisely controlling and minimizing the leakage is challenging with such
an approach. By contrast, in this chapter, we propose an approach that separates the code design
into a part that only deals with the reliability constraint (by means of an autoencoder) and another
part that only deals with the secrecy constraint (by means of hash functions). As supported by
our simulation results, one of the advantages of our approach is a better control of how small the

leakage can be made.

3.3 Gaussian wiretap channel model

Notation: Unless specified otherwise, capital letters represent random variables, whereas lowercase
letters represent realizations of associated random variables, e.g., x is a realization of the random
variable X. |X'| denotes the cardinality of the set X'. || - || denotes the Euclidean norm. GF(29)

denotes a finite field of order 27, ¢ € N*.

For X =) = Z = R, consider a memoryless Gaussian wiretap channel (X', Py zx,) X Z)
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defined by

Y £ X + Ny, (3.1

ZE2 X+ Ny, (3.2)

where Ny and N are zero-mean Gaussian random variables with variances 0% and ¢%, respec-
tively. As formalized next, the objective of the sender is to transmit a confidential message M
to a legitimate receiver by encoding it into a sequence X", which is then sent over n uses of the
channels (3.1), (3.2) and yields the channel observations Y" and Z" at the legitimate receiver and

eavesdropper, respectively.

Definition 3.1. Ler By (v/nP) be the ball of radius \/nP centered at the origin in R™ under the

Euclidian norm. An (n, k, P) code consists of
* a message set {0, 1}%;

e anencodere : {0, 1}* — BR(v/nP), which, for a message M € {0, 1}*, forms the codeword
X" & e(M);

e adecoder d : R™ — {0, 1}*, which, from the channel observations Y™, forms an estimate of

the message as d(Y™).
The codomain of the encoder e reflects the power constraint ||e(m)||3 < nP, Vm € {0,1}*.
The performance of an (n, k, P) code is measured in terms of
1. The average probability of error Pe = Zf;l Pld(Y™) # m|m is sent];
2. The leakage at the eavesdropper L, = I(M; Z™).

Definition 3.2. An (n, k, P) code is e-reliable if P, < € and §-secure if Lo < §. Moreover, a
secrecy rate % is (€, §)-achievable with power constraint P if there exists an e-reliable and d-secure

(n, k, P) code.
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3.4 Coding scheme

We first describe, at a high level, our coding scheme in Section 3.4.1. Specifically, our coding
approach consists of two coding layers, one reliability layer, whose design is described in Sec-
tion 3.4.2, and one security layer, whose design is described in Section 3.4.3. We then comment
on the communication rate of our proposed coding scheme when considering multiplexing of pro-
tected and unprotected messages in Section 3.4.4. Finally, we provide simulation results and ex-

amples of our code design for the Gaussian wiretap channel in Sections 3.4.5 and 3.4.6.

3.4.1 High-level description of our coding scheme

Our code construction consists of (i) a reliability layer with an e-reliable (n, g, P) code, described
by the encoder/decoder pair (e, dy) (this code is designed without any security requirement, i.e., its
performance is solely measured in terms of average probability of error), and (ii) a security layer
implemented with hash functions. We design the encoder/decoder pair (e, dy) of the reliability
layer using a deep learning approach based on neural network autoencoders as described in Section
3.4.2. We will then design two functions ¢ and 15 in Section 3.4.3 to perform the encoding and
decoding, respectively, at the secrecy layer. The encoder/decoder pair (e, d) for the encoding and
decoding process of the reliability and secrecy layers considered jointly is described as follows:
Encoding: Assume that a fixed sequence of bits s € S = {0,1}79\{0}, called seed, is known
to all parties. Alice generates a sequence B of ¢ — k bits uniformly at random in {0, 1}97* (this
sequence represents local randomness used to randomize the output of the function ) and encodes
the message M € {0, 1}* as eo(p,(M, B)), where p,(M, B) € {0,1}4. The overall encoding map

e that describes the encoding at the secrecy and reliability layers is described by

e:{0,1}" x {0,1}97% — B (v/nP)

(m,b) — eg(ps(m,b)).
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Figure 3.1: Our code design consists of a reliability layer and a security layer. The reliability layer
is implemented using an autoencoder (eg, dy) described in Section 3.4.2, and the security layer is
implemented using the functions ¢, and 1), described in Section 3.4.3.

Decoding: Given Y" and s, Bob decodes the message as 15(do(Y™)). The overall decoding

map d that describes the decoding at the reliability and secrecy layers is

d:R" — {0,1}"

For a given code design, described by the encoder/decoder pair (e, d), we will then evaluate the per-
formance of this code by empirically measuring the leakage using a neural network-based mutual

information estimator as described in Section 3.4.3. Our code design is summarized in Figure 3.1.

3.4.2 Design of the reliability layer (¢, dy)

. B
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Figure 3.2: Architecture of the autoencoder (e, dy) via feed-forward neural networks.

The design of the reliability layer consists in designing an e-reliable (n, ¢, P) code described by

the encoder/decoder pair (e, dy) for the channel (3.1). Define Q = 27 andlet V £ {1,2,...,Q}
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be the message set of this code. (e, dp) is obtained with an autoencoder as in [85]. Specifically,
the goal of the autoencoder is here to learn a representation of the encoded message that is robust
to the channel noise, so that the received message at Bob can be reconstructed from its noisy
channel observations with a small probability of error. In other words, the encoding part (denoted
by eq) of this autoencoder adds redundancy to the message to ensure recoverability by Bob in the
presence of noise. As depicted in Figure 3.2, the encoder consists of (i) a one-hot encoder where
the input v € V is mapped to a one-hot vector 1, € R, i.e., a vector whose components are
all equal to zero except the v-th component which is equal to one, followed by (ii) dense hidden
layers (with rectified linear unit (ReLU) or linear activation functions [85]) that take v as input
and return an n-dimensional vector, followed by (iii) a normalization layer that ensures that the
average power constraint = ||leg(v)||3 < P is met for the codeword e (v). Note that, without loss of
generality, one can assume that P = 1 since one can rewrite =||eg(v)||3 < P as Z||éo(v)3 < 1,
where éy(v) £ eg(v)/v/P. As depicted in Figure 3.2, the decoder consists of dense hidden layers
and a softmax layer. More specifically, let ;/V! be the output of the last dense layer in the decoder.
The softmax layer takes /"l as input and returns a vector of probabilities p/¥! € [0, 1]'V], whose

1
components p,, v € V, are p, = exp(i,) (Zml eXp(m)) . Finally, the decoded message ©
corresponds to the index of the component of plVl associated with the highest probability, i.e.,
U € argmax,cy, P,. The autoencoder is trained over all possible messages v € )V using a stochastic

gradient descent (SGD) [95] and the categorical cross-entropy loss function.

3.4.3 Design of the security layer (©;, 1)

The objective is now to design (s, 1) such that the total amount of leaked information about the
original message is small in the sense that /(M; Z™) < §, for some § > 0. For a given choice of
(s, 1), the performance of our code construction will be evaluated using a mutual information
neural estimator (MINE) [71]. Before we describe the construction of (ps,1s), we review the

definition of 2-universal hash functions.

Definition 3.3. [96] Given two finite sets X and Y, a family G of functions from X to ) is 2-
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universal if Vr1,m9 € X, 11 # 19 = P[G(x1) = G(22)] < |V|™!, where G is the random

variable that represents the choice of a function g € G uniformly at random in G.

Design of (., ¢;)

Let S £ {0,1}9\{0}. For k < ¢, consider the 2-universal hash family of functions G = {9, }.cs,

where for s € S,

Yy {0,134 — {0,1}F

v (s O,

where © is the multiplication in GF(27) and (- ), selects the & most significant bits. In our proposed
code design, the security layer is handled via a specific function ¢; € G indexed by the seed s € S.

Then, we define

@, {0, 1Y% x {0,1}77% — {0,1}¢

(m,b) — s~ 1O (m|b), (3.3)

where (-||-) denotes the concatenation of two strings.

When the secrecy layer is combined with the reliability layer, our coding scheme can be sum-
marized as follows. The input of the encoder e is obtained by computing V' 2 (M, B), where
M € {0,1}* is the confidential message, and B € {0,1}97* is a sequence of ¢ — k random bits
generated uniformly at random. After computing V', the encoder e, trained as described in Sec-
tion 3.4.2, generates the codeword X™ = ¢(V'), which is sent over the channel by Alice. Bob and
Eve observe Y" and Z", respectively, as described by (3.1) and (3.2). The decoder dj, trained as
described in Section 3.4.2, decodes Y™ as V £ do(Y™). Then, the receiver performs the multi-
plication of V and s, which is followed by a selection of the k£ most significant bits to create an

estimate M of M, i.e., M 2 1/15(‘7)-
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Leakage evaluation via Mutual Information Neural Estimator (MINE) [71]

Let {Ty : {0,1}* x R"® — R}yce be the set of functions parameterized by a deep neural network

with parameters 6 € ©. Define

Io(przn) & swp By, Ty(M, Z") = 10g Ky, . "7

0cO

PmMPzn )

where pysz» is the joint probability distribution of (M, Z™). By [71], Ig(parz») can approximate
the mutual information /(M ; Z™) with arbitrary accuracy. Note that because the true distribution
Parzn is unknown, one cannot directly use Ig(pyszn) to estimate [(M; Z™). However, by esti-
mating the expectations in /g (parz») with samples from pysz» and py; and pz», one can rewrite
lo(prizn) as

!

F(M: 27) 2 sup 3 30 Tyfm(i),2"(0)

l
1 Ty (m(i), 2" (i)
—logliizle" ,

where the term %Zi’:l Top(m(i),z™(i)) represents a sample mean using [ samples

-----

The goal of MINE, whose architecture is depicted in Figure 3.3, is to design 7 such that

~ ~

I(M; Z™) approaches the mutual information /(M; Z™). By [71], the estimator I(M; Z™) con-
verges to I (M ; Z™) when the number of samples is sufficiently large [71]. Guidelines to implement

~

the estimator /(M ; Z™) are also provided in [71].
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Figure 3.3: The security performance is evaluated in terms of the leakage /(M ; Z™) via the mutual
information estimator described in Section 3.4.3, where M £ (M,)ic(12...k}» 2" 2 (Z})je(1,2,...n}-

3.4.4 Discussion on the communication rate when multiplexing protected and unprotected

messages

Note that our approach incurs no rate loss compared to a traditional channel code. Our proposed
design of an (n, k, P) code with power constraint P, blocklength n, and secret message length k
consists of two layers: (i) a reliability layer implemented with a (n, ¢, P) channel code (e, dy), and
(i1) a secrecy layer. As described in Section 3.4.3, the secrecy layer takes as input a sequence of ¢
bits, out of which £ bits correspond to the secret message M and g — k£ bits correspond to random
bits (denoted by B in Section 3.4.3). By construction, the sequence B can be reconstructed at Bob
with an average probability of error P, (e, dy). However, the security constraint only holds on M
and not on 5. To summarize, our code design transforms a channel code with rate Z into a wiretap
code able to transmit a confidential message M with rate % and an unprotected message B with

rate % Hence, there is no loss compared to a channel code, as the overall transmission rate is %

3.4.5 Simulations and examples of code designs for n < 16

We now provide examples of code designs that follow the guidelines described in Sections 3.4.2,
3.4.3, and evaluate their performance in terms of average probability of error at Bob and leakage

at Eve. The neural networks are implemented in Python 3.7 using Tensorflow 2.5.0.
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Figure 3.4: Figure 3.4a shows the rate versus the blocklength n obtained with ¢ = P, (e, d;) listed
in Figure 3.4b when SNRp = 9dB.

Autoencoder training for the design of the reliability layer (e, d)

We consider the channel model (3.1) with 02 = 10~SNR5/10 and SNR 3 = 9dB, where, as explained
in Section 3.4.2, without loss of generality, we choose P = 1. The autoencoder is trained for
q = n — 1 using SGD with the Adam optimizer [95] at a learning rate of 0.001 over 600 epochs of
10° random encoder input messages with a batch size of 1000. Due to the exponential growth of
the complexity with ¢, we changed the value of ¢ to n — 2 when n = 16. Specifically, to evaluate
P. (e, dy), we first generate the input V' € {0, 1}%. Then, V' is passed through the trained encoder
eg, which generates the codewords X" and the channel output Y. Finally, the trained decoder dj
forms an estimate of V' from Y.

Figure 3.4a compares the achievable rate  of our reliability layer (eo, do) with the best known
achievability and converse bounds [97, Section III.J] for channel coding. We observe that the rate
of our reliability layer outperforms the achievability bounds from [97] for blocklengths smaller
than or equal to 16 when SNRp = 9dB. Note that for each value of n, this comparison is made for

a given average probability of error P.(eq, dy) as specified in Figure 3.4b.
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Design of the secrecy layer and leakage evaluation

The seeds selected for the simulations are given in Table 3.1. All possible seeds have been tested
for the values of n smaller than or equal to eight to minimize the leakage, and only one seed is
tested for the values of n greater than eight. The leakage is evaluated using MINE as follows. We
used a fully connected feed-forward neural network with 4 hidden layers, each having 400 neurons,
and a ReLU as activation function. The input layer has k + n neurons, and the Adam optimizer
with a learning rate of 0.001 is used for the training. The samples of the joint distribution py;z» are
produced via uniform generation of messages M € {0, 1}* that are fed to the encoder e = ¢ o ¢,
whose output X" produces the channel output Z" at Eve. The samples of the marginal distributions
are generated by dropping either m or 2" from the joint samples (m, z™). We have trained the neural
network over 10000 epochs of 20,000 messages with a batch size of 2500. Figure 3.5 shows the
leakage versus the blocklength n for different values of £ and SNRy = —5dB. We observe that the
leakage increases as k increases for fixed n and SNR g, which is also supported by the following
inequality on the leakage. When k = 2, if we write M = (M, M,), where M, M, € {0, 1}, then

by the chain rule and nonnegativity of the mutual information, we have

I(M; Z") = I(My; 27) + I(My; Z"|My) > I(My; Z7),

where [(My; Z™) is interpreted as the leakage of a code with secrecy rate % by considering that

M is a random bit part of B in (3.3).

Remark 3.1. We observe a significant improvement in the leakage for a channel code coupled with
our secrecy layer compared to the same channel code without any secrecy layer. For instance, for
the blocklength n = 8 when ¢ = n — 1 and SNRry = —5dB, the estimated mutual information
between the input message of length q to the encoder ey and the eavesdropper’s channel observa-
tions is ]A(V; Z™) = 1.55 bits. Therefore, for a one-bit input, the leakage is 0.2214 bits on average.
Also, forn =8, qg=n—1, k=1, s = 0001101, and SNRr, = —5dB, the estimated mutual infor-

mation between the one-bit confidential message and the eavesdropper’s channel observations is

41



—A—k=1q9g=n-1
& k=1,qg=n—2 SNRy = —5dB
4 —p—k=2g=n—1, SNRy = —5dB
% k=2 g=n-2 SNRy = —5dB

Leakagebits]

R S 4

2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
Blocklength n

107

-~

Figure 3.5: Leakage /(M; Z™) versus blocklength. When n € {2,3,4...,15}, ¢ = n — 1, and
whenn =16,q¢ =n — 2.

i (M; Z™) = 0.022 bits. Hence, in this example, without our secrecy layer, a leakage as low as 22
percent is obtained per information bit on average, while with our secrecy layer, a leakage as low

as 2.2 percent is obtained per information bit.

Average probability of error analysis

To evaluate P, (e, d), the trained encoder ¢, encodes the message M € {0, 1}* as e (4 (M, B)), as
described in Section 3.4.3, where B € {0, 1}97* is a sequence of ¢ — k bits generated uniformly at
random. The trained decoder dy forms M 2 s(do(Y™)), as described in Section 3.4.3. Figure 3.6
shows P, (e, d) versus the blocklength n. Note that we only plotted P..(e, d) when k = 1 and k = 2
as an example, as one will always have P.(e,d) < P.(eg,dp) for any value of k by construction.
From Figure 3.6, we also observe that, for fixed n, ¢, and SNR = 9dB, the probability of error

decreases as k decreases, which is also supported by the following inequality
P((My, My) # (My, Mo)] = P[M, # M),

where we have used the union bound and ]P’[]\/f 1 # M,] is interpreted as the probability of error of

a code with secrecy rate % by considering that M, is a random bit part of B in (3.3).
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Table 3.1: Selected seeds for the security layer.

n seed s seed s
(k=1) (k=2)

2 1 -

3 11 11

4 010 010

5 1100 1100

6 00010 00011

7 001001 001001

8 0001101 0001101

9 10000000 10000000

10 100000000 100000000

11 1000000000 1000000000

12 10000000000 10000000000

13 | 100000000000 100000000000

14 | 1000000000000 | 1000000000000

15 | 10000000000000 | 10000000000000

16 | 10000000000000 | 10000000000000

Discussion

From Figures 3.5 and 3.6, we, for instance, see that for SNRz = 9dB and SNRy = —5dB, we have
designed codes that show that the secrecy rate % is (e = 5.330 - 107*,§ = 9.80 - 10~3)-achievable
with blocklength n = 10, and the secrecy rate = is (¢ = 1.5194-107%,§ = 8.40- 10~%)-achievable
with blocklength n = 13.

Figure 3.7a compares the achievable secrecy rate £ of our code design (e, d) with the best
known achievability [63, Theorem 7] and converse bounds [63, Theorem 12] for the Gaussian
wiretap channel, which are reviewed in the Appendix F for convenience. We observe that the rate
of our code outperforms the best known achievability bounds for blocklengths smaller than or equal
to 16 when &£ = 1, SNRp = 9dB, and SNRr = —5dB. Note that the best known upper bounds
from [63] may not be optimal for small blocklengths, and improving them is an open problem.
Note also that for each value of n, the comparison is made for a given average probability of error
P.(e, d) and leakage ]A(M, Z"™) as specified in Figure 3.7b.

In Figure 3.8, we also plotted € £ P, (e, d) versus § £ I(M; Z") obtained from Figure 3.7b.
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Figure 3.6: Average probability of error versus blocklength. Whenn € {2,3,4...,15},g =n—1,
and when n = 16, ¢ = n — 2. During the training, the signal-to-noise ratio is SNRp = 9dB.

3.4.6 Simulations and examples of code designs for n < 128

We consider the channel model (3.1) with 07 = 1075¥*#/10 and SNRp = 0dB. For the design
of the reliability layer (eq, dy), the autoencoder is trained for (n,q) = (32,8), (n,q) = (64,8),
(n,q) = (96,12), and (n,q) = (128, 12) at a learning rate of 0.0001 over 600 epochs of 4 x 10°
random encoder input messages with a batch size of 5000. Then, 50 x 10° random messages
are used to evaluate the average probability of errors P.(eq, dy) and P, (e, d) as described in Sec-
tions 3.4.5 and 3.4.5. Figure 3.9 shows P, (e, d) versus the blocklength n. As expected, we observe
that, for fixed & and ¢, the probability of error decreases as n increases.

The secrecy layer is implemented similarly to Section 3.4.3 with £k = 1, and we compute the
leakage I(M; Z™) as in Section 3.4.5. We consider the model in (3.2) with 02 = 107SNR&/10
and SNRy = —15dB. Additionally, in our simulations, for blocklengths n = 32 and n = 64, the
seed is chosen as s = 00000001, and for blocklengths n = 96 and n = 128, the seed is chosen
as s = 000010000000. Figure 3.10 shows 1| (M; Z™) versus the blocklength n. As expected, we
observe that, for fixed k£ and ¢, the leakage increases as n increases. Finally, we observe in Figure

3.11a that the rate of our code outperforms the best known achievability bounds [63, Theorem 7]

for blocklengths smaller than or equal to 128 when k£ = 1, SNRp = 0dB, and SNRy = —15dB.
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I -©-- Achievability [63, Th. 7]
- Achievable secrecy rate £ of (e, d)
Converse [97, Eq. (218)], [63, Th. 12] n P.(e,d) I(M;Z™)

£ (k=1) (k=1)
= 2 | 326-10° | 3.5300 10 "
2 1r 3 7.06-10° [ 2.3100 - 10"
£ 4 | 1.370-10 % | 8.800-10 2
- 5 | 2.252-107% [ 6.440-10°
Z 6 | 2.654-10 % | 4.870-10 2
2 7 | 32081077 | 2.930-10 7
£ 8 | 4.000-107% [ 2.200-1072
B 05% 9 | 4542-10 7] 1.710-10 2
5 10 [ 5330-107*| 9.80-10°°
A *ee 1] 6104-1077 ] 840-10°
N 12 7510-107 | 430107
i 4 13 [ 1.0014-107° | 2.60-107
N S S e e i e DD f\t?) 14 [ 11376107 | 1.16-1077
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Blocklength 1 16 | 8426-10° 7] 1.05-10°7

(a) (b)

Figure 3.7: Figure 3.7a shows the secrecy rate versus the blocklength n obtained from ¢ = P, (e, d)
and § £ [(M; Z") listed in Figure 3.7b when SNRp = 9dB and SNRy = —5dB. The converse
bound is obtained as the minimum between [97, Eq. (218)] and [63, Th. 12].

3.5 Compound and arbitrarily varying wiretap channel models

We first motivate the compound and arbitrarily varying wiretap channel models in Section 3.5.1.
We then formally describe these two models in Section 3.5.2. We present our coding scheme design
in Section 3.5.3. Finally, we evaluate the performances of our code design through simulations
for the compound and arbitrarily varying Gaussian wiretap channels in Sections 3.5.4 and 3.5.5,

respectively.

3.5.1 Background

In the setting of Section 3.3, the channel statistics are assumed to be perfectly known to Alice and
Bob and fixed during the entire transmission. However, in practice, the channel statistics may not
be perfectly known due to the nature of the wireless channel and inaccuracy in estimating channel
statistics. Further, in some scenarios, eavesdroppers could be active and influence their own chan-

nel statistics by changing their location, or the statistics of Bob’s channel through jamming. To
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~

Figure 3.8: ¢ £ P,(e,d) versus § = [(M;Z") obtained from Figure 3.7b. When n €
{2,3,4...,15}, ¢ = n — 1, and the secrecy rate is %

model such scenarios, two types of models have been introduced: compound wiretap channels and
arbitrarily varying wiretap channels. For compound models, e.g., [9,73,98,99], the channel statis-
tics are fixed for all channel uses. Whereas for arbitrarily varying models, e.g., [74,75,98-101],
the channel statistics may change in an unknown and arbitrary manner from channel use to channel
use. Constructive coding schemes have also been proposed in [11,61] for discrete compound and
arbitrarily varying wiretap channels. While all the works above consider the asymptotic regime, in
this section, we design short blocklength codes for the compound and arbitrarily varying wiretap

channel models.

3.5.2 Models

For X = Y = Z = R, a compound or arbitrarily varying memoryless Gaussian wiretap channel

(X, (pviz,1x )iczjeg, Y x Z) is defined for i € Z, j € J, by

Yi£X+ Ny, Zj£X+ Ny,
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Figure 3.11: Figure 3.11a shows the secrecy rate versus the blocklength n obtained from e =
P.(e,d) and § £ [(M; Z") listed in Figure 3.11b when SNRp = 0dB and SNR = —15dB.

where Ny, and N, are zero mean Gaussian random variables with variances o3, and a%j, respec-
tively.

For the compound wiretap channel model, the channel statistics are constant throughout the
transmission and are known to belong to given uncertainty sets Z, 7. The confidential message M
is encoded into a transmitted sequence X", and Y;" and Z}' represent the corresponding received

sequence at the legitimate receiver and eavesdropper, respectively, for some ¢ € Z and j € J.

Definition 3.4. A secrecy rate S is (€,0)-achievable with power constraint P for the compound

wiretap channel if there exists a (n, k, P) code such that

icT 6( ) )_ Y ( * )
N ’I’L < .

where Pi(e,d) £ & 272;:1 P[d(Y;") # m|m is sent].

In contrast to the compound wiretap channel, the channel statistics in arbitrarily varying wire-
tap channel models may vary in an unknown and arbitrary manner from channel use to channel use.

Specifically, for the arbitrarily varying wiretap channel model, let Y;" and Z;" represent the cor-
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responding received sequence at the legitimate receiver and eavesdropper, respectively, for some

icZrandje Jm

Definition 3.5. A secrecy rate % is (€,0)-achievable with power constraint P for the arbitrarily
varying wiretap channel if there exists a (n, k, P) code such that
max Pl (e, d) < e,
iezn
max [ (M; Z3') <6,

jegn

where P (e, d) £ ng Pd(Y]") # m|m is sent|.

m=1

3.5.3 Coding scheme design

For the compound and the arbitrarily varying wiretap channels, the design of (eg, dy) for the re-
liability layer and (s, %s) for the secrecy layer is similar to Sections 3.4.2 and 3.4.3, respec-
tively. Specifically, we train the encoder/decoder pair for Bob’s channel with noise variance
03/1,* £ maxer oy,, where o3, £ 10 SNRs(M/10 ;¢ T. In other words, the reliability layer is
designed for the worse, in terms of signal-to-noise ratio, Bob’s channel. Note also that, during the
training phase, the noise variance is fixed for all the channel uses. Then, we optimize the seed
s by minimizing the leakage for Eve’s channel with noise variance a%j* £ minje s 0%, where
O'%j £ 107SNRe()/10) 5 ¢ 7. In other words, the secrecy layer is designed for the best, in terms
of signal-to-noise ratio, Eve’s channel. This optimized seed s is then used by the encoder/decoder
pair (e, d) = (e © @5, %5 0 do), from which we evaluate (P (e,d),[(M;Z})),i € Z,j € J, and
(Pi(e,d),I(M;Z}")),i €I je J" in Sections 3.5.4,3.5.5.

3.5.4 Simulations and examples of code designs for the compound wiretap channel

Average probability of error analysis

In our simulations, we consider Z = {1,2} and SNRp(i) € {9,10}dB, i € Z. We evaluate

the average probability of error P’ (e,d) for i € Z as follows. The autoencoder is trained at
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SNRp(i*) = 9dB, where i* = 1. The message M € {0,1}" generated uniformly at random
is passed through the trained encoder ey, which generates the codewords X" and the channel
output Y;* £ X" + N ¢, 1 € Z, where Ny, ~ N(0,0¢,). Then, the trained decoder dy forms an
estimate ]\/4\2»,2' € 7. Here, 032/1_ is fixed for the entire duration of the transmission. We use 5 x 10°
random messages to evaluate the average probability of error. Figure 3.12 shows the average
probability of error P (e, d) when k = 1 for SNRz(:* = 1) = 9dB and SNR(: = 2) = 10dB.
We observe from Figure 3.12 that it is sufficient to design our code for the worst signal-to-noise

ratio for Bob, i.e., SNRp(i*) = 9dB. In particular, we observe that, irrespective of what the actual

channel is, Bob is able to decode the message with a probability of error smaller than or equal to
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Figure 3.12: Average probability of error versus blocklength n.

Leakage evaluation

For the simulations, we consider J = {1,2,3} and SNRg(j) € {-8,—6.5,—5}dB, j € J.
We compute the leakage I(M; Z}') for j € J as in Section 3.4.5. The message M € {0,1}* is

passed through the trained encoder ey, which generates the codewords X", and the channel output

at Eve is ZI' & X" + Ny.j € J, where Nz, ~ N(0,0%). The noise variance o7 is fixed

~

for the entire duration of the transmission. Figure 3.13 shows the estimated leakage I(M; Z7'),
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Figure 3.13: Leakage I (M; Z?) versus blocklength n.

at SNRg(j = 1) = —8dB, SNRg(j = 2) = —6.5dB, and SNRg(j* = 3) = —5dB. From
Figure 3.13, we observe that it is sufficient to design our code for the best signal-to-noise ratio,
i.e., SNRg(j*) = —b5dB. In particular, we see that, irrespective of what the actual eavesdropper’s

channel is, we always achieve a leakage smaller than or equal to I(M; Z7.), which is also supported

by the following inequality on the leakage. For j € J and j* € argmin;, 5 J%j , we have

I(M;Z7) < I(M; 23 Z7%)
= I(M; Z0) + 1(M; Z7Z3%)

= I(M; Z}.),

where the first inequality holds by the chain rule and nonnegativity of the mutual information, the
first equality holds by the chain rule, and the last equality holds because, without loss of generality,
one can redefine Z; such that Z; = Z;« + N, where N ~ N (0, a%j - O’%j* ), since the distributions
pz;x and p Z,+|x are preserved and the constraints (3.4) and (3.5) of the problem do not depend on
the joint distributions pz, Z -

As an example, from Figures 3.12 and 3.13, we see that for SNRz(i) € {9,10}dB, i € Z, and

SNRg(j) € {—8,—6.5,—5}dB, j € J, we have designed codes that show that the secrecy rate %

51



is (e =4.0-107%,§ = 2.2 - 1072)-achievable with blocklength n = 8.
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Figure 3.14: Average probability of error versus blocklength n when & = 1 and training

SNR(i*) = 9dB.

3.5.5 Simulations and examples of code designs for the arbitrarily varying wiretap channel
Average probability of error analysis

For the arbitrarily varying channel, we evaluate the probability of error Pi (e, d), i € Z", for k = 1
in Figure 3.14 as follows. We consider Z = {1,2,3,...,31}and SNRp(i) € {9,9.1,9.2,...,12},
i € Z. The autoencoder is trained at SNRp(:* = 1) = 9dB, where the noise variance is fixed for
the entire duration of the transmission. The message M € {0, 1}* generated uniformly at random
is passed through the trained encoder ey, which generates the codewords X" and the channel
output at Bob Y;" £ X" 4 Nyin, i € ZI™. Then, the trained decoder dy forms an estimate ]\//Ti,
i € 7". Here, Ny is a length n vector whose variance of each component is picked uniformly at
random from the known uncertainty set {10~ 1248/10 1~11.9dB/10 1(—11.8dB/10 "~~~ "1()=9dB/10} For
our simulations, the variance of the noise vector Ny is fixed for every 50,000 codewords. The
autoencoder is tested with 5 x 10% random messages for n > 10 and with 107 random messages
for n < 10. Figure 3.14 shows that even though there is a mismatch between the training signal-

to-noise ratio of the encoder/decoder pair and the actual channel, Bob is still able to decode the
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message with a probability of error smaller than or equal to Pi" (e, d), where i* is a vector made of

n repetitions of ¢*.
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Figure 3.15: Example of leakage (M, ZJ-”) versus epochs when £k = 1, n = 8, ¢q = n — 1,
s = 001101, and j € {1,2,3,...,301}. The grey curve represents the estimated leakage by
a mutual information neural estimator and the yellow curve represents the 100-sample moving
average of the estimated leakage. The red and blue curves represent the estimated leakage for
SNRg(j* = 301) and SNRg(j = 1), respectively, after convergence.

Leakage evaluation

For the arbitrarily varying channel, we evaluate the leakage I(M; Z7), for j € J", as in Sec-
tion 3.4.5. The channel output at Eve is Z;' 2 X"+ NZJ,n,j € J". In Figure 3.15, we consider
J ={1,2,3,...,301} and SNRg(j) € {-8,-7.99,—7.98,...,—5}dB, j € J. Figure 3.15
shows the estimated mutual information J (M;Z7) when k = 1 and n = 8, where the variance
of the noise vector N zn is fixed for 20,000 codewords per epoch. Here, V. zn is a length n vec-
tor whose variance of each component is picked uniformly at random from the known uncertainty
set {10°4B/10 1(5-01dB/10 1(3p-02dB/10 " 1()84B/101 "We can see from Figure 3.15 that it is sufficient
to design our code for the best signal-to-noise ratio, i.e., SNRg(j* = 301) = —5dB. In particular,
we observe that, regardless of what the actual channel is, we always achieve a leakage smaller than

or equal to I (M; A4 ), where j* is a vector made of n repetitions of j*, which is also supported by

the following inequality on the leakage.
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For any j € J", we have I(M; Z;") < I(M; Z;:), because, similar to the compound setting,
without loss of generality, one can redefine Z;' such that M — Z;' — Z;. forms a Markov chain.
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Figure 3.16: Example of leakage [(M; Z]') versus epochs when ¢ = n — 1 and SNRg(j) €
{-8,—5}, j € {1,2}. The yellow curve represents the 100-sample moving average of the esti-
mated leakage.

Figure 3.16 shows the estimated mutual information I (M;Z;) for k = 1 and n = 8, when
SNRg € {—8, —5}dB. Here, each component of the noise vector V. zn has fixed variance, which
alternatively takes the values 10°%®/1% and 10%¢®/1°_ for every 5000 epochs with 20, 000 codewords
per epoch. In other words, each component of the noise vector has variance 10°%/10 for the first
5000 epochs, then 1039B/10 for the next 5000 epochs, and so on. Again, we observe that it is suffi-
cient to consider the worst case for the code design, since the leakage is always upper bounded by

the leakage obtained for the best eavesdropper’s signal-to-noise ratio, i.e., when SNRy = —5dB.

3.6 Concluding Remarks

We designed short blocklength codes for the Gaussian wiretap channel under an information-
theoretic secrecy metric. Our approach consisted in decoupling the reliability and secrecy con-
straints to offer a simple and modular code design, and to precisely control how small the leakage
is. Specifically, we handled the reliability constraint via an autoencoder and the secrecy constraint

via hash functions. We evaluated the performance of our code design through simulations in terms
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of probability of error at the legitimate receiver and leakage at the eavesdropper for blocklengths
smaller than or equal to 128. Our results provide examples of code designs that outperform the best
known achievable secrecy rates obtained non-constructively for the Gaussian wiretap channel. We
highlight that our code design method can be applied to any channels since it does not require the
knowledge of the channel model but only the knowledge of input and output channel samples. We
also showed that our code design is applicable to settings where uncertainty holds on the channel

statistics, e.g., compound wiretap channels, and arbitrarily varying wiretap channels.
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CHAPTER 4

SECRET SHARING OVER A GAUSSIAN BROADCAST CHANNEL: OPTIMAL
CODING SCHEME DESIGN AND DEEP LEARNING APPROACH AT SHORT
BLOCKLENGTH

4.1 Introduction

[5] and [6] pioneered the secret sharing model where a dealer distributes a secret among a set of
participants with the requirement that only pre-defined sets of participants can recover the secret,
while any other sets of colluding participants cannot learn any information about the secret. In
such traditional secret sharing models (we refer to [23] for an excellent literature review of the
subject), it is assumed that the dealer and each participant can communicate over an individual
and perfectly secure channel at no cost. Subsequently, with the goal to avoid this assumption,
secret sharing schemes from noisy resources have been studied for channel models [8] and source
models [2, 10, 11], where no secure communication links are available between the dealer and
the participants. Another feature of secret sharing from noisy resources is that, unlike traditional
secret sharing schemes, the creation and distribution phases of the protocol are no longer restricted

to being independently designed but can now be jointly designed.

4.1.1 Overview of the model studied in this chapter

We consider the secret sharing model of [8] where noisy resources, in the form of a Gaussian
channel, are available between the dealer and participants. Specifically, the dealer can communi-

cate with the participants over a Gaussian broadcast channel where each participant observes scalar
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Gaussian channel outputs. The dealer transmits a secret message by encoding it into a codeword,
which is then sent over n uses of the channel and yields the channel output observations at the
participants. In this setting, a reliability constraint ensures that any subset of participants with size
t can recover the secret from their vector of ¢ channel outputs, and a security constraint ensures
that any subset of participants with size z < ¢ cannot learn any information about the secret from
their vector of z channel outputs. These two constraints define a threshold access structure similar

to traditional secret sharing models as in [5,6, 102, 103].

4.1.2 Contributions

The secret sharing capacity has been established in [8] with a random coding argument that jointly
considers the reliability and secrecy constraints. We consider a coding scheme that relies on two
coding layers, namely, a reliability layer and a secrecy layer, to achieve the secret sharing capacity.
Specifically, the secrecy layer can be implemented with hash functions, and the reliability layer
can be implemented with a channel code for a compound channel without any security constraint.

The main insights and benefits of our approach are (a) a modular design that allows a simplified
code design, for instance, if only one of the two layers need to be (re)designed, (b) a code design
that offers a universal way of dealing with the secrecy constraint through the use of hash functions,
which is particularly useful to handle an access structure and, in particular, to ensure security
against multiple subsets of colluding users that are associated with different channel statistics, (c)

guidelines for a practical code design at finite blocklength as discussed next in Section 4.1.2.

Coding scheme design at finite blocklength

Following the two-layer coding approach described above, we design secret sharing schemes at
finite blocklength. Specifically, we use a neural network-based autoencoder to design the reliability
layer, and hash functions to design the security layer.

To evaluate the performance of our constructed code, we empirically evaluate the probability of

error and estimate the information leakage for blocklengths 7 at most 20. Specifically, information
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leakage is defined as the mutual information between the secret and the channel output observations
for unauthorized sets of users. Note that, even for small values of n, this information leakage
estimation is challenging with standard techniques such as binning of the probability space [68],
k-nearest neighbor statistics [69], or maximum likelihood estimation [70], we thus evaluate the
information leakage by using the mutual information neural estimator (MINE) from [71]. Our
simulation results demonstrate a precise control of the probability of error and leakage thanks to

the two separate coding layers.

4.1.3 Related works
Related works on compound wiretap channels

a) Theoretical and non-constructive results: The compound wiretap channel [9, 73] is a gen-
eralization of Wyner’s wiretap channel [19] to the case of multiple unknown channel states,
where secure and reliable communication needs to be guaranteed regardless of the channel
state. The connection between compound wiretap channels and secret sharing over noisy
channels has been established in [8] by remarking that, similar to compound settings, an ac-
cess structure for secret sharing yields multiple security constraints and multiple reliability

constraints that must be ensured simultaneously.

b) Results on code constructions: Explicit compound wiretap codes have been proposed for
discrete memoryless channels for the asymptotic blocklength regime in [61]. Finite-length
code constructions for scalar Gaussian compound channels have been studied in [4]. In
contrast, in this chapter, our contributions (see Section 4.1.2) is to not only design finite-
length compound wiretap codes but to also consider vector Gaussian channel observations,

which is needed in the context of the secret sharing problem we consider.
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Related works on wiretap channels

While several wiretap code designs have been proposed for various channel models under non-

information-theoretic security metrics, e.g., [76-81, 89, 104], we focus our discussion on works

that, similar to our work, consider an information-theoretic security metric.

a)

b)

Results for the asymptotic blocklength regime: A coding strategy that separately handles the
reliability and secrecy constraints with two separate coding layers has previously been used
for the discrete wiretap channels in [53], [54], and the Gaussian wiretap channel in [55]. The

above references consider the asymptotic blocklength regime.

Our contribution is to not only generalize the result in [55] to a compound setting but also to

generalize it to vector, rather than scalar, Gaussian channel outputs.

Note that other coding schemes based on LDPC codes [46—48], polar codes [49-52], or
random lattice codes [56] have been proposed for degraded or symmetric wiretap channel
models, and constructive [57-59] and random [60] polar coding schemes have been proposed
to achieve the secrecy capacity of non-degraded discrete wiretap channels. Coding schemes
that combine polar codes and invertible extractors have also been proposed to avoid the
need for a pre-shared secret under strong secrecy [11,61]. However, only [61] considers a
compound setting (for discrete memoryless wiretap channels), and none of the references
above consider compound Gaussian wiretap channels, as it is needed for the secret sharing

model we consider.

Code construction in the non-asymptotic regime: Punctured systematic irregular LDPC
codes have been proposed for the binary phase-shift-keyed-constrained Gaussian wiretap
channel in [82], and LDPC codes for the Gaussian wiretap channel have also been devel-
oped in [83]. Randomized Reed-Muller codes have been proposed for the Gaussian wiretap
channel in [84]. Coding scheme designs based on feed-forward neural network autoencoders
have also been proposed in [94], where the security and reliability constraints are handled

jointly, and in [4], where the security and reliability constraints are handled separately. As
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discussed in Section 4.1.2, one of our contributions is to design a short blocklength cod-
ing scheme that, unlike the above references, handles (a) multiple reliability constraints and
multiple security constraints simultaneously, i.e., a compound model, and (b) vector Gaus-

sian channel outputs.

The chapter is organized as follows. The problem statement is provided in Section 4.2. The
main results are provided in Section 4.3. In Section 4.5, a finite blocklength implementation of
the coding scheme is proposed using a deep learning approach. Finally, Section 4.6 provides

concluding remarks.

4.2 Problem statement

Notation: For a,b € R, define [a] £ [1, [a]] NN, [a,b] = [|a], [6]] N N. The components of a
vector X" of length n € N are denoted with subscripts, i.e., X" 2 (X1, Xy, ..., X,). ||.|| denotes
the Euclidean norm and ||.||; denotes the L! norm.

Consider a dealer and .J participants index in J = [J]. We assume that the dealer can commu-

nicate with the participants over a Gaussian broadcast channel defined as
n A n n .
Y2 X"+ NI', VjeJ, (4.1)

where X" is the signal transmitted by the dealer with the power constraint

1= oo

~> Xi<p (4.2)

n

i=1

Y, is the channel observation at Participant j € 7, and N} is a random vector of length n with
components independent and identically distributed according to a zero-mean Gaussian random
variable with variance 0]2-. The noise vectors N IS J, are assumed independent.

For ¢ € [J], the set of authorized sets of users is defined as

A 2{AC T |Al >t}
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and, for z € [t — 1], the set of unauthorized sets of users is defined as
U.2{UCT: U<z}

The parameters ¢ and z are chosen by the system designer. In the following, for any &/ € U, and
A € Ay, we use the notation Y7 £ (Y]") e, Nij & (N]')jer YI £ (Y]")jen, and N§ £ (N7)jeu

such that

YiE1L,X"+ Ny, A€A, (4.3)

Y} E1, X"+ Njj, UeU,, 4.4)

where 1, and 1, are all-ones column vectors of size ¢ and z, respectively, and the covariance

matrices of N 4 and N, are $ 4 £ diag((07)jea) and Xy = diag((07);jecu). respectively.
Definition 4.1. A (2" t, 2, n) secret sharing strategy consists of
s A secret S uniformly distributed over S = [2"%];
* An encoding function f : § — R";
* A decoding function g4 : R™ — S for each qualified set A € Ay;
and operates as follows:
1. The dealer encodes the secret S € S as X",
2. The dealer sends X" over the channel and Participant j € J observes Y}";
3. Any subset of participants A € A, can form an estimate of S as S(A) £ g A(YR).

Definition 4.2. A secret sharing rate R, is said to be e-reliable and )-secure if there exists a

sequence of (2" t, 2, n) secret sharing strategies such that

A

&peaA)fP[S(A) # 5] <, (Reliability) 4.5)
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lene%f](s, Y;)) <6é. (Security) (4.6)

(4.5) means that any subset of at least t participants is able to recover the secret, and (4.6) means

that any subset of at most z participants cannot learn any information about the secret.

Dealer

o9

Y o @—> S({1,2}) ~ S

(00 !
- : @—)—>S({273}):s

2 o

o .. O 00 |
. D AD squapas

Y Lo '
o, % S({1,2,3})) ~ S

S !

Participants é @—,X
L ieJ
(a) Distribution phase E (b) Reconstruction phase

Figure 4.1: The access structure is defined by A,—, = {{1,2},{2,3},{1,3},{1,2,3}}and U,_, =
{{1},{2},{3}}, meaning that any two participants can reconstruct the secret, and any individual
participant cannot learn any information about the secret.

The setting is illustrated in Figure 4.1 for the special case J = [3|,t = 2, and z = 1.

4.3 Main results

We first introduce two-layer coding schemes in Definition 4.3.
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Figure 4.2: Two-layer code design. The reliability layer is implemented using a channel code
(eo, dp) without any security constraints, and the security layer is implemented using the functions

1 and ¢.

Definition 4.3. A two-layer secret sharing coding scheme consists of

* A reliability layer defined by an encoder/decoder pair (e, dy) without any security con-
straints for the compound channel defined in (4.3) such that if X" = ey(V) is the channel
input, where V' is uniformly distributed over {0,1}" and || X"||*< nP, and Y7}, A € A,, are

the channel outputs, then gl&g{l?[do (Y)#V]<e
€At

e A secrecy layer is defined by two functions 1 : {0,1}" — {0,1}* and ¢ : {0,1}* — {0,1}",

for some k € N;

and operates as follows:

1. Encoding: The dealer encodes a secret message S that is uniformly distributed over S =

{0,1}" as eg(¢(S)). Hence, the encoder e of a two-layer secret sharing coding scheme is

e:S - R”

s eg(o(s)).

2. Decoding: From the channel output observations Y}, A € A,, the participants in A esti-

mate S as S(A) £ (dy(Y?)). Hence, the decoder d of a two-layer secret sharing coding
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scheme is

d:R" - S

y" = (do(y™)).

The architecture of a two-layer coding scheme, as described in Definition 4.3, is depicted in

Figure 4.2.

4.3.1 Design of a secret sharing coding scheme at short blocklength and performance eval-

uation

We design a two-layer coding scheme at finite blocklength, as defined in Definition 4.3. As detailed
in Section 4.5.1, we design the reliability layer using an autoencoder (e, dy) and the secrecy layer
via a two-universal hash function .

In our simulations, detailed in Section 4.5.2, we consider J = 200 participants, ¢ = 100,
z € [10], and o3 £ 107SNV/10 j € 7, with a signal-to-noise ratio (SNR), SNR = —16dB.

Figure 4.3 shows the information leakage erne%}j I(S;Y;}) with respect to the secret sharing rate
R, = % when z varies in [10], k = 1, and n € {5, 10,15,20}. Figure 4.3 confirms the intuition
that the information leakage increases as the secret rate increases. Figure 4.4 shows the average
probability of error Am&}fl?’[g (A) # S] with respect to the secret sharing rate R, = % when k =

1 and n € {5,10,15,20}. We see the average probability of error decreases as the secret rate

increases for fixed £ and SNR by our code construction.

4.4 Sufficient statistics

In this section, we reduce the Gaussian vector channel outputs to Gaussian scalar channel outputs
using sufficient statistics [38].
Using Lemma 4.1 below, there is no loss of generality in considering the following Equations

(4.7) and (4.8) as channel model instead of (4.3) and (4.4). Hence, in this section, we consider the
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Figure 4.3: Information leakage max I(S;Y}}) versus secret sharing rate R, = £ for z € [10].
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Figure 4.4: Probability of error max P[S(A) # S] versus secret sharing rate R, = E
€At
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following channel model: For any i € [n],

Yy 2 U?AXi +Nai AEA, 4.7)

Yy £ 0% Xit Ny, U, (4.8)
where

oy, 1YL, (4.9)

of =151, (4.10)

Na; £ 18N 45 ~ N (0,03 ), @.11)

Nyi 21755 Ny ~ N(0, 0%, ). 4.12)

Lemma 4.1 ( [105, Lemma 3.1]). Consider the channel model
YS:1|S‘X—|—N3, ScJ,

where Ng is a Gaussian vector of length |S| with zero mean and covariance matrix ¥.s. A sufficient

statistic to correctly determine X from Ys is the scalar

Vs =1[555"Ys, ScJ.

4.5 Secret sharing scheme at finite blocklength

We design a secret sharing scheme at finite blocklength in Section 4.5.1 and evaluate its perfor-

mance through simulations in Section 4.5.2.
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Figure 4.5: Architecture of the autoencoder (e, dy) via feed-forward neural networks.

4.5.1 Secret sharing scheme design
Reliability layer design

The design of the reliability layer consists in designing an encoder/decoder pair (e, dy) as de-
scribed in Definition 4.3. Let V 2 [2"] be the message set. (eg,do) is implemented with an
autoencoder as in [85]. The goal of the autoencoder is here to learn a representation of the encoded
message that is robust to the channel noise so that the authorized participants can reconstruct the
message from their noisy channel observations with a small probability of error. As depicted in
Figure 4.5, the encoder e( consists of three layers. An embedding layer, where the input v € V is
mapped to a one-hot vector 1, € R?", which is a vector whose components are all zeros except the
v-th component which is one. Dense hidden layers that take v as input and return an n-dimensional
vector. And, a normalization layer that ensures that the codeword ey(v), v € V, meets the average

power constraint
—1 || ( )H2 <
eolv P.
n 0 -

As depicted in Figure 4.5, the decoder consists of dense hidden layers and a softmax layer.
More specifically, let 1!V be the output of the last dense layer in the decoder. The softmax layer
takes 4! as input and returns a vector of probabilities p/¥! € [0,1]V, whose components p,,

1
v €V, are p, = exp(iy) (Z‘Zﬂl exp(ui)> . Finally, the decoded message v corresponds to the

index of the component of pV! associated with the highest probability, i.e., 7 € arg max,cy Py-
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The autoencoder is trained over all possible messages v € )V using a stochastic gradient descent

(SGD) as in [95] and the categorical cross-entropy loss function.

Secrecy layer design

We first review the definition of two-universal hash functions.
Definition 4.4 ( [67], [106]). A family F of two-universal hash functions F = {f : {0,1}" —
{0, 1}*} is such that

Vo, 2’ € {0,1}", 2 # o' = P[F(x) = F(2')] <27, (4.13)

where F'is a function uniformly chosen in F.
Define £ = {0,1}"\{0}, and consider the two-universal hash family of functions P £ {v

(A, v) }rer, where 1 is defined as

Y Lx {01} — {0,1}*

(A v) = (AO ), (4.14)

where © is the multiplication in GF(2"), and (-); selects the & most significant bits. Define also

the mapping ¢

¢ Lx{0,1}F x{0,13% = {0,1}"

(A, 5,0) = A1 O (s]b), (4.15)

where (-||-) represents concatenation of two sequences of bits.
We implement the secrecy layer with the functions 1 and ¢ defined in Equations (4.14) and

(4.15), respectively.
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Figure 4.6: The security performance is evaluated in terms of the leakage [ (S; 371/7) U e U, via
the mutual information estimator where Y, £ (Yer,i)ieqn)-

Encoding and decoding for secret sharing scheme

The idea of the coding scheme below is to repeat v € N times the coding scheme described in
Section 4.5.1. Hence, after the ~y repetitions, v secrets have been shared. With the objective to
reduce the information leakage, the dealer and the participants extract another secret from these
secrets with a two-universal hash function. The price paid for this reduced leakage is a decrease of
the secret sharing rate.

Fix aseed A € £, aseed o € {0,1}7\{0}, and set the length of the secret to k£ = 1.
Encoding: For i € [v], the dealer generates r — k bits, denoted by B;, uniformly at random from
{0,1}77*, and a bit M; uniformly at random in {0,1}. The dealer sends the codeword X} =
eo(d(N, M;, B;)), @ € [7], such that the channel observations of the participants in A € A, are
Vi, £ 17%'Y% . Then, the dealer forms the secret S £ )(a, M.,), where My, £ (M;)icpy)-
Decoding: From f/jl i € [y], the participants in A € A, estimate V; 2 ¢(\, S, B;) as V; &
do(f/j,i), M; as M; £ (), V), and the secret S as S(A) £ (v, My.,).

4.5.2 Performance evaluation
Simulation parameters

In our simulations, we consider J = 200 participants, ¢ = 100, z € [10], and UJQ. £ 10~SNR/10,

7 € J,with SNR = —16dB. We also consider a secret of length £ = 1 and a power P = 1. Note
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that since the SNR is the same for all the participants, we have for A* £ [t] and U* £ [z]

max P[S(A) # 5] = P[S(A") # 9],

AeAy

Ll}le%)jf(S;Yu) =1(S;Y,.).

For the autoencoder training and neural network implementation, we use Python 3.7 and Ten-

sorflow 2.3.

Performance evaluation of the reliability layer

For the parameters defined in Section 4.5.2, we train the autoencoder for (n,7) = (5,2) using
SGD with the Adam optimizer [95] at a learning rate of 0.0001 over 100,000 random encoder input
messages. To evaluate the performance of (e, dy), we first generate the input V' € {0, 1}". Then,
V' is passed through the trained encoder ey, which generates the codewords X" and the channel
output Y.. By Lemma 4.1, without loss of generality, we consider Y/j* = 1?2;&1/}(*, where
4« = diag((07)je.4+). Finally, the trained decoder dy forms an estimate of V/, V(A*) 2 do(YZ).

N

Figure 4.7 shows the average probability of error P[V (A*)#V].

107!

1072 |

1073 |

Probability of error

107/‘ £ Il Il L L
-18 -17 -16 -15 -14 -13
SNR [dB]

Figure 4.7: Probability of error (eg, dy) at SNR = —16dB.
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Information leakage

Consider ¢ and ¢ with n = 5 and » = 2. Generate uniformly at random M;., € {0,1}” and
By, € {0,1}"=*)7 For i € [], generate

X' & 60(¢()‘>MiaBi))a (4.16)

)

such that the channel observations of the participants in (/* are Y. ; £ X'+ N, '+ ;- Using Lemma
4.1, there is no loss of generality in considering fﬂ‘z £ 1fy ! Yyj. ; instead of Y. ;. Finally,

generate the secret as
S 2 (o, My.). (4.17)

All possible combinations of A and « are tested to minimize the leakage. The optimal seeds found
are A = 11, « = 10 when v = 2, « = 110 when v = 3, and @« = 1110 when v = 4. Next, we

concatenate all the observations ?L’f*

o1 €[], as Y/J*’M and to evaluate the leakage I(.S; ?J*7M),
we use the MINE from [71] based on neural networks, whose architecture is depicted in Figure 4.6.
Specifically, we use a fully connected feed-forward neural network with 4 hidden layers, each
having 400 neurons, and used rectified linear unit (ReLU) as an activation function. The input
layer has k£ + n neurons, and the Adam optimizer with a learning rate of 0.0001 is used for the
training. The samples of the joint distribution Psyy, . are produced as described above. The

samples of the marginal distributions are generated by dropping either s or y;;. from the joint

Ly
samples (s, y7y- 1.,). We trained the neural network over 40000 epochs of 20,000 messages with
a batch size of 2500. Figure 4.3 shows the information leakage /(.S; 17&‘*71:7) with respect to the

secret sharing rate R, = £ when z varies in [10].
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Probability of error

To evaluate the probability of error between S and S (A*), generate uniformly at random M., €
{0,1}” and By., € {0,1}"=%7_ Then, for i € [y], generate the codeword X" as in (4.16) so that
the channel outputs at the participants in A" are Y. ; 2 Xr 4 N ;- Using Lemma 4.1, there
is no loss of generality in considering f{j@}i = 1?2;‘1 Y. ; instead of Y. ;. Finally, generate the
secret S as in (4.17).

At the participants in A*, for i € [y], M; is estimated from f/j(z as M; 2 (), do(f/j‘*’i)).
Then, the secret is estimated as S(A*) £ ¢(a, MM). Figure 4.4 shows the average probability of

error IP[S (A*) # S| with respect to the secret sharing rate R, = %

4.6 Concluding remarks

We considered a secret sharing model where a dealer can communicate with participants over a
Gaussian broadcast channel. We proposed a coding approach that consists in separating the code
design into a secrecy layer and a reliability layer. Our contribution was to design a two-layer coding
scheme at finite blocklength, where we implemented the reliability layer with an autoencoder and
the secrecy layer with two-universal hash functions. We empirically evaluated the probability of
error and estimated the leakage for blocklength at most 20 with a neural network-based mutual
information estimator. Our simulation results demonstrated a precise control of the probability of

error and leakage thanks to the two separate coding layers.
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CHAPTER 5

CONCLUSIONS

Security is a major concern in wireless communication. The most common security issues in com-
munication networks are (i) confidentiality, (ii) authenticity, (iii) integrity, and (iv) non-repudiation.
With the increasing amount of information being transmitted over wireless networks, attacks on
the communication network are very common. The information-theoretic approach can provide
solutions to such problems. In information-theoretically secure models, the security derives from
information theory and are secure even when the adversary has unbounded computational power.
We have discussed the problem of information-theoretic secret sharing with Gaussian sources,
where we have considered rate-limited public communication to account for bandwidth constraints.
Further, we have designed short blocklength codes for the Gaussian wiretap channel to account for
practical applications that require low latency. Specifically, we have opted for deep learning, which
provides us with a practical approach to design codes and better understand the finite blocklength
regime as it is difficult to analytically characterize the optimal secrecy rates for the Gaussian wire-
tap channel in the finite blocklength regime. We proposed a framework that separates the code
design into two layers: a reliability layer and a secrecy layer. We implemented the reliability layer
with an autoencoder and the secrecy layer with universal hash functions. We have also discussed
the problem of secret sharing over a broadcast channel, where we designed a coding scheme at
a finite blocklength using an approach that separates the code design into a reliability layer and
a secrecy layer. Our simulation results have demonstrated a precise control of the probability of

error and leakage by decoupling two layers in our code design.
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CHAPTER 6

FUTURE WORKS

There are several directions over which this work can be further studied. We list below some of
them.

Multiple users setting: Developing finite-length codes for the multiple access wiretap channel
(MAC-WT) under information-theoretic security guarantees will be an interesting problem. In
other words, the setting where multiple users communicate with the legitimate receiver in the
presence of an eavesdropper.

Complexity based on users: The complexity of the deep learning-based model increases as the
number of users increases. A design based on a modular approach for complex models might be
an effective way to tackle complexity-based issues.

Complexity based on blocklength: The complexity of the neural network-based autoencoder
increases as blocklength n increases. For blocklengths n < 128, we used a regular autoencoder in
this thesis. For blocklengths n > 128, using a convolutional autoencoder will be a better choice.
This implementation certainly reduces the complexity but at the expense of performance losses in
terms of error probability for the message.

Active eavesdropper: In this thesis, we considered a passive eavesdropper in which the eaves-
dropper only listens to the transmission but does not try to modify the transmission. In a more
practical scenario, an eavesdropper can modify or delete some bits from its observations. To take

such an adversary into account in a finite-blocklength regime will be challenging and exciting.
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Appendix A

Derivation of (2.4), (2.5)

Let Z and Z’ be zero-mean jointly Gaussian and jointly non-singular random vectors with covari-

ance matrices ¥z and X', respectively. By [107, Theorem 3.5.2], we have
Z'=PZ+W, (1)

where P = Y, " and W is independent of Z with covariance Yy = Y, — $,,5,' %L, .

Hence, by (1), we have
Y,C = EYLXO-)_(QX + Wng (2)

where Xy, £ Yy, — Xy, Xa)}ZE}T,ﬁ x- Then, we normalize (2) as follows. By Cholesky decom-
position, there exists an invertible matrix B € RY*% such that Sy, = BBT. Hence, (2) can be

rewritten as
YE’ = H/ X+ W{/ﬁ,

where Y, £ B7'Y;, Hy = B~ 'Sy, xoy", and Wy ~ N(0,1p).
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Appendix B

Proof of Theorem 2.2

To prove Theorem 2.2, we proceed as follows. For a threshold access structure A;, we first prove
that there exist sets of authorized and unauthorized participants A} € argmin ., H% H4 and
U; € argmaxycy, HYy Hy, respectively, such that for any t € [1,L — 1], Ay C A}, U C

1. Then, by Theorem 1, we remark that Ay and U/ also correspond to the sets that appear
in the expression of the secret capacity for the threshold access structure A;. Finally, using the
monotonicity property (with respect to t) of the sets (A} )iep,z) and (U] )tepi,z) and Theorem 1,
we derive necessary and sufficient conditions to determine whether the secret capacity increases or
decreases as the threshold ¢ increases.

We will need the following lemma.

Lemma .1. Let a,c € R and R, € R.. The function f, . r, is non-increasing

Jaer, Ry = R
1 22k 1— 2728 1
y»—>—10gcy + cal )+ .
2 cy +1
: : . c(14-ca)(272Fp -1
Proof. The derivative of for, aty € Ry is t/pr - 21112 (cy+1)(c;;?Rz)v(Jrca(lp—T)mp)+1) =0 -

Using Lemma .1, we obtain the following result:
Lemma .2. One can find sets (A})icp,r) and (U )iep ) such that for any t € [1, L — 1], we have

Af C Ar L, UF C UL, and for any t € [1, L],

+
{A7, U} € argmin [fHﬁHA,ag(,Rp(Hg;HU) , (3)

where we have used the notation of Lemma .1.

85



Proof. Fort € [1, L], remark that

Jr
arg min fHﬂHA,ag(,Rp(HZSHMﬂ = {arg min H H 4, arg max HZSHM} : 4)
AchA UEU, AchAy Uely

because fHﬂ Hao%, RP(HLT, Hy) is an increasing function of HH 4 and is a decreasing function
of HY Hy;; by Lemma .1. Next, write the vector Hy as H; = [H(1), Hz(2),...,H:(L)]*. By
relabelling the participants, if necessary, assume that |H.(1)| < |H.(2)] < -+ < |Hg(L)|. For
t € [1, L], choose Af = [1,] and U = [L — t + 2, L]. Clearly, for any t € [1, L — 1], we have
Ay C Ap, UF C U, and by (4), we have that (3) holds for any ¢ € [1, L]. O

By Theorem 2.1 and (3), we have

+
1
Oy(A1,R,) = [5 log <U§H£IHA{(1 — 9 2Fp) 4 1) , )
and for ¢t € [2, L], we have
+
CS (At’ Rp) _ |z log XU U] - 7{( A} A ( ) (6)

Using (5) and (6), we easily obtain for any ¢ € [1, L]

Cs(Ala Rp) Z Cs(Atv Rp)

2 T T T T T
< O-XHA{HA{HL{{”HU: =+ HA‘{HA’{ + HM;HL{; — HA;HA;* Z 0.

From the proof of Lemma .2, there exists O > 0 such that O < HZ;HM; and Hﬁf Hy + 0 =
H}, H u;. Therefore, H . H oy + Hj Hyy > Hj Hyy, and Ci(Ay, Ry) > Co(Ay, Ry).

Next, forany S C L, for s € [1, S]], let Hs(s) denote the s-th component of Hs. We have
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fori € [1, L —t],

Cs(Ata Rp) Z Cs(At—i-iv Rp)

2 T T T T

t41

t+1

> 0% Hyp: Hy; HQHHA;H + Hyjj. Hyy + HﬂaiH "
= o\ Hj, Ha(Hy. Hyp,, — Hy Hy; + Hy, Hye) + Hy, Hyp — Hy, Hy;

> o Hy *HM;(HA%HH ar,, — HiHu; + Hi: Hap) + HEZ:HH ar,, — Hi Hy
= (L+ o Hj Hay)(Hy Hyy, — Hy: Hyy)

> (1+ o Hyp Hyy )(HY, Hap,, — Hi Hay),

where the first equivalence is obtained using (6). Note that, by Lemma .2, one can choose A} C

T T T T

87



Appendix C

Proof of (2.11)

The probability of error averaged over C,,, i.e., E¢, [IP’[V” # ‘72]} for any .4 € A can be upper

bounded via the union bound by the four following terms:

1. The probability that (2",y%) ¢  T7(XYy), which is upper bounded by
21X ||V 4| exp(—néiuxy,) [35, Page 272 Equation (1.12)].

2. The probability that the encoder cannot find (w,r) such that (2™, v"(w,v)) € T*(XV),

€

given that (2", y%) € 7 (XY4), which is upper bounded by

Ec, | Y pxovy (@ y) L{V(w,v), (0" (w,v),a") € T (VX) and (", %) € T (XYa)}

"y

= > pxnyy (@™ y )PV (w, v), (V* (w,v),2") & T (VX))

(a2 yRETE (XY a)

- Z Dxnyy (", y) (1 =P[(V*(w,v),z") € z"(VX)])QMRHRv)
(z7y "y )ETE (XY )

(a) 7
< > pxnyy (", ) exp(=2" PV (w, 1), ") € T (VX))

(& yR)ETE (XY4)

Z pxnyy (2™, ) exp ( _ on(Ru+R)) (1- 56(?6(”)) zfn(I(V;X)+2eH(V)))
(am Y )ETE (X YA)

< exp ( — (1 —6®@ (n)) 2€”H(V)),

€1,€

INE

where (a) holds because for any = > 0 and any p € [0, 1], (1 — p)* < e7?%, and in (b) we

have defined 62 (n) £ 2|V||X | exp <—n(61_;11)2 ,uvx)-

3. The probability that the decoder finds 74 # v such that (y7, v"(w, 74)) € T*(Y4V), given
that (2", 37) € 7.7(XY4) and the encoder found (w, v) such that (2", v"(w,v)) € T(XV),
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which is upper bounded by

pr DY Ee, Y e )Ly (0 @) € T (YAV))

al (z"y Q) €T (XYa)

= Zp wv) Y Yo vy @ P (Vi (w, ) € TH(YaV)]

Vi #v (@Y ETE (XYa)

= Zp w,v) Y > Py (a2 VYA 2 ()

v #v (2™y7%) ET" (XY4)

< (R, =I(ViYa)+2eH (V)

< 2—n5H(V)‘

4. The probability that the decoder cannot find U4 such that (v, v"(w,74)) € T (YAV),
given that (2", y%) € T(XY,4) and the encoder found (w,v) such that (2", v"(w,v)) €
T'(XV), which is upper bounded with Markov lemma [35, Page 319 Equation (5.1)] by

2VI|Xa] exp (—n T2 sy ) -

Hence, for any A € A, we have E¢ [P[V" # 17}]] < d(n,¢, A). Next, we have

Be, |maxPl7 2 17| < SRV AV
= > Ee, [PV # V7]
AecA
< ) b€ A)
AeA

< |Almaxd(n,e, A).
A€A

By Markov’s inequality, we conclude that there exists a codebook such that max4ea IP’[IA/}(’ #

V"] < |Almaxen 6(n, €, A).
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Appendix D
Proof of (2.17)
For any U € U, we have
HVYG) S 100V

= HX"Yy) - HX"[V"Yy)

= nH(X[Yy) - HX"[V"Yy), @)

where (a) holds by definition of mutual information, and (b) holds because the X;’s and (Y;,);’s are
independently and identically distributed. We now lower bound the term —H (X™|V"Y}}). Define

forany U € U,

Iy, = 1{(X",V"Y}) € TLHXVYy,)},

(1>

Ay {(X™, V") e TM(XV)},

so that,

H(X™ VYD)

< H(X"FUAU‘VT‘YJ)

= H(DyDyf| VYY) + H(X"|V YTy Ay)

Lot 3 P = ulAu = a)P(Au = d) HX VI Ty = s A = )
Su v €{0,1}

()
<2+ H(X™MV"Y}, Ty =104 = 1) +n(20.(n) + 62(n,U)) log | X|

= 3 Py oL D HX Y = g VI = 0", Ty = 1, Ay = 1)

Yy 0™
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+ 2+ (26(n) + 62(n,U)) log | X|"
(©)
< P v, 1) og| Tou(X g, v™)| + 2 + (20c(n) + 67 (n,U)) log | X"
Yip o™

< Z p(yls, v |1, D)nH (XY, V) (1 4 2€) + 2 + (25:(n) + 62(n,U)) log | X |"

Yy o™

< nH(X|YV)(1+ 2€) + 2 + (20.(n) + 62(n,U)) log | X|™. (8)

where (a) holds because (I';;, Ay) is defined over an alphabet of cardinality equal to four so that
H(TyuAy|V'Y7) < log4 = 2, (b) holds because P[Ay = 0] < d.(n) £ 2|X|[V]|e " *#xV and
Pl = 0|Ay = 1] < 82(n,U) £ 2|V||X||Vyle=<"#v*1u/? by Markov Lemma [35, Page 319
Equation (5.1)], and (c¢) holds because H (X)) < log|X| for any discrete random variable X defined
over |X|. Combining (7) and (8), we obtain (2.17).
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Appendix E

Proof of (2.22) and (2.23)
We rewrite (2.26) and (2.27) as
Ry = max (h(X) = h(X|V) = h(Y) + h(Ya]V)), ©)
Ry = winwin (h(Ya) = h(VAIV) = h(¥i) + BVl V) . (10)

be the covariance matrix of (X, V). We have

h(X[V) = WX, V)—h(V)
1 1
=3 log(2me)? det(K xy) — 5 log 2meoy,
1
=3 log 2me(0% — oxvoy oxy)

1
= §log27reai-‘v, (11)

where the last equality holds by [108, Proposition 3.13]. Next, for any A € A, let Ky,v =
Yy, Xy

Vv . .
4 “" | be the covariance matrix of (Y}, V). We have

T 2
EYAV Oy

|A| det(KyAv)
oy

Al o det(Zy, — EYAVU\72Z§1;AV)

2
Oy

1
h(YAlV) = 5 log(2me)

1
= 3 log(2me)

—~
~
—_

= —log(2me) A det(Zy, v ),

9 log(2me) Al det(Haoky HA + 1), (12)

| — DN
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where (a) holds by the formula for the determinant of a block matrix, (b) holds by [108,
Proposition 3.13], (c) holds by (2.4) and the definition of the conditional variance Yy, |y =
E |(Ya—EYaV]) (Ya— ENAV)T V| = HAE[(X —E[X|V]) (X ~ EX|V])" |V] HE +
E [WYAW;-,F A] and Wy, is a Gaussian noise vector with with identity covariance matrix. Simi-

larly, for any U € U, we have
1
hvulV) = 3 log(2me) " det(Hyo%y Hyy + 1). (13)

Thus, from (9), (10), (11), (12), and (13), we have

1 o3 1 det(H 0% HY + 1)
R, = 21 X _ - xta 14
vy (2 %2y 2 det(Haok HAi 1)) (9

1 det(H 02 HY + 1 1 det(Hyo* HL + T
R, = minmin( et(Haox Ha+ 1) et(Hyos Hy + >> (15)
ACA UCU

1 _
2 ® det(Haok  HY + 1) 20 det(HyoZ HY + 1)

Then, by Lemma 2.1 and the definition of O 4, A € A and Oy, U € U, we can rewrite (14) and (15)

as
R 1 1 0% 1 0304+ 1 (16)
= max | =lo — —log ——"F~+——
AR\ 2% e, T2 0411 )"
1 20 1 1 320y +1
R, = minmin | - log ZXL — —log ZXL . 17)
Aeh UeU \ 2 UX|VOA +1 2 UX\VOU +1

Finally, by Lemma 2.2, (16) and (17) become (2.22) and (2.23).
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Appendix F
Achievability and converse bounds for the Gaussian wiretap channel
F.1 Achievability bound for the Gaussian wiretap channel

The maximal secrecy rate R(n,€,d) achievable by an e-reliable and d-secure (n, k, P) code is

lower bounded as [63, Theorem 7 and Section IV.C-1]

1 M (e, n)
R 5) > =1 R A
<n7€7 ) - n 0g2 L(n, (5) )
with M (e, n) the number of codewords for a probability of error ¢ and blocklength n inferred by

Shannon’s channel coding achievability bound [97, Section IIL.J-4], and L(n,d) such that

A VE[exp(=|B, — log7])]
L. 0) = i g R (1B, — Tog )] — 1)

(18)

where the minimization is over all v > 0 such that the denominator is positive, and

Bnéglogg( P) +10g26i(1— (\/ﬁzt—\/@P)’

1+ =5
o2, 2 — P+ 0%

where Z;,t € {1,...,n}, are i.i.d. according to the standard normal distribution.

F.2 Converse bound for the Gaussian wiretap channel

An e-reliable and J-secure (n, k, P) code for the wiretap channel (X, Py z x,Y x Z) satisfies [63,

Theorem 12 and Section IV.C-3]

T+0
oF < inf ; (19)
7€(0,1—e—0) 7-/81767677—(PX7LY7LZ7L7 PXTLZTLQYTL‘ZW)
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where Pxnynzn denotes the joint probability distribution induced by the code and for Qyn|z» as
n [63, Eq. (129)]

Bi—eb—r(Pxnyngn, PxngnQynjzn) > P[Dyiq > 7],
where

Dn+1 (n -+ 1)0

n+1 N
N log, e i (N%t B (Nz, — co(Ng, ++/P))?

2 a2, P+ o2

t=1

2 2
P+oy oy

NZ, (c1Nz, +coNg, — ch/f)2>

. 2\ 9 Al 1+P/a? A ot —o A P+o?
with N, ~ N(0,0%), Nz, ~ N(0,P+0y), Cs = 5 log, TP/t ¥ and ¢y = z ZY = p+a§’

and the threshold 7 satisfies P[B,,; > 4] =1 — ¢ — § — 7 with

B n+1 o 2 N2
Bupr 2 (n+1)C, + 28257 ((NYt M) Ny

2 2
2 — oy Oy

(\/_+ Ny)? (VP + Ny, + Nm)2>

P+o3% P+o3

where Ny, ~ N(0,02) and Ny, ~ N(0,0% — 02),t € {1,...,n + 1}, are independent and

identically distributed.
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