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ABSTRACT

This dissertation aims to study and design coding schemes for information-theoretic security. We

focus on two models: the secret sharing model and the Gaussian wiretap channel model. The main

contribution of this dissertation is to take practical constraints into account. We consider a rate-

limited public communication channel to account for bandwidth constraints and finite blocklength

for practical applications requiring short packet length or low latency.
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3.10 Leakage Î(M ;Zn) versus blocklength. When n ∈ {32, 64}, q = 8, and when
n ∈ {96, 128}, q = 12. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47

3.11 Comparisons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48

3.12 Average probability of error versus blocklength n. . . . . . . . . . . . . . . . . . 50

3.13 Leakage Î(M ;Zn
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U ≜ (ỸU ,i)i∈[n]. . . . . . . . . . . . . 69

4.7 Probability of error (e0, d0) at SNR = −16dB. . . . . . . . . . . . . . . . . . . . . 70

xi



CHAPTER 1

INTRODUCTION

Cryptography is the traditional practice and study of schemes for secure communication in the

presence of an adversary.

Traditional cryptographic algorithms rely on the assumption of computational complexity,

making them hard to break in actual practice by an adversary. In contrast, there exists a class

of cryptographic algorithms that rely on an information-theoretic approach that cannot be broken

with unlimited computational power. One such example is a one-time pad, which has been proved

information-theoretically secure against an unbounded adversary, meaning that an encrypted mes-

sage provides no information about the confidential message. This notion of security is developed

and proved to be true for one-time pad by Claude Shannon.

Later, the information-theoretic approach is extended to wireless communication by leveraging

the channel noise. Wyner introduces a wiretap channel, a basic model to account for adversaries

in wireless communication. Further, this approach is formulated for the source model, where a

sender and legitimate receiver will generate a secret key instead of sending a confidential message

(in the channel model).

Furthermore, applying the information-theoretic approach to the problem of secret sharing has

been a challenging task. The most famous secret sharing scheme in cryptography is Shamir’s secret

sharing and is formalized as follows. Consider secret S is divided into L participants such that S

can be reconstructed from any t participants, but even complete knowledge of t − 1 participants

reveals nothing about S. This scheme enables the construction of robust key management strategies

required for encryption. However, in this scheme it is assumed that participants can communicate
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over an information-theoretically secure channel at no cost. But we are interested in approach that

aims at providing a full information-theoretic solution that would not rely on complexity-based

cryptography. In other words, we want to avoid the assumption that information-theoretically

secure communication channels are available at no cost.

From a practical point of view, taking constraints such as finite blocklength and arbitrarily

varying channels into account is a challenging problem. Solving this task directs our interest in a

deep learning-based information-theoretic approach.

This dissertation aims to study and design coding schemes under information-theoretic guar-

antees. We focus on the secret sharing model and the Gaussian wiretap channel model. For the

secret-sharing model, we consider two different settings: a) secret sharing with Gaussian sources

b) secret sharing over a Gaussian broadcast channel.

The main contribution of this dissertation is to take practical constraints such as rate-limited

public communication and finite blocklength.

1.1 Outline and Publications

In Chapter 2, we study an information-theoretic secret sharing problem, where a dealer distributes

shares of a secret among a set of participants under the following constraints: (i) authorized sets

of users can recover the secret by pooling their shares, and (ii) non-authorized sets of colluding

users cannot learn any information about the secret. The dealer and the participants observe the

realizations of correlated Gaussian random variables and that the dealer can communicate with

the participants through a one-way, authenticated, rate-limited, and public channel. Our main

result is a closed-form characterization of the fundamental trade-off between secret rate and public

communication rate. Chapter 2 is based on the following references [1, 2]:

• V. Rana, R. A. Chou, and H. Kwon, “Information-theoretic secret sharing from correlated

Gaussian random variables and public communication” IEEE Transactions on Information

Theory, vol. 68, no. 1, pp. 549–559, 2021.
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• V. Rana, R. A. Chou, and H. Kwon, “Secret sharing from correlated Gaussian random vari-

ables and public communication.” 2020 IEEE Information Theory Workshop (ITW).

In Chapter 3, we design short blocklength codes for the Gaussian wiretap channel under

information-theoretic security guarantees. Our approach consists in decoupling the reliability and

secrecy constraints in our code design. Specifically, we handle the reliability constraint via an au-

toencoder, and handle the secrecy constraint with hash functions. For blocklengths smaller than or

equal to 128, we evaluate through simulations the probability of error at the legitimate receiver and

the leakage at the eavesdropper for our code construction. This leakage is defined as the mutual

information between the confidential message and the eavesdropper’s channel observations, and

is empirically measured via a neural network-based mutual information estimator. Our simula-

tion results provide examples of codes with positive secrecy rates that outperform the best known

achievable secrecy rates obtained non-constructively for the Gaussian wiretap channel. Addition-

ally, we show that our code design is suitable for the compound and arbitrarily varying Gaussian

wiretap channels, for which the channel statistics are not perfectly known but only known to belong

to a pre-specified uncertainty set. These models not only capture uncertainty related to channel

statistics estimation, but also scenarios where the eavesdropper jams the legitimate transmission

or influences its own channel statistics by changing its location. Chapter 3 is based on following

references [3, 4]:

• V. Rana and R. A. Chou, “Short blocklength wiretap channel codes via deep learning: Design

and performance evaluation,” IEEE Transactions on Communications, vol. 71, no. 3, pp.

1462–1474, 2023.

• V. Rana and R. A. Chou, “Design of short blocklength wiretap channel codes: Deep learning

and cryptography working hand in hand.” 2021 IEEE Information Theory Workshop (ITW).

In Chapter 4, we consider a secret-sharing model where a dealer shares a secret with several

participants through a Gaussian broadcast channel such that predefined subsets of participants can

reconstruct the secret, and all other subsets of participants cannot learn any information about the

3



secret. Our main contribution is to design a two-layer coding scheme, that rely on two coding lay-

ers, namely, a reliability layer and a secrecy layer, where the reliability layer is a channel code for a

compound channel without any security constraint at short blocklength. Specifically, we design the

reliability layer via an autoencoder and implement the secrecy layer with hash functions. To eval-

uate the performance of our coding scheme, we evaluate the probability of error and information

leakage, which is defined as the mutual information between the secret and the unauthorized sets

of users channel outputs. We empirically evaluate this information leakage via a neural network-

based mutual information estimator. Our simulation results demonstrate a precise control of the

probability of error and leakage thanks to the two-layer coding design. Chapter 4 is based on the

following reference.

• R. Sultana, V. Rana and R. A. Chou, ”Secret Sharing Over a Gaussian Broadcast Channel:

Optimal Coding Scheme Design and Deep Learning Approach at Short Blocklength,” in

2023 IEEE International Symposium on Information Theory (ISIT), Taipei, Taiwan, 2023,

pp. 1961-1966.
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CHAPTER 2

INFORMATION-THEORETIC SECRET SHARING FROM CORRELATED GAUSSIAN

RANDOM VARIABLES AND PUBLIC COMMUNICATION

2.1 Introduction

Secret sharing has been introduced in [5], [6]. In basic secret-sharing models, a dealer distributes

a secret among a set of participants, with the constraint that only pre-defined sets of participants

can recover this secret by pooling their shares, while any other set of colluding participants cannot

learn any information about the secret.

In most secret-sharing models, including Shamir’s scheme [5], it is assumed that the dealer

and each participant can communicate over an information-theoretically secure channel at no cost.

While complexity-based cryptography techniques, e.g., [7], could be used to implement secure

channels without any other resources than a public channel, it would not provide information-

theoretically secure channels. In this chapter, we are interested in another approach that aims

at providing a full information-theoretic solution that would not rely on complexity-based cryp-

tography. In other words, we want to avoid the assumption that information-theoretically secure

communication channels are available at no cost. An information-theoretic approach to secret

sharing over wireless channels has been introduced in [8] for this purpose. The main idea is to

leverage channel noise by remarking that information-theoretic secret sharing over wireless chan-

nels is similar to compound wiretap channel models [9]. This information-theoretic approach has

also been formulated for source models in [10–12], where participants and dealers share correlated

random variables. These models are related to compound secret-key generation, e.g., [13, 14], se-
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cure source coding with a multiuser access structure [15], and biometric systems with a multiuser

access structure [16], in that multiple reconstruction and security/privacy constraints need to be

satisfied simultaneously.

In this chapter, we consider the information-theoretic secret sharing model in [11] with Gaus-

sian sources. Specifically, the dealer and the participants observe realizations of correlated Gaus-

sian random variables, and the dealer can communicate with the participants over an authenticated,

one-way, rate-limited, and public communication channel. In wireless networks, independently

and identically distributed realizations of correlated random variables can, for instance, be ob-

tained from channel gain measurements after appropriate manipulations [17, 18]. Our approach

for the achievability part consists in handling the reliability and security requirements separately.

Specifically, reliability is obtained via a coding scheme akin to a compound version of Wyner-Ziv

coding [19], and security relies on universal hashing via extractors [20]. Interestingly, the converse

shows that there is no loss of optimality in decoupling the reliability and security requirements.

The achievability is first obtained for discrete random variables and then extended to continuous

random variables via fine quantization. In principle, one cannot assume a specific quantization

strategy to ensure the security requirement in an information-theoretic manner; hence, the key step

in this extension is to show that information-theoretic security holds, provided that the quantization

is sufficiently fine. For the converse part, we can partly rely on techniques developed in [21], [22].

However, unlike in [21], [22], our setting involves multiple security constraints that need to be

satisfied simultaneously; hence, the main task in the converse is to prove a saddle point property

without any degradation assumption on the source model.

The main differences between our work and [11,13,14,16] are that [11,13,14,16] consider dis-

crete memoryless sources, whereas we consider Gaussian sources. As described above, handling

Gaussian random variables calls for different proof techniques and considerations. Additionally,

unlike [11, 13, 14, 16], it also allows us to derive capacity results without assuming any source

degradation properties. We also highlight that unlike [11, 14], we consider rate-limited public

communication, and unlike [11, 16], we handle arbitrary access structures.
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The main features of our work can be summarized as follows: (i) Our model relies on correlated

Gaussian random variables and, similar to [11] but unlike traditional secret-sharing schemes [5],

does not rely on the assumption that information-theoretically secure channels between the dealer

and the participants are available. (ii) Similar to the model in [11] but unlike traditional secret-

sharing models, we consider a model that requires information-theoretic security for the secret

with respect to unauthorized sets of participants during the distribution phase, i.e., when the dealer

distributes shares of the secret to participants. (iii) We establish a closed-form expression that

characterizes the optimal trade-off between secret rate and public communication rate. (iv) The

size of the shares in our coding scheme scales linearly with the size of the secret for any access

structure similar to the model in [11]. Indeed, a share comprises the public communication from

the dealer and n quantized realizations of a Gaussian random variable, which can be shown to both

linearly scale with n. The size of the shares does depend on the specific access structure considered

but not on the number of participants. Specifically, the public communication must ensure that the

set of authorized users with the least amount of information about the secret is able to reconstruct

the secret. By contrast, the best-known traditional secret-sharing schemes may require a share

size that grows exponentially with the number of the participants for some access structures [23]

– note, however, that it is unknown whether or not there exist traditional secret-sharing schemes

that require a smaller share size. (v) For threshold access structures, i.e., when a fixed number

of participants t is needed to reconstruct the secret (independently from the specific identities of

those participants), we establish that the size of the secret that can be exchanged is, in general, not

a monotonic function of the threshold t.

The remainder of the chapter is organized as follows. We set the notation in Section 2.2 and for-

mally introduce the problem statement in Section 2.3. We present our main results in Section 2.4,

and proofs in Sections 2.5 and 2.6. Finally, we provide concluding remarks in Section 2.7.
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2.2 Notation

For any a, b ∈ R, define Ja, bK ≜ [⌊a⌋, ⌈b⌉] ∩ N. For x ∈ R, define [x]+ ≜ max(0, x). For a set

S, let 2S denote the power set of S. All logarithms are taken in base 2 throughout the chapter.

Let Im denote the identity matrix of dimension m ∈ N. Let det(W ) denote the determinant of

a matrix W and |S| denote the cardinality of a set S. For two random variables X and V , σ2
X

and σXV denote E[(X − E[X])2] and E[(X − E[X])(V − E[V ])], respectively. N ∼ N (0,Σ)

indicates that N is a zero-mean Gaussian random vector with covariance matrix Σ. The indicator

function is denoted by 1{ω}, which is equal to 1 if the predicate ω is true and 0 otherwise. Let

H(X) (respectively, h(X)) denote the Shannon entropy (respectively, the differential entropy) of

a discrete (respectively continuous), random variable X . Also, let I(X;Y ) denote the mutual

information between X and Y , which are either continuous or discrete random variables.

2.3 Problem Statement

Consider a dealer and L participants. Define L ≜ J1, LK, X ≜ R, and Y ≜ R. Consider a

Gaussian memoryless source model (X × YL, pXYL), where YL ≜ (Yl)l∈L and (X, YL) are jointly

Gaussian random variables with a non-singular covariance matrix. Let A be a set of subsets of L

such that for any T ⊆ L, if T contains a set that belongs to A, then T also belongs to A, i.e., A

is a monotone access structure [24]. We also define U ≜ 2L\A as the set of all colluding subsets

of users who must not learn any information about the secret. In the following, for any A ∈ A

and for any U ∈ U, we use the notation Y n
A ≜ (Y n

l )l∈A and Y n
U ≜ (Y n

l )l∈U . Moreover, we assume

that the dealer can communicate with the participants over an authenticated, one-way, rate-limited,

noiseless, and public communication channel.

Definition 2.1. A (2nRs , Rp,A, n) secret-sharing strategy is defined as follows:

• The dealer observes Xn and Participant l ∈ L observes Y n
l .

• The dealer sends over the public channel the message M to the participants with the band-
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width constraint H(M) ≤ nRp.

• The dealer computes a secret S ∈ S ≜ J1, 2nRsK from Xn.

• Any subset of participants A ∈ A can compute an estimate Ŝ(A) of S from their observa-

tions (Y n
l )l∈A and M .

Definition 2.2. A rate pair (Rp, Rs) is achievable if there exists a sequence of (2nRs , Rp,A, n)

secret-sharing strategies such that

lim
n→∞

max
A∈A

P[Ŝ(A) ̸= S] = 0, (2.1)

lim
n→∞

max
U∈U

I(S;M,Y n
U ) = 0, (2.2)

lim
n→∞

log |S| −H(S) = 0. (2.3)

(2.1) means that any subset of participants in A is able to recover the secret, (2.2) means that

any subset of participants in U cannot obtain information about the secret, while (2.3) means that

the secret is nearly uniform and that its entropy is nearly equal to its length.

Remark 2.1. The uniformity condition (2.3) ensures that a secret-sharing strategy that maximizes

the length of the secret, will also maximize the entropy of the secret. Without this condition, max-

imizing the length of the secret would not be meaningful as one could always increase the length

of the secret by adding redundancy to it. This is the same reason why in secret-key generation, one

requires uniformity of the secret key [25, 26].

The secret capacity region is defined as

R(pXYL ,A) ≜ {(Rp, Rs) : (Rp, Rs) is achievable}.

Moreover, for a fixed Rp, the supremum of secret rates Rs such that (Rp, Rs) ∈ R(pXYL ,A) is

called the secret capacity and is denoted by Cs(A, Rp).
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Additionally, one can write for any A ∈ A and for any U ∈ U (see appendix A for the

derivation)

YA = HAX +WYA , (2.4)

YU = HUX +WYU , (2.5)

where HA ∈ R|A|×1, HU ∈ R|U|×1, WYA ∼ N (0, I|A|), and WYU ∼ N (0, I|U|).

2.4 Main Results

2.4.1 Results for general access structures

For a given access structure A, define A⋆ ∈ argminA∈AH
T
AHA and U⋆ ∈ argmaxU∈UH

T
UHU .

Theorem 2.1. For any access structure A and public communication rate Rp ≥ 0, the secret

capacity Cs(A, Rp) is

Cs(A, Rp) =

[
1

2
log

σ2
XH

T
U⋆HU⋆2−2Rp + σ2

XH
T
A⋆HA⋆(1− 2−2Rp) + 1

σ2
XH

T
U⋆HU⋆ + 1

]+
.

Proof. The converse and achievability are proved in Sections 2.5 and 2.6, respectively.

From Theorem 2.1, we obtain the following corollary when the public communication is rate-

unlimited.

Corollary 2.1. For any access structure A, and an unlimited public communication rate, the secret

capacity is given by

Cs(A, Rp = +∞) ≜ lim
Rp→+∞

Cs(A, Rp) =

[
1

2
log

σ2
XH

T
A⋆HA⋆ + 1

σ2
XH

T
U⋆HU⋆ + 1

]+
.

Note that in Theorem 2.1 and Corollary 2.1, the length of the public communication scales

linearly with the length of the secret by construction and corresponds to a compressed version of
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the n source observations of the dealer via a compound version of Wyner-Ziv coding. Hence, the

size of the share of each participant, which comprises the public communication and n quantized

observations of a Gaussian random variable, scales linearly with the length of the secret – as

explained in the proof of Theorem 2.1, the number of bits needed to store quantized realizations

of Gaussian random variables is negligible compared to the number of source observations n in

our achievability scheme. Note that, unlike traditional secret-sharing models, which separately

consider the share-creation phase and the share-distribution phase, we allow a joint design of these

two phases in our setting. This is made possible by considering correlated random variables (at the

participants and the dealer) and public communication instead of information-theoretically secure

channels as in traditional secret-sharing models.

The following example illustrates Theorem 2.1 and Corollary 2.1.

Example 2.1. Consider a dealer and three participants who observe independently and identically

distributed realizations of correlated Gaussian random variables as depicted in Figure 2.1. Define

the access structure A ≜ {{1, 2}, {2, 3}, {1, 2, 3}} and define U ≜ {{1, 3}, {1}, {2}, {3}} such

that (i) the sets of participants in A can recover the secret using their observations and the public

message M , and (ii) the sets of participants in U cannot learn information about the secret. For

σ2
X ≜ 2 and HL ≜ [0.5, 1, 0.8]T , one can compute the secret capacity using Theorem 2.1 and

Corollary 2.1, as shown in Figure 2.2.

2.4.2 Results for threshold access structures

We now consider a special kind of access structure called a threshold access structure [5]. A

threshold access structure with threshold t ∈ J1, LK is defined as

At ≜ {A ⊆ L : |A| ≥ t}.

The complement of At is defined as Ut ≜ 2L\At = {A ⊆ L : |A| < t}. In other words, the

threshold access structure is defined such that any set of t participants can reconstruct the secret,
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3
<latexit sha1_base64="uA/Xrf4/gSlCOUrpKvRT1LsEd0c=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoOQU9hNBD0GvHhMwDwgWcLspDcZMzu7zMwKYckXePGgiFc/yZt/4+Rx0MSChqKqm+6uIBFcG9f9dnJb2zu7e/n9wsHh0fFJ8fSsreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipWRsUS27FXYBsEm9FSrBCY1D86g9jlkYoDRNU657nJsbPqDKcCZwV+qnGhLIJHWHPUkkj1H62OHRGrqwyJGGsbElDFurviYxGWk+jwHZG1Iz1ujcX//N6qQlv/YzLJDUo2XJRmApiYjL/mgy5QmbE1BLKFLe3EjamijJjsynYELz1lzdJu1rxapVq87pUL6/iyMMFXEIZPLiBOtxDA1rAAOEZXuHNeXRenHfnY9mac1Yz5/AHzucPdyGMoQ==</latexit>

1
<latexit sha1_base64="McQFas8wOj11Bzy/wlQx4pKQ6dM=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSL0VJIq6LHgxWML9gPaUDbbSbt2swm7G6GE/gIvHhTx6k/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nY3Nre2d3cJecf/g8Oi4dHLa1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkbu53nlBpHssHM03Qj+hI8pAzaqzU9Aalslt1FyDrxMtJGXI0BqWv/jBmaYTSMEG17nluYvyMKsOZwFmxn2pMKJvQEfYslTRC7WeLQ2fk0ipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDWz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m6INwVt9eZ20a1XvqlprXpfrlTyOApzDBVTAgxuowz00oAUMEJ7hFd6cR+fFeXc+lq0bTj5zBn/gfP4AdBmMnw==</latexit>

2
<latexit sha1_base64="6VKu8+QF0eCav28a8gC+oMaWLSI=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSL0VJIq6LHgxWML9gPaUDbbSbt2swm7G6GE/gIvHhTx6k/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nY3Nre2d3cJecf/g8Oi4dHLa1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkbu53nlBpHssHM03Qj+hI8pAzaqzUrA1KZbfqLkDWiZeTMuRoDEpf/WHM0gilYYJq3fPcxPgZVYYzgbNiP9WYUDahI+xZKmmE2s8Wh87IpVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGtn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNkUbgrf68jpp16reVbXWvC7XK3kcBTiHC6iABzdQh3toQAsYIDzDK7w5j86L8+58LFs3nHzmDP7A+fwBdZ2MoA==</latexit>

Y n
1

<latexit sha1_base64="gnFq9xFaSqyQKjTX6aorc6a07xE=">AAAB7HicbVBNS8NAEJ34WetX1aOXxSL0VJIq6LHgxWMF01baWDbbTbt0swm7E6GU/gYvHhTx6g/y5r9x2+agrQ8GHu/NMDMvTKUw6Lrfztr6xubWdmGnuLu3f3BYOjpumiTTjPsskYluh9RwKRT3UaDk7VRzGoeSt8LRzcxvPXFtRKLucZzyIKYDJSLBKFrJf+h5j6pXKrtVdw6ySryclCFHo1f66vYTlsVcIZPUmI7nphhMqEbBJJ8Wu5nhKWUjOuAdSxWNuQkm82On5NwqfRIl2pZCMld/T0xobMw4Dm1nTHFolr2Z+J/XyTC6DiZCpRlyxRaLokwSTMjsc9IXmjOUY0so08LeStiQasrQ5lO0IXjLL6+SZq3qXVRrd5fleiWPowCncAYV8OAK6nALDfCBgYBneIU3RzkvzrvzsWhdc/KZE/gD5/MHVzOOSw==</latexit>

Y n
2

<latexit sha1_base64="O0FH4wuyZnnz/DJh6sLn+4Fy1A8=">AAAB7HicbVBNS8NAEJ34WetX1aOXxSL0VJIq6LHgxWMF01baWDbbTbt0swm7E6GU/gYvHhTx6g/y5r9x2+agrQ8GHu/NMDMvTKUw6Lrfztr6xubWdmGnuLu3f3BYOjpumiTTjPsskYluh9RwKRT3UaDk7VRzGoeSt8LRzcxvPXFtRKLucZzyIKYDJSLBKFrJf+jVHlWvVHar7hxklXg5KUOORq/01e0nLIu5QiapMR3PTTGYUI2CST4tdjPDU8pGdMA7lioacxNM5sdOyblV+iRKtC2FZK7+npjQ2JhxHNrOmOLQLHsz8T+vk2F0HUyESjPkii0WRZkkmJDZ56QvNGcox5ZQpoW9lbAh1ZShzadoQ/CWX14lzVrVu6jW7i7L9UoeRwFO4Qwq4MEV1OEWGuADAwHP8ApvjnJenHfnY9G65uQzJ/AHzucPWLmOTA==</latexit>

Y n
3

<latexit sha1_base64="ArH8C1FbNZNHopIPJLwragw3V1g=">AAAB7HicbVBNTwIxEJ3FL8Qv1KOXRmLCieyCiR5JvHjExAUMrKRbutDQdjdt14Rs+A1ePGiMV3+QN/+NBfag4EsmeXlvJjPzwoQzbVz32ylsbG5t7xR3S3v7B4dH5eOTto5TRahPYh6rbog15UxS3zDDaTdRFIuQ0044uZn7nSeqNIvlvZkmNBB4JFnECDZW8h8GjUc5KFfcmrsAWideTiqQozUof/WHMUkFlYZwrHXPcxMTZFgZRjidlfqppgkmEzyiPUslFlQH2eLYGbqwyhBFsbIlDVqovycyLLSeitB2CmzGetWbi/95vdRE10HGZJIaKslyUZRyZGI0/xwNmaLE8KklmChmb0VkjBUmxuZTsiF4qy+vk3a95jVq9bvLSrOax1GEMziHKnhwBU24hRb4QIDBM7zCmyOdF+fd+Vi2Fpx85hT+wPn8AVo/jk0=</latexit>

1
<latexit sha1_base64="McQFas8wOj11Bzy/wlQx4pKQ6dM=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSL0VJIq6LHgxWML9gPaUDbbSbt2swm7G6GE/gIvHhTx6k/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nY3Nre2d3cJecf/g8Oi4dHLa1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkbu53nlBpHssHM03Qj+hI8pAzaqzU9Aalslt1FyDrxMtJGXI0BqWv/jBmaYTSMEG17nluYvyMKsOZwFmxn2pMKJvQEfYslTRC7WeLQ2fk0ipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDWz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m6INwVt9eZ20a1XvqlprXpfrlTyOApzDBVTAgxuowz00oAUMEJ7hFd6cR+fFeXc+lq0bTj5zBn/gfP4AdBmMnw==</latexit>

2
<latexit sha1_base64="6VKu8+QF0eCav28a8gC+oMaWLSI=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSL0VJIq6LHgxWML9gPaUDbbSbt2swm7G6GE/gIvHhTx6k/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nY3Nre2d3cJecf/g8Oi4dHLa1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkbu53nlBpHssHM03Qj+hI8pAzaqzUrA1KZbfqLkDWiZeTMuRoDEpf/WHM0gilYYJq3fPcxPgZVYYzgbNiP9WYUDahI+xZKmmE2s8Wh87IpVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGtn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNkUbgrf68jpp16reVbXWvC7XK3kcBTiHC6iABzdQh3toQAsYIDzDK7w5j86L8+58LFs3nHzmDP7A+fwBdZ2MoA==</latexit>

2
<latexit sha1_base64="6VKu8+QF0eCav28a8gC+oMaWLSI=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSL0VJIq6LHgxWML9gPaUDbbSbt2swm7G6GE/gIvHhTx6k/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nY3Nre2d3cJecf/g8Oi4dHLa1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkbu53nlBpHssHM03Qj+hI8pAzaqzUrA1KZbfqLkDWiZeTMuRoDEpf/WHM0gilYYJq3fPcxPgZVYYzgbNiP9WYUDahI+xZKmmE2s8Wh87IpVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGtn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNkUbgrf68jpp16reVbXWvC7XK3kcBTiHC6iABzdQh3toQAsYIDzDK7w5j86L8+58LFs3nHzmDP7A+fwBdZ2MoA==</latexit>

3
<latexit sha1_base64="uA/Xrf4/gSlCOUrpKvRT1LsEd0c=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoOQU9hNBD0GvHhMwDwgWcLspDcZMzu7zMwKYckXePGgiFc/yZt/4+Rx0MSChqKqm+6uIBFcG9f9dnJb2zu7e/n9wsHh0fFJ8fSsreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipWRsUS27FXYBsEm9FSrBCY1D86g9jlkYoDRNU657nJsbPqDKcCZwV+qnGhLIJHWHPUkkj1H62OHRGrqwyJGGsbElDFurviYxGWk+jwHZG1Iz1ujcX//N6qQlv/YzLJDUo2XJRmApiYjL/mgy5QmbE1BLKFLe3EjamijJjsynYELz1lzdJu1rxapVq87pUL6/iyMMFXEIZPLiBOtxDA1rAAOEZXuHNeXRenHfnY9mac1Yz5/AHzucPdyGMoQ==</latexit>

3
<latexit sha1_base64="uA/Xrf4/gSlCOUrpKvRT1LsEd0c=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoOQU9hNBD0GvHhMwDwgWcLspDcZMzu7zMwKYckXePGgiFc/yZt/4+Rx0MSChqKqm+6uIBFcG9f9dnJb2zu7e/n9wsHh0fFJ8fSsreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipWRsUS27FXYBsEm9FSrBCY1D86g9jlkYoDRNU657nJsbPqDKcCZwV+qnGhLIJHWHPUkkj1H62OHRGrqwyJGGsbElDFurviYxGWk+jwHZG1Iz1ujcX//N6qQlv/YzLJDUo2XJRmApiYjL/mgy5QmbE1BLKFLe3EjamijJjsynYELz1lzdJu1rxapVq87pUL6/iyMMFXEIZPLiBOtxDA1rAAOEZXuHNeXRenHfnY9mac1Yz5/AHzucPdyGMoQ==</latexit>

3
<latexit sha1_base64="uA/Xrf4/gSlCOUrpKvRT1LsEd0c=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoOQU9hNBD0GvHhMwDwgWcLspDcZMzu7zMwKYckXePGgiFc/yZt/4+Rx0MSChqKqm+6uIBFcG9f9dnJb2zu7e/n9wsHh0fFJ8fSsreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipWRsUS27FXYBsEm9FSrBCY1D86g9jlkYoDRNU657nJsbPqDKcCZwV+qnGhLIJHWHPUkkj1H62OHRGrqwyJGGsbElDFurviYxGWk+jwHZG1Iz1ujcX//N6qQlv/YzLJDUo2XJRmApiYjL/mgy5QmbE1BLKFLe3EjamijJjsynYELz1lzdJu1rxapVq87pUL6/iyMMFXEIZPLiBOtxDA1rAAOEZXuHNeXRenHfnY9mac1Yz5/AHzucPdyGMoQ==</latexit>

1
<latexit sha1_base64="McQFas8wOj11Bzy/wlQx4pKQ6dM=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSL0VJIq6LHgxWML9gPaUDbbSbt2swm7G6GE/gIvHhTx6k/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nY3Nre2d3cJecf/g8Oi4dHLa1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkbu53nlBpHssHM03Qj+hI8pAzaqzU9Aalslt1FyDrxMtJGXI0BqWv/jBmaYTSMEG17nluYvyMKsOZwFmxn2pMKJvQEfYslTRC7WeLQ2fk0ipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDWz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m6INwVt9eZ20a1XvqlprXpfrlTyOApzDBVTAgxuowz00oAUMEJ7hFd6cR+fFeXc+lq0bTj5zBn/gfP4AdBmMnw==</latexit>

1
<latexit sha1_base64="McQFas8wOj11Bzy/wlQx4pKQ6dM=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSL0VJIq6LHgxWML9gPaUDbbSbt2swm7G6GE/gIvHhTx6k/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nY3Nre2d3cJecf/g8Oi4dHLa1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkbu53nlBpHssHM03Qj+hI8pAzaqzU9Aalslt1FyDrxMtJGXI0BqWv/jBmaYTSMEG17nluYvyMKsOZwFmxn2pMKJvQEfYslTRC7WeLQ2fk0ipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDWz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m6INwVt9eZ20a1XvqlprXpfrlTyOApzDBVTAgxuowz00oAUMEJ7hFd6cR+fFeXc+lq0bTj5zBn/gfP4AdBmMnw==</latexit>

2
<latexit sha1_base64="6VKu8+QF0eCav28a8gC+oMaWLSI=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSL0VJIq6LHgxWML9gPaUDbbSbt2swm7G6GE/gIvHhTx6k/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nY3Nre2d3cJecf/g8Oi4dHLa1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkbu53nlBpHssHM03Qj+hI8pAzaqzUrA1KZbfqLkDWiZeTMuRoDEpf/WHM0gilYYJq3fPcxPgZVYYzgbNiP9WYUDahI+xZKmmE2s8Wh87IpVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGtn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNkUbgrf68jpp16reVbXWvC7XK3kcBTiHC6iABzdQh3toQAsYIDzDK7w5j86L8+58LFs3nHzmDP7A+fwBdZ2MoA==</latexit>

i
<latexit sha1_base64="zF/bPRfQyXMe5OZc+st45GZmsoA=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSL0VJIq6LHgxWML9gPaUDbbSbt2swm7G6GE/gIvHhTx6k/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nY3Nre2d3cJecf/g8Oi4dHLa1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkbu53nlBpHssHM03Qj+hI8pAzaqzU5INS2a26C5B14uWkDDkag9JXfxizNEJpmKBa9zw3MX5GleFM4KzYTzUmlE3oCHuWShqh9rPFoTNyaZUhCWNlSxqyUH9PZDTSehoFtjOiZqxXvbn4n9dLTXjrZ1wmqUHJlovCVBATk/nXZMgVMiOmllCmuL2VsDFVlBmbTdGG4K2+vE7atap3Va01r8v1Sh5HAc7hAirgwQ3U4R4a0AIGCM/wCm/Oo/PivDsfy9YNJ585gz9wPn8AyPmM1w==</latexit>

Xn
<latexit sha1_base64="RIwJI983GjFePSl3A3YCup3X3d4=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSL0VJIq6LHgxWNF+wFtLJvtpl262YTdiVBCf4IXD4p49Rd589+4bXPQ1gcDj/dmmJkXJFIYdN1vZ219Y3Nru7BT3N3bPzgsHR23TJxqxpsslrHuBNRwKRRvokDJO4nmNAokbwfjm5nffuLaiFg94CThfkSHSoSCUbTSfedR9Utlt+rOQVaJl5My5Gj0S1+9QczSiCtkkhrT9dwE/YxqFEzyabGXGp5QNqZD3rVU0YgbP5ufOiXnVhmQMNa2FJK5+nsio5ExkyiwnRHFkVn2ZuJ/XjfF8NrPhEpS5IotFoWpJBiT2d9kIDRnKCeWUKaFvZWwEdWUoU2naEPwll9eJa1a1buo1u4uy/VKHkcBTuEMKuDBFdThFhrQBAZDeIZXeHOk8+K8Ox+L1jUnnzmBP3A+fwAvW42m</latexit>

S
<latexit sha1_base64="Wlj1W9MwB2Z5CNmk2NDQA3MVFoo=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHhRHbRRI8kXjxClEcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfj27nffkKleSwfzCRBP6JDyUPOqLFS475fLLkVdwGyTryMlCBDvV/86g1ilkYoDRNU667nJsafUmU4Ezgr9FKNCWVjOsSupZJGqP3p4tAZubDKgISxsiUNWai/J6Y00noSBbYzomakV725+J/XTU1440+5TFKDki0XhakgJibzr8mAK2RGTCyhTHF7K2EjqigzNpuCDcFbfXmdtKoV77JSbVyVauUsjjycwTmUwYNrqMEd1KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AKehjME=</latexit>

Public
<latexit sha1_base64="gzApXqKfh42swYubNDsQAYaXfb4=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBahp5LUgx4LXjxWsB/QhrLZbtqlm03YnQgl9Ed48aCIV3+PN/+NmzYHbX0w8Hhvhpl5QSKFQdf9dkpb2zu7e+X9ysHh0fFJ9fSsa+JUM95hsYx1P6CGS6F4BwVK3k80p1EgeS+Y3eV+74lrI2L1iPOE+xGdKBEKRtFKvXYaSMEqo2rNbbhLkE3iFaQGBdqj6tdwHLM04gqZpMYMPDdBP6MaBZN8URmmhieUzeiEDyxVNOLGz5bnLsiVVcYkjLUthWSp/p7IaGTMPApsZ0Rxata9XPzPG6QY3vqZUEmKXLHVojCVBGOS/07GQnOGcm4JZVrYWwmbUk0Z2oTyELz1lzdJt9nwrhvNh2atVS/iKMMFXEIdPLiBFtxDGzrAYAbP8ApvTuK8OO/Ox6q15BQz5/AHzucPtjWPEQ==</latexit>

Channel
<latexit sha1_base64="gq1ZDcQq65/3YRo95A1k1RmPU8M=">AAAB73icbVA9SwNBEJ2LXzF+RS1tFoOQKtzFQstAGssI5gOSI+xtJsmSvb1zd08IR/6EjYUitv4dO/+Ne8kVmvhg4PHeDDPzglhwbVz32ylsbe/s7hX3SweHR8cn5dOzjo4SxbDNIhGpXkA1Ci6xbbgR2IsV0jAQ2A1mzczvPqHSPJIPZh6jH9KJ5GPOqLFSrzmlUqIoDcsVt+YuQTaJl5MK5GgNy1+DUcSSEKVhgmrd99zY+ClVhjOBi9Ig0RhTNqMT7FsqaYjaT5f3LsiVVUZkHClb0pCl+nsipaHW8zCwnSE1U73uZeJ/Xj8x41s/5TJODEq2WjROBDERyZ4nI66QGTG3hDLF7a2ETamizNiIshC89Zc3Sade865r9ft6pVHN4yjCBVxCFTy4gQbcQQvawEDAM7zCm/PovDjvzseqteDkM+fwB87nD2XUj3U=</latexit>

Dealer
<latexit sha1_base64="yRicQhiXZTgKDPiAGwXPpOwhqR0=">AAAB7XicbVA9SwNBEJ2LXzF+RS1tFoOQKtzFQsuAFpYRzAckR9jbzCVr9vaO3T0hHPkPNhaK2Pp/7Pw3bpIrNPHBwOO9GWbmBYng2rjut1PY2Nza3inulvb2Dw6PyscnbR2nimGLxSJW3YBqFFxiy3AjsJsopFEgsBNMbuZ+5wmV5rF8MNME/YiOJA85o8ZK7VukAtWgXHFr7gJknXg5qUCO5qD81R/GLI1QGiao1j3PTYyfUWU4Ezgr9VONCWUTOsKepZJGqP1sce2MXFhlSMJY2ZKGLNTfExmNtJ5Gge2MqBnrVW8u/uf1UhNe+xmXSWpQsuWiMBXExGT+OhlyhcyIqSWUKW5vJWxMFWXGBlSyIXirL6+Tdr3mXdbq9/VKo5rHUYQzOIcqeHAFDbiDJrSAwSM8wyu8ObHz4rw7H8vWgpPPnMIfOJ8/Y/WO6w==</latexit>

Participants
<latexit sha1_base64="p4lfGOf8e2BzCNYIFvCZwaCAx7Y=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBahp5LUgx4LXjxWsB/QhrLZbtqlm03YnQgl9G948aCIV/+MN/+N2zQHbX0w8HhvZnfmBYkUBl332yltbe/s7pX3KweHR8cn1dOzrolTzXiHxTLW/YAaLoXiHRQoeT/RnEaB5L1gdrf0e09cGxGrR5wn3I/oRIlQMIpWGrapRsFEQhWaUbXmNtwcZJN4BalBgfao+jUcxyyNuEImqTEDz03Qz/InJV9UhqnhCWUzOuEDSxWNuPGzfOcFubLKmISxtqWQ5OrviYxGxsyjwHZGFKdm3VuK/3mDFMNbPxMqSZErtvooTCXBmCwDIGOhOUM5t4QyLeyuhE2ppgxtTBUbgrd+8ibpNhvedaP50Ky16kUcZbiAS6iDBzfQgntoQwcYJPAMr/DmpM6L8+58rFpLTjFzDn/gfP4AWQuRzA==</latexit>

M
<latexit sha1_base64="b7hXYePnCE8mLIS/7c28FbJmHvw=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoOQU9iNgh4DXrwICZgHJEuYnfQmY2Znl5lZIYR8gRcPinj1k7z5N06SPWhiQUNR1U13V5AIro3rfju5jc2t7Z38bmFv/+DwqHh80tJxqhg2WSxi1QmoRsElNg03AjuJQhoFAtvB+Hbut59QaR7LBzNJ0I/oUPKQM2qs1LjvF0tuxV2ArBMvIyXIUO8Xv3qDmKURSsME1brruYnxp1QZzgTOCr1UY0LZmA6xa6mkEWp/ujh0Ri6sMiBhrGxJQxbq74kpjbSeRIHtjKgZ6VVvLv7ndVMT3vhTLpPUoGTLRWEqiInJ/Gsy4AqZERNLKFPc3krYiCrKjM2mYEPwVl9eJ61qxbusVBtXpVo5iyMPZ3AOZfDgGmpwB3VoAgOEZ3iFN+fReXHenY9la87JZk7hD5zPH56JjLs=</latexit>

Ŝ({2, 3}) ' S
<latexit sha1_base64="Ilmu1KGmQ+VH1tV9pr2AhErTZvE=">AAACBHicbVDLSgMxFM3UV62vUZfdBItQQcpMK+iy4MZlpfYBnaFk0rQNTTJjkhHKMAs3/oobF4q49SPc+Tem7Sy09cCFwzn3cu89QcSo0o7zbeXW1jc2t/LbhZ3dvf0D+/CorcJYYtLCIQtlN0CKMCpIS1PNSDeSBPGAkU4wuZ75nQciFQ3FnZ5GxOdoJOiQYqSN1LeL3hjppJmWEy+pnsOal6ZnnqKc3MNm3y45FWcOuErcjJRAhkbf/vIGIY45ERozpFTPdSLtJ0hqihlJC16sSITwBI1Iz1CBOFF+Mn8ihadGGcBhKE0JDefq74kEcaWmPDCdHOmxWvZm4n9eL9bDKz+hIoo1EXixaBgzqEM4SwQOqCRYs6khCEtqboV4jCTC2uRWMCG4yy+vkna14tYq1duLUr2cxZEHRXACysAFl6AObkADtAAGj+AZvII368l6sd6tj0VrzspmjsEfWJ8/RFWXHw==</latexit>

Ŝ({1, 2, 3}) ' S
<latexit sha1_base64="zzqeVoxfHomYZb5cAoCWOVA2hys=">AAACB3icbVDLSgMxFM34rPU16lKQYBEqlDLTCrosuHFZqX1AZyiZNG1Dk8yYZIQyzM6Nv+LGhSJu/QV3/o1pOwttPXDhcM693HtPEDGqtON8Wyura+sbm7mt/PbO7t6+fXDYUmEsMWnikIWyEyBFGBWkqalmpBNJgnjASDsYX0/99gORiobiTk8i4nM0FHRAMdJG6tkn3gjppJEWEy9xS7BSglUvTc89RTm5h42eXXDKzgxwmbgZKYAM9Z795fVDHHMiNGZIqa7rRNpPkNQUM5LmvViRCOExGpKuoQJxovxk9kcKz4zSh4NQmhIaztTfEwniSk14YDo50iO16E3F/7xurAdXfkJFFGsi8HzRIGZQh3AaCuxTSbBmE0MQltTcCvEISYS1iS5vQnAXX14mrUrZrZYrtxeFWjGLIweOwSkoAhdcghq4AXXQBBg8gmfwCt6sJ+vFerc+5q0rVjZzBP7A+vwBhvuXug==</latexit>

Ŝ({1, 2}) ' S
<latexit sha1_base64="iS1/Rkz8DEJbgl6j+M7uuJNHCsA=">AAACBHicbVDLSsNAFJ34rPUVddnNYBEqSEmqoMuCG5eV2gc0oUymk3bozCTOTIQSsnDjr7hxoYhbP8Kdf+O0zUJbD1w4nHMv994TxIwq7Tjf1srq2vrGZmGruL2zu7dvHxy2VZRITFo4YpHsBkgRRgVpaaoZ6caSIB4w0gnG11O/80CkopG405OY+BwNBQ0pRtpIfbvkjZBOm1kl9VL3DNa8LDv1FOXkHjb7dtmpOjPAZeLmpAxyNPr2lzeIcMKJ0JghpXquE2s/RVJTzEhW9BJFYoTHaEh6hgrEifLT2RMZPDHKAIaRNCU0nKm/J1LElZrwwHRypEdq0ZuK/3m9RIdXfkpFnGgi8HxRmDCoIzhNBA6oJFiziSEIS2puhXiEJMLa5FY0IbiLLy+Tdq3qnldrtxfleiWPowBK4BhUgAsuQR3cgAZoAQwewTN4BW/Wk/VivVsf89YVK585An9gff4AQTKXHQ==</latexit>

(b) Reconstruction phase
<latexit sha1_base64="oW/oijw7GiaQ0pvPE326Su91InA=">AAACAXicbVDLSsNAFL2pr1pfUTeCm8Ei1E1JKqLLghuXVewD2lAm00k7dDIJMxOhhLrxV9y4UMStf+HOv3HSZqGtBy4czrl35t7jx5wp7TjfVmFldW19o7hZ2tre2d2z9w9aKkokoU0S8Uh2fKwoZ4I2NdOcdmJJcehz2vbH15nffqBSsUjc60lMvRAPBQsYwdpIffuo4p+hO0oiobRMSCaieGQe7Ntlp+rMgJaJm5My5Gj07a/eICJJSIUmHCvVdZ1YeymWmhFOp6VeomiMyRgPaddQgUOqvHR2wRSdGmWAgkiaEhrN1N8TKQ6VmoS+6QyxHqlFLxP/87qJDq68lIk40VSQ+UdBwpGOUBYHGjBJieYTQzCRzOyKyAhLTLQJrWRCcBdPXiatWtU9r17c1sr1Sh5HEY7hBCrgwiXU4QYa0AQCj/AMr/BmPVkv1rv1MW8tWPnMIfyB9fkD0juWbA==</latexit>

(a) Distribution phase
<latexit sha1_base64="oM3UoIyNx5TgitCsxv8wQHke2sA=">AAAB/3icbVDLSsNAFL2pr1pfUcGNm8Ei1E1JKqLLgi5cVrAPaEOZTCft0MkkzEyEErvwV9y4UMStv+HOv3HSZqGtBwYO59zXHD/mTGnH+bYKK6tr6xvFzdLW9s7unr1/0FJRIgltkohHsuNjRTkTtKmZ5rQTS4pDn9O2P77O/PYDlYpF4l5PYuqFeChYwAjWRurbRxV8hm7MHsn8JJNQPDLj+nbZqTozoGXi5qQMORp9+6s3iEgSUqEJx0p1XSfWXoqlZoTTaamXKBpjMsZD2jVU4JAqL53dP0WnRhmgIJLmCY1m6u+OFIdKTULfVIZYj9Sil4n/ed1EB1deykScaCrIfFGQcKQjlIWBBkxSovnEEEwkM7ciMsISE20iK5kQ3MUvL5NWreqeVy/uauV6JY+jCMdwAhVw4RLqcAsNaAKBR3iGV3iznqwX6936mJcWrLznEP7A+vwBHiGVdQ==</latexit>

i 2 L
<latexit sha1_base64="8zJadCIYeVANie8G4ifN3XdayQM=">AAAB+nicbVDLSsNAFL3xWesr1aWbwSJ0VRIf6LLgxoWLCvYBTSiT6aQdOpmEmYlSYj/FjQtF3Pol7vwbJ20W2npg4HDOvdwzJ0g4U9pxvq2V1bX1jc3SVnl7Z3dv364ctFWcSkJbJOax7AZYUc4EbWmmOe0mkuIo4LQTjK9zv/NApWKxuNeThPoRHgoWMoK1kfp2hSGPCeRFWI8I5tnttG9XnbozA1ombkGqUKDZt7+8QUzSiApNOFaq5zqJ9jMsNSOcTsteqmiCyRgPac9QgSOq/GwWfYpOjDJAYSzNExrN1N8bGY6UmkSBmcwjqkUvF//zeqkOr/yMiSTVVJD5oTDlSMco7wENmKRE84khmEhmsiIywhITbdoqmxLcxS8vk/Zp3T2rX9ydVxu1oo4SHMEx1MCFS2jADTShBQQe4Rle4c16sl6sd+tjPrpiFTuH8AfW5w+8WZOY</latexit>

S
<latexit sha1_base64="Wlj1W9MwB2Z5CNmk2NDQA3MVFoo=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHhRHbRRI8kXjxClEcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfj27nffkKleSwfzCRBP6JDyUPOqLFS475fLLkVdwGyTryMlCBDvV/86g1ilkYoDRNU667nJsafUmU4Ezgr9FKNCWVjOsSupZJGqP3p4tAZubDKgISxsiUNWai/J6Y00noSBbYzomakV725+J/XTU1440+5TFKDki0XhakgJibzr8mAK2RGTCyhTHF7K2EjqigzNpuCDcFbfXmdtKoV77JSbVyVauUsjjycwTmUwYNrqMEd1KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AKehjME=</latexit>

S
<latexit sha1_base64="Wlj1W9MwB2Z5CNmk2NDQA3MVFoo=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHhRHbRRI8kXjxClEcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfj27nffkKleSwfzCRBP6JDyUPOqLFS475fLLkVdwGyTryMlCBDvV/86g1ilkYoDRNU667nJsafUmU4Ezgr9FKNCWVjOsSupZJGqP3p4tAZubDKgISxsiUNWai/J6Y00noSBbYzomakV725+J/XTU1440+5TFKDki0XhakgJibzr8mAK2RGTCyhTHF7K2EjqigzNpuCDcFbfXmdtKoV77JSbVyVauUsjjycwTmUwYNrqMEd1KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AKehjME=</latexit>

Figure 2.1: Secret-sharing setting when A = {{1, 2}, {2, 3}, {1, 2, 3}} and U =
{{1, 3}, {1}, {2}, {3}}. Dashed, dotted, and solid contour lines represent the subsets of partici-
pants that are authorized to reconstruct the secret.

but no set of fewer than t participants can learn information about the secret.

The following result provides necessary and sufficient conditions to determine whether the

secret capacity increases or decreases as the threshold t increases.

Theorem 2.2. For any t ∈ J1, LK, consider A⋆
t ∈ argminA∈At

HT
AHA, and U⋆

t ∈

argmaxU∈Ut
HT

UHU . For any communication rate Rp ≥ 0, for any t ∈ J1, LK, we have

Cs(A1, Rp) ≥ Cs(At, Rp),

and for any t ∈ J1, LK and i ∈ J1, L− tK,

Cs(At, Rp) ≥ Cs(At+i, Rp) ⇐⇒
HT

U⋆
t+i
HU⋆

t+i
−HT

U⋆
t
HU⋆

t

HT
A⋆

t+i
HA⋆

t+i
−HT

A⋆
t
HA⋆

t

≥
1 + σ2

XH
T
U⋆
t
HU⋆

t

1 + σ2
XH

T
A⋆

t
HA⋆

t

.

Proof. See Appendix B.

Theorem 2.2 illustrates the fact that the secret capacity is not necessarily a monotonic decreas-

ing function of the threshold t.

Example 2.2. Consider a dealer and five participants. For σ2
X ≜ 2, HL ≜

12
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Figure 2.2: Secret capacity for Example 2.1.

[1, 0.85, 0.9, 0.95, 0.75]T , one can compare the secret capacities for different thresholds using The-

orem 2.2, as shown in Figure 2.3.

From the definition of A⋆
t and U⋆

t , we have HA⋆
1
= [0.75]T , HA⋆

2
= [0.75, 0.85]T , HA⋆

3
=

[0.75, 0.85, 0.9]T , HA⋆
4
= [0.75, 0.85, 0.9, 0.95]T , HA⋆

5
= [0.75, 0.85, 0.9, 0.95, 1]T , HU⋆

2
= [1]T ,

HU⋆
3
= [1, 0.95]T , HU⋆

4
= [1, 0.95, 0.9]T , and HU⋆

5
= [1, 0.95, 0.9, 0.85]T .

For example, putting HT
A⋆

4
HA⋆

4
= 2.9975, HT

U⋆
4
HU⋆

4
= 2.7125, HT

A⋆
5
HA⋆

5
= 3.9975, and

HT
U⋆
5
HU⋆

5
= 3.4350 in Theorem 2.2 with t = 4 and i = 1, we get Cs(A4, Rp) ≤ Cs(A5, Rp)

for any Rp ≥ 0.

2.5 Converse Proof of Theorem 2.1

To prove the converse, we first derive an upper bound on the secret capacity Cs(A, Rp) by consid-

ering a worst-case scenario in terms of a secret-key generation problem. This upper bound takes

the form of a minimax optimization problem. We then derive a closed-form expression of this

upper bound by proving a minimax theorem.

Define for A ∈ A, U ∈ U, OA ≜ HT
AHA, and OU ≜ HT

UHU . Consider V an auxiliary random

variable jointly Gaussian with X , and let σ2
X|V be the conditional variance of X given V . Consider

13
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Figure 2.3: Secret capacity for threshold access structure.

also A⋆ ∈ argminA∈AOA and U⋆ ∈ argmaxU∈UOU . Provided that σ2
X|V ̸= 0, for A ∈ A, U ∈ U,

define

Ip(σ
2
X|V ,A) ≜

1

2
log

σ2
X

σ2
X|V

− 1

2
log

σ2
XOA + 1

σ2
X|VOA + 1

,

Is(σ
2
X|V ,A,U) ≜

1

2
log

σ2
XOA + 1

σ2
X|VOA + 1

− 1

2
log

σ2
XOU + 1

σ2
X|VOU + 1

.

We will also use the following lemmas.

Lemma 2.1 (Weinstein–Aronszajn identity, e.g., [27, Appendix B]). For any σ2 ∈ R+ and A ∈

Rq×1, we have

det(Aσ2AT + Iq) = ATAσ2 + 1.

Lemma 2.2. Let c, d ∈ R+ such that c ≥ d. Then, the function fc,d is non-decreasing, where

fc,d : R+ → R

14



x 7→ 1

2
log

cx+ 1

dx+ 1
.

Proof. The derivative of fc,d at x ∈ R+ is f ′
c,d(x) =

1
2 ln 2

c−d
(cx+1)(dx+1)

≥ 0.

We now prove the converse of Theorem 2.1 through a series of lemmas.

Lemma 2.3. Let Rp ∈ R+. An upper bound on the secret capacity Cs(A, Rp) for the Gaussian

source model (X × YL, pXYL) is given by

Cs(A, Rp) ≤ min
A∈A

min
U∈U

max
0<σ2

X|V ≤σ2
X

s.t. Ip(σ2
X|V ,A)≤Rp

Is(σ
2
X|V ,A,U). (2.6)

Proof. Fix A ∈ A, U ∈ U. We first consider the secret-key generation model in [21] consist-

ing of a transmitter (Alice), a receiver (Bob), and an eavesdropper (Eve), who observe Xn, Y n,

and Zn, respectively, independently and identically distributed according to a Gaussian source

((X × Y × Z), pXY Z), where X ≜ R, Y ≜ R|A|, Z ≜ R|U|. In this model, a secret-key rate Rk

is achievable if after the transmission from Alice to Bob of message M such that H(M) ≤ nRp

over an authenticated noiseless public channel, a secret key K ∈ J1, 2nRkK is generated by Al-

ice, and an estimate K̂ of K is generated by Bob such that (i) limn→∞ P[K ̸= K̂] = 0 (reli-

ability), (ii) limn→∞ I(K;ZnM) = 0 (security), and limn→∞ log⌈2nRk⌉ − H(K) = 0 (unifor-

mity). Moreover, the capacity region of this model is defined as R(pXY Z ,A,U) ≜ {(Rp, Rk) :

(Rp, Rk) is achievable}.

Consider now the secret-sharing problem described in Section 2.3 and the rate pair (Rp, Rs) ∈

R(pXYL ,A). Then, by conditions (2.1), (2.2), and (2.3), the rate pair (Rp, Rs) also belongs to

R(pXY Z ,A,U) for any A ∈ A, U ∈ U. Therefore, by [21, Theorem 2], we have for any A ∈ A,

U ∈ U,

Rs ≤
1

2
log

det(HAσ
2
XH

T
A + I)

det(HAσ2
X|VH

T
A + I)

− 1

2
log

det(HUσ
2
XH

T
U + I)

det(HUσ2
X|VH

T
U + I)

,

Rp ≥
1

2
log

σ2
X

σ2
X|V

− 1

2
log

det(HAσ
2
XH

T
A + I)

det(HAσ2
X|VH

T
A + I)

,
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for some σ2
X|V ∈ (0, σ2

X ]. Finally, using Lemma 2.1 and the definition of OA, A ∈ A and OU ,

U ∈ U, we have (2.6).

Lemma 2.4. Let Rp ∈ R+. Let A ∈ A, U ∈ U, and assume that OA ≥ OU . Then, we have

max
0<σ2

X|V ≤σ2
X

s.t. Ip(σ2
X|V ,A)≤Rp

Is(σ
2
X|V ,A,U) =

1

2
log

σ2
XOU2

−2Rp + σ2
XOA(1− 2−2Rp) + 1

σ2
XOU + 1

. (2.7)

Proof. Fix A ∈ A and U ∈ U. Let σ2⋆
X|V (A,U) be an optimal solution on the left-hand side

of (2.7). By writing Is(σ2
X|V ,A,U) as

Is(σ
2
X|V ,A,U) =

1

2
log

σ2
XOA + 1

σ2
XOU + 1

− 1

2
log

σ2
X|VOA + 1

σ2
X|VOU + 1

,

we have that Is(σ2
X|V ,A,U) is a non-increasing function of σ2

X|V by Lemma 2.2 because OA ≥

OU . Hence, σ2⋆
X|V (A,U) must be the smallest σ2

X|V ∈ (0, σ2
X ] that satisfies the constraint

Ip(σ
2
X|V ,A) ≤ Rp. However, Ip(σ2

X|V ,A) is a non-increasing function of σ2
X|V ; thus, we must

have Ip(σ2⋆
X|V (A,U),A) = Rp, i.e.,

Rp =
1

2
log

σ2
X

σ2⋆
X|V (A,U)

− 1

2
log

σ2
XOA + 1

σ2⋆
X|V (A,U)OA + 1

,

which gives

σ2⋆
X|V (A,U) =

σ2
X

σ2
XOA(22Rp − 1) + 22Rp

. (2.8)

Plugging in this value for σ2⋆
X|V (A,U) in Is(σ2⋆

X|V (A,U),A,U) gives (2.7).

Lemma 2.5. Assume that for any A ∈ A, U ∈ U, we have OA ≥ OU . Let Rp ∈ R+. Then, we

16



have

min
A∈A

min
U∈U

max
0<σ2

X|V ≤σ2
X

s.t. Ip(σ2
X|V ,A)≤Rp

Is(σ
2
X|V ,A,U) = max

0<σ2
X|V ≤σ2

X

s.t. Ip(σ2
X|V ,A⋆)≤Rp

min
A∈A

min
U∈U

Is(σ
2
X|V ,A,U). (2.9)

Proof. By Lemma 2.2, we have for any σ2
X|V ∈ (0, σ2

X ], A ∈ A, U ∈ U,

1

2
log

σ2
XOA + 1

σ2
X|VOA + 1

≥ 1

2
log

σ2
XOA⋆ + 1

σ2
X|VOA⋆ + 1

,

−1

2
log

σ2
XOU + 1

σ2
X|VOU + 1

≥ −1

2
log

σ2
XOU⋆ + 1

σ2
X|VOU⋆ + 1

;

hence, Is(σ2
X|V ,A,U) ≥ Is(σ

2
X|V ,A⋆,U⋆), and we conclude that for any σ2

X|V ∈ (0, σ2
X ],

min
A∈A

min
U∈U

Is(σ
2
X|V ,A,U) = Is(σ

2
X|V ,A⋆,U⋆). (2.10)

Then, we have

min
A∈A

min
U∈U

max
0<σ2

X|V ≤σ2
X

s.t. Ip(σ2
X|V ,A)≤Rp

Is(σ
2
X|V ,A,U)

(a)
= min

A∈A
min
U∈U

Is(σ
2⋆
X|V (A,U),A,U)

(b)
= Is(σ

2⋆
X|V (A⋆,U⋆),A⋆,U⋆)

= max
0<σ2

X|V ≤σ2
X

s.t. Ip(σ2
X|V ,A⋆)≤Rp

Is(σ
2
X|V ,A⋆,U⋆)

(c)
= max

0<σ2
X|V ≤σ2

X

s.t. Ip(σ2
X|V ,A⋆)≤Rp

min
A∈A

min
U∈U

Is(σ
2
X|V ,A,U),

where in (a) we have defined σ2⋆
X|V (A,U) ≜ argmax

0<σ2
X|V ≤σ2

X

s.t. Ip(σ2
X|V ,A)≤Rp

Is(σ
2
X|V ,A,U) for A ∈ A, U ∈ U, (b)

holds because for any A ∈ A, U ∈ U, we have Is(σ2⋆
X|V (A,U),A,U) ≥ Is(σ

2⋆
X|V (A,U),A⋆,U⋆) ≥

Is(σ
2⋆
X|V (A⋆,U⋆),A⋆,U⋆), where the first inequality holds by (2.10), and the second inequality

holds because Is(σ2⋆
X|V (A,U),A⋆,U⋆) is a non-increasing function of σ2⋆

X|V (A,U) by Lemma 2.2,
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and σ2⋆
X|V (A⋆,U⋆) ≥ σ2⋆

X|V (A,U) by (2.8) in the proof of Lemma 2.4, and (c) holds by (2.10).

Next, we remark that if there exist A ∈ A and U ∈ U such that OA < OU , then Cs(A, Rp) = 0

by Lemma 2.3 and Lemma 2.2 applied to fσ2
X ,σ2

X|V
. Thus, we obtain the converse of Theorem 2.1

by combining Lemmas 2.3, 2.4, and 2.5.

2.6 Achievability Proof of Theorem 2.1

To prove the achievability part of Theorem 2.1, we first prove an achievability result for discrete

random variables in Section 2.6.1 and then extend our result to Gaussian random variables by a

quantization argument in Section 2.6.2.

2.6.1 Discrete case

Our coding scheme decouples the requirements (2.1) (reliability) and (2.2) (security with respect to

unauthorized groups of colluding users). Specifically, as described next, we repeat q ∈ N times a

reconciliation step to handle (2.1) via a compound version of Wyner-Ziv coding and then perform a

privacy amplification step to handle (2.2) via universal hashing implemented with extractors. Note

that Wyner-Ziv coding is a key component to handle rate-limited communication constraints as in

rate-limited secret-key generation [28] and biometric secrecy system models, e.g., [29–33], which

relies on rate-limited secret-key generation. Here, unlike in [29–33], we employ a compound

version of Wyner-Ziv coding because unlike in [29–33], we simultaneously consider multiple reli-

ability constraints due to the presence of an access structure.

Reconciliation step

Let n ∈ N and ϵ > 0. For a probability mass function pX , denote the set of ϵ-letter typical se-

quences [34] (see also [35]) with respect to pX by T n
ϵ (X), and define supp(pX) ≜ {x ∈ X :

pX(x) > 0} and µX ≜ minx∈supp(pX) pX(x). Define ϵ1 ≜ 1
2
ϵ.

Code construction: Fix a joint probability distribution pV XYL on V × X × YL, where V is
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an auxiliary random variable such that V − X − YL forms a Markov chain. Define Rv ≜

maxA∈AH(V |YA) − H(V |X) + 6ϵH(V ), R′
v ≜ H(V ) − maxA∈AH(V |YA) − 3ϵH(V ). Gen-

erate 2n(Rv+R′
v) codewords, labeled vn(ω, ν) with (ω, ν) ∈ J1, 2nRvK× J1, 2nR′

vK, by generating the

symbols vi(ω, ν) for i ∈ J1, nK and (ω, ν) ∈ J1, 2nRvK × J1, 2nR′
vK independently according to pV .

Encoding: Given xn, find a pair (ω, ν) such that (xn, vn(ω, ν)) ∈ T n
ϵ (XV ). If there are several

pairs, choose one (according to the lexicographic order); otherwise, set (ω, ν) = (1, 1). Define

vn ≜ vn(ω, ν), and transmit m ≜ ω.

Decoding: Let A ∈ A. Given ynA and m, find ν̃A such that (ynA, v
n(ω, ν̃A)) ∈ T n

ϵ (YAV ). If there

is one or more ν̃A, then choose the smallest; otherwise, set ν̃A = 1. Define v̂nA ≜ vn(ω, νA).

Probability of error: The random variable that represents the randomly generated code is denoted

by Cn. As shown in Appendix C, there exists a codebook C⋆
n such that

max
A∈A

P[V n ̸= V̂ n
A ] ≤ |A|max

A∈A
δ(n, ϵ,A), (2.11)

where δ(n, ϵ,A) ≜ 2|X ||YA|e−nϵ21µXYA +exp(−(1− 2|V||X |e−n
(ϵ−ϵ1)

2

1+ϵ1
µV X )2ϵnH(V ))+2−nϵH(V )+

2|V||X ||YA| exp(−n (ϵ−ϵ1)2

1+ϵ1
µV XYA).

Privacy amplification step

Let q, n ∈ N, and define N ≜ nq. The reconciliation step is repeated q times such that the

dealer has V N = (V n)q and the participants in A ∈ A have (V̂ n
A )

q. Note that the total pub-

lic communication M ∈ M is such that H(M)
N

≤ log |M|
N

= maxA∈A I(X;V |YA) + 6ϵH(V ).

Next, another round of reconciliation with negligible communication is performed to ensure that

maxA∈A P[(V n)q ̸= (V̂ n
A )

q] ≤ δ(q), where limq→∞ δ(q) = 0 when n is fixed. Finally, the

dealer computes S = g(V N , Ud), while the participants in A ∈ A compute Ŝ(A) = g(V̂ N
A , Ud),

where Ud is a sequence of d (to be defined later) uniformly distributed random bits, and g :

{0, 1}N × {0, 1}d → {0, 1}k is to be defined later.
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Analysis of reliability

The secrets computed by the dealer and the participants in A ∈ A are asymptotically the same for

a fixed n as q goes to infinity.

P[Ŝ(A) ̸= S] ≤ P[(V̂ n
A )

q ̸= (V n)q] ≤ δ(q).

Analysis of security

Let the min-entropy of a discrete random variable X , defined over X with probability mass func-

tion pX , be denoted by H∞(X) ≜ − log (maxx∈X pX(x)). We will use the following lemmas:

Lemma 2.6 (Adapted from [36]). Let EU be the random variable that represents the total knowl-

edge about V N available to participants in U ∈ U. Let eU be a particular realization of

EU . If H∞(V N |EU = eU) ≥ γN , for some γ ∈ [0, 1]\{0, 1}, then there exists an extractor

g : {0, 1}N ×{0, 1}d → {0, 1}k with d ≤ Nδ(N) and k ≥ N(γ− δ(N)), where δ(N) is such that

limN→+∞ δ(N) = 0. Moreover,

H(S|Ud, EU = eU) ≥ k − δ⋆(N), with δ⋆(N) = 2−
√
N/ logN(k +

√
N/ logN).

Lemma 2.7 ([36], see also [37]). Consider a discrete memoryless source (X ×Y , pXY ) and define

the random variable Θ as

Θ ≜ 1{(Xq, Y q) ∈ T q
2ϵ(XY )}1{Y q ∈ T q

ϵ (Y )}.

Then, P[Θ = 1] ≥ 1− (2|SX |e−ϵ2qµX/3 + 2|SXY |e−ϵ2qµXY /3), with SXY ≜ supp(pXY ) and SY ≜

supp(pY ). Moreover, if yq ∈ T q
ϵ (Y ), then

H∞(Xq|Y q = yq,Θ = 1) ≥ q(1− ϵ)H(X|Y ) + log(1− 2|SXY |e−ϵ2qµXY /6).
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Define for any U ∈ U, the random variables

ΘU ≜ 1{(V N , Y N
U ) ∈ T q

2ϵ(V
nY n

U )}1{Y N
U ∈ T q

ϵ (Y
n
U )}, (2.12)

ΥU ≜ 1{H∞(V N |Y N
U = yNU ,ΘU = 1)−H∞(V N |Y N

U = yNU ,M = m,ΘU = 1)

≤ log |M|+
√
N}. (2.13)

For any U ∈ U, P[ΘU = 1] ≥ 1 − δ0ϵ (n,U), where δ0ϵ (n,U) ≜ 2|SV n|e−ϵ2qµV n/3 +

2|SV nY n
U
|e−ϵ2qµV nY n

U
/3 by Lemma 2.7 applied to the discrete memoryless source model (Vn ×

Yn
U , pV nY n

U
), and P[ΥU = 1] ≥ 1− 2−

√
N by [36, Lemma 10]. Hence,

P[ΥU = 1,ΘU = 1] ≥ 1− δ0ϵ (n,U)− 2−
√
N . (2.14)

Then, for any U ∈ U, we have

H(S|UdY
N
U M)

(a)

≥ H(S|UdY
N
U MΘUΥU)

≥ min
U∈U

H(S|UdY
N
U MΘUΥU)

≥ min
U∈U

P[ΘU = 1,ΥU = 1]H(S|UdY
N
U M,ΘU = 1,ΥU = 1)

≥ min
U∈U

P[ΘU = 1,ΥU = 1]min
U∈U

H(S|UdY
N
U M,ΘU = 1,ΥU = 1)

(b)

≥
(
1−max

U∈U
δ0ϵ (n,U)− 2−

√
N

)
min
U∈U

H(S|UdY
N
U M,ΘU = 1,ΥU = 1), (2.15)

where (a) holds because conditioning reduces entropy and (b) holds by (2.14). To lower bound

minU∈UH(S|UdY
N
U M,ΘU = 1,ΥU = 1) in (2.15) with Lemma 2.6, we now lower bound

minU∈UH∞(V N |Y N
U = yNU ,M = m,ΘU = 1,ΥU = 1). We have for any U ∈ U,

H∞(V N |Y N
U = yNU ,M = m,ΘU = 1,ΥU = 1)

(a)

≥ H∞(V N |Y N
U = yNU ,ΘU = 1)− log |M| −

√
N

(b)

≥ q(1− ϵ)H(V n|Y n
U )− δ1ϵ (q, n,U)−N(max

A∈A
I(V ;X|YA) + 6ϵH(V ))−

√
N
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(c)

≥ N [I(X;V |YU)−max
A∈A

I(V ;X|YA)− δ2ϵ (q, n,U)]

≥ N [min
U∈U

I(X;V |YU)−max
A∈A

I(V ;X|YA)−max
U∈U

δ2ϵ (q, n,U)]
(d)
= N [min

A∈A
I(V ;YA)−max

U∈U
I(V ;YU)−max

U∈U
δ2ϵ (q, n,U)], (2.16)

where (a) holds by (2.13), (b) holds by Lemma 2.7 with δ1ϵ (q, n,U) ≜ − log(1 −

2|SV nY n
U
|e−ϵ2qµV nY n

U
/6
), (c) holds with δ2ϵ (q, n,U) ≜ ϵI(X;V |YU)+(1−ϵ)[2ϵH(X|YUV )+2n−1+

log |X |(4|V||X |e−nϵ2µXV + 2|V||X ||YU |e−ϵ2nµV XYU /2)] +N−1δ1ϵ (q, n,U) + 6ϵH(V ) +N−1/2 be-

cause, as shown in Appendix D, we have

H(V n|Y n
U ) ≥ n(H(X|YU)−H(X|YUV )(1 + 2ϵ))

− 2− n log |X |(4|V||X |e−nϵ2µXV + 2|V||X ||YU |e−ϵ2nµV XYU /2), (2.17)

and (d) holds because V −− X −− (YA, YU).

Next, we set the output size k of the extractor to be less than the lower bound in (2.16) by
√
N ,

i.e.,

k ≜ ⌊N [min
A∈A

I(V ;YA)−max
U∈U

I(V ;YU)−max
U∈U

δ2ϵ (q, n,U)−N−1/2]⌋, (2.18)

Finally, we have

max
U∈U

I(S;UdY
N
U M) = H(S)−min

U∈U
H(S|UdY

N
U M)

(a)

≤ k −
(
1−max

U∈U
δ0ϵ (n,U)− 2−

√
N

)
(k − δ⋆(N))

(b)

≤ δ3ϵ (N), (2.19)

where (a) holds by (2.15), (2.16) (valid for any U ∈ U), (2.18), and Lemma 2.6

with δ⋆(N) ≜ 2−
√
N/ logN

(
k +

√
N/ logN

)
and (b) holds with δ3ϵ (N) ≜ δ⋆(N) +

(
maxU∈U δ

0
ϵ (n,U) + 2−

√
N
)
k.
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Analysis of uniformity

Similar to (2.19), we have

H(S) ≥ min
U∈U

H(S|UdY
N
U M)

≥ k − δ3ϵ (N). (2.20)

Public communication rate

The public communication rate corresponds to the rate of M plus the rate of Ud, i.e.,

lim
N→∞

Rp = max
A∈A

I(X;V |YA) + 6ϵH(V ).

Achievable secret rate

The secret rate Rs ≜ k/N satisfies

Rs ≥ min
A∈A

I(V ;YA)−max
U∈U

I(V ;YU)−max
U∈U

δ2ϵ (q, n,U)−N−1/2 −N−1. (2.21)

2.6.2 Continuous case

In this section, we extend the achievability result of Section 2.6.1 for discrete random variables to

Gaussian random variables by means of quantization. Quantization also allows us to show that the

size of the shares linearly scales with the length of the secret. The main issue with quantization

is that it might lead to an underestimation of the information that unauthorized sets of participants

may learn about the secret. We will, however, show that this issue can be overcome provided that

the quantization is fine enough.

We now build upon Section 2.6.1 to show that (Rp, Rs) ∈ R(pXYL ,A), where

Rp =
1

2
log

σ2
X

σ2
X|V

− 1

2
log

σ2
XOA⋆ + 1

σ2
X|VOA⋆ + 1

, (2.22)
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Rs =
1

2
log

σ2
XOA⋆ + 1

σ2
X|VOA⋆ + 1

− 1

2
log

σ2
XOU⋆ + 1

σ2
X|VOU⋆ + 1

. (2.23)

We use the following lemma to extend Section 2.6.1 to the continuous case by means of quantiza-

tion.

Lemma 2.8 ([38–40]). Let X and Y be two real-valued random variables with probability dis-

tribution PX and PY , respectively. Let C∆1 = {Ci}i∈I , D∆2 = {Dj}j∈J be two partitions of the

real line for X and Y such that for any i ∈ I, PX [Ci] = ∆1, for any j ∈ J , PY [Dj] = ∆2,

where ∆1,∆2 > 0. Let X∆1 , Y∆2 be the quantized version of X, Y with respect to the partitions

C∆1 ,D∆2 , respectively. Then, we have

I(X, Y ) = lim
∆1,∆2→0

I(X∆1 , Y∆2).

We first show that a quantization does not affect the security requirement (2.2).

Proposition 2.1. A quantization of Y n
U , U ∈ U, might lead to an underestimation of I(S;M,Y n

U ).

However, if the quantized version Y n
U ,∆ of Y n

U , U ∈ U, is fine enough, then for any δ > 0

max
U∈U

I(S;MY n
U ) ≤ max

U∈U
I(S;MY n

U ,∆) + δ. (2.24)

Proof. For any δ > 0, for any U ∈ U, we have

I(S;MY n
U ) ≤ |I(S;MY n

U )− I(S;MY n
U ,∆)|+ I(S;MY n

U ,∆)

≤ max
U∈U

|I(S;MY n
U )− I(S;MY n

U ,∆)|+max
U∈U

I(S;MY n
U ,∆)

≤ δ +max
U∈U

I(S;MY n
U ,∆), (2.25)

where the last inequality holds by Lemma 2.8, if the quantized version Y n
U ,∆ of Y n

U , U ∈ U, is fine

enough. Since (2.25) is valid for any U ∈ U, we obtain (2.24).

For A ∈ A and U ∈ U, we quantizeX, YA, YU , and V as in Lemma 2.8 to formX∆, YA,∆, YU ,∆,

24



and V∆ such that ∆ = l−1 and |X∆| = |YA,∆| = |YU ,∆| = |V∆| = l with l > 0. Next, we apply

the proof for the discrete case to the random variables X∆, YA,∆, YU ,∆, V∆. By Lemma 2.8, we

can fix l large enough such that, for any A ∈ A, |I(V∆;YA,∆)− I(V ;YA)| < δ/2, for any U ∈ U,

|I(V∆;YU ,∆)− I(V ;YU)| < δ/2, such that (2.21) becomes

Rs ≥ min
A∈A

I(V ;YA)−max
U∈U

I(V ;YU)−max
U∈U

δ2ϵ (q, n,U)−N−1/2 −N−1 − δ.

Note that δ2ϵ (q, n,U), U ∈ U, in the above equation hides the terms 2ϵ(1− ϵ)H(X∆|YU ,∆V∆) and

6ϵH(V∆), which do not go to zero as l goes to infinity. Consequently, we choose ϵ = n−α, where

α ∈ [0, 1/2]\{0, 1/2}, such that if we choose l large enough, then n large enough, and finally q

large enough, then the asymptotic secret rate is as close as desired to

min
A∈A

I(V ;YA)−max
U∈U

I(V ;YU), (2.26)

δ3ϵ (N) vanishes to zero in (2.19), (2.20), and the asymptotic public communication rate is as close

as desired to

max
A∈A

I(V ;X|YA). (2.27)

By taking the auxiliary random variable V jointly Gaussian with X in (2.26) and (2.27), we ob-

tain (2.22) and (2.23), as shown in Appendix E.

Remark 2.2. We observe that the size of the shares scales linearly with the secret size. First, note

that the size of each share is the sum of the length of the public communication, i.e., NRp bits, and

the length of N quantized observations of a Gaussian random variable. Then, since we achieve

the secret rate in (2.26) by making the quantization parameter l fixed when N grows to infinity, we

conclude that the size of the shares scales linearly with N , which is also the case for the length of

the generated secret.
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2.7 Concluding Remarks

We studied information-theoretic secret sharing from Gaussian correlated sources over a one-way

rate-limited public channel and characterized its secret capacity, which provides a closed-form

expression of the trade-off between public communication and the secret rate. By contrast with

a traditional secret-sharing protocol, our setting does not require information-theoretically secure

channels between the dealer and participants, and provides information-theoretic security during

the distribution phase, where the dealer distributes shares of the secret to the participants. More-

over, we have shown that the size of the shares scales linearly with the size of the secret for any

access structure. We also characterized the secret capacity for threshold access structures and

showed that the secret capacity is, in general, not a monotone function of the threshold.

While explicit and low-complexity coding schemes have been proposed for information-

theoretic secret sharing that rely on discrete channel models [11, 41] and discrete source mod-

els [42], developing low-complexity coding schemes that achieve the limits derived in this chapter

for Gaussian sources remains an open problem.
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CHAPTER 3

DESIGN OF SHORT BLOCKLENGTH WIRETAP CHANNEL CODES: DEEP

LEARNING AND CRYPTOGRAPHY WORKING HAND IN HAND

3.1 Introduction

The wiretap channel [19] is a basic model to account for eavesdroppers in wireless communica-

tion. In this model, a sender (Alice) encodes a confidential message M into a codeword Xn and

transmits it to a legitimate receiver (Bob) over n uses of a channel in the presence of an exter-

nal eavesdropper (Eve). Bob’s estimate of M from his channel output observations is denoted

by M̂ , and Eve’s channel output observations are denoted by Zn. In [43], the constraints are that

Bob must be able to recover M , i.e., limn→∞ P[M ̸= M̂ ] = 0, and the leakage about M at Eve,

quantified by I(M ;Zn), is not too large in the sense that limn→∞
1
n
I(M ;Zn) = 0. Note that the

stronger security requirement limn→∞ I(M ;Zn) = 0 can also be considered [36], meaning that

Eve’s observations Zn are almost independent of M for large n. The secrecy capacity has been

characterized for degraded discrete memoryless channels in [19], for arbitrary discrete memoryless

channels in [44], and for Gaussian channels in [45].

While [19,44,45] provide non-constructive achievability schemes for the wiretap channel, con-

structive coding schemes have also been proposed. Specifically, coding schemes based on low-

density parity-check (LDPC) codes [46–48], polar codes [49–52], and invertible extractors [53,54]

have been constructed for degraded or symmetric wiretap channel models. Moreover, the method

in [53,54] has been extended to the Gaussian wiretap channel [55]. Coding schemes based on ran-

dom lattice codes have also been proposed for the Gaussian wiretap channel [56]. Subsequently,
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constructive [57–59] and random [60] polar coding schemes have been proposed to achieve the

secrecy capacity of non-degraded discrete wiretap channels. Coding schemes that combine polar

codes and invertible extractors have also been proposed to avoid the need for a pre-shared secret

under strong secrecy [11, 61]. All the references above consider the asymptotic regime, i.e., the

regime where n approaches infinity. However, many practical applications require short packet

lengths or low latency [62]. To fulfill this need, non-asymptotic and second-order asymptotics

achievability and converse bounds on the secrecy capacity of discrete and Gaussian wiretap chan-

nels have been established in [63–65]. Note that [63–65] focus on deriving fundamental limits and

not on code constructions. We will review the works that are most related to our study and focus

on code constructions at finite blocklength for the wiretap channel in Section 3.2.

In this chapter, we propose to design short blocklength codes (smaller than or equal to 128)

for the Gaussian wiretap channel under information-theoretic security guarantees. Such an

information-theoretic approach enables coding solutions robust against computationally un-

bounded adversaries, and are thus technology independent and, in particular, quantum proof.

Specifically, we quantify security in terms of the leakage I(M ;Zn), i.e., the mutual informa-

tion between the confidential message and the eavesdropper’s channel observations. The main

idea of our approach is to decouple the reliability and secrecy constraints. Specifically, we use a

deep learning approach based on a feed-forward neural network autoencoder [66] to handle the

reliability constraint and cryptographic tools, namely, hash functions [67], to handle the secrecy

constraint.1 Then, to evaluate the performance of our constructed code, we empirically estimate

the leakage I(M ;Zn). Note that even for small values of n this estimation is challenging with stan-

dard techniques such as binning of the probability space [68], k-nearest neighbor statistics [69], or

maximum likelihood estimation [70]. Unlike [63–65], which analytically derive upper bounds on

1Note that a coding strategy that separately handles the reliability and secrecy constraints with two separate coding
layers is also used for the discrete wiretap channel in [53, 54], and for the Gaussian wiretap channel in [55]. In these
works, an asymptotic regime is considered, i.e., the blocklength n tends to infinity. Further, in [53–55], the security
layer relies on the random choice of a hash function in a family of universal hash functions, and therefore, the coding
scheme is non-constructive. In this chapter, we also consider a family of hash functions for the security layer but only
select a specific function in this family. This choice is deterministic and part of the coding scheme design, thus making
it constructive, as elaborated on in our simulation results.

28



the leakage, we consider a practical approach to estimate the leakage via the mutual information

neural estimator (MINE) from [71], which is provably consistent and offers better performances

than other known mutual information estimators in high dimension. We also compare the perfor-

mances of our codes with the best-known achievability and converse bounds on optimal secrecy

rates for the Gaussian wiretap channel [63].

Our main contributions are as follows.

1. We propose a framework based on neural networks that enables a flexible design of finite

blocklength codes for the Gaussian wiretap channel. Additionally, as seen in our simulations,

our code design provides examples of wiretap codes that outperform the best known achiev-

able secrecy rates from [63] obtained non-constructively for the Gaussian wiretap channel.

2. We demonstrate that our proposed framework is also able to handle compound [72, 73] and

arbitrarily varying [74, 75] settings, when uncertainty holds on both the legitimate users’

channel and the eavesdropper’s channel, as demonstrated by our simulations results in Sec-

tion 3.5. These models are particularly useful to capture uncertainty about the channel statis-

tics of the eavesdropper channel or to model an active eavesdropper who can influence its

channel statistics by changing its location.

3. We propose a coding scheme design able to precisely control the level of information leakage

at the eavesdropper through the independent design of a reliability coding layer and a secrecy

coding layer. By contrast, as elaborated on in Section 3.2, deep learning approaches that seek

to simultaneously design codes for reliability and secrecy do not seem to offer good control

over the information leakage at the eavesdropper.

Additionally, our proposed code design offers the following features.

• A modular approach that separates the code design into a secrecy layer and a reliability

layer. The secrecy layer only deals with the secrecy constraint and only depends on the

statistics of the eavesdropper’s channel, whereas the reliability layer only deals with the
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reliability constraint and only depends on the statistics of the legitimate receiver’s channel.

This approach allows a simplified code design, for instance, if only one of the two layers

needs to be (re)designed.

• A universal way of dealing with the secrecy constraint through the use of hash functions.

This is beneficial, for instance, for compound [9,73] and arbitrarily varying [74,75] settings,

as our results show that it becomes sufficient to design our code with respect to the best

eavesdropper’s channel.

• A method that can be applied to an arbitrary channel model as the conditional probability

distribution that defines the channel is not needed and only input and output channel samples

are needed to design the reliability and secrecy layers.

Note that it is difficult to analytically characterize optimal secrecy rates for the Gaussian wiretap

channel in the finite blocklength regime. In this study, we adopt a practical approach based on deep

learning to better understand this regime.

The remainder of the chapter is organized as follows. Section 3.2 reviews related works. Sec-

tion 3.3 introduces the Gaussian wiretap channel model. Section 3.4 describes our proposed code

design and our simulation results for the Gaussian wiretap channel model. Section 3.5 discusses

the compound and arbitrarily varying Gaussian wiretap channel models and presents our simula-

tion results. Finally, Section 3.6 provides concluding remarks.

3.2 Related Works

As elaborated on in the introduction, several code constructions have already been proposed for

Gaussian wiretap channel coding in the asymptotic blocklength regime. Another challenging task

is code designs in the finite blocklength regime. Next, we review known finite-length code con-

structions based on coding theoretic tools and deep learning tools in Sections 3.2.1 and 3.2.2, re-

spectively.
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3.2.1 Works based on coding theory

In the following, we distinguish the works that consider a non-information-theoretic secrecy metric

from the works that consider an information-theoretic secrecy metric.

Non-information-theoretic secrecy metric

A non-information-theoretic security metric called security gap, which is based on an error proba-

bility analysis at the eavesdropper, is used to evaluate the secrecy performance in [76–80]. Specif-

ically, randomized convolutional codes for Gaussian and binary symmetric wiretap channels are

studied in [76], and randomized turbo codes for the Gaussian wiretap channel are investigated

in [77]. Coding schemes for the Gaussian wiretap channel based on LDPC codes are proposed

in [78, 79]. Additionally, another non-information-theoretic security approach called practical se-

crecy is investigated in [81], where a leakage between Alice’s message and an estimate of the

message at Eve is estimated.

Information-theoretic secrecy metric

Next, we review works that consider the leakage I(M ;Zn) as a secrecy metric. In [82], punc-

tured systematic irregular LDPC codes are proposed for the binary phase-shift-keyed-constrained

Gaussian wiretap channel, and a leakage as low as 11 percent of the message length has been ob-

tained for a blocklength n = 106. In [83], LDPC codes for the Gaussian wiretap channel have also

been developed, and a leakage as low as 20 percent of the message length has been obtained for a

blocklength n = 50, 000. Most recently, in [84], randomized Reed-Muller codes are developed for

the Gaussian wiretap channel, and a leakage as low as 0.2 percent of the message length has been

obtained for a blocklength n = 16.

3.2.2 Works based on deep learning

Artificial neural networks have gained attention in communication system design because they

approach the performance of state-of-the-art channel coding solutions. In [85,86], neural networks
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(autoencoder) are used to learn the encoder and decoder for a channel coding task without secrecy

constraints. Other machine learning approaches for channel coding without secrecy constraints

have also been investigated in [87,88] with reinforcement learning, in [89] with mutual information

estimators, and in [90] with generative adversarial networks.

Recently, deep learning approaches for channel coding have been extended to wiretap chan-

nel coding. In [91, 92], a coding scheme that imitates coset coding by clustering learned signal

constellations is developed for the Gaussian wiretap channel under a non-information-theoretic

secrecy metric, which relies on a cross-entropy loss function. In [93], neural networks are used to

learn optimal precoding for the MIMO Gaussian wiretap channel. In [94], a coding scheme for

the Gaussian wiretap channel is developed under the information-theoretic leakage I(M ;Zn) with

an autoencoder approach that seeks to simultaneously optimize the reliability and secrecy con-

straints. A leakage as low as 15 percent of the message length is obtained in [94] for a blocklength

n = 16. It seems that precisely controlling and minimizing the leakage is challenging with such

an approach. By contrast, in this chapter, we propose an approach that separates the code design

into a part that only deals with the reliability constraint (by means of an autoencoder) and another

part that only deals with the secrecy constraint (by means of hash functions). As supported by

our simulation results, one of the advantages of our approach is a better control of how small the

leakage can be made.

3.3 Gaussian wiretap channel model

Notation: Unless specified otherwise, capital letters represent random variables, whereas lowercase

letters represent realizations of associated random variables, e.g., x is a realization of the random

variable X . |X | denotes the cardinality of the set X . ∥ · ∥2 denotes the Euclidean norm. GF(2q)

denotes a finite field of order 2q, q ∈ N∗.

For X = Y = Z = R, consider a memoryless Gaussian wiretap channel (X , PY Z|X ,Y × Z)
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defined by

Y ≜ X +NY , (3.1)

Z ≜ X +NZ , (3.2)

where NY and NZ are zero-mean Gaussian random variables with variances σ2
Y and σ2

Z , respec-

tively. As formalized next, the objective of the sender is to transmit a confidential message M

to a legitimate receiver by encoding it into a sequence Xn, which is then sent over n uses of the

channels (3.1), (3.2) and yields the channel observations Y n and Zn at the legitimate receiver and

eavesdropper, respectively.

Definition 3.1. Let Bn
0 (
√
nP ) be the ball of radius

√
nP centered at the origin in Rn under the

Euclidian norm. An (n, k, P ) code consists of

• a message set {0, 1}k;

• an encoder e : {0, 1}k −→ Bn
0 (
√
nP ), which, for a messageM ∈ {0, 1}k, forms the codeword

Xn ≜ e(M);

• a decoder d : Rn −→ {0, 1}k, which, from the channel observations Y n, forms an estimate of

the message as d(Y n).

The codomain of the encoder e reflects the power constraint ∥e(m)∥22 ≤ nP, ∀m ∈ {0, 1}k.

The performance of an (n, k, P ) code is measured in terms of

1. The average probability of error Pe ≜ 1
2k

∑2k

m=1 P[d(Y n) ̸= m|m is sent];

2. The leakage at the eavesdropper Le ≜ I(M ;Zn).

Definition 3.2. An (n, k, P ) code is ϵ-reliable if Pe ≤ ϵ and δ-secure if Le ≤ δ. Moreover, a

secrecy rate k
n

is (ϵ, δ)-achievable with power constraint P if there exists an ϵ-reliable and δ-secure

(n, k, P ) code.
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3.4 Coding scheme

We first describe, at a high level, our coding scheme in Section 3.4.1. Specifically, our coding

approach consists of two coding layers, one reliability layer, whose design is described in Sec-

tion 3.4.2, and one security layer, whose design is described in Section 3.4.3. We then comment

on the communication rate of our proposed coding scheme when considering multiplexing of pro-

tected and unprotected messages in Section 3.4.4. Finally, we provide simulation results and ex-

amples of our code design for the Gaussian wiretap channel in Sections 3.4.5 and 3.4.6.

3.4.1 High-level description of our coding scheme

Our code construction consists of (i) a reliability layer with an ϵ-reliable (n, q, P ) code, described

by the encoder/decoder pair (e0, d0) (this code is designed without any security requirement, i.e., its

performance is solely measured in terms of average probability of error), and (ii) a security layer

implemented with hash functions. We design the encoder/decoder pair (e0, d0) of the reliability

layer using a deep learning approach based on neural network autoencoders as described in Section

3.4.2. We will then design two functions φs and ψs in Section 3.4.3 to perform the encoding and

decoding, respectively, at the secrecy layer. The encoder/decoder pair (e, d) for the encoding and

decoding process of the reliability and secrecy layers considered jointly is described as follows:

Encoding: Assume that a fixed sequence of bits s ∈ S ≜ {0, 1}q\{0}, called seed, is known

to all parties. Alice generates a sequence B of q − k bits uniformly at random in {0, 1}q−k (this

sequence represents local randomness used to randomize the output of the function φs) and encodes

the message M ∈ {0, 1}k as e0(φs(M,B)), where φs(M,B) ∈ {0, 1}q. The overall encoding map

e that describes the encoding at the secrecy and reliability layers is described by

e : {0, 1}k × {0, 1}q−k → Bn
0 (
√
nP )

(m, b) 7→ e0(φs(m, b)).
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<latexit sha1_base64="2we8LXEEy4wTIE5dE4PifF7uYig=">AAAB7nicbVBNS8NAEJ34WetX1aOXxSJ4Kkk9qLeCHjxWsB/QhrLZTNqlm03Y3Qgl9Ed48aCIV3+PN/+N2zYHbX0w8Hhvhpl5QSq4Nq777aytb2xubZd2yrt7+weHlaPjtk4yxbDFEpGobkA1Ci6xZbgR2E0V0jgQ2AnGtzO/84RK80Q+mkmKfkyHkkecUWOlzh2yJEQ1qFTdmjsHWSVeQapQoDmofPXDhGUxSsME1brnuanxc6oMZwKn5X6mMaVsTIfYs1TSGLWfz8+dknOrhCRKlC1pyFz9PZHTWOtJHNjOmJqRXvZm4n9eLzPRtZ9zmWYGJVssijJBTEJmv5OQK2RGTCyhTHF7K2EjqigzNqGyDcFbfnmVtOs177JWf6hXGzdFHCU4hTO4AA+uoAH30IQWMBjDM7zCm5M6L86787FoXXOKmRP4A+fzBy+Cj28=</latexit>

<latexit sha1_base64="dZWn4BlzgvcpToTSEjn7w6ckbhg=">AAAB9XicbVA9TwJBEN3DL8Qv1NJmIzGxIncUSkliY4lRwAROsrfMwYa9vcvunOZC+B82Fhpj63+x89+4wBUKvmSSl/dmMjMvSKQw6LrfTmFtfWNzq7hd2tnd2z8oHx61TZxqDi0ey1jfB8yAFApaKFDCfaKBRYGETjC+mvmdR9BGxOoOswT8iA2VCAVnaKWHW+CpFphRyTLQ/XLFrbpz0FXi5aRCcjT75a/eIOZpBAq5ZMZ0PTdBf8I0Ci5hWuqlBhLGx2wIXUsVi8D4k/nVU3pmlQENY21LIZ2rvycmLDImiwLbGTEcmWVvJv7ndVMM6/5EqCRFUHyxKEwlxZjOIqADoYGjzCxh3H4vOOUjphlHG1TJhuAtv7xK2rWqd1Gt3dQqjXoeR5GckFNyTjxySRrkmjRJi3CiyTN5JW/Ok/PivDsfi9aCk88ckz9wPn8AqXeSlg==</latexit>

Security layer
<latexit sha1_base64="9umXEpcm83e5MZ3c+FqBkGZMZ78=">AAAB+nicbVC7TgJBFJ3FF+Jr0dJmIjGxIrsUSkliY4lGHglsyOxwgQmzj8zc1WxWPsXGQmNs/RI7/8YBtlDwJJOcnHNP7p3jx1JodJxvq7CxubW9U9wt7e0fHB7Z5eO2jhLFocUjGamuzzRIEUILBUroxgpY4Evo+NPrud95AKVFFN5jGoMXsHEoRoIzNNLALt+ZKPOFFJhSyVJQA7viVJ0F6Dpxc1IhOZoD+6s/jHgSQIhcMq17rhOjlzGFgkuYlfqJhpjxKRtDz9CQBaC9bHH6jJ4bZUhHkTIvRLpQfycyFmidBr6ZDBhO9Ko3F//zegmO6l4mwjhBCPly0SiRFCM674EOhQKOMjWEcSXMrZRPmGIcTVslU4K7+uV10q5V3ctq7bZWadTzOorklJyRC+KSK9IgN6RJWoSTR/JMXsmb9WS9WO/Wx3K0YOWZE/IH1ucPWUeUBw==</latexit>

Reliability layer

Eve
<latexit sha1_base64="sL7cEMyn6r0YE6AWdB1p3Pw1ndc=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4Kkk92GNBBI8V7Qe0oWy2k3bpZhN2N4US+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IBFcG9f9djY2t7Z3dgt7xf2Dw6Pj0slpS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfj27nfnqDSPJZPZpqgH9Gh5CFn1Fjp8W6C/VLZrbgLkHXi5aQMORr90ldvELM0QmmYoFp3PTcxfkaV4UzgrNhLNSaUjekQu5ZKGqH2s8WpM3JplQEJY2VLGrJQf09kNNJ6GgW2M6JmpFe9ufif101NWPMzLpPUoGTLRWEqiInJ/G8y4AqZEVNLKFPc3krYiCrKjE2naEPwVl9eJ61qxbuuVB+q5Xotj6MA53ABV+DBDdThHhrQBAZDeIZXeHOE8+K8Ox/L1g0nnzmDP3A+fwAtbY2w</latexit>

Alice
<latexit sha1_base64="zxLGbT4OUvpWZujay+Sca1U4sFg=">AAAB7HicbVBNS8NAEJ34WetX1aOXxSJ4Kkk92GPFi8cKpi20oWy2k3bpZhN2N0IJ/Q1ePCji1R/kzX/jts1BWx8MPN6bYWZemAqujet+OxubW9s7u6W98v7B4dFx5eS0rZNMMfRZIhLVDalGwSX6hhuB3VQhjUOBnXByN/c7T6g0T+SjmaYYxHQkecQZNVbybwVnOKhU3Zq7AFknXkGqUKA1qHz1hwnLYpSGCap1z3NTE+RUGc4Ezsr9TGNK2YSOsGeppDHqIF8cOyOXVhmSKFG2pCEL9fdETmOtp3FoO2NqxnrVm4v/eb3MRI0g5zLNDEq2XBRlgpiEzD8nQ66QGTG1hDLF7a2EjamizNh8yjYEb/XlddKu17zrWv2hXm02ijhKcA4XcAUe3EAT7qEFPjDg8Ayv8OZI58V5dz6WrRtOMXMGf+B8/gCZw46C</latexit>

Bob
<latexit sha1_base64="lDCfgWs9HBkGJP1i0GZc9qLg5lw=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKezGgzkGvXiMaB6QLGF2MpsMmccyMyuEJZ/gxYMiXv0ib/6Nk2QPmljQUFR1090VJZwZ6/vfXmFjc2t7p7hb2ts/ODwqH5+0jUo1oS2iuNLdCBvKmaQtyyyn3URTLCJOO9Hkdu53nqg2TMlHO01oKPBIspgRbJ30cKOiQbniV/0F0DoJclKBHM1B+as/VCQVVFrCsTG9wE9smGFtGeF0VuqnhiaYTPCI9hyVWFATZotTZ+jCKUMUK+1KWrRQf09kWBgzFZHrFNiOzao3F//zeqmN62HGZJJaKslyUZxyZBWa/42GTFNi+dQRTDRztyIyxhoT69IpuRCC1ZfXSbtWDa6qtftapVHP4yjCGZzDJQRwDQ24gya0gMAInuEV3jzuvXjv3seyteDlM6fwB97nDxmsjaM=</latexit>

Bob’s
<latexit sha1_base64="ghE9xmcQRl86J77jq7+eqGNcFBA=">AAAB7HicbVBNT8JAEJ3iF+IX6tHLRmL0RFo8yJHoxSMmFkigIdtlCxu2u83u1qRp+A1ePGiMV3+QN/+NC/Sg4EsmeXlvJjPzwoQzbVz32yltbG5t75R3K3v7B4dH1eOTjpapItQnkkvVC7GmnAnqG2Y47SWK4jjktBtO7+Z+94kqzaR4NFlCgxiPBYsYwcZK/q0ML/WwWnPr7gJonXgFqUGB9rD6NRhJksZUGMKx1n3PTUyQY2UY4XRWGaSaJphM8Zj2LRU4pjrIF8fO0IVVRiiSypYwaKH+nshxrHUWh7YzxmaiV725+J/XT03UDHImktRQQZaLopQjI9H8czRiihLDM0swUczeisgEK0yMzadiQ/BWX14nnUbdu643Hhq1VrOIowxncA5X4MENtOAe2uADAQbP8ApvjnBenHfnY9lacoqZU/gD5/MHT0KOUQ==</latexit>

channel
<latexit sha1_base64="M2a++NJF7PSnxmvJPF1xythLubI=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0nqwR4LXjxWsB/QhrLZTtqlm03Y3Qgl9Ed48aCIV3+PN/+NmzYHbX0w8Hhvhpl5QSK4Nq777ZS2tnd298r7lYPDo+OT6ulZV8epYthhsYhVP6AaBZfYMdwI7CcKaRQI7AWzu9zvPaHSPJaPZp6gH9GJ5CFn1Fipx6ZUShSjas2tu0uQTeIVpAYF2qPq13AcszRCaZigWg88NzF+RpXhTOCiMkw1JpTN6AQHlkoaofaz5bkLcmWVMQljZUsaslR/T2Q00noeBbYzomaq171c/M8bpCZs+hmXSWpQstWiMBXExCT/nYy5QmbE3BLKFLe3EhuAoszYhCo2BG/95U3SbdS9m3rjoVFrNYs4ynABl3ANHtxCC+6hDR1gMINneIU3J3FenHfnY9VacoqZc/gD5/MHZROPkQ==</latexit>

Eve’s
<latexit sha1_base64="8CE2kzZqjwssNF3gZuCX2HTdhhc=">AAAB7HicbVBNS8NAEJ34WetX1aOXxSJ6Kkk92GNBBI8VTFtoQ9lsp+3SzSbsbgol9Dd48aCIV3+QN/+N2zYHbX0w8Hhvhpl5YSK4Nq777Wxsbm3v7Bb2ivsHh0fHpZPTpo5TxdBnsYhVO6QaBZfoG24EthOFNAoFtsLx3dxvTVBpHssnM00wiOhQ8gFn1FjJv5/gle6Vym7FXYCsEy8nZcjR6JW+uv2YpRFKwwTVuuO5iQkyqgxnAmfFbqoxoWxMh9ixVNIIdZAtjp2RS6v0ySBWtqQhC/X3REYjradRaDsjakZ61ZuL/3md1AxqQcZlkhqUbLlokApiYjL/nPS5QmbE1BLKFLe3EjaiijJj8ynaELzVl9dJs1rxbirVx2q5XsvjKMA5XMA1eHALdXiABvjAgMMzvMKbI50X5935WLZuOPnMGfyB8/kDYx2OXg==</latexit>

channel
<latexit sha1_base64="M2a++NJF7PSnxmvJPF1xythLubI=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0nqwR4LXjxWsB/QhrLZTtqlm03Y3Qgl9Ed48aCIV3+PN/+NmzYHbX0w8Hhvhpl5QSK4Nq777ZS2tnd298r7lYPDo+OT6ulZV8epYthhsYhVP6AaBZfYMdwI7CcKaRQI7AWzu9zvPaHSPJaPZp6gH9GJ5CFn1Fipx6ZUShSjas2tu0uQTeIVpAYF2qPq13AcszRCaZigWg88NzF+RpXhTOCiMkw1JpTN6AQHlkoaofaz5bkLcmWVMQljZUsaslR/T2Q00noeBbYzomaq171c/M8bpCZs+hmXSWpQstWiMBXExCT/nYy5QmbE3BLKFLe3EhuAoszYhCo2BG/95U3SbdS9m3rjoVFrNYs4ynABl3ANHtxCC+6hDR1gMINneIU3J3FenHfnY9VacoqZc/gD5/MHZROPkQ==</latexit>

<latexit sha1_base64="o1sXmvTbjwIftb3qyUx1pMn0bn8=">AAAB8HicbVBNSwMxEJ34WetX1aOXYBE8ld0i2mPBi8cK9kPapWTTbBuaZJckWyhLf4UXD4p49ed489+YtnvQ1gcDj/dmmJkXJoIb63nfaGNza3tnt7BX3D84PDounZy2TJxqypo0FrHuhMQwwRVrWm4F6ySaERkK1g7Hd3O/PWHa8Fg92mnCAkmGikecEuukp96E6GTE+6ZfKnsVbwG8TvyclCFHo1/66g1imkqmLBXEmK7vJTbIiLacCjYr9lLDEkLHZMi6jioimQmyxcEzfOmUAY5i7UpZvFB/T2REGjOVoeuUxI7MqjcX//O6qY1qQcZVklqm6HJRlApsYzz/Hg+4ZtSKqSOEau5uxXRENKHWZVR0IfirL6+TVrXi31SqD9flei2PowDncAFX4MMt1OEeGtAEChKe4RXekEYv6B19LFs3UD5zBn+APn8ACQWQiQ==</latexit>ϕs

<latexit sha1_base64="+CcCe5Jm98VIsi8uFwKEuTi1Sl0=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRahgpRdKdpj0YsXoYL9gHYp2TTbxmaTJckKZel/8OJBEa/+H2/+G9N2D1p9MPB4b4aZeUHMmTau++XkVlbX1jfym4Wt7Z3dveL+QUvLRBHaJJJL1QmwppwJ2jTMcNqJFcVRwGk7GF/P/PYjVZpJcW8mMfUjPBQsZAQbK7XKt2fo6rRfLLkVdw70l3gZKUGGRr/42RtIkkRUGMKx1l3PjY2fYmUY4XRa6CWaxpiM8ZB2LRU4otpP59dO0YlVBiiUypYwaK7+nEhxpPUkCmxnhM1IL3sz8T+vm5iw5qdMxImhgiwWhQlHRqLZ62jAFCWGTyzBRDF7KyIjrDAxNqCCDcFbfvkvaZ1XvItK9a5aqteyOPJwBMdQBg8uoQ430IAmEHiAJ3iBV0c6z86b875ozTnZzCH8gvPxDbKdjeE=</latexit>

(M, B)

<latexit sha1_base64="Y8EsHydSpIhaJeC28G38/Jrcymw=">AAAB7XicbVBNSwMxEJ3Ur1q/qh69BIvgqexK0R4LXjxWsB/QLiWbZtvYbLIkWaEs/Q9ePCji1f/jzX9j2u5BWx8MPN6bYWZemAhurOd9o8LG5tb2TnG3tLd/cHhUPj5pG5VqylpUCaW7ITFMcMlallvBuolmJA4F64ST27nfeWLacCUf7DRhQUxGkkecEuukdj8xfGAG5YpX9RbA68TPSQVyNAflr/5Q0TRm0lJBjOn5XmKDjGjLqWCzUj81LCF0Qkas56gkMTNBtrh2hi+cMsSR0q6kxQv190RGYmOmceg6Y2LHZtWbi/95vdRG9SDjMkktk3S5KEoFtgrPX8dDrhm1YuoIoZq7WzEdE02odQGVXAj+6svrpH1V9a+rtftapVHP4yjCGZzDJfhwAw24gya0gMIjPMMrvCGFXtA7+li2FlA+cwp/gD5/ALAHjy8=</latexit>

ψs

Figure 3.1: Our code design consists of a reliability layer and a security layer. The reliability layer
is implemented using an autoencoder (e0, d0) described in Section 3.4.2, and the security layer is
implemented using the functions φs and ψs described in Section 3.4.3.

Decoding: Given Y n and s, Bob decodes the message as ψs(d0(Y
n)). The overall decoding

map d that describes the decoding at the reliability and secrecy layers is

d : Rn → {0, 1}k

yn 7→ ψs(d0(y
n)).

For a given code design, described by the encoder/decoder pair (e, d), we will then evaluate the per-

formance of this code by empirically measuring the leakage using a neural network-based mutual

information estimator as described in Section 3.4.3. Our code design is summarized in Figure 3.1.

3.4.2 Design of the reliability layer (e0, d0)

<latexit sha1_base64="VFfFfridb72W7JhlS924CgOD44s=">AAAB9HicbVDLTgIxFL2DL8QX6tJNIzFxRWZYKEsSN64MJvJIYEI6pQMNbWdsOyQ44TvcuNAYt36MO//GMsxCwZPc5PSce9N7TxBzpo3rfjuFjc2t7Z3ibmlv/+DwqHx80tZRoghtkYhHqhtgTTmTtGWY4bQbK4pFwGknmNws/M6UKs0i+WBmMfUFHkkWMoKNlfy7SAnM2VP2GpQrbtXNgNaJl5MK5GgOyl/9YUQSQaUhHGvd89zY+ClWhhFO56V+ommMyQSPaM9SiQXVfpotPUcXVhmiMFK2pEGZ+nsixULrmQhsp8BmrFe9hfif10tMWPdTJuPEUEmWH4UJRyZCiwTQkClKDJ9ZgolidldExlhhYmxOJRuCt3ryOmnXqt5VtXZfqzTqeRxFOINzuAQPrqEBt9CEFhB4hGd4hTdn6rw4787HsrXg5DOn8AfO5w86kpJe</latexit> N
or

m
al

iz
at

io
n

<latexit sha1_base64="6NLBW45gj60LYJYJq6/TV4JW9Rg=">AAAB+HicbVA9SwNBEN2LXzF+5NTSZjEINoa7FJoyYGNnBPMByRH29ibJkr3dY3dPiEd+iY2FIrb+FDv/jZvkCk18MPB4b4aZeWHCmTae9+0UNja3tneKu6W9/YPDsnt03NYyVRRaVHKpuiHRwJmAlmGGQzdRQOKQQyec3Mz9ziMozaR4MNMEgpiMBBsySoyVBm75TsDlWBoMgsoI1MCteFVvAbxO/JxUUI7mwP3qR5KmMQhDOdG653uJCTKiDKMcZqV+qiEhdEJG0LNUkBh0kC0On+Fzq0R4KJUtYfBC/T2RkVjraRzazpiYsV715uJ/Xi81w3qQMZGkxj62XDRMOTYSz1PAEVNADZ9aQqhi9lZMx0QRamxWJRuCv/ryOmnXqv5VtXZfqzTqeRxFdIrO0AXy0TVqoFvURC1EUYqe0St6c56cF+fd+Vi2Fpx85gT9gfP5A0+FktY=</latexit> O
n
e-

h
ot

en
co

d
er

<latexit sha1_base64="ZoRivZj41AoMGzA76VmQVmG4m7c=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KkkR7bHgxWML9gPaUDbbSbt2swm7G6GE/gIvHhTx6k/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nY3Nre2d3cJecf/g8Oi4dHLa1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkbu53nlBpHssHM03Qj+hI8pAzaqzUbA9KZbfiLkDWiZeTMuRoDEpf/WHM0gilYYJq3fPcxPgZVYYzgbNiP9WYUDahI+xZKmmE2s8Wh87IpVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNWHNz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m6INwVt9eZ20qxXvplJtXpfrtTyOApzDBVyBB7dQh3toQAsYIDzDK7w5j86L8+58LFs3nHzmDP7A+fwBsfmM1w==</latexit>

V
<latexit sha1_base64="W4vWL0T4Qf0Ougql38hN3jpXmvQ=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKaI8FLx4r2lpoY9lsN+3SzSbsToQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IJHCoOt+O4W19Y3NreJ2aWd3b/+gfHjUNnGqGW+xWMa6E1DDpVC8hQIl7ySa0yiQ/CEYX8/8hyeujYjVPU4S7kd0qEQoGEUr3XUeVb9ccavuHGSVeDmpQI5mv/zVG8QsjbhCJqkxXc9N0M+oRsEkn5Z6qeEJZWM65F1LFY248bP5qVNyZpUBCWNtSyGZq78nMhoZM4kC2xlRHJllbyb+53VTDOt+JlSSIldssShMJcGYzP4mA6E5QzmxhDIt7K2EjaimDG06JRuCt/zyKmnXqt5ltXZ7UWnU8ziKcAKncA4eXEEDbqAJLWAwhGd4hTdHOi/Ou/OxaC04+cwx/IHz+QM1J425</latexit>

Xn

<latexit sha1_base64="8Jd9vboQ/t61hCvoCQvb/JHOG+s=">AAAB6nicdVBNS8NAEN3Ur1q/qh69LBbBU0hiaOut4MVjRfsBbSib7bRdutmE3Y1QQn+CFw+KePUXefPfuGkrqOiDgcd7M8zMCxPOlHacD6uwtr6xuVXcLu3s7u0flA+P2ipOJYUWjXksuyFRwJmAlmaaQzeRQKKQQyecXuV+5x6kYrG407MEgoiMBRsxSrSRbmHgDMoVx76sVz2/ih3bcWqu5+bEq/kXPnaNkqOCVmgOyu/9YUzTCISmnCjVc51EBxmRmlEO81I/VZAQOiVj6BkqSAQqyBanzvGZUYZ4FEtTQuOF+n0iI5FSsyg0nRHRE/Xby8W/vF6qR/UgYyJJNQi6XDRKOdYxzv/GQyaBaj4zhFDJzK2YTogkVJt0SiaEr0/x/6Tt2W7V9m78SqO+iqOITtApOkcuqqEGukZN1EIUjdEDekLPFrcerRfrddlasFYzx+gHrLdPTJGNyw==</latexit>e0

<latexit sha1_base64="s94WYpMu4otMiRV0PVFkU3iqNNw=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LBbBU0mKaI8FLx4r2A9IQ9lsNu3SzW7YnSgl9Gd48aCIV3+NN/+N2zYHbX0w8Hhvhpl5YSq4Adf9dkobm1vbO+Xdyt7+weFR9fika1SmKetQJZTuh8QwwSXrAAfB+qlmJAkF64WT27nfe2TacCUfYJqyICEjyWNOCVjJHzzxiI0J5N3ZsFpz6+4CeJ14BamhAu1h9WsQKZolTAIVxBjfc1MIcqKBU8FmlUFmWErohIyYb6kkCTNBvjh5hi+sEuFYaVsS8EL9PZGTxJhpEtrOhMDYrHpz8T/PzyBuBjmXaQZM0uWiOBMYFJ7/jyOuGQUxtYRQze2tmI6JJhRsShUbgrf68jrpNuredb1xf1VrNYs4yugMnaNL5KEb1EJ3qI06iCKFntErenPAeXHenY9la8kpZk7RHzifP6H4kXU=</latexit>bV<latexit sha1_base64="7bVi3JmOI3cNcNCdBW0ayzc1y+w=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHaJUY4kXjxilIeBlcwOvTBhdnYzM2tCCJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR9cxvPaHSPJb3ZpygH9GB5CFn1Fjp7uFR9oolt+zOQVaJl5ESZKj3il/dfszSCKVhgmrd8dzE+BOqDGcCp4VuqjGhbEQH2LFU0gi1P5mfOiVnVumTMFa2pCFz9ffEhEZaj6PAdkbUDPWyNxP/8zqpCav+hMskNSjZYlGYCmJiMvub9LlCZsTYEsoUt7cSNqSKMmPTKdgQvOWXV0mzUvYuy5Xbi1KtmsWRhxM4hXPw4ApqcAN1aACDATzDK7w5wnlx3p2PRWvOyWaO4Q+czx82rY26</latexit>

Y n

<latexit sha1_base64="jPVCmHfILQKtb3l5lRvUOvfn0eM=">AAAB6nicdVDLSsNAFJ3UV62vqks3g0VwFSYxtHVXcOOyon1AG8pkMmmHTiZhZiKU0E9w40IRt36RO//GSVtBRQ9cOJxzL/feE6ScKY3Qh1VaW9/Y3CpvV3Z29/YPqodHXZVkktAOSXgi+wFWlDNBO5ppTvuppDgOOO0F06vC791TqVgi7vQspX6Mx4JFjGBtpNtwhEbVGrIvm3XXq0NkI9RwXKcgbsO78KBjlAI1sEJ7VH0fhgnJYio04VipgYNS7edYakY4nVeGmaIpJlM8pgNDBY6p8vPFqXN4ZpQQRok0JTRcqN8nchwrNYsD0xljPVG/vUL8yxtkOmr6ORNppqkgy0VRxqFOYPE3DJmkRPOZIZhIZm6FZIIlJtqkUzEhfH0K/ydd13bqtnvj1VrNVRxlcAJOwTlwQAO0wDVogw4gYAwewBN4trj1aL1Yr8vWkrWaOQY/YL19AksLjco=</latexit>
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Figure 3.2: Architecture of the autoencoder (e0, d0) via feed-forward neural networks.

The design of the reliability layer consists in designing an ϵ-reliable (n, q, P ) code described by

the encoder/decoder pair (e0, d0) for the channel (3.1). Define Q ≜ 2q and let V ≜ {1, 2, . . . , Q}
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be the message set of this code. (e0, d0) is obtained with an autoencoder as in [85]. Specifically,

the goal of the autoencoder is here to learn a representation of the encoded message that is robust

to the channel noise, so that the received message at Bob can be reconstructed from its noisy

channel observations with a small probability of error. In other words, the encoding part (denoted

by e0) of this autoencoder adds redundancy to the message to ensure recoverability by Bob in the

presence of noise. As depicted in Figure 3.2, the encoder consists of (i) a one-hot encoder where

the input v ∈ V is mapped to a one-hot vector 1v ∈ RQ, i.e., a vector whose components are

all equal to zero except the v-th component which is equal to one, followed by (ii) dense hidden

layers (with rectified linear unit (ReLU) or linear activation functions [85]) that take v as input

and return an n-dimensional vector, followed by (iii) a normalization layer that ensures that the

average power constraint 1
n
∥e0(v)∥22 ≤ P is met for the codeword e0(v). Note that, without loss of

generality, one can assume that P = 1 since one can rewrite 1
n
∥e0(v)∥22 ≤ P as 1

n
∥ẽ0(v)∥22 ≤ 1,

where ẽ0(v) ≜ e0(v)/
√
P . As depicted in Figure 3.2, the decoder consists of dense hidden layers

and a softmax layer. More specifically, let µ|V| be the output of the last dense layer in the decoder.

The softmax layer takes µ|V| as input and returns a vector of probabilities p|V| ∈ [0, 1]|V|, whose

components pv, v ∈ V , are pv ≜ exp(µv)
(∑|V|

i=1 exp(µi)
)−1

. Finally, the decoded message v̂

corresponds to the index of the component of p|V| associated with the highest probability, i.e.,

v̂ ∈ argmaxv∈V pv. The autoencoder is trained over all possible messages v ∈ V using a stochastic

gradient descent (SGD) [95] and the categorical cross-entropy loss function.

3.4.3 Design of the security layer (φs, ψs)

The objective is now to design (φs, ψs) such that the total amount of leaked information about the

original message is small in the sense that I(M ;Zn) ≤ δ, for some δ > 0. For a given choice of

(φs, ψs), the performance of our code construction will be evaluated using a mutual information

neural estimator (MINE) [71]. Before we describe the construction of (φs, ψs), we review the

definition of 2-universal hash functions.

Definition 3.3. [96] Given two finite sets X and Y , a family G of functions from X to Y is 2-
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universal if ∀x1, x2 ∈ X , x1 ̸= x2 =⇒ P[G(x1) = G(x2)] ≤ |Y|−1, where G is the random

variable that represents the choice of a function g ∈ G uniformly at random in G.

Design of (φs, ψs)

Let S ≜ {0, 1}q\{0}. For k ≤ q, consider the 2-universal hash family of functions G ≜ {ψs}s∈S ,

where for s ∈ S,

ψs : {0, 1}q → {0, 1}k

v 7→ (s⊙ v)k,

where ⊙ is the multiplication in GF(2q) and (·)k selects the k most significant bits. In our proposed

code design, the security layer is handled via a specific function ψs ∈ G indexed by the seed s ∈ S.

Then, we define

φs : {0, 1}k × {0, 1}q−k → {0, 1}q

(m, b) 7→ s−1 ⊙ (m∥b), (3.3)

where (·∥·) denotes the concatenation of two strings.

When the secrecy layer is combined with the reliability layer, our coding scheme can be sum-

marized as follows. The input of the encoder e0 is obtained by computing V ≜ φs(M,B), where

M ∈ {0, 1}k is the confidential message, and B ∈ {0, 1}q−k is a sequence of q − k random bits

generated uniformly at random. After computing V , the encoder e0, trained as described in Sec-

tion 3.4.2, generates the codeword Xn ≜ e0(V ), which is sent over the channel by Alice. Bob and

Eve observe Y n and Zn, respectively, as described by (3.1) and (3.2). The decoder d0, trained as

described in Section 3.4.2, decodes Y n as V̂ ≜ d0(Y
n). Then, the receiver performs the multi-

plication of V̂ and s, which is followed by a selection of the k most significant bits to create an

estimate M̂ of M , i.e., M̂ ≜ ψs(V̂ ).
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Leakage evaluation via Mutual Information Neural Estimator (MINE) [71]

Let {Tθ : {0, 1}k × Rn → R}θ∈Θ be the set of functions parameterized by a deep neural network

with parameters θ ∈ Θ. Define

IΘ(pMZn)≜ sup
θ∈Θ

EpMZnTθ(M,Zn)− logEpMpZne
Tθ(M,Zn),

where pMZn is the joint probability distribution of (M,Zn). By [71], IΘ(pMZn) can approximate

the mutual information I(M ;Zn) with arbitrary accuracy. Note that because the true distribution

pMZn is unknown, one cannot directly use IΘ(pMZn) to estimate I(M ;Zn). However, by esti-

mating the expectations in IΘ(pMZn) with samples from pMZn and pM and pZn , one can rewrite

IΘ(pMZn) as

Î(M ;Zn) ≜ sup
θ∈Θ

1

l

l∑

i=1

Tθ(m(i), zn(i))

− log

[
1

l

l∑

i=1

eTθ(m̄(i),z̄n(i))

]
,

where the term 1
l

∑l
i=1 Tθ(m(i), zn(i)) represents a sample mean using l samples

(m(i), zn(i))i∈{1,...,l} from pMZn , and the term 1
l

∑l
i=1 e

Tθ(m(i),zn(i)) represents a sample mean

using l samples (m̄(i), z̄n(i))i∈{1,...,l} from pMpZn .

The goal of MINE, whose architecture is depicted in Figure 3.3, is to design Tθ such that

Î(M ;Zn) approaches the mutual information I(M ;Zn). By [71], the estimator Î(M ;Zn) con-

verges to I(M ;Zn) when the number of samples is sufficiently large [71]. Guidelines to implement

the estimator Î(M ;Zn) are also provided in [71].
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M

<latexit sha1_base64="+wJTGHzJ+4AmXHZd8jCkGL+35dc=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHaJUY4kXjxilEeElcwOvTBhdnYzM2tCCJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR9cxvPaHSPJb3ZpygH9GB5CFn1Fjp7uFR9oolt+zOQVaJl5ESZKj3il/dfszSCKVhgmrd8dzE+BOqDGcCp4VuqjGhbEQH2LFU0gi1P5mfOiVnVumTMFa2pCFz9ffEhEZaj6PAdkbUDPWyNxP/8zqpCav+hMskNSjZYlGYCmJiMvub9LlCZsTYEsoUt7cSNqSKMmPTKdgQvOWXV0mzUvYuy5Xbi1KtmsWRhxM4hXPw4ApqcAN1aACDATzDK7w5wnlx3p2PRWvOyWaO4Q+czx84M427</latexit>

Zn

Input layer
<latexit sha1_base64="Ko6zDcHj+9WZ8mDhoFQcnq8kEDY=">AAAB8nicbVDLSgMxFL1TX7W+qi7dBIvgqszUhS4LbnRXwT5gOpRMmmlDM8mQZIRh6Ge4caGIW7/GnX9jpp2Fth4IHM65l9xzwoQzbVz326lsbG5t71R3a3v7B4dH9eOTnpapIrRLJJdqEGJNORO0a5jhdJAoiuOQ0344uy38/hNVmknxaLKEBjGeCBYxgo2V/HuRpAZxnFE1qjfcprsAWideSRpQojOqfw3HkqQxFYZwrLXvuYkJcqwMI5zOa8NU0wSTGZ5Q31KBY6qDfHHyHF1YZYwiqewTBi3U3xs5jrXO4tBOxthM9apXiP95fmqimyBnRS4qyPKjKOXISFTkR2OmKDE8swQTxeytiEyxwsTYlmq2BG818jrptZreVbP10Gq0W2UdVTiDc7gED66hDXfQgS4QkPAMr/DmGOfFeXc+lqMVp9w5hT9wPn8AN5KRJw==</latexit>

Output layer
<latexit sha1_base64="yqXmlg4QCNnkJVLWZnM4EJEZRp0=">AAAB83icbVDLSgNBEOyNrxhfUY9eBoPgKezGgx4DXrwZwTwgWcLsZDYZMvtgpkdYlvyGFw+KePVnvPk3TpI9aGJBQ1HVTXdXkEqh0XW/ndLG5tb2Tnm3srd/cHhUPT7p6MQoxtsskYnqBVRzKWLeRoGS91LFaRRI3g2mt3O/+8SVFkn8iFnK/YiOYxEKRtFKg3uDqUEiacbVsFpz6+4CZJ14BalBgdaw+jUYJcxEPEYmqdZ9z03Rz6lCwSSfVQZG85SyKR3zvqUxjbj288XNM3JhlREJE2UrRrJQf0/kNNI6iwLbGVGc6FVvLv7n9Q2GN34uYvsXj9lyUWgkwYTMAyAjoThDmVlCmRL2VsImVFGGNqaKDcFbfXmddBp176reeGjUmo0ijjKcwTlcggfX0IQ7aEEbGKTwDK/w5hjnxXl3PpatJaeYOYU/cD5/ACVwkbI=</latexit>

4 Hidden layers
<latexit sha1_base64="GIKDLQm6wstoRR7evJBx5+M9+hA=">AAAB+HicbVDLSsNAFJ34rPXRqEs3g0VwVZIo6LLgpssK9gFtKJPJTTt0MgkzEyGGfokbF4q49VPc+TdO2yy09cDA4ZxzuXdOkHKmtON8WxubW9s7u5W96v7B4VHNPj7pqiSTFDo04YnsB0QBZwI6mmkO/VQCiQMOvWB6N/d7jyAVS8SDzlPwYzIWLGKUaCON7No1brEwBIE5yU1uZNedhrMAXiduSeqoRHtkfw3DhGYxCE05UWrgOqn2CyI1oxxm1WGmICV0SsYwMFSQGJRfLA6f4QujhDhKpHlC44X6e6IgsVJ5HJhkTPRErXpz8T9vkOno1i+YSDMNgi4XRRnHOsHzFnDIJFDNc0MIlczciumESEK16aBqSnBXv7xOul7DvWp491696ZV1VNAZOkeXyEU3qIlaqI06iKIMPaNX9GY9WS/Wu/WxjG5Y5cwp+gPr8wfX6JKD</latexit>

<latexit sha1_base64="9NNqZHROoNNrDbi1hUCPBUHrNNU=">AAAB+3icbVDLSsNAFJ34rPUV69JNsAh1U5IiWnBTcKMLoYJ9YBvLZHLTDp1MwsxELSG/4saFIm79EXf+jdPHQlsPXDiccy/33uPFjEpl29/G0vLK6tp6biO/ubW9s2vuFZoySgSBBolYJNoelsAoh4aiikE7FoBDj0HLG16M/dYDCEkjfqtGMbgh7nMaUIKVlnpmoftIfRhglV5lpevzu3t+3DOLdtmewFokzowU0Qz1nvnV9SOShMAVYVjKjmPHyk2xUJQwyPLdREKMyRD3oaMpxyFIN53cnllHWvGtIBK6uLIm6u+JFIdSjkJPd4ZYDeS8Nxb/8zqJCqpuSnmcKOBkuihImKUiaxyE5VMBRLGRJpgIqm+1yAALTJSOK69DcOZfXiTNStk5LVduToq16iyOHDpAh6iEHHSGaugS1VEDEfSEntErejMy48V4Nz6mrUvGbGYf/YHx+QM1LJPe</latexit>

bI(M ; Zn)

400
<latexit sha1_base64="yDkVHlhFOviBjZW1HmjVrPI3z3o=">AAAB6nicbVBNSwMxEJ3Ur1q/qh69BIvgqWRrQY8FLx4r2g9ol5JNs21oNrskWaEs/QlePCji1V/kzX9j2u5BWx8MPN6bYWZekEhhLCHfqLCxubW9U9wt7e0fHB6Vj0/aJk414y0Wy1h3A2q4FIq3rLCSdxPNaRRI3gkmt3O/88S1EbF6tNOE+xEdKREKRq2THuqEDMoVUiUL4HXi5aQCOZqD8ld/GLM04soySY3peSSxfka1FUzyWamfGp5QNqEj3nNU0YgbP1ucOsMXThniMNaulMUL9fdERiNjplHgOiNqx2bVm4v/eb3Uhjd+JlSSWq7YclGYSmxjPP8bD4XmzMqpI5Rp4W7FbEw1ZdalU3IheKsvr5N2repdVWv39UqD5HEU4QzO4RI8uIYG3EETWsBgBM/wCm9Iohf0jj6WrQWUz5zCH6DPH1b+jR4=</latexit>

4
<latexit sha1_base64="N0nnvSwe9qMYJEFtWshB4w14NRU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4Kkkt6LHgxWML9gPaUDbbSbt2swm7G6GE/gIvHhTx6k/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nY3Nre2d3cJecf/g8Oi4dHLa1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkbu53nlBpHssHM03Qj+hI8pAzaqzUrA1KZbfiLkDWiZeTMuRoDEpf/WHM0gilYYJq3fPcxPgZVYYzgbNiP9WYUDahI+xZKmmE2s8Wh87IpVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGtn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNkUbgrf68jppVyvedaXarJXrbh5HAc7hAq7Agxuowz00oAUMEJ7hFd6cR+fFeXc+lq0bTj5zBn/gfP4Aew2Mqg==</latexit>

3
<latexit sha1_base64="Qu10gDid8nYoO1PXNSdSHZX4d9I=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4Kkkr6LHgxWML9gPaUDbbSbt2swm7G6GE/gIvHhTx6k/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nY3Nre2d3cJecf/g8Oi4dHLa1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkbu53nlBpHssHM03Qj+hI8pAzaqzUrA1KZbfiLkDWiZeTMuRoDEpf/WHM0gilYYJq3fPcxPgZVYYzgbNiP9WYUDahI+xZKmmE2s8Wh87IpVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGtn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNkUbgrf68jppVyterVJtXpfrbh5HAc7hAq7Agxuowz00oAUMEJ7hFd6cR+fFeXc+lq0bTj5zBn/gfP4AeYmMqQ==</latexit>

2
<latexit sha1_base64="+2MImmxN3IqOxO5Xxm2szxVo+1g=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeCF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipWRuUK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSrlW9q2qteV2pu3kcRTiDc7gED26gDvfQgBYwQHiGV3hzHp0X5935WLYWnHzmFP7A+fwBeAWMqA==</latexit>

1
<latexit sha1_base64="npw7FqQeLv0hx3osZcAfaL4SEL0=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeCF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1Fip6Q3KFbfqLkDWiZeTCuRoDMpf/WHM0gilYYJq3fPcxPgZVYYzgbNSP9WYUDahI+xZKmmE2s8Wh87IhVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGtn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNiUbgrf68jpp16reVbXWvK7U3TyOIpzBOVyCBzdQh3toQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AdoGMpw==</latexit>

1
<latexit sha1_base64="npw7FqQeLv0hx3osZcAfaL4SEL0=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeCF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1Fip6Q3KFbfqLkDWiZeTCuRoDMpf/WHM0gilYYJq3fPcxPgZVYYzgbNSP9WYUDahI+xZKmmE2s8Wh87IhVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGtn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNiUbgrf68jpp16reVbXWvK7U3TyOIpzBOVyCBzdQh3toQAsYIDzDK7w5j86L8+58LFsLTj5zCn/gfP4AdoGMpw==</latexit>

2
<latexit sha1_base64="+2MImmxN3IqOxO5Xxm2szxVo+1g=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeCF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipWRuUK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSrlW9q2qteV2pu3kcRTiDc7gED26gDvfQgBYwQHiGV3hzHp0X5935WLYWnHzmFP7A+fwBeAWMqA==</latexit>

3
<latexit sha1_base64="Qu10gDid8nYoO1PXNSdSHZX4d9I=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4Kkkr6LHgxWML9gPaUDbbSbt2swm7G6GE/gIvHhTx6k/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nY3Nre2d3cJecf/g8Oi4dHLa1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkbu53nlBpHssHM03Qj+hI8pAzaqzUrA1KZbfiLkDWiZeTMuRoDEpf/WHM0gilYYJq3fPcxPgZVYYzgbNiP9WYUDahI+xZKmmE2s8Wh87IpVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGtn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNkUbgrf68jppVyterVJtXpfrbh5HAc7hAq7Agxuowz00oAUMEJ7hFd6cR+fFeXc+lq0bTj5zBn/gfP4AeYmMqQ==</latexit>

4
<latexit sha1_base64="N0nnvSwe9qMYJEFtWshB4w14NRU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4Kkkt6LHgxWML9gPaUDbbSbt2swm7G6GE/gIvHhTx6k/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nY3Nre2d3cJecf/g8Oi4dHLa1nGqGLZYLGLVDahGwSW2DDcCu4lCGgUCO8Hkbu53nlBpHssHM03Qj+hI8pAzaqzUrA1KZbfiLkDWiZeTMuRoDEpf/WHM0gilYYJq3fPcxPgZVYYzgbNiP9WYUDahI+xZKmmE2s8Wh87IpVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGtn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNkUbgrf68jppVyvedaXarJXrbh5HAc7hAq7Agxuowz00oAUMEJ7hFd6cR+fFeXc+lq0bTj5zBn/gfP4Aew2Mqg==</latexit>

400
<latexit sha1_base64="yDkVHlhFOviBjZW1HmjVrPI3z3o=">AAAB6nicbVBNSwMxEJ3Ur1q/qh69BIvgqWRrQY8FLx4r2g9ol5JNs21oNrskWaEs/QlePCji1V/kzX9j2u5BWx8MPN6bYWZekEhhLCHfqLCxubW9U9wt7e0fHB6Vj0/aJk414y0Wy1h3A2q4FIq3rLCSdxPNaRRI3gkmt3O/88S1EbF6tNOE+xEdKREKRq2THuqEDMoVUiUL4HXi5aQCOZqD8ld/GLM04soySY3peSSxfka1FUzyWamfGp5QNqEj3nNU0YgbP1ucOsMXThniMNaulMUL9fdERiNjplHgOiNqx2bVm4v/eb3Uhjd+JlSSWq7YclGYSmxjPP8bD4XmzMqpI5Rp4W7FbEw1ZdalU3IheKsvr5N2repdVWv39UqD5HEU4QzO4RI8uIYG3EETWsBgBM/wCm9Iohf0jj6WrQWUz5zCH6DPH1b+jR4=</latexit>

M1<latexit sha1_base64="ZQIasx6eXF9wLrpVB8qXmKV06+4=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4kJJUQY8FL16EivYD2lA220m7dLMJuxuhhP4ELx4U8eov8ua/cdvmoK0PBh7vzTAzL0gE18Z1v52V1bX1jc3CVnF7Z3dvv3Rw2NRxqhg2WCxi1Q6oRsElNgw3AtuJQhoFAlvB6Gbqt55QaR7LRzNO0I/oQPKQM2qs9HDX83qlsltxZyDLxMtJGXLUe6Wvbj9maYTSMEG17nhuYvyMKsOZwEmxm2pMKBvRAXYslTRC7WezUyfk1Cp9EsbKljRkpv6eyGik9TgKbGdEzVAvelPxP6+TmvDaz7hMUoOSzReFqSAmJtO/SZ8rZEaMLaFMcXsrYUOqKDM2naINwVt8eZk0qxXvolK9vyzXzvM4CnAMJ3AGHlxBDW6hDg1gMIBneIU3RzgvzrvzMW9dcfKZI/gD5/MHxM+NYw==</latexit>

Mk<latexit sha1_base64="Od/uyH4DQ5rA/0bfF9CROlj9nQ8=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4kJJUQY8FL16EivYD2lA220m7dLMJuxuhhP4ELx4U8eov8ua/cdvmoK0PBh7vzTAzL0gE18Z1v52V1bX1jc3CVnF7Z3dvv3Rw2NRxqhg2WCxi1Q6oRsElNgw3AtuJQhoFAlvB6Gbqt55QaR7LRzNO0I/oQPKQM2qs9HDXG/VKZbfizkCWiZeTMuSo90pf3X7M0gilYYJq3fHcxPgZVYYzgZNiN9WYUDaiA+xYKmmE2s9mp07IqVX6JIyVLWnITP09kdFI63EU2M6ImqFe9Kbif14nNeG1n3GZpAYlmy8KU0FMTKZ/kz5XyIwYW0KZ4vZWwoZUUWZsOkUbgrf48jJpViveRaV6f1munedxFOAYTuAMPLiCGtxCHRrAYADP8ApvjnBenHfnY9664uQzR/AHzucPHMaNnQ==</latexit>

Z1<latexit sha1_base64="kXuwCpei4RiFJFOXPXxuo0lqY5g=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4kJJUQY8FLx4r2g9sQ9lsN+3SzSbsToQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IJHCoOt+Oyura+sbm4Wt4vbO7t5+6eCwaeJUM95gsYx1O6CGS6F4AwVK3k40p1EgeSsY3Uz91hPXRsTqAccJ9yM6UCIUjKKV7h97Xq9UdivuDGSZeDkpQ456r/TV7ccsjbhCJqkxHc9N0M+oRsEknxS7qeEJZSM64B1LFY248bPZqRNyapU+CWNtSyGZqb8nMhoZM44C2xlRHJpFbyr+53VSDK/9TKgkRa7YfFGYSoIxmf5N+kJzhnJsCWVa2FsJG1JNGdp0ijYEb/HlZdKsVryLSvXuslw7z+MowDGcwBl4cAU1uIU6NIDBAJ7hFd4c6bw4787HvHXFyWeO4A+czx/YnY1w</latexit>

Zn<latexit sha1_base64="YVEJoFhGkhybx/NQRxYs+v0fOao=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4kJJUQY8FLx4r2g9sQ9lsJ+3SzSbsboQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IBFcG9f9dlZW19Y3Ngtbxe2d3b390sFhU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWjm6nfekKleSwfzDhBP6IDyUPOqLHS/WNP9kplt+LOQJaJl5My5Kj3Sl/dfszSCKVhgmrd8dzE+BlVhjOBk2I31ZhQNqID7FgqaYTaz2anTsipVfokjJUtachM/T2R0UjrcRTYzoiaoV70puJ/Xic14bWfcZmkBiWbLwpTQUxMpn+TPlfIjBhbQpni9lbChlRRZmw6RRuCt/jyMmlWK95FpXp3Wa6d53EU4BhO4Aw8uIIa3EIdGsBgAM/wCm+OcF6cd+dj3rri5DNH8AfO5w81II2t</latexit>

Figure 3.3: The security performance is evaluated in terms of the leakage I(M ;Zn) via the mutual
information estimator described in Section 3.4.3, whereM ≜ (Mi)i∈{1,2,...,k}, Zn ≜ (Zj)j∈{1,2,...,n}.

3.4.4 Discussion on the communication rate when multiplexing protected and unprotected

messages

Note that our approach incurs no rate loss compared to a traditional channel code. Our proposed

design of an (n, k, P ) code with power constraint P , blocklength n, and secret message length k

consists of two layers: (i) a reliability layer implemented with a (n, q, P ) channel code (e0, d0), and

(ii) a secrecy layer. As described in Section 3.4.3, the secrecy layer takes as input a sequence of q

bits, out of which k bits correspond to the secret message M and q − k bits correspond to random

bits (denoted by B in Section 3.4.3). By construction, the sequence B can be reconstructed at Bob

with an average probability of error Pe(e0, d0). However, the security constraint only holds on M

and not on B. To summarize, our code design transforms a channel code with rate q
n

into a wiretap

code able to transmit a confidential message M with rate k
n

and an unprotected message B with

rate q−k
n

. Hence, there is no loss compared to a channel code, as the overall transmission rate is q
n

.

3.4.5 Simulations and examples of code designs for n ≤ 16

We now provide examples of code designs that follow the guidelines described in Sections 3.4.2,

3.4.3, and evaluate their performance in terms of average probability of error at Bob and leakage

at Eve. The neural networks are implemented in Python 3.7 using Tensorflow 2.5.0.
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(a)

n Pe(e0, d0)

2 3.26 · 10−5

3 1.040 · 10−4

4 2.042 · 10−4

5 3.620 · 10−4

6 5.280 · 10−4

7 6.442 · 10−4

8 7.710 · 10−4

9 8.982 · 10−4

10 1.0438 · 10−3

11 1.2410 · 10−3

12 1.4864 · 10−3

13 2.0256 · 10−3

14 2.2706 · 10−3

15 2.8636 · 10−3

16 1.7192 · 10−3

Table 1:

1

(b)

Figure 3.4: Figure 3.4a shows the rate versus the blocklength n obtained with ϵ ≜ Pe(e0, d0) listed
in Figure 3.4b when SNRB = 9dB.

Autoencoder training for the design of the reliability layer (e0, d0)

We consider the channel model (3.1) with σ2
Y ≜ 10−SNRB/10 and SNRB = 9dB, where, as explained

in Section 3.4.2, without loss of generality, we choose P = 1. The autoencoder is trained for

q = n− 1 using SGD with the Adam optimizer [95] at a learning rate of 0.001 over 600 epochs of

105 random encoder input messages with a batch size of 1000. Due to the exponential growth of

the complexity with q, we changed the value of q to n − 2 when n = 16. Specifically, to evaluate

Pe(e0, d0), we first generate the input V ∈ {0, 1}q. Then, V is passed through the trained encoder

e0, which generates the codewords Xn and the channel output Y n. Finally, the trained decoder d0

forms an estimate of V from Y n.

Figure 3.4a compares the achievable rate q
n

of our reliability layer (e0, d0) with the best known

achievability and converse bounds [97, Section III.J] for channel coding. We observe that the rate

of our reliability layer outperforms the achievability bounds from [97] for blocklengths smaller

than or equal to 16 when SNRB = 9dB. Note that for each value of n, this comparison is made for

a given average probability of error Pe(e0, d0) as specified in Figure 3.4b.
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Design of the secrecy layer and leakage evaluation

The seeds selected for the simulations are given in Table 3.1. All possible seeds have been tested

for the values of n smaller than or equal to eight to minimize the leakage, and only one seed is

tested for the values of n greater than eight. The leakage is evaluated using MINE as follows. We

used a fully connected feed-forward neural network with 4 hidden layers, each having 400 neurons,

and a ReLU as activation function. The input layer has k + n neurons, and the Adam optimizer

with a learning rate of 0.001 is used for the training. The samples of the joint distribution pMZn are

produced via uniform generation of messages M ∈ {0, 1}k that are fed to the encoder e = e0 ◦φs,

whose outputXn produces the channel outputZn at Eve. The samples of the marginal distributions

are generated by dropping eitherm or zn from the joint samples (m, zn). We have trained the neural

network over 10000 epochs of 20, 000 messages with a batch size of 2500. Figure 3.5 shows the

leakage versus the blocklength n for different values of k and SNRE = −5dB. We observe that the

leakage increases as k increases for fixed n and SNRE , which is also supported by the following

inequality on the leakage. When k = 2, if we write M = (M1,M2), where M1,M2 ∈ {0, 1}, then

by the chain rule and nonnegativity of the mutual information, we have

I(M ;Zn) = I(M1;Z
n) + I(M2;Z

n|M1) ≥ I(M1;Z
n),

where I(M1;Z
n) is interpreted as the leakage of a code with secrecy rate 1

n
by considering that

M2 is a random bit part of B in (3.3).

Remark 3.1. We observe a significant improvement in the leakage for a channel code coupled with

our secrecy layer compared to the same channel code without any secrecy layer. For instance, for

the blocklength n = 8 when q = n − 1 and SNRE = −5dB, the estimated mutual information

between the input message of length q to the encoder e0 and the eavesdropper’s channel observa-

tions is Î(V ;Zn) = 1.55 bits. Therefore, for a one-bit input, the leakage is 0.2214 bits on average.

Also, for n = 8, q = n− 1, k = 1, s = 0001101, and SNRE = −5dB, the estimated mutual infor-

mation between the one-bit confidential message and the eavesdropper’s channel observations is
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Figure 3.5: Leakage Î(M ;Zn) versus blocklength. When n ∈ {2, 3, 4 . . . , 15}, q = n − 1, and
when n = 16, q = n− 2.

Î(M ;Zn) = 0.022 bits. Hence, in this example, without our secrecy layer, a leakage as low as 22

percent is obtained per information bit on average, while with our secrecy layer, a leakage as low

as 2.2 percent is obtained per information bit.

Average probability of error analysis

To evaluate Pe(e, d), the trained encoder e0 encodes the messageM ∈ {0, 1}k as e0(φs(M,B)), as

described in Section 3.4.3, where B ∈ {0, 1}q−k is a sequence of q− k bits generated uniformly at

random. The trained decoder d0 forms M̂ ≜ ψs(d0(Y
n)), as described in Section 3.4.3. Figure 3.6

shows Pe(e, d) versus the blocklength n. Note that we only plotted Pe(e, d) when k = 1 and k = 2

as an example, as one will always have Pe(e, d) ≤ Pe(e0, d0) for any value of k by construction.

From Figure 3.6, we also observe that, for fixed n, q, and SNRB = 9dB, the probability of error

decreases as k decreases, which is also supported by the following inequality

P[(M̂1, M̂2) ̸= (M1,M2)] ≥ P[M̂1 ̸=M1],

where we have used the union bound and P[M̂1 ̸= M1] is interpreted as the probability of error of

a code with secrecy rate 1
n

by considering that M2 is a random bit part of B in (3.3).
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Table 3.1: Selected seeds for the security layer.

n seed s seed s
(k = 1) (k = 2)

2 1 -
3 11 11
4 010 010
5 1100 1100
6 00010 00011
7 001001 001001
8 0001101 0001101
9 10000000 10000000
10 100000000 100000000
11 1000000000 1000000000
12 10000000000 10000000000
13 100000000000 100000000000
14 1000000000000 1000000000000
15 10000000000000 10000000000000
16 10000000000000 10000000000000

Discussion

From Figures 3.5 and 3.6, we, for instance, see that for SNRB = 9dB and SNRE = −5dB, we have

designed codes that show that the secrecy rate 1
10

is (ϵ = 5.330 · 10−4, δ = 9.80 · 10−3)-achievable

with blocklength n = 10, and the secrecy rate 2
13

is (ϵ = 1.5194 · 10−3, δ = 8.40 · 10−3)-achievable

with blocklength n = 13.

Figure 3.7a compares the achievable secrecy rate k
n

of our code design (e, d) with the best

known achievability [63, Theorem 7] and converse bounds [63, Theorem 12] for the Gaussian

wiretap channel, which are reviewed in the Appendix F for convenience. We observe that the rate

of our code outperforms the best known achievability bounds for blocklengths smaller than or equal

to 16 when k = 1, SNRB = 9dB, and SNRE = −5dB. Note that the best known upper bounds

from [63] may not be optimal for small blocklengths, and improving them is an open problem.

Note also that for each value of n, the comparison is made for a given average probability of error

Pe(e, d) and leakage Î(M ;Zn) as specified in Figure 3.7b.

In Figure 3.8, we also plotted ϵ ≜ Pe(e, d) versus δ ≜ Î(M ;Zn) obtained from Figure 3.7b.
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Figure 3.6: Average probability of error versus blocklength. When n ∈ {2, 3, 4 . . . , 15}, q = n−1,
and when n = 16, q = n− 2. During the training, the signal-to-noise ratio is SNRB = 9dB.

3.4.6 Simulations and examples of code designs for n ≤ 128

We consider the channel model (3.1) with σ2
Y ≜ 10−SNRB/10 and SNRB = 0dB. For the design

of the reliability layer (e0, d0), the autoencoder is trained for (n, q) = (32, 8), (n, q) = (64, 8),

(n, q) = (96, 12), and (n, q) = (128, 12) at a learning rate of 0.0001 over 600 epochs of 4 × 105

random encoder input messages with a batch size of 5000. Then, 50 × 106 random messages

are used to evaluate the average probability of errors Pe(e0, d0) and Pe(e, d) as described in Sec-

tions 3.4.5 and 3.4.5. Figure 3.9 shows Pe(e, d) versus the blocklength n. As expected, we observe

that, for fixed k and q, the probability of error decreases as n increases.

The secrecy layer is implemented similarly to Section 3.4.3 with k = 1, and we compute the

leakage I(M ;Zn) as in Section 3.4.5. We consider the model in (3.2) with σ2
Z ≜ 10−SNRE/10

and SNRE = −15dB. Additionally, in our simulations, for blocklengths n = 32 and n = 64, the

seed is chosen as s = 00000001, and for blocklengths n = 96 and n = 128, the seed is chosen

as s = 000010000000. Figure 3.10 shows Î(M ;Zn) versus the blocklength n. As expected, we

observe that, for fixed k and q, the leakage increases as n increases. Finally, we observe in Figure

3.11a that the rate of our code outperforms the best known achievability bounds [63, Theorem 7]

for blocklengths smaller than or equal to 128 when k = 1, SNRB = 0dB, and SNRE = −15dB.
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[97, Eq. (218)], [63, Th. 12]

[63, Th. 7]

(a)

n Pe(e, d) Î(M ; Zn)
(k = 1) (k = 1)

2 3.26 · 10−5 3.5300 · 10−1

3 7.06 · 10−5 2.3100 · 10−1

4 1.370 · 10−4 8.800 · 10−2

5 2.252 · 10−4 6.440 · 10−2

6 2.654 · 10−4 4.870 · 10−2

7 3.208 · 10−4 2.930 · 10−2

8 4.000 · 10−4 2.200 · 10−2

9 4.542 · 10−4 1.710 · 10−2

10 5.330 · 10−4 9.80 · 10−3

11 6.104 · 10−4 8.40 · 10−3

12 7.510 · 10−4 4.30 · 10−3

13 1.0014 · 10−3 2.60 · 10−3

14 1.1376 · 10−3 1.16 · 10−3

15 1.4368 · 10−3 9.0 · 10−4

16 8.426 · 10−4 1.05 · 10−3

Table 1:

1

(b)

Figure 3.7: Figure 3.7a shows the secrecy rate versus the blocklength n obtained from ϵ ≜ Pe(e, d)

and δ ≜ Î(M ;Zn) listed in Figure 3.7b when SNRB = 9dB and SNRE = −5dB. The converse
bound is obtained as the minimum between [97, Eq. (218)] and [63, Th. 12].

3.5 Compound and arbitrarily varying wiretap channel models

We first motivate the compound and arbitrarily varying wiretap channel models in Section 3.5.1.

We then formally describe these two models in Section 3.5.2. We present our coding scheme design

in Section 3.5.3. Finally, we evaluate the performances of our code design through simulations

for the compound and arbitrarily varying Gaussian wiretap channels in Sections 3.5.4 and 3.5.5,

respectively.

3.5.1 Background

In the setting of Section 3.3, the channel statistics are assumed to be perfectly known to Alice and

Bob and fixed during the entire transmission. However, in practice, the channel statistics may not

be perfectly known due to the nature of the wireless channel and inaccuracy in estimating channel

statistics. Further, in some scenarios, eavesdroppers could be active and influence their own chan-

nel statistics by changing their location, or the statistics of Bob’s channel through jamming. To
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Figure 3.8: ϵ ≜ Pe(e, d) versus δ ≜ Î(M ;Zn) obtained from Figure 3.7b. When n ∈
{2, 3, 4 . . . , 15}, q = n− 1, and the secrecy rate is 1

n
.

model such scenarios, two types of models have been introduced: compound wiretap channels and

arbitrarily varying wiretap channels. For compound models, e.g., [9,73,98,99], the channel statis-

tics are fixed for all channel uses. Whereas for arbitrarily varying models, e.g., [74, 75, 98–101],

the channel statistics may change in an unknown and arbitrary manner from channel use to channel

use. Constructive coding schemes have also been proposed in [11, 61] for discrete compound and

arbitrarily varying wiretap channels. While all the works above consider the asymptotic regime, in

this section, we design short blocklength codes for the compound and arbitrarily varying wiretap

channel models.

3.5.2 Models

For X = Y = Z = R, a compound or arbitrarily varying memoryless Gaussian wiretap channel
(
X , (pYiZj |X)i∈I,j∈J ,Y × Z

)
is defined for i ∈ I, j ∈ J , by

Yi ≜ X +NYi
, Zj ≜ X +NZj

,
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Figure 3.9: Average probability of error versus blocklength. When n ∈ {32, 64}, q = 8, and when
n ∈ {96, 128}, q = 12.
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Figure 3.10: Leakage Î(M ;Zn) versus blocklength. When n ∈ {32, 64}, q = 8, and when
n ∈ {96, 128}, q = 12.
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[63, Eq. (116)]

[63, Th. 7]

(a)

n Pe(e, d) Î(M ; Zn)
(k = 1) (k = 1)

32 5.430199 · 10−3 5.10 · 10−3

64 1.4549 · 10−5 1.244 · 10−2

96 2.999 · 10−6 1.18 · 10−3

128 1.59 · 10−7 1.88 · 10−3

Table 1:

1

(b)

Figure 3.11: Figure 3.11a shows the secrecy rate versus the blocklength n obtained from ϵ ≜
Pe(e, d) and δ ≜ Î(M ;Zn) listed in Figure 3.11b when SNRB = 0dB and SNRE = −15dB.

where NYi
and NZj

are zero mean Gaussian random variables with variances σ2
Yi

and σ2
Zj

, respec-

tively.

For the compound wiretap channel model, the channel statistics are constant throughout the

transmission and are known to belong to given uncertainty sets I, J . The confidential message M

is encoded into a transmitted sequence Xn, and Y n
i and Zn

j represent the corresponding received

sequence at the legitimate receiver and eavesdropper, respectively, for some i ∈ I and j ∈ J .

Definition 3.4. A secrecy rate k
n

is (ϵ, δ)-achievable with power constraint P for the compound

wiretap channel if there exists a (n, k, P ) code such that

max
i∈I

Pi
e(e, d) ≤ ϵ, (3.4)

max
j∈J

I(M ;Zn
j ) ≤ δ, (3.5)

where Pi
e(e, d) ≜

1
2k

∑2k

m=1 P[d(Y n
i ) ̸= m|m is sent].

In contrast to the compound wiretap channel, the channel statistics in arbitrarily varying wire-

tap channel models may vary in an unknown and arbitrary manner from channel use to channel use.

Specifically, for the arbitrarily varying wiretap channel model, let Y n
i and Zn

j represent the cor-
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responding received sequence at the legitimate receiver and eavesdropper, respectively, for some

i ∈ In and j ∈ J n.

Definition 3.5. A secrecy rate k
n

is (ϵ, δ)-achievable with power constraint P for the arbitrarily

varying wiretap channel if there exists a (n, k, P ) code such that

max
i∈In

Pi
e(e, d) ≤ ϵ,

max
j∈J n

I(M ;Zn
j ) ≤ δ,

where Pi
e(e, d) ≜

1
2k

∑2k

m=1 P[d(Y n
i ) ̸= m|m is sent].

3.5.3 Coding scheme design

For the compound and the arbitrarily varying wiretap channels, the design of (e0, d0) for the re-

liability layer and (φs, ψs) for the secrecy layer is similar to Sections 3.4.2 and 3.4.3, respec-

tively. Specifically, we train the encoder/decoder pair for Bob’s channel with noise variance

σ2
Yi∗

≜ maxi∈I σ
2
Yi

, where σ2
Yi

≜ 10−SNRB(i)/10, i ∈ I. In other words, the reliability layer is

designed for the worse, in terms of signal-to-noise ratio, Bob’s channel. Note also that, during the

training phase, the noise variance is fixed for all the channel uses. Then, we optimize the seed

s by minimizing the leakage for Eve’s channel with noise variance σ2
Zj∗

≜ minj∈J σ
2
Zj

, where

σ2
Zj

≜ 10−SNRE(j)/10, j ∈ J . In other words, the secrecy layer is designed for the best, in terms

of signal-to-noise ratio, Eve’s channel. This optimized seed s is then used by the encoder/decoder

pair (e, d) = (e0 ◦ φs, ψs ◦ d0), from which we evaluate (Pi
e(e, d), I(M ;Zn

j )), i ∈ I, j ∈ J , and

(Pi
e(e, d), I(M ;Zn

j )), i ∈ In, j ∈ J n in Sections 3.5.4, 3.5.5.

3.5.4 Simulations and examples of code designs for the compound wiretap channel

Average probability of error analysis

In our simulations, we consider I = {1, 2} and SNRB(i) ∈ {9, 10}dB, i ∈ I. We evaluate

the average probability of error Pi
e(e, d) for i ∈ I as follows. The autoencoder is trained at
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SNRB(i
∗) = 9dB, where i∗ = 1. The message M ∈ {0, 1}k generated uniformly at random

is passed through the trained encoder e0, which generates the codewords Xn and the channel

output Y n
i ≜ Xn + Nn

Yi
, i ∈ I, where NYi

∼ N (0, σ2
Yi
). Then, the trained decoder d0 forms an

estimate M̂i, i ∈ I. Here, σ2
Yi

is fixed for the entire duration of the transmission. We use 5 × 106

random messages to evaluate the average probability of error. Figure 3.12 shows the average

probability of error Pi
e(e, d) when k = 1 for SNRB(i

∗ = 1) = 9dB and SNRB(i = 2) = 10dB.

We observe from Figure 3.12 that it is sufficient to design our code for the worst signal-to-noise

ratio for Bob, i.e., SNRB(i
∗) = 9dB. In particular, we observe that, irrespective of what the actual

channel is, Bob is able to decode the message with a probability of error smaller than or equal to

Pi∗=1
e (e, d).
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Figure 3.12: Average probability of error versus blocklength n.

Leakage evaluation

For the simulations, we consider J = {1, 2, 3} and SNRE(j) ∈ {−8,−6.5,−5}dB, j ∈ J .

We compute the leakage I(M ;Zn
j ) for j ∈ J as in Section 3.4.5. The message M ∈ {0, 1}k is

passed through the trained encoder e0, which generates the codewords Xn, and the channel output

at Eve is Zn
j ≜ Xn + Nn

Zj
, j ∈ J , where NZj

∼ N (0, σ2
Zj
). The noise variance σ2

Zj
is fixed

for the entire duration of the transmission. Figure 3.13 shows the estimated leakage Î(M ;Zn
j ),
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Figure 3.13: Leakage Î(M ;Zn
j ) versus blocklength n.

at SNRE(j = 1) = −8dB, SNRE(j = 2) = −6.5dB, and SNRE(j
∗ = 3) = −5dB. From

Figure 3.13, we observe that it is sufficient to design our code for the best signal-to-noise ratio,

i.e., SNRE(j
∗) = −5dB. In particular, we see that, irrespective of what the actual eavesdropper’s

channel is, we always achieve a leakage smaller than or equal to Î(M ;Zn
j∗), which is also supported

by the following inequality on the leakage. For j ∈ J and j∗ ∈ argminj∈J σ
2
Zj

, we have

I(M ;Zn
j ) ≤ I(M ;Zn

j Z
n
j∗)

= I(M ;Zn
j∗) + I(M ;Zn

j |Zn
j∗)

= I(M ;Zn
j∗),

where the first inequality holds by the chain rule and nonnegativity of the mutual information, the

first equality holds by the chain rule, and the last equality holds because, without loss of generality,

one can redefine Zj such that Zj = Zj∗ +N , where N ∼ N (0, σ2
Zj

− σ2
Zj∗

), since the distributions

pZj |X and pZj∗ |X are preserved and the constraints (3.4) and (3.5) of the problem do not depend on

the joint distributions pZjZj∗ .

As an example, from Figures 3.12 and 3.13, we see that for SNRB(i) ∈ {9, 10}dB, i ∈ I, and

SNRE(j) ∈ {−8,−6.5,−5}dB, j ∈ J , we have designed codes that show that the secrecy rate 1
8
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is (ϵ = 4.0 · 10−4, δ = 2.2 · 10−2)-achievable with blocklength n = 8.
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Figure 3.14: Average probability of error versus blocklength n when k = 1 and training
SNRB(i

∗) = 9dB.

3.5.5 Simulations and examples of code designs for the arbitrarily varying wiretap channel

Average probability of error analysis

For the arbitrarily varying channel, we evaluate the probability of error Pi
e(e, d), i ∈ In, for k = 1

in Figure 3.14 as follows. We consider I = {1, 2, 3, . . . , 31} and SNRB(i) ∈ {9, 9.1, 9.2, . . . , 12},

i ∈ I. The autoencoder is trained at SNRB(i
∗ = 1) = 9dB, where the noise variance is fixed for

the entire duration of the transmission. The message M ∈ {0, 1}k generated uniformly at random

is passed through the trained encoder e0, which generates the codewords Xn and the channel

output at Bob Y n
i ≜ Xn + NY n

i
, i ∈ In. Then, the trained decoder d0 forms an estimate M̂i,

i ∈ In. Here, NY n
i

is a length n vector whose variance of each component is picked uniformly at

random from the known uncertainty set {10−12dB/10, 10−11.9dB/10, 10−11.8dB/10, . . . , 10−9dB/10}. For

our simulations, the variance of the noise vector NY n
i

is fixed for every 50, 000 codewords. The

autoencoder is tested with 5 × 106 random messages for n > 10 and with 107 random messages

for n ≤ 10. Figure 3.14 shows that even though there is a mismatch between the training signal-

to-noise ratio of the encoder/decoder pair and the actual channel, Bob is still able to decode the
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message with a probability of error smaller than or equal to Pi∗
e (e, d), where i∗ is a vector made of

n repetitions of i∗.
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Figure 3.15: Example of leakage Î(M ;Zn
j ) versus epochs when k = 1, n = 8, q = n − 1,

s = 001101, and j ∈ {1, 2, 3, . . . , 301}. The grey curve represents the estimated leakage by
a mutual information neural estimator and the yellow curve represents the 100-sample moving
average of the estimated leakage. The red and blue curves represent the estimated leakage for
SNRE(j

∗ = 301) and SNRE(j = 1), respectively, after convergence.

Leakage evaluation

For the arbitrarily varying channel, we evaluate the leakage I(M ;Zn
j ), for j ∈ J n, as in Sec-

tion 3.4.5. The channel output at Eve is Zn
j ≜ Xn + NZn

j
, j ∈ J n. In Figure 3.15, we consider

J = {1, 2, 3, . . . , 301} and SNRE(j) ∈ {−8,−7.99,−7.98, . . . ,−5}dB, j ∈ J . Figure 3.15

shows the estimated mutual information Î(M ;Zn
j ) when k = 1 and n = 8, where the variance

of the noise vector NZn
j

is fixed for 20, 000 codewords per epoch. Here, NZn
j

is a length n vec-

tor whose variance of each component is picked uniformly at random from the known uncertainty

set {105dB/10, 105.01dB/10, 105.02dB/10, . . . , 108dB/10}. We can see from Figure 3.15 that it is sufficient

to design our code for the best signal-to-noise ratio, i.e., SNRE(j
∗ = 301) = −5dB. In particular,

we observe that, regardless of what the actual channel is, we always achieve a leakage smaller than

or equal to Î(M ;Zn
j∗), where j∗ is a vector made of n repetitions of j∗, which is also supported by

the following inequality on the leakage.
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For any j ∈ J n, we have I(M ;Zn
j ) ≤ I(M ;Zn

j∗), because, similar to the compound setting,

without loss of generality, one can redefine Zn
j such that M − Zn

j − Zn
j∗ forms a Markov chain.
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Figure 3.16: Example of leakage Î(M ;Zn
j ) versus epochs when q = n − 1 and SNRE(j) ∈

{−8,−5}, j ∈ {1, 2}. The yellow curve represents the 100-sample moving average of the esti-
mated leakage.

Figure 3.16 shows the estimated mutual information Î(M ;Zn
j ) for k = 1 and n = 8, when

SNRE ∈ {−8,−5}dB. Here, each component of the noise vector NZn
j

has fixed variance, which

alternatively takes the values 105dB/10 and 108dB/10, for every 5000 epochs with 20, 000 codewords

per epoch. In other words, each component of the noise vector has variance 105dB/10 for the first

5000 epochs, then 108dB/10 for the next 5000 epochs, and so on. Again, we observe that it is suffi-

cient to consider the worst case for the code design, since the leakage is always upper bounded by

the leakage obtained for the best eavesdropper’s signal-to-noise ratio, i.e., when SNRE = −5dB.

3.6 Concluding Remarks

We designed short blocklength codes for the Gaussian wiretap channel under an information-

theoretic secrecy metric. Our approach consisted in decoupling the reliability and secrecy con-

straints to offer a simple and modular code design, and to precisely control how small the leakage

is. Specifically, we handled the reliability constraint via an autoencoder and the secrecy constraint

via hash functions. We evaluated the performance of our code design through simulations in terms
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of probability of error at the legitimate receiver and leakage at the eavesdropper for blocklengths

smaller than or equal to 128. Our results provide examples of code designs that outperform the best

known achievable secrecy rates obtained non-constructively for the Gaussian wiretap channel. We

highlight that our code design method can be applied to any channels since it does not require the

knowledge of the channel model but only the knowledge of input and output channel samples. We

also showed that our code design is applicable to settings where uncertainty holds on the channel

statistics, e.g., compound wiretap channels, and arbitrarily varying wiretap channels.

55



CHAPTER 4

SECRET SHARING OVER A GAUSSIAN BROADCAST CHANNEL: OPTIMAL

CODING SCHEME DESIGN AND DEEP LEARNING APPROACH AT SHORT

BLOCKLENGTH

4.1 Introduction

[5] and [6] pioneered the secret sharing model where a dealer distributes a secret among a set of

participants with the requirement that only pre-defined sets of participants can recover the secret,

while any other sets of colluding participants cannot learn any information about the secret. In

such traditional secret sharing models (we refer to [23] for an excellent literature review of the

subject), it is assumed that the dealer and each participant can communicate over an individual

and perfectly secure channel at no cost. Subsequently, with the goal to avoid this assumption,

secret sharing schemes from noisy resources have been studied for channel models [8] and source

models [2, 10, 11], where no secure communication links are available between the dealer and

the participants. Another feature of secret sharing from noisy resources is that, unlike traditional

secret sharing schemes, the creation and distribution phases of the protocol are no longer restricted

to being independently designed but can now be jointly designed.

4.1.1 Overview of the model studied in this chapter

We consider the secret sharing model of [8] where noisy resources, in the form of a Gaussian

channel, are available between the dealer and participants. Specifically, the dealer can communi-

cate with the participants over a Gaussian broadcast channel where each participant observes scalar
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Gaussian channel outputs. The dealer transmits a secret message by encoding it into a codeword,

which is then sent over n uses of the channel and yields the channel output observations at the

participants. In this setting, a reliability constraint ensures that any subset of participants with size

t can recover the secret from their vector of t channel outputs, and a security constraint ensures

that any subset of participants with size z < t cannot learn any information about the secret from

their vector of z channel outputs. These two constraints define a threshold access structure similar

to traditional secret sharing models as in [5, 6, 102, 103].

4.1.2 Contributions

The secret sharing capacity has been established in [8] with a random coding argument that jointly

considers the reliability and secrecy constraints. We consider a coding scheme that relies on two

coding layers, namely, a reliability layer and a secrecy layer, to achieve the secret sharing capacity.

Specifically, the secrecy layer can be implemented with hash functions, and the reliability layer

can be implemented with a channel code for a compound channel without any security constraint.

The main insights and benefits of our approach are (a) a modular design that allows a simplified

code design, for instance, if only one of the two layers need to be (re)designed, (b) a code design

that offers a universal way of dealing with the secrecy constraint through the use of hash functions,

which is particularly useful to handle an access structure and, in particular, to ensure security

against multiple subsets of colluding users that are associated with different channel statistics, (c)

guidelines for a practical code design at finite blocklength as discussed next in Section 4.1.2.

Coding scheme design at finite blocklength

Following the two-layer coding approach described above, we design secret sharing schemes at

finite blocklength. Specifically, we use a neural network-based autoencoder to design the reliability

layer, and hash functions to design the security layer.

To evaluate the performance of our constructed code, we empirically evaluate the probability of

error and estimate the information leakage for blocklengths n at most 20. Specifically, information
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leakage is defined as the mutual information between the secret and the channel output observations

for unauthorized sets of users. Note that, even for small values of n, this information leakage

estimation is challenging with standard techniques such as binning of the probability space [68],

k-nearest neighbor statistics [69], or maximum likelihood estimation [70], we thus evaluate the

information leakage by using the mutual information neural estimator (MINE) from [71]. Our

simulation results demonstrate a precise control of the probability of error and leakage thanks to

the two separate coding layers.

4.1.3 Related works

Related works on compound wiretap channels

a) Theoretical and non-constructive results: The compound wiretap channel [9, 73] is a gen-

eralization of Wyner’s wiretap channel [19] to the case of multiple unknown channel states,

where secure and reliable communication needs to be guaranteed regardless of the channel

state. The connection between compound wiretap channels and secret sharing over noisy

channels has been established in [8] by remarking that, similar to compound settings, an ac-

cess structure for secret sharing yields multiple security constraints and multiple reliability

constraints that must be ensured simultaneously.

b) Results on code constructions: Explicit compound wiretap codes have been proposed for

discrete memoryless channels for the asymptotic blocklength regime in [61]. Finite-length

code constructions for scalar Gaussian compound channels have been studied in [4]. In

contrast, in this chapter, our contributions (see Section 4.1.2) is to not only design finite-

length compound wiretap codes but to also consider vector Gaussian channel observations,

which is needed in the context of the secret sharing problem we consider.
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Related works on wiretap channels

While several wiretap code designs have been proposed for various channel models under non-

information-theoretic security metrics, e.g., [76–81, 89, 104], we focus our discussion on works

that, similar to our work, consider an information-theoretic security metric.

a) Results for the asymptotic blocklength regime: A coding strategy that separately handles the

reliability and secrecy constraints with two separate coding layers has previously been used

for the discrete wiretap channels in [53], [54], and the Gaussian wiretap channel in [55]. The

above references consider the asymptotic blocklength regime.

Our contribution is to not only generalize the result in [55] to a compound setting but also to

generalize it to vector, rather than scalar, Gaussian channel outputs.

Note that other coding schemes based on LDPC codes [46–48], polar codes [49–52], or

random lattice codes [56] have been proposed for degraded or symmetric wiretap channel

models, and constructive [57–59] and random [60] polar coding schemes have been proposed

to achieve the secrecy capacity of non-degraded discrete wiretap channels. Coding schemes

that combine polar codes and invertible extractors have also been proposed to avoid the

need for a pre-shared secret under strong secrecy [11, 61]. However, only [61] considers a

compound setting (for discrete memoryless wiretap channels), and none of the references

above consider compound Gaussian wiretap channels, as it is needed for the secret sharing

model we consider.

b) Code construction in the non-asymptotic regime: Punctured systematic irregular LDPC

codes have been proposed for the binary phase-shift-keyed-constrained Gaussian wiretap

channel in [82], and LDPC codes for the Gaussian wiretap channel have also been devel-

oped in [83]. Randomized Reed-Muller codes have been proposed for the Gaussian wiretap

channel in [84]. Coding scheme designs based on feed-forward neural network autoencoders

have also been proposed in [94], where the security and reliability constraints are handled

jointly, and in [4], where the security and reliability constraints are handled separately. As
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discussed in Section 4.1.2, one of our contributions is to design a short blocklength cod-

ing scheme that, unlike the above references, handles (a) multiple reliability constraints and

multiple security constraints simultaneously, i.e., a compound model, and (b) vector Gaus-

sian channel outputs.

The chapter is organized as follows. The problem statement is provided in Section 4.2. The

main results are provided in Section 4.3. In Section 4.5, a finite blocklength implementation of

the coding scheme is proposed using a deep learning approach. Finally, Section 4.6 provides

concluding remarks.

4.2 Problem statement

Notation: For a, b ∈ R, define [a] ≜ [1, ⌈a⌉] ∩ N, Ja, bK ≜ [⌊a⌋, ⌈b⌉] ∩ N. The components of a

vector Xn of length n ∈ N are denoted with subscripts, i.e., Xn ≜ (X1, X2, . . . , Xn). ∥.∥ denotes

the Euclidean norm and ∥.∥1 denotes the L1 norm.

Consider a dealer and J participants index in J ≜ [J ]. We assume that the dealer can commu-

nicate with the participants over a Gaussian broadcast channel defined as

Y n
j ≜ Xn +Nn

j , ∀j ∈ J , (4.1)

where Xn is the signal transmitted by the dealer with the power constraint

1

n

n∑

i=1

X 2
i ≤ P, (4.2)

Y n
j is the channel observation at Participant j ∈ J , and Nn

j is a random vector of length n with

components independent and identically distributed according to a zero-mean Gaussian random

variable with variance σ2
j . The noise vectors Nn

j , j ∈ J , are assumed independent.

For t ∈ [J ], the set of authorized sets of users is defined as

At ≜ {A ⊆ J : |A| ≥ t},
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and, for z ∈ [t− 1], the set of unauthorized sets of users is defined as

Uz ≜ {U ⊆ J : |U| ≤ z}.

The parameters t and z are chosen by the system designer. In the following, for any U ∈ Uz and

A ∈ At, we use the notation Y n
U ≜ (Y n

j )j∈U , Nn
U ≜ (Nn

j )j∈U , Y n
A ≜ (Y n

j )j∈A, and Nn
A ≜ (Nn

j )j∈A

such that

Y n
A ≜1tX

n +Nn
A, A ∈ At, (4.3)

Y n
U ≜1zX

n +Nn
U , U ∈ Uz, (4.4)

where 1t and 1z are all-ones column vectors of size t and z, respectively, and the covariance

matrices of NA and NU are ΣA ≜ diag((σ2
j )j∈A) and ΣU ≜ diag((σ2

j )j∈U), respectively.

Definition 4.1. A (2nRs , t, z, n) secret sharing strategy consists of

• A secret S uniformly distributed over S ≜ [2nRs ];

• An encoding function f : S → Rn;

• A decoding function gA : Rnt → S for each qualified set A ∈ At;

and operates as follows:

1. The dealer encodes the secret S ∈ S as Xn;

2. The dealer sends Xn over the channel and Participant j ∈ J observes Y n
j ;

3. Any subset of participants A ∈ At can form an estimate of S as Ŝ(A) ≜ gA(Y
n
A ).

Definition 4.2. A secret sharing rate Rs is said to be ϵ-reliable and δ-secure if there exists a

sequence of (2nRs , t, z, n) secret sharing strategies such that

max
A∈At

P[Ŝ(A) ̸= S] ≤ ϵ, (Reliability) (4.5)
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max
U∈Uz

I(S;Y n
U ) ≤ δ. (Security) (4.6)

(4.5) means that any subset of at least t participants is able to recover the secret, and (4.6) means

that any subset of at most z participants cannot learn any information about the secret.

3
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<latexit sha1_base64="Wlj1W9MwB2Z5CNmk2NDQA3MVFoo=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHhRHbRRI8kXjxClEcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfj27nffkKleSwfzCRBP6JDyUPOqLFS475fLLkVdwGyTryMlCBDvV/86g1ilkYoDRNU667nJsafUmU4Ezgr9FKNCWVjOsSupZJGqP3p4tAZubDKgISxsiUNWai/J6Y00noSBbYzomakV725+J/XTU1440+5TFKDki0XhakgJibzr8mAK2RGTCyhTHF7K2EjqigzNpuCDcFbfXmdtKoV77JSbVyVauUsjjycwTmUwYNrqMEd1KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AKehjME=</latexit>

Dealer
<latexit sha1_base64="yRicQhiXZTgKDPiAGwXPpOwhqR0=">AAAB7XicbVA9SwNBEJ2LXzF+RS1tFoOQKtzFQsuAFpYRzAckR9jbzCVr9vaO3T0hHPkPNhaK2Pp/7Pw3bpIrNPHBwOO9GWbmBYng2rjut1PY2Nza3inulvb2Dw6PyscnbR2nimGLxSJW3YBqFFxiy3AjsJsopFEgsBNMbuZ+5wmV5rF8MNME/YiOJA85o8ZK7VukAtWgXHFr7gJknXg5qUCO5qD81R/GLI1QGiao1j3PTYyfUWU4Ezgr9VONCWUTOsKepZJGqP1sce2MXFhlSMJY2ZKGLNTfExmNtJ5Gge2MqBnrVW8u/uf1UhNe+xmXSWpQsuWiMBXExGT+OhlyhcyIqSWUKW5vJWxMFWXGBlSyIXirL6+Tdr3mXdbq9/VKo5rHUYQzOIcqeHAFDbiDJrSAwSM8wyu8ObHz4rw7H8vWgpPPnMIfOJ8/Y/WO6w==</latexit>

Participants
<latexit sha1_base64="p4lfGOf8e2BzCNYIFvCZwaCAx7Y=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBahp5LUgx4LXjxWsB/QhrLZbtqlm03YnQgl9G948aCIV/+MN/+N2zQHbX0w8HhvZnfmBYkUBl332yltbe/s7pX3KweHR8cn1dOzrolTzXiHxTLW/YAaLoXiHRQoeT/RnEaB5L1gdrf0e09cGxGrR5wn3I/oRIlQMIpWGrapRsFEQhWaUbXmNtwcZJN4BalBgfao+jUcxyyNuEImqTEDz03Qz/InJV9UhqnhCWUzOuEDSxWNuPGzfOcFubLKmISxtqWQ5OrviYxGxsyjwHZGFKdm3VuK/3mDFMNbPxMqSZErtvooTCXBmCwDIGOhOUM5t4QyLeyuhE2ppgxtTBUbgrd+8ibpNhvedaP50Ky16kUcZbiAS6iDBzfQgntoQwcYJPAMr/DmpM6L8+58rFpLTjFzDn/gfP4AWQuRzA==</latexit>

Ŝ({2, 3}) ' S
<latexit sha1_base64="Ilmu1KGmQ+VH1tV9pr2AhErTZvE=">AAACBHicbVDLSgMxFM3UV62vUZfdBItQQcpMK+iy4MZlpfYBnaFk0rQNTTJjkhHKMAs3/oobF4q49SPc+Tem7Sy09cCFwzn3cu89QcSo0o7zbeXW1jc2t/LbhZ3dvf0D+/CorcJYYtLCIQtlN0CKMCpIS1PNSDeSBPGAkU4wuZ75nQciFQ3FnZ5GxOdoJOiQYqSN1LeL3hjppJmWEy+pnsOal6ZnnqKc3MNm3y45FWcOuErcjJRAhkbf/vIGIY45ERozpFTPdSLtJ0hqihlJC16sSITwBI1Iz1CBOFF+Mn8ihadGGcBhKE0JDefq74kEcaWmPDCdHOmxWvZm4n9eL9bDKz+hIoo1EXixaBgzqEM4SwQOqCRYs6khCEtqboV4jCTC2uRWMCG4yy+vkna14tYq1duLUr2cxZEHRXACysAFl6AObkADtAAGj+AZvII368l6sd6tj0VrzspmjsEfWJ8/RFWXHw==</latexit>

Ŝ({1, 2, 3}) ' S
<latexit sha1_base64="zzqeVoxfHomYZb5cAoCWOVA2hys=">AAACB3icbVDLSgMxFM34rPU16lKQYBEqlDLTCrosuHFZqX1AZyiZNG1Dk8yYZIQyzM6Nv+LGhSJu/QV3/o1pOwttPXDhcM693HtPEDGqtON8Wyura+sbm7mt/PbO7t6+fXDYUmEsMWnikIWyEyBFGBWkqalmpBNJgnjASDsYX0/99gORiobiTk8i4nM0FHRAMdJG6tkn3gjppJEWEy9xS7BSglUvTc89RTm5h42eXXDKzgxwmbgZKYAM9Z795fVDHHMiNGZIqa7rRNpPkNQUM5LmvViRCOExGpKuoQJxovxk9kcKz4zSh4NQmhIaztTfEwniSk14YDo50iO16E3F/7xurAdXfkJFFGsi8HzRIGZQh3AaCuxTSbBmE0MQltTcCvEISYS1iS5vQnAXX14mrUrZrZYrtxeFWjGLIweOwSkoAhdcghq4AXXQBBg8gmfwCt6sJ+vFerc+5q0rVjZzBP7A+vwBhvuXug==</latexit>

Ŝ({1, 2}) ' S
<latexit sha1_base64="iS1/Rkz8DEJbgl6j+M7uuJNHCsA=">AAACBHicbVDLSsNAFJ34rPUVddnNYBEqSEmqoMuCG5eV2gc0oUymk3bozCTOTIQSsnDjr7hxoYhbP8Kdf+O0zUJbD1w4nHMv994TxIwq7Tjf1srq2vrGZmGruL2zu7dvHxy2VZRITFo4YpHsBkgRRgVpaaoZ6caSIB4w0gnG11O/80CkopG405OY+BwNBQ0pRtpIfbvkjZBOm1kl9VL3DNa8LDv1FOXkHjb7dtmpOjPAZeLmpAxyNPr2lzeIcMKJ0JghpXquE2s/RVJTzEhW9BJFYoTHaEh6hgrEifLT2RMZPDHKAIaRNCU0nKm/J1LElZrwwHRypEdq0ZuK/3m9RIdXfkpFnGgi8HxRmDCoIzhNBA6oJFiziSEIS2puhXiEJMLa5FY0IbiLLy+Tdq3qnldrtxfleiWPowBK4BhUgAsuQR3cgAZoAQwewTN4BW/Wk/VivVsf89YVK585An9gff4AQTKXHQ==</latexit>

(b) Reconstruction phase
<latexit sha1_base64="oW/oijw7GiaQ0pvPE326Su91InA=">AAACAXicbVDLSsNAFL2pr1pfUTeCm8Ei1E1JKqLLghuXVewD2lAm00k7dDIJMxOhhLrxV9y4UMStf+HOv3HSZqGtBy4czrl35t7jx5wp7TjfVmFldW19o7hZ2tre2d2z9w9aKkokoU0S8Uh2fKwoZ4I2NdOcdmJJcehz2vbH15nffqBSsUjc60lMvRAPBQsYwdpIffuo4p+hO0oiobRMSCaieGQe7Ntlp+rMgJaJm5My5Gj07a/eICJJSIUmHCvVdZ1YeymWmhFOp6VeomiMyRgPaddQgUOqvHR2wRSdGmWAgkiaEhrN1N8TKQ6VmoS+6QyxHqlFLxP/87qJDq68lIk40VSQ+UdBwpGOUBYHGjBJieYTQzCRzOyKyAhLTLQJrWRCcBdPXiatWtU9r17c1sr1Sh5HEY7hBCrgwiXU4QYa0AQCj/AMr/BmPVkv1rv1MW8tWPnMIfyB9fkD0juWbA==</latexit>

(a) Distribution phase
<latexit sha1_base64="oM3UoIyNx5TgitCsxv8wQHke2sA=">AAAB/3icbVDLSsNAFL2pr1pfUcGNm8Ei1E1JKqLLgi5cVrAPaEOZTCft0MkkzEyEErvwV9y4UMStv+HOv3HSZqGtBwYO59zXHD/mTGnH+bYKK6tr6xvFzdLW9s7unr1/0FJRIgltkohHsuNjRTkTtKmZ5rQTS4pDn9O2P77O/PYDlYpF4l5PYuqFeChYwAjWRurbRxV8hm7MHsn8JJNQPDLj+nbZqTozoGXi5qQMORp9+6s3iEgSUqEJx0p1XSfWXoqlZoTTaamXKBpjMsZD2jVU4JAqL53dP0WnRhmgIJLmCY1m6u+OFIdKTULfVIZYj9Sil4n/ed1EB1deykScaCrIfFGQcKQjlIWBBkxSovnEEEwkM7ciMsISE20iK5kQ3MUvL5NWreqeVy/uauV6JY+jCMdwAhVw4RLqcAsNaAKBR3iGV3iznqwX6936mJcWrLznEP7A+vwBHiGVdQ==</latexit>

S
<latexit sha1_base64="Wlj1W9MwB2Z5CNmk2NDQA3MVFoo=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHhRHbRRI8kXjxClEcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfj27nffkKleSwfzCRBP6JDyUPOqLFS475fLLkVdwGyTryMlCBDvV/86g1ilkYoDRNU667nJsafUmU4Ezgr9FKNCWVjOsSupZJGqP3p4tAZubDKgISxsiUNWai/J6Y00noSBbYzomakV725+J/XTU1440+5TFKDki0XhakgJibzr8mAK2RGTCyhTHF7K2EjqigzNpuCDcFbfXmdtKoV77JSbVyVauUsjjycwTmUwYNrqMEd1KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AKehjME=</latexit>

pYJ |X
<latexit sha1_base64="bFY7R0VpSjQutvh5y2yox5T9JAY=">AAAB/XicbVDLSsNAFL3xWesrPnZuBovgqiRV0GXRjbiqYB/ShjCZTtqhkwczE6HG4K+4caGIW//DnX/jpM1CWw8MHM65l3vmeDFnUlnWt7GwuLS8slpaK69vbG5tmzu7LRklgtAmiXgkOh6WlLOQNhVTnHZiQXHgcdr2Rpe5376nQrIovFXjmDoBHoTMZwQrLbnmfuymd27aC7AaEszRdfbYyVyzYlWtCdA8sQtSgQIN1/zq9SOSBDRUhGMpu7YVKyfFQjHCaVbuJZLGmIzwgHY1DXFApZNO0mfoSCt95EdCv1Chifp7I8WBlOPA05N5Sjnr5eJ/XjdR/rmTsjBOFA3J9JCfcKQilFeB+kxQovhYE0wE01kRGWKBidKFlXUJ9uyX50mrVrVPqrWb00r9oqijBAdwCMdgwxnU4Qoa0AQCD/AMr/BmPBkvxrvxMR1dMIqdPfgD4/MHtUOVYg==</latexit>

i 2 J
<latexit sha1_base64="wZ8Gztogep+GfJjcohPbbjkPzLQ=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyWpgi6LbsRVBfuAJpTJdNIOnUzCzESooV/ixoUibv0Ud/6NkzYLbT0wcDjnXu6ZEyScKe0431ZpbX1jc6u8XdnZ3duv2geHHRWnktA2iXksewFWlDNB25ppTnuJpDgKOO0Gk5vc7z5SqVgsHvQ0oX6ER4KFjGBtpIFdZR4TyIuwHhPM0d3Arjl1Zw60StyC1KBAa2B/ecOYpBEVmnCsVN91Eu1nWGpGOJ1VvFTRBJMJHtG+oQJHVPnZPPgMnRpliMJYmic0mqu/NzIcKTWNAjOZJ1TLXi7+5/VTHV75GRNJqqkgi0NhypGOUd4CGjJJieZTQzCRzGRFZIwlJtp0VTEluMtfXiWdRt09rzfuL2rN66KOMhzDCZyBC5fQhFtoQRsIpPAMr/BmPVkv1rv1sRgtWcXOEfyB9fkD9ZKSoQ==</latexit>

Xn
<latexit sha1_base64="KHeLAVaOaSURC+R0ZraVfnPtBG4=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KkkV9Fj04rGi/YA2ls120y7dbMLuRCihP8GLB0W8+ou8+W/ctjlo64OBx3szzMwLEikMuu63s7K6tr6xWdgqbu/s7u2XDg6bJk414w0Wy1i3A2q4FIo3UKDk7URzGgWSt4LRzdRvPXFtRKwecJxwP6IDJULBKFrpvv2oeqWyW3FnIMvEy0kZctR7pa9uP2ZpxBUySY3peG6CfkY1Cib5pNhNDU8oG9EB71iqaMSNn81OnZBTq/RJGGtbCslM/T2R0ciYcRTYzoji0Cx6U/E/r5NieOVnQiUpcsXmi8JUEozJ9G/SF5ozlGNLKNPC3krYkGrK0KZTtCF4iy8vk2a14p1XqncX5dp1HkcBjuEEzsCDS6jBLdShAQwG8Ayv8OZI58V5dz7mrStOPnMEf+B8/gA3LY3A</latexit>

Y n
1

<latexit sha1_base64="am5HKpch80B7mw1YnzVYyC9ukO0=">AAAB7HicbVBNS8NAEJ34WetX1aOXxSJ4KkkV9Fj04rGCaSttLJvtpl262YTdiVBKf4MXD4p49Qd589+4bXPQ1gcDj/dmmJkXplIYdN1vZ2V1bX1js7BV3N7Z3dsvHRw2TJJpxn2WyES3Qmq4FIr7KFDyVqo5jUPJm+HwZuo3n7g2IlH3OEp5ENO+EpFgFK3kP3S9R9Utld2KOwNZJl5OypCj3i19dXoJy2KukElqTNtzUwzGVKNgkk+KnczwlLIh7fO2pYrG3ATj2bETcmqVHokSbUshmam/J8Y0NmYUh7Yzpjgwi95U/M9rZxhdBWOh0gy5YvNFUSYJJmT6OekJzRnKkSWUaWFvJWxANWVo8ynaELzFl5dJo1rxzivVu4ty7TqPowDHcAJn4MEl1OAW6uADAwHP8ApvjnJenHfnY9664uQzR/AHzucPXwWOZQ==</latexit>

Y n
2

<latexit sha1_base64="bhvYIEmDZVvB3fY0B7/TwHW1cy0=">AAAB7HicbVBNS8NAEJ34WetX1aOXxSJ4KkkV9Fj04rGCaSttLJvttF262YTdjVBCf4MXD4p49Qd589+4bXPQ1gcDj/dmmJkXJoJr47rfzsrq2vrGZmGruL2zu7dfOjhs6DhVDH0Wi1i1QqpRcIm+4UZgK1FIo1BgMxzdTP3mEyrNY3lvxgkGER1I3ueMGiv5D93qo+yWym7FnYEsEy8nZchR75a+Or2YpRFKwwTVuu25iQkyqgxnAifFTqoxoWxEB9i2VNIIdZDNjp2QU6v0SD9WtqQhM/X3REYjrcdRaDsjaoZ60ZuK/3nt1PSvgozLJDUo2XxRPxXExGT6OelxhcyIsSWUKW5vJWxIFWXG5lO0IXiLLy+TRrXinVeqdxfl2nUeRwGO4QTOwINLqMEt1MEHBhye4RXeHOm8OO/Ox7x1xclnjuAPnM8fYIuOZg==</latexit>

Y n
3

<latexit sha1_base64="vGcLAlujlQQUaksom1r42O7Nim0=">AAAB7HicbVBNTwIxEJ3FL8Qv1KOXRmLiieyCiR6JXjxi4gIGVtItXWhou5u2a0I2/AYvHjTGqz/Im//GAntQ8CWTvLw3k5l5YcKZNq777RTW1jc2t4rbpZ3dvf2D8uFRS8epItQnMY9VJ8Saciapb5jhtJMoikXIaTsc38z89hNVmsXy3kwSGgg8lCxiBBsr+Q/9+qPslytu1Z0DrRIvJxXI0eyXv3qDmKSCSkM41rrruYkJMqwMI5xOS71U0wSTMR7SrqUSC6qDbH7sFJ1ZZYCiWNmSBs3V3xMZFlpPRGg7BTYjvezNxP+8bmqiqyBjMkkNlWSxKEo5MjGafY4GTFFi+MQSTBSztyIywgoTY/Mp2RC85ZdXSatW9erV2t1FpXGdx1GEEziFc/DgEhpwC03wgQCDZ3iFN0c6L86787FoLTj5zDH8gfP5A2IRjmc=</latexit>

subsets of authorized participants
<latexit sha1_base64="p8d9e0rocfKYJ5fT18YKLLWrg44=">AAACC3icbVC7TgMxEPSFVwivACWNlQiJKroLBZQRNJRBIg8piSKfs5dY8dknew8pROlp+BUaChCi5Qfo+BucRwEJI600mtm1dydMpLDo+99eZm19Y3Mru53b2d3bP8gfHtWtTg2HGtdSm2bILEihoIYCJTQTAywOJTTC4fXUb9yDsUKrOxwl0IlZX4lIcIZO6uYLNg0toKU6oizFgTbiAXo0YQYFFwlTaLv5ol/yZ6CrJFiQIlmg2s1/tXuapzEo5JJZ2wr8BDvj2ZMSJrl2aiFhfMj60HJUsRhsZzy7ZUJPndKjkTauFNKZ+ntizGJrR3HoOmOGA7vsTcX/vFaK0WVnLFSSIig+/yhKJUVNp8HQnjDAUY4cYdwItyvlA2YYRxdfzoUQLJ+8SurlUnBeKt+Wi5WrRRxZckIK5IwE5IJUyA2pkhrh5JE8k1fy5j15L9679zFvzXiLmWPyB97nD9v3m5A=</latexit>

Ŝ({1, 3}) ' S
<latexit sha1_base64="dfM3yIxtGTcff/Tu06Tgwiv3sFk=">AAACAnicbVDLSsNAFJ3UV62vqCtxM1iEClKSVtBlwY3LSu0DmlAm00k7dGYSZyZCCcGNv+LGhSJu/Qp3/o1Jm4W2HrhwOOde7r3HCxlV2rK+jcLK6tr6RnGztLW9s7tn7h90VBBJTNo4YIHseUgRRgVpa6oZ6YWSIO4x0vUm15nffSBS0UDc6WlIXI5GgvoUI51KA/PIGSMdt5KKE9vndSc5cxTl5B62SgOzbFWtGeAysXNSBjmaA/PLGQY44kRozJBSfdsKtRsjqSlmJCk5kSIhwhM0Iv2UCsSJcuPZCwk8TZUh9AOZltBwpv6eiBFXasq9tJMjPVaLXib+5/Uj7V+5MRVhpInA80V+xKAOYJYHHFJJsGbTlCAsaXorxGMkEdZpalkI9uLLy6RTq9r1au32otyo5HEUwTE4ARVgg0vQADegCdoAg0fwDF7Bm/FkvBjvxse8tWDkM4fgD4zPH0wklfw=</latexit>

Figure 4.1: The access structure is defined by At=2 ≜ {{1, 2}, {2, 3}, {1, 3}, {1, 2, 3}} and Uz=1 ≜
{{1}, {2}, {3}}, meaning that any two participants can reconstruct the secret, and any individual
participant cannot learn any information about the secret.

The setting is illustrated in Figure 4.1 for the special case J = [3], t = 2, and z = 1.

4.3 Main results

We first introduce two-layer coding schemes in Definition 4.3.
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<latexit sha1_base64="dZWn4BlzgvcpToTSEjn7w6ckbhg=">AAAB9XicbVA9TwJBEN3DL8Qv1NJmIzGxIncUSkliY4lRwAROsrfMwYa9vcvunOZC+B82Fhpj63+x89+4wBUKvmSSl/dmMjMvSKQw6LrfTmFtfWNzq7hd2tnd2z8oHx61TZxqDi0ey1jfB8yAFApaKFDCfaKBRYGETjC+mvmdR9BGxOoOswT8iA2VCAVnaKWHW+CpFphRyTLQ/XLFrbpz0FXi5aRCcjT75a/eIOZpBAq5ZMZ0PTdBf8I0Ci5hWuqlBhLGx2wIXUsVi8D4k/nVU3pmlQENY21LIZ2rvycmLDImiwLbGTEcmWVvJv7ndVMM6/5EqCRFUHyxKEwlxZjOIqADoYGjzCxh3H4vOOUjphlHG1TJhuAtv7xK2rWqd1Gt3dQqjXoeR5GckFNyTjxySRrkmjRJi3CiyTN5JW/Ok/PivDsfi9aCk88ckz9wPn8AqXeSlg==</latexit>

Security layer
<latexit sha1_base64="9umXEpcm83e5MZ3c+FqBkGZMZ78=">AAAB+nicbVC7TgJBFJ3FF+Jr0dJmIjGxIrsUSkliY4lGHglsyOxwgQmzj8zc1WxWPsXGQmNs/RI7/8YBtlDwJJOcnHNP7p3jx1JodJxvq7CxubW9U9wt7e0fHB7Z5eO2jhLFocUjGamuzzRIEUILBUroxgpY4Evo+NPrud95AKVFFN5jGoMXsHEoRoIzNNLALt+ZKPOFFJhSyVJQA7viVJ0F6Dpxc1IhOZoD+6s/jHgSQIhcMq17rhOjlzGFgkuYlfqJhpjxKRtDz9CQBaC9bHH6jJ4bZUhHkTIvRLpQfycyFmidBr6ZDBhO9Ko3F//zegmO6l4mwjhBCPly0SiRFCM674EOhQKOMjWEcSXMrZRPmGIcTVslU4K7+uV10q5V3ctq7bZWadTzOorklJyRC+KSK9IgN6RJWoSTR/JMXsmb9WS9WO/Wx3K0YOWZE/IH1ucPWUeUBw==</latexit>

Reliability layer

(a) Encoder
<latexit sha1_base64="qKMLi903tpyTW4JpX/VBKOinhTg=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LBahXkpSD3osiuCxgq2FNJTNZtIu3eyG3Y1QQn+GFw+KePXXePPfuG1z0NYHA4/3ZpiZF6acaeO6305pbX1jc6u8XdnZ3ds/qB4edbXMFIUOlVyqXkg0cCagY5jh0EsVkCTk8BiOb2b+4xMozaR4MJMUgoQMBYsZJcZKfp2c41tBZQRqUK25DXcOvEq8gtRQgfag+tWPJM0SEIZyorXvuakJcqIMoxymlX6mISV0TIbgWypIAjrI5ydP8ZlVIhxLZUsYPFd/T+Qk0XqShLYzIWakl72Z+J/nZya+CnIm0syAoItFccaxkXj2P46YAmr4xBJCFbO3YjoiilBjU6rYELzll1dJt9nwLhrN+2atdV3EUUYn6BTVkYcuUQvdoTbqIIokekav6M0xzovz7nwsWktOMXOM/sD5/AEa5ZB8</latexit>

(b) Decoder
<latexit sha1_base64="UlVsCkiap0iLDsZ7HYCmuC9Uti8=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LBahXkpSD3os6sFjBVsLaSibzaRdutkNuxuhhP4MLx4U8eqv8ea/cdvmoK0PBh7vzTAzL0w508Z1v53S2vrG5lZ5u7Kzu7d/UD086mqZKQodKrlUvZBo4ExAxzDDoZcqIEnI4TEc38z8xydQmknxYCYpBAkZChYzSoyV/Hp4jm+BygjUoFpzG+4ceJV4BamhAu1B9asfSZolIAzlRGvfc1MT5EQZRjlMK/1MQ0romAzBt1SQBHSQz0+e4jOrRDiWypYweK7+nshJovUkCW1nQsxIL3sz8T/Pz0x8FeRMpJkBQReL4oxjI/HsfxwxBdTwiSWEKmZvxXREFKHGplSxIXjLL6+SbrPhXTSa981a67qIo4xO0CmqIw9doha6Q23UQRRJ9Ixe0ZtjnBfn3flYtJacYuYY/YHz+QMNF5Bz</latexit>

pYJ |X
<latexit sha1_base64="Y63GWNg/uD8TFJY2Ee+0B0ekx5Q=">AAAB9XicbVC7SgNBFL3rM8ZX1NJmMAhWYTcKWlgEbMQqgnlIsi6zk9lkyOyDmbtKWPIfNhaK2Povdv6Nk2QLTTwwcDjnXO6d4ydSaLTtb2tpeWV1bb2wUdzc2t7ZLe3tN3WcKsYbLJaxavtUcyki3kCBkrcTxWnoS97yh1cTv/XIlRZxdIejhLsh7UciEIyikR4SL7v3bromgaQ99kplu2JPQRaJk5My5Kh7pa9uL2ZpyCNkkmrdcewE3YwqFEzycbGbap5QNqR93jE0oiHXbja9ekyOjdIjQazMi5BM1d8TGQ21HoW+SYYUB3rem4j/eZ0Ugws3E1GSIo/YbFGQSoIxmVRAekJxhnJkCGVKmFsJG1BFGZqiiqYEZ/7Li6RZrTinlertWbl2mddRgEM4ghNw4BxqcA11aAADBc/wCm/Wk/VivVsfs+iSlc8cwB9Ynz9WopJi</latexit>

V
<latexit sha1_base64="a8T3msp8nwVXNiPmurKDF3nG9ew=">AAAB6HicbVA9SwNBEJ2LXzF+RS1tFoNgFe6ioIVFwMYyARMDyRH2NnPJmr29Y3dPCEd+gY2FIrb+JDv/jZvkCk18MPB4b4aZeUEiuDau++0U1tY3NreK26Wd3b39g/LhUVvHqWLYYrGIVSegGgWX2DLcCOwkCmkUCHwIxrcz/+EJleaxvDeTBP2IDiUPOaPGSs12v1xxq+4cZJV4OalAjka//NUbxCyNUBomqNZdz02Mn1FlOBM4LfVSjQllYzrErqWSRqj9bH7olJxZZUDCWNmShszV3xMZjbSeRIHtjKgZ6WVvJv7ndVMTXvsZl0lqULLFojAVxMRk9jUZcIXMiIkllClubyVsRBVlxmZTsiF4yy+vknat6l1Ua83LSv0mj6MIJ3AK5+DBFdThDhrQAgYIz/AKb86j8+K8Ox+L1oKTzxzDHzifP7IxjNg=</latexit>�

<latexit sha1_base64="TKSSvjGp44E4/E2DuvY0fqnx6wU=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lqQQ8eCl48VrAf0Iay2W6apbubsLsRSuhf8OJBEa/+IW/+GzdtDtr6YODx3gwz84KEM21c99spbWxube+Udyt7+weHR9Xjk66OU0Voh8Q8Vv0Aa8qZpB3DDKf9RFEsAk57wfQu93tPVGkWy0czS6gv8ESykBFscmmYRGxUrbl1dwG0TryC1KBAe1T9Go5jkgoqDeFY64HnJsbPsDKMcDqvDFNNE0ymeEIHlkosqPazxa1zdGGVMQpjZUsatFB/T2RYaD0Tge0U2ER61cvF/7xBasIbP2MySQ2VZLkoTDkyMcofR2OmKDF8ZgkmitlbEYmwwsTYeCo2BG/15XXSbdS9q3rjoVlr3RZxlOEMzuESPLiGFtxDGzpAIIJneIU3RzgvzrvzsWwtOcXMKfyB8/kDEwiOPQ==</latexit>

 
<latexit sha1_base64="Tlkb7fQuVDsRwn7r2ZNVrZCmXiI=">AAAB63icbVBNSwMxEJ31s9avqkcvwSJ4KrtV0IOHghePFewHtEvJptk2NMmGJCuUpX/BiwdFvPqHvPlvzLZ70NYHA4/3ZpiZFynOjPX9b29tfWNza7u0U97d2z84rBwdt02SakJbJOGJ7kbYUM4kbVlmOe0qTbGIOO1Ek7vc7zxRbVgiH+1U0VDgkWQxI9jmUl8ZNqhU/Zo/B1olQUGqUKA5qHz1hwlJBZWWcGxML/CVDTOsLSOczsr91FCFyQSPaM9RiQU1YTa/dYbOnTJEcaJdSYvm6u+JDAtjpiJynQLbsVn2cvE/r5fa+CbMmFSppZIsFsUpRzZB+eNoyDQllk8dwUQzdysiY6wxsS6esgshWH55lbTrteCyVn+4qjZuizhKcApncAEBXEMD7qEJLSAwhmd4hTdPeC/eu/exaF3zipkT+APv8wcjv45I</latexit>

e0
<latexit sha1_base64="/poWneKlGGjYUzyEZyoqBVZRZDk=">AAAB6nicdVDLSsNAFJ3UV62vqks3g0VwFSZpaCu4KLhxWdE+oA1lMp20QyeTMDMRSugnuHGhiFu/yJ1/46StoKIHLhzOuZd77wkSzpRG6MMqrK1vbG4Vt0s7u3v7B+XDo46KU0lom8Q8lr0AK8qZoG3NNKe9RFIcBZx2g+lV7nfvqVQsFnd6llA/wmPBQkawNtItHaJhuYLsi0bN9WoQ2QjVHdfJiVv3qh50jJKjAlZoDcvvg1FM0ogKTThWqu+gRPsZlpoRTuelQapogskUj2nfUIEjqvxsceocnhllBMNYmhIaLtTvExmOlJpFgemMsJ6o314u/uX1Ux02/IyJJNVUkOWiMOVQxzD/G46YpETzmSGYSGZuhWSCJSbapFMyIXx9Cv8nHdd2qrZ741Wal6s4iuAEnIJz4IA6aIJr0AJtQMAYPIAn8Gxx69F6sV6XrQVrNXMMfsB6+wRMyY3M</latexit>

d0
<latexit sha1_base64="GeJ3xOMU3W7anly7Jq9j9vWAaz4=">AAAB6nicdVDLSsNAFJ3UV62vqks3g0VwFSZpaCu4KLhxWdE+oA1lMpm2QyeTMDMRSugnuHGhiFu/yJ1/46StoKIHLhzOuZd77wkSzpRG6MMqrK1vbG4Vt0s7u3v7B+XDo46KU0lom8Q8lr0AK8qZoG3NNKe9RFIcBZx2g+lV7nfvqVQsFnd6llA/wmPBRoxgbaTbcIiG5QqyLxo116tBZCNUd1wnJ27dq3rQMUqOClihNSy/D8KYpBEVmnCsVN9BifYzLDUjnM5Lg1TRBJMpHtO+oQJHVPnZ4tQ5PDNKCEexNCU0XKjfJzIcKTWLAtMZYT1Rv71c/Mvrp3rU8DMmklRTQZaLRimHOob53zBkkhLNZ4ZgIpm5FZIJlphok07JhPD1KfyfdFzbqdrujVdpXq7iKIITcArOgQPqoAmuQQu0AQFj8ACewLPFrUfrxXpdthas1cwx+AHr7RNLQ43L</latexit>

S
<latexit sha1_base64="CELy7kdcVpgel8Z3ZidPg/tEf24=">AAAB6HicbVA9SwNBEJ2LXzF+RS1tFoNgFe6ioIVFwMYyQfMByRH2NnPJmr29Y3dPCCG/wMZCEVt/kp3/xk1yhSY+GHi8N8PMvCARXBvX/XZya+sbm1v57cLO7t7+QfHwqKnjVDFssFjEqh1QjYJLbBhuBLYThTQKBLaC0e3Mbz2h0jyWD2acoB/RgeQhZ9RYqX7fK5bcsjsHWSVeRkqQodYrfnX7MUsjlIYJqnXHcxPjT6gynAmcFrqpxoSyER1gx1JJI9T+ZH7olJxZpU/CWNmShszV3xMTGmk9jgLbGVEz1MveTPzP66QmvPYnXCapQckWi8JUEBOT2dekzxUyI8aWUKa4vZWwIVWUGZtNwYbgLb+8SpqVsndRrtQvS9WbLI48nMApnIMHV1CFO6hBAxggPMMrvDmPzovz7nwsWnNONnMMf+B8/gCtpYzV</latexit>

Xn
<latexit sha1_base64="3BesG17bzn23LC3kh2rxTWwHQlc=">AAAB6nicbVA9SwNBEJ3zM8avqKXNYhCswl0UtLAI2FhGNB+QnGFvs5cs2ds7dueEcOQn2FgoYusvsvPfuEmu0MQHA4/3ZpiZFyRSGHTdb2dldW19Y7OwVdze2d3bLx0cNk2casYbLJaxbgfUcCkUb6BAyduJ5jQKJG8Fo5up33ri2ohYPeA44X5EB0qEglG00n37UfVKZbfizkCWiZeTMuSo90pf3X7M0ogrZJIa0/HcBP2MahRM8kmxmxqeUDaiA96xVNGIGz+bnTohp1bpkzDWthSSmfp7IqORMeMosJ0RxaFZ9Kbif14nxfDKz4RKUuSKzReFqSQYk+nfpC80ZyjHllCmhb2VsCHVlKFNp2hD8BZfXibNasU7r1TvLsq16zyOAhzDCZyBB5dQg1uoQwMYDOAZXuHNkc6L8+58zFtXnHzmCP7A+fwBNV+Nug==</latexit>

V̂
<latexit sha1_base64="dx2BH6Z87H1q+Se/F2EjDGeEzuI=">AAAB7nicbVA9SwNBEJ2LXzF+RS1tFoNgFe5iQAuLgI1lBPMByRH2NnvJkr29Y3dOCEd+hI2FIrb+Hjv/jZvkCk18MPB4b4aZeUEihUHX/XYKG5tb2zvF3dLe/sHhUfn4pG3iVDPeYrGMdTeghkuheAsFSt5NNKdRIHknmNzN/c4T10bE6hGnCfcjOlIiFIyilTr9McWsPRuUK27VXYCsEy8nFcjRHJS/+sOYpRFXyCQ1pue5CfoZ1SiY5LNSPzU8oWxCR7xnqaIRN362OHdGLqwyJGGsbSkkC/X3REYjY6ZRYDsjimOz6s3F/7xeiuGNnwmVpMgVWy4KU0kwJvPfyVBozlBOLaFMC3srYWOqKUObUMmG4K2+vE7atap3Va091CuN2zyOIpzBOVyCB9fQgHtoQgsYTOAZXuHNSZwX5935WLYWnHzmFP7A+fwBfBKPpQ==</latexit>

Ŝ
<latexit sha1_base64="NZggDnzEDG0PSsApLnpU6acWpBE=">AAAB7nicbVA9SwNBEJ2LXzF+RS1tFoNgFe6ioIVFwMYyovmA5Ah7m71kyd7esTsnhCM/wsZCEVt/j53/xk1yhSY+GHi8N8PMvCCRwqDrfjuFtfWNza3idmlnd2//oHx41DJxqhlvsljGuhNQw6VQvIkCJe8kmtMokLwdjG9nfvuJayNi9YiThPsRHSoRCkbRSu3eiGL2MO2XK27VnYOsEi8nFcjR6Je/eoOYpRFXyCQ1puu5CfoZ1SiY5NNSLzU8oWxMh7xrqaIRN342P3dKzqwyIGGsbSkkc/X3REYjYyZRYDsjiiOz7M3E/7xuiuG1nwmVpMgVWywKU0kwJrPfyUBozlBOLKFMC3srYSOqKUObUMmG4C2/vEpatap3Ua3dX1bqN3kcRTiBUzgHD66gDnfQgCYwGMMzvMKbkzgvzrvzsWgtOPnMMfyB8/kDd4OPog==</latexit>

Y n
1

<latexit sha1_base64="IligYFtissUH2uwdLzjF1Knq3q4=">AAAB7HicbVA9SwNBEJ3zM8avqKXNYhCswl0UtLAI2FhG8JJIcoa9zV6yZG/v2J0TQshvsLFQxNYfZOe/cZNcoYkPBh7vzTAzL0ylMOi6387K6tr6xmZhq7i9s7u3Xzo4bJgk04z7LJGJboXUcCkU91Gg5K1UcxqHkjfD4c3Ubz5xbUSi7nGU8iCmfSUiwShayX/oeo+qWyq7FXcGsky8nJQhR71b+ur0EpbFXCGT1Ji256YYjKlGwSSfFDuZ4SllQ9rnbUsVjbkJxrNjJ+TUKj0SJdqWQjJTf0+MaWzMKA5tZ0xxYBa9qfif184wugrGQqUZcsXmi6JMEkzI9HPSE5ozlCNLKNPC3krYgGrK0OZTtCF4iy8vk0a14p1XqncX5dp1HkcBjuEEzsCDS6jBLdTBBwYCnuEV3hzlvDjvzse8dcXJZ47gD5zPH103jl8=</latexit>

Y n
2

<latexit sha1_base64="YF89bnGQoCPhNJ5aQAemV6ByIW4=">AAAB7HicbVA9SwNBEJ3zM8avqKXNYhCswl0UtLAI2FhG8JJIcoa9zSRZsrd37O4J4chvsLFQxNYfZOe/cZNcoYkPBh7vzTAzL0wE18Z1v52V1bX1jc3CVnF7Z3dvv3Rw2NBxqhj6LBaxaoVUo+ASfcONwFaikEahwGY4upn6zSdUmsfy3owTDCI6kLzPGTVW8h+61UfZLZXdijsDWSZeTsqQo94tfXV6MUsjlIYJqnXbcxMTZFQZzgROip1UY0LZiA6wbamkEeogmx07IadW6ZF+rGxJQ2bq74mMRlqPo9B2RtQM9aI3Ff/z2qnpXwUZl0lqULL5on4qiInJ9HPS4wqZEWNLKFPc3krYkCrKjM2naEPwFl9eJo1qxTuvVO8uyrXrPI4CHMMJnIEHl1CDW6iDDww4PMMrvDnSeXHenY9564qTzxzBHzifP169jmA=</latexit>

Y n
J

<latexit sha1_base64="kVk7LbwEO+qxPw827tTJDE9riC0=">AAAB7HicbVA9SwNBEJ2NXzF+RS1tFoNgFe6ioIVFwEasInhJJDnD3mYvWbK3d+zuCeHIb7CxUMTWH2Tnv3GTXKGJDwYe780wMy9IBNfGcb5RYWV1bX2juFna2t7Z3SvvHzR1nCrKPBqLWLUDopngknmGG8HaiWIkCgRrBaPrqd96YkrzWN6bccL8iAwkDzklxkreQ+/2UfbKFafqzICXiZuTCuRo9Mpf3X5M04hJQwXRuuM6ifEzogyngk1K3VSzhNARGbCOpZJETPvZ7NgJPrFKH4exsiUNnqm/JzISaT2OAtsZETPUi95U/M/rpCa89DMuk9QwSeeLwlRgE+Pp57jPFaNGjC0hVHF7K6ZDogg1Np+SDcFdfHmZNGtV96xauzuv1K/yOIpwBMdwCi5cQB1uoAEeUODwDK/whiR6Qe/oY95aQPnMIfwB+vwBg02OeA==</latexit>

(Y n
i )i2A

<latexit sha1_base64="ucD54QD/QVmE8iFeuV8YTmaSYfI=">AAACAnicbVDLSsNAFJ3UV62vqCtxM1iEuilJFXThouLGZQX7kCaGyXTSDp1MwsxEKCG48VfcuFDErV/hzr9x0mah1QMXDufcy733+DGjUlnWl1FaWFxaXimvVtbWNza3zO2djowSgUkbRywSPR9JwignbUUVI71YEBT6jHT98WXud++JkDTiN2oSEzdEQ04DipHSkmfu1W49esePvJQ6lDshUiOMWHqRZZ5ZterWFPAvsQtSBQVanvnpDCKchIQrzJCUfduKlZsioShmJKs4iSQxwmM0JH1NOQqJdNPpCxk81MoABpHQxRWcqj8nUhRKOQl93ZnfKOe9XPzP6ycqOHNTyuNEEY5ni4KEQRXBPA84oIJgxSaaICyovhXiERIIK51aRYdgz7/8l3Qadfu43rg+qTbPizjKYB8cgBqwwSlogivQAm2AwQN4Ai/g1Xg0no03433WWjKKmV3wC8bHNyTsl0M=</latexit>

1<latexit sha1_base64="y2E8Y5/0MVquobbgXUq2yIumvOg=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeCF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1Fip6Q3KFbfqLkDWiZeTCuRoDMpf/WHM0gilYYJq3fPcxPgZVYYzgbNSP9WYUDahI+xZKmmE2s8Wh87IhVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGtn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNiUbgrf68jpp16reVbXWvK7Ua3kcRTiDc7gED26gDvfQgBYwQHiGV3hzHp0X5935WLYWnHzmFP7A+fwBdxuMqQ==</latexit>

2<latexit sha1_base64="TiuZj18ktK7ixKuIm4N4yEyzSdU=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeCF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipWRuUK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSrlW9q2qteV2p1/I4inAG53AJHtxAHe6hAS1ggPAMr/DmPDovzrvzsWwtOPnMKfyB8/kDeJ+Mqg==</latexit>

J
<latexit sha1_base64="fhMQ3hOsEncFKd/OFrPSJkMqxH0=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeCF/HUgq2FNpTNdtKu3WzC7kYoob/AiwdFvPqTvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewtr6xuVXcLu3s7u0flA+P2jpOFcMWi0WsOgHVKLjEluFGYCdRSKNA4EMwvpn5D0+oNI/lvZkk6Ed0KHnIGTVWat71yxW36s5BVomXkwrkaPTLX71BzNIIpWGCat313MT4GVWGM4HTUi/VmFA2pkPsWipphNrP5odOyZlVBiSMlS1pyFz9PZHRSOtJFNjOiJqRXvZm4n9eNzXhtZ9xmaQGJVssClNBTExmX5MBV8iMmFhCmeL2VsJGVFFmbDYlG4K3/PIqadeq3kW11rys1Gt5HEU4gVM4Bw+uoA630IAWMEB4hld4cx6dF+fd+Vi0Fpx85hj+wPn8AZz/jMI=</latexit>

Figure 4.2: Two-layer code design. The reliability layer is implemented using a channel code
(e0, d0) without any security constraints, and the security layer is implemented using the functions
ψ and ϕ.

Definition 4.3. A two-layer secret sharing coding scheme consists of

• A reliability layer defined by an encoder/decoder pair (e0, d0) without any security con-

straints for the compound channel defined in (4.3) such that if Xn ≜ e0(V ) is the channel

input, where V is uniformly distributed over {0, 1}r and ∥Xn∥2≤ nP , and Y n
A , A ∈ At, are

the channel outputs, then max
A∈At

P[d0(Y n
A ) ̸= V ] ≤ ϵ;

• A secrecy layer is defined by two functions ψ : {0, 1}r → {0, 1}k and ϕ : {0, 1}k → {0, 1}r,

for some k ∈ N;

and operates as follows:

1. Encoding: The dealer encodes a secret message S that is uniformly distributed over S ≜

{0, 1}k as e0(ϕ(S)). Hence, the encoder e of a two-layer secret sharing coding scheme is

e : S → Rn

s 7→ e0 (ϕ(s)) .

2. Decoding: From the channel output observations Y n
A , A ∈ At, the participants in A esti-

mate S as Ŝ(A) ≜ ψ(d0(Y
n
A )). Hence, the decoder d of a two-layer secret sharing coding
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scheme is

d : Rnt → S

ynt 7→ ψ(d0(y
nt)).

The architecture of a two-layer coding scheme, as described in Definition 4.3, is depicted in

Figure 4.2.

4.3.1 Design of a secret sharing coding scheme at short blocklength and performance eval-

uation

We design a two-layer coding scheme at finite blocklength, as defined in Definition 4.3. As detailed

in Section 4.5.1, we design the reliability layer using an autoencoder (e0, d0) and the secrecy layer

via a two-universal hash function ψ.

In our simulations, detailed in Section 4.5.2, we consider J = 200 participants, t = 100,

z ∈ [10], and σ2
j ≜ 10−SNR/10, j ∈ J , with a signal-to-noise ratio (SNR), SNR = −16dB.

Figure 4.3 shows the information leakage max
U∈Uz

I(S;Y n
U ) with respect to the secret sharing rate

Rs = k
n

when z varies in [10], k = 1, and n ∈ {5, 10, 15, 20}. Figure 4.3 confirms the intuition

that the information leakage increases as the secret rate increases. Figure 4.4 shows the average

probability of error max
A∈At

P[Ŝ(A) ̸= S] with respect to the secret sharing rate Rs = k
n

when k =

1 and n ∈ {5, 10, 15, 20}. We see the average probability of error decreases as the secret rate

increases for fixed k and SNR by our code construction.

4.4 Sufficient statistics

In this section, we reduce the Gaussian vector channel outputs to Gaussian scalar channel outputs

using sufficient statistics [38].

Using Lemma 4.1 below, there is no loss of generality in considering the following Equations

(4.7) and (4.8) as channel model instead of (4.3) and (4.4). Hence, in this section, we consider the
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Figure 4.3: Information leakage max
U∈Uz

I(S;Y n
U ) versus secret sharing rate Rs =

k
n

for z ∈ [10].

Figure 4.4: Probability of error max
A∈At

P[Ŝ(A) ̸= S] versus secret sharing rate Rs =
k
n

.
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following channel model: For any i ∈ [n],

ỸA,i ≜ σ2
ỸA
Xi + ÑA,i, A ∈ At, (4.7)

ỸU ,i ≜ σ2
ỸU
Xi + ÑU ,i, U ∈ Uz, (4.8)

where

σ2
ỸA

≜ 1T
t Σ

−1
A 1t, (4.9)

σ2
ỸU

≜ 1T
z Σ

−1
U 1z, (4.10)

ÑA,i ≜ 1T
t Σ

−1
A NA,i ∼ N (0, σ2

ỸA
), (4.11)

ÑU ,i ≜ 1T
z Σ

−1
U NU ,i ∼ N (0, σ2

ỸU
). (4.12)

Lemma 4.1 ( [105, Lemma 3.1]). Consider the channel model

YS = 1|S|X +NS , S ⊂ J ,

whereNS is a Gaussian vector of length |S| with zero mean and covariance matrix ΣS . A sufficient

statistic to correctly determine X from YS is the scalar

ỸS = 1T
|S|Σ

−1
S YS , S ⊂ J .

4.5 Secret sharing scheme at finite blocklength

We design a secret sharing scheme at finite blocklength in Section 4.5.1 and evaluate its perfor-

mance through simulations in Section 4.5.2.
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<latexit sha1_base64="ro2GCmdJMnTlSBnccgnT+uKOOjc=">AAAB83icbVDLSsNAFL3xWeur6tLNYBFclaQL7bKgC5cV7APaUCbTm3boZBJmJkII/Q03LhRx68+482+ctllo64GBwznncu+cIBFcG9f9djY2t7Z3dkt75f2Dw6PjyslpR8epYthmsYhVL6AaBZfYNtwI7CUKaRQI7AbT27nffUKleSwfTZagH9Gx5CFn1FhpcIdSIxE0s5FhperW3AXIOvEKUoUCrWHlazCKWRqhNExQrfuemxg/p8pwJnBWHqQaE8qmdIx9SyWNUPv54uYZubTKiISxsk8aslB/T+Q00jqLApuMqJnoVW8u/uf1UxM2/JzLJDUo2XJRmApiYjIvgIy4QmZEZgllittbCZtQRZmxHZRtCd7ql9dJp17zrmv1h3q12SjqKME5XMAVeHADTbiHFrSBQQLP8ApvTuq8OO/OxzK64RQzZ/AHzucP3s2RjA==</latexit> D
en

se
la

ye
rs

<latexit sha1_base64="VFfFfridb72W7JhlS924CgOD44s=">AAAB9HicbVDLTgIxFL2DL8QX6tJNIzFxRWZYKEsSN64MJvJIYEI6pQMNbWdsOyQ44TvcuNAYt36MO//GMsxCwZPc5PSce9N7TxBzpo3rfjuFjc2t7Z3ibmlv/+DwqHx80tZRoghtkYhHqhtgTTmTtGWY4bQbK4pFwGknmNws/M6UKs0i+WBmMfUFHkkWMoKNlfy7SAnM2VP2GpQrbtXNgNaJl5MK5GgOyl/9YUQSQaUhHGvd89zY+ClWhhFO56V+ommMyQSPaM9SiQXVfpotPUcXVhmiMFK2pEGZ+nsixULrmQhsp8BmrFe9hfif10tMWPdTJuPEUEmWH4UJRyZCiwTQkClKDJ9ZgolidldExlhhYmxOJRuCt3ryOmnXqt5VtXZfqzTqeRxFOINzuAQPrqEBt9CEFhB4hGd4hTdn6rw4787HsrXg5DOn8AfO5w86kpJe</latexit> N
or

m
al

iz
at

io
n

<latexit sha1_base64="6NLBW45gj60LYJYJq6/TV4JW9Rg=">AAAB+HicbVA9SwNBEN2LXzF+5NTSZjEINoa7FJoyYGNnBPMByRH29ibJkr3dY3dPiEd+iY2FIrb+FDv/jZvkCk18MPB4b4aZeWHCmTae9+0UNja3tneKu6W9/YPDsnt03NYyVRRaVHKpuiHRwJmAlmGGQzdRQOKQQyec3Mz9ziMozaR4MNMEgpiMBBsySoyVBm75TsDlWBoMgsoI1MCteFVvAbxO/JxUUI7mwP3qR5KmMQhDOdG653uJCTKiDKMcZqV+qiEhdEJG0LNUkBh0kC0On+Fzq0R4KJUtYfBC/T2RkVjraRzazpiYsV715uJ/Xi81w3qQMZGkxj62XDRMOTYSz1PAEVNADZ9aQqhi9lZMx0QRamxWJRuCv/ryOmnXqv5VtXZfqzTqeRxFdIrO0AXy0TVqoFvURC1EUYqe0St6c56cF+fd+Vi2Fpx85gT9gfP5A0+FktY=</latexit> O
n
e-

h
o
t

en
co

d
er

pYJ |X
<latexit sha1_base64="Y63GWNg/uD8TFJY2Ee+0B0ekx5Q=">AAAB9XicbVC7SgNBFL3rM8ZX1NJmMAhWYTcKWlgEbMQqgnlIsi6zk9lkyOyDmbtKWPIfNhaK2Povdv6Nk2QLTTwwcDjnXO6d4ydSaLTtb2tpeWV1bb2wUdzc2t7ZLe3tN3WcKsYbLJaxavtUcyki3kCBkrcTxWnoS97yh1cTv/XIlRZxdIejhLsh7UciEIyikR4SL7v3bromgaQ99kplu2JPQRaJk5My5Kh7pa9uL2ZpyCNkkmrdcewE3YwqFEzycbGbap5QNqR93jE0oiHXbja9ekyOjdIjQazMi5BM1d8TGQ21HoW+SYYUB3rem4j/eZ0Ugws3E1GSIo/YbFGQSoIxmVRAekJxhnJkCGVKmFsJG1BFGZqiiqYEZ/7Li6RZrTinlertWbl2mddRgEM4ghNw4BxqcA11aAADBc/wCm/Wk/VivVsfs+iSlc8cwB9Ynz9WopJi</latexit>

Xn
<latexit sha1_base64="3BesG17bzn23LC3kh2rxTWwHQlc=">AAAB6nicbVA9SwNBEJ3zM8avqKXNYhCswl0UtLAI2FhGNB+QnGFvs5cs2ds7dueEcOQn2FgoYusvsvPfuEmu0MQHA4/3ZpiZFyRSGHTdb2dldW19Y7OwVdze2d3bLx0cNk2casYbLJaxbgfUcCkUb6BAyduJ5jQKJG8Fo5up33ri2ohYPeA44X5EB0qEglG00n37UfVKZbfizkCWiZeTMuSo90pf3X7M0ogrZJIa0/HcBP2MahRM8kmxmxqeUDaiA96xVNGIGz+bnTohp1bpkzDWthSSmfp7IqORMeMosJ0RxaFZ9Kbif14nxfDKz4RKUuSKzReFqSQYk+nfpC80ZyjHllCmhb2VsCHVlKFNp2hD8BZfXibNasU7r1TvLsq16zyOAhzDCZyBB5dQg1uoQwMYDOAZXuHNkc6L8+58zFtXnHzmCP7A+fwBNV+Nug==</latexit>

<latexit sha1_base64="fg5Bq7mhwe5x864Y9swygnUEqRg=">AAAB+3icbVDLTgJBEJz1ifhCPHqZSEw8kV0OypHEi0eM8khgQ2aHWZgwj81ML4EQfsWLB43x6o94828cYA8KVtJJpao73V1RIrgF3//2trZ3dvf2cwf5w6Pjk9PCWbFpdWooa1AttGlHxDLBFWsAB8HaiWFERoK1otHdwm+NmbFcqyeYJiyUZKB4zCkBJ/UKxUcdgyQTTCjwcSaW/LK/BN4kQUZKKEO9V/jq9jVNJVNABbG2E/gJhDNigFPB5vluallC6IgMWMdRRSSz4Wx5+xxfOaWPY21cKcBL9ffEjEhrpzJynZLA0K57C/E/r5NCXA1nXCUpMEVXi+JUYNB4EQTuc8MoiKkjhBrubsV0SIzLwcWVdyEE6y9vkmalHNyUKw+VUq2axZFDF+gSXaMA3aIaukd11EAUTdAzekVv3tx78d69j1XrlpfNnKM/8D5/AEK9lI4=</latexit> S
o
ft

m
ax

ac
ti

va
ti

on

<latexit sha1_base64="ro2GCmdJMnTlSBnccgnT+uKOOjc=">AAAB83icbVDLSsNAFL3xWeur6tLNYBFclaQL7bKgC5cV7APaUCbTm3boZBJmJkII/Q03LhRx68+482+ctllo64GBwznncu+cIBFcG9f9djY2t7Z3dkt75f2Dw6PjyslpR8epYthmsYhVL6AaBZfYNtwI7CUKaRQI7AbT27nffUKleSwfTZagH9Gx5CFn1FhpcIdSIxE0s5FhperW3AXIOvEKUoUCrWHlazCKWRqhNExQrfuemxg/p8pwJnBWHqQaE8qmdIx9SyWNUPv54uYZubTKiISxsk8aslB/T+Q00jqLApuMqJnoVW8u/uf1UxM2/JzLJDUo2XJRmApiYjIvgIy4QmZEZgllittbCZtQRZmxHZRtCd7ql9dJp17zrmv1h3q12SjqKME5XMAVeHADTbiHFrSBQQLP8ApvTuq8OO/OxzK64RQzZ/AHzucP3s2RjA==</latexit> D
en

se
la

ye
rs

(b) Decoder
<latexit sha1_base64="UlVsCkiap0iLDsZ7HYCmuC9Uti8=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LBahXkpSD3os6sFjBVsLaSibzaRdutkNuxuhhP4MLx4U8eqv8ea/cdvmoK0PBh7vzTAzL0w508Z1v53S2vrG5lZ5u7Kzu7d/UD086mqZKQodKrlUvZBo4ExAxzDDoZcqIEnI4TEc38z8xydQmknxYCYpBAkZChYzSoyV/Hp4jm+BygjUoFpzG+4ceJV4BamhAu1B9asfSZolIAzlRGvfc1MT5EQZRjlMK/1MQ0romAzBt1SQBHSQz0+e4jOrRDiWypYweK7+nshJovUkCW1nQsxIL3sz8T/Pz0x8FeRMpJkBQReL4oxjI/HsfxwxBdTwiSWEKmZvxXREFKHGplSxIXjLL6+SbrPhXTSa981a67qIo4xO0CmqIw9doha6Q23UQRRJ9Ixe0ZtjnBfn3flYtJacYuYY/YHz+QMNF5Bz</latexit>

(a) Encoder
<latexit sha1_base64="qKMLi903tpyTW4JpX/VBKOinhTg=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LBahXkpSD3osiuCxgq2FNJTNZtIu3eyG3Y1QQn+GFw+KePXXePPfuG1z0NYHA4/3ZpiZF6acaeO6305pbX1jc6u8XdnZ3ds/qB4edbXMFIUOlVyqXkg0cCagY5jh0EsVkCTk8BiOb2b+4xMozaR4MJMUgoQMBYsZJcZKfp2c41tBZQRqUK25DXcOvEq8gtRQgfag+tWPJM0SEIZyorXvuakJcqIMoxymlX6mISV0TIbgWypIAjrI5ydP8ZlVIhxLZUsYPFd/T+Qk0XqShLYzIWakl72Z+J/nZya+CnIm0syAoItFccaxkXj2P46YAmr4xBJCFbO3YjoiilBjU6rYELzll1dJt9nwLhrN+2atdV3EUUYn6BTVkYcuUQvdoTbqIIokekav6M0xzovz7nwsWktOMXOM/sD5/AEa5ZB8</latexit>

(Y n
i )i2A

<latexit sha1_base64="ucD54QD/QVmE8iFeuV8YTmaSYfI=">AAACAnicbVDLSsNAFJ3UV62vqCtxM1iEuilJFXThouLGZQX7kCaGyXTSDp1MwsxEKCG48VfcuFDErV/hzr9x0mah1QMXDufcy733+DGjUlnWl1FaWFxaXimvVtbWNza3zO2djowSgUkbRywSPR9JwignbUUVI71YEBT6jHT98WXud++JkDTiN2oSEzdEQ04DipHSkmfu1W49esePvJQ6lDshUiOMWHqRZZ5ZterWFPAvsQtSBQVanvnpDCKchIQrzJCUfduKlZsioShmJKs4iSQxwmM0JH1NOQqJdNPpCxk81MoABpHQxRWcqj8nUhRKOQl93ZnfKOe9XPzP6ycqOHNTyuNEEY5ni4KEQRXBPA84oIJgxSaaICyovhXiERIIK51aRYdgz7/8l3Qadfu43rg+qTbPizjKYB8cgBqwwSlogivQAm2AwQN4Ai/g1Xg0no03433WWjKKmV3wC8bHNyTsl0M=</latexit>

e0
<latexit sha1_base64="/poWneKlGGjYUzyEZyoqBVZRZDk=">AAAB6nicdVDLSsNAFJ3UV62vqks3g0VwFSZpaCu4KLhxWdE+oA1lMp20QyeTMDMRSugnuHGhiFu/yJ1/46StoKIHLhzOuZd77wkSzpRG6MMqrK1vbG4Vt0s7u3v7B+XDo46KU0lom8Q8lr0AK8qZoG3NNKe9RFIcBZx2g+lV7nfvqVQsFnd6llA/wmPBQkawNtItHaJhuYLsi0bN9WoQ2QjVHdfJiVv3qh50jJKjAlZoDcvvg1FM0ogKTThWqu+gRPsZlpoRTuelQapogskUj2nfUIEjqvxsceocnhllBMNYmhIaLtTvExmOlJpFgemMsJ6o314u/uX1Ux02/IyJJNVUkOWiMOVQxzD/G46YpETzmSGYSGZuhWSCJSbapFMyIXx9Cv8nHdd2qrZ741Wal6s4iuAEnIJz4IA6aIJr0AJtQMAYPIAn8Gxx69F6sV6XrQVrNXMMfsB6+wRMyY3M</latexit>

d0
<latexit sha1_base64="GeJ3xOMU3W7anly7Jq9j9vWAaz4=">AAAB6nicdVDLSsNAFJ3UV62vqks3g0VwFSZpaCu4KLhxWdE+oA1lMpm2QyeTMDMRSugnuHGhiFu/yJ1/46StoKIHLhzOuZd77wkSzpRG6MMqrK1vbG4Vt0s7u3v7B+XDo46KU0lom8Q8lr0AK8qZoG3NNKe9RFIcBZx2g+lV7nfvqVQsFnd6llA/wmPBRoxgbaTbcIiG5QqyLxo116tBZCNUd1wnJ27dq3rQMUqOClihNSy/D8KYpBEVmnCsVN9BifYzLDUjnM5Lg1TRBJMpHtO+oQJHVPnZ4tQ5PDNKCEexNCU0XKjfJzIcKTWLAtMZYT1Rv71c/Mvrp3rU8DMmklRTQZaLRimHOob53zBkkhLNZ4ZgIpm5FZIJlphok07JhPD1KfyfdFzbqdrujVdpXq7iKIITcArOgQPqoAmuQQu0AQFj8ACewLPFrUfrxXpdthas1cwx+AHr7RNLQ43L</latexit>

V
<latexit sha1_base64="a8T3msp8nwVXNiPmurKDF3nG9ew=">AAAB6HicbVA9SwNBEJ2LXzF+RS1tFoNgFe6ioIVFwMYyARMDyRH2NnPJmr29Y3dPCEd+gY2FIrb+JDv/jZvkCk18MPB4b4aZeUEiuDau++0U1tY3NreK26Wd3b39g/LhUVvHqWLYYrGIVSegGgWX2DLcCOwkCmkUCHwIxrcz/+EJleaxvDeTBP2IDiUPOaPGSs12v1xxq+4cZJV4OalAjka//NUbxCyNUBomqNZdz02Mn1FlOBM4LfVSjQllYzrErqWSRqj9bH7olJxZZUDCWNmShszV3xMZjbSeRIHtjKgZ6WVvJv7ndVMTXvsZl0lqULLFojAVxMRk9jUZcIXMiIkllClubyVsRBVlxmZTsiF4yy+vknat6l1Ua83LSv0mj6MIJ3AK5+DBFdThDhrQAgYIz/AKb86j8+K8Ox+L1oKTzxzDHzifP7IxjNg=</latexit> V̂

<latexit sha1_base64="dx2BH6Z87H1q+Se/F2EjDGeEzuI=">AAAB7nicbVA9SwNBEJ2LXzF+RS1tFoNgFe5iQAuLgI1lBPMByRH2NnvJkr29Y3dOCEd+hI2FIrb+Hjv/jZvkCk18MPB4b4aZeUEihUHX/XYKG5tb2zvF3dLe/sHhUfn4pG3iVDPeYrGMdTeghkuheAsFSt5NNKdRIHknmNzN/c4T10bE6hGnCfcjOlIiFIyilTr9McWsPRuUK27VXYCsEy8nFcjRHJS/+sOYpRFXyCQ1pue5CfoZ1SiY5LNSPzU8oWxCR7xnqaIRN362OHdGLqwyJGGsbSkkC/X3REYjY6ZRYDsjimOz6s3F/7xeiuGNnwmVpMgVWy4KU0kwJvPfyVBozlBOLaFMC3srYWOqKUObUMmG4K2+vE7atap3Va091CuN2zyOIpzBOVyCB9fQgHtoQgsYTOAZXuHNSZwX5935WLYWnHzmFP7A+fwBfBKPpQ==</latexit>

Y n
1

<latexit sha1_base64="IligYFtissUH2uwdLzjF1Knq3q4=">AAAB7HicbVA9SwNBEJ3zM8avqKXNYhCswl0UtLAI2FhG8JJIcoa9zV6yZG/v2J0TQshvsLFQxNYfZOe/cZNcoYkPBh7vzTAzL0ylMOi6387K6tr6xmZhq7i9s7u3Xzo4bJgk04z7LJGJboXUcCkU91Gg5K1UcxqHkjfD4c3Ubz5xbUSi7nGU8iCmfSUiwShayX/oeo+qWyq7FXcGsky8nJQhR71b+ur0EpbFXCGT1Ji256YYjKlGwSSfFDuZ4SllQ9rnbUsVjbkJxrNjJ+TUKj0SJdqWQjJTf0+MaWzMKA5tZ0xxYBa9qfif184wugrGQqUZcsXmi6JMEkzI9HPSE5ozlCNLKNPC3krYgGrK0OZTtCF4iy8vk0a14p1XqncX5dp1HkcBjuEEzsCDS6jBLdTBBwYCnuEV3hzlvDjvzse8dcXJZ47gD5zPH103jl8=</latexit>

Y n
2

<latexit sha1_base64="YF89bnGQoCPhNJ5aQAemV6ByIW4=">AAAB7HicbVA9SwNBEJ3zM8avqKXNYhCswl0UtLAI2FhG8JJIcoa9zSRZsrd37O4J4chvsLFQxNYfZOe/cZNcoYkPBh7vzTAzL0wE18Z1v52V1bX1jc3CVnF7Z3dvv3Rw2NBxqhj6LBaxaoVUo+ASfcONwFaikEahwGY4upn6zSdUmsfy3owTDCI6kLzPGTVW8h+61UfZLZXdijsDWSZeTsqQo94tfXV6MUsjlIYJqnXbcxMTZFQZzgROip1UY0LZiA6wbamkEeogmx07IadW6ZF+rGxJQ2bq74mMRlqPo9B2RtQM9aI3Ff/z2qnpXwUZl0lqULL5on4qiInJ9HPS4wqZEWNLKFPc3krYkCrKjM2naEPwFl9eJo1qxTuvVO8uyrXrPI4CHMMJnIEHl1CDW6iDDww4PMMrvDnSeXHenY9564qTzxzBHzifP169jmA=</latexit>

Y n
J

<latexit sha1_base64="kVk7LbwEO+qxPw827tTJDE9riC0=">AAAB7HicbVA9SwNBEJ2NXzF+RS1tFoNgFe6ioIVFwEasInhJJDnD3mYvWbK3d+zuCeHIb7CxUMTWH2Tnv3GTXKGJDwYe780wMy9IBNfGcb5RYWV1bX2juFna2t7Z3SvvHzR1nCrKPBqLWLUDopngknmGG8HaiWIkCgRrBaPrqd96YkrzWN6bccL8iAwkDzklxkreQ+/2UfbKFafqzICXiZuTCuRo9Mpf3X5M04hJQwXRuuM6ifEzogyngk1K3VSzhNARGbCOpZJETPvZ7NgJPrFKH4exsiUNnqm/JzISaT2OAtsZETPUi95U/M/rpCa89DMuk9QwSeeLwlRgE+Pp57jPFaNGjC0hVHF7K6ZDogg1Np+SDcFdfHmZNGtV96xauzuv1K/yOIpwBMdwCi5cQB1uoAEeUODwDK/whiR6Qe/oY95aQPnMIfwB+vwBg02OeA==</latexit>

1<latexit sha1_base64="y2E8Y5/0MVquobbgXUq2yIumvOg=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeCF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1Fip6Q3KFbfqLkDWiZeTCuRoDMpf/WHM0gilYYJq3fPcxPgZVYYzgbNSP9WYUDahI+xZKmmE2s8Wh87IhVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGtn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNiUbgrf68jpp16reVbXWvK7Ua3kcRTiDc7gED26gDvfQgBYwQHiGV3hzHp0X5935WLYWnHzmFP7A+fwBdxuMqQ==</latexit>

2<latexit sha1_base64="TiuZj18ktK7ixKuIm4N4yEyzSdU=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeCF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipWRuUK27VXYCsEy8nFcjRGJS/+sOYpRFKwwTVuue5ifEzqgxnAmelfqoxoWxCR9izVNIItZ8tDp2RC6sMSRgrW9KQhfp7IqOR1tMosJ0RNWO96s3F/7xeasJbP+MySQ1KtlwUpoKYmMy/JkOukBkxtYQyxe2thI2poszYbEo2BG/15XXSrlW9q2qteV2p1/I4inAG53AJHtxAHe6hAS1ggPAMr/DmPDovzrvzsWwtOPnMKfyB8/kDeJ+Mqg==</latexit>

J
<latexit sha1_base64="fhMQ3hOsEncFKd/OFrPSJkMqxH0=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeCF/HUgq2FNpTNdtKu3WzC7kYoob/AiwdFvPqTvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewtr6xuVXcLu3s7u0flA+P2jpOFcMWi0WsOgHVKLjEluFGYCdRSKNA4EMwvpn5D0+oNI/lvZkk6Ed0KHnIGTVWat71yxW36s5BVomXkwrkaPTLX71BzNIIpWGCat313MT4GVWGM4HTUi/VmFA2pkPsWipphNrP5odOyZlVBiSMlS1pyFz9PZHRSOtJFNjOiJqRXvZm4n9eNzXhtZ9xmaQGJVssClNBTExmX5MBV8iMmFhCmeL2VsJGVFFmbDYlG4K3/PIqadeq3kW11rys1Gt5HEU4gVM4Bw+uoA630IAWMEB4hld4cx6dF+fd+Vi0Fpx85hj+wPn8AZz/jMI=</latexit>

Figure 4.5: Architecture of the autoencoder (e0, d0) via feed-forward neural networks.

4.5.1 Secret sharing scheme design

Reliability layer design

The design of the reliability layer consists in designing an encoder/decoder pair (e0, d0) as de-

scribed in Definition 4.3. Let V ≜ [2r] be the message set. (e0, d0) is implemented with an

autoencoder as in [85]. The goal of the autoencoder is here to learn a representation of the encoded

message that is robust to the channel noise so that the authorized participants can reconstruct the

message from their noisy channel observations with a small probability of error. As depicted in

Figure 4.5, the encoder e0 consists of three layers. An embedding layer, where the input v ∈ V is

mapped to a one-hot vector 1v ∈ R2r , which is a vector whose components are all zeros except the

v-th component which is one. Dense hidden layers that take v as input and return an n-dimensional

vector. And, a normalization layer that ensures that the codeword e0(v), v ∈ V , meets the average

power constraint

1

n
∥e0(v)∥2 ≤ P.

As depicted in Figure 4.5, the decoder consists of dense hidden layers and a softmax layer.

More specifically, let µ|V| be the output of the last dense layer in the decoder. The softmax layer

takes µ|V| as input and returns a vector of probabilities p|V| ∈ [0, 1]|V|, whose components pv,

v ∈ V , are pv ≜ exp(µv)
(∑|V|

i=1 exp(µi)
)−1

. Finally, the decoded message v̂ corresponds to the

index of the component of p|V| associated with the highest probability, i.e., v̂ ∈ argmaxv∈V pv.
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The autoencoder is trained over all possible messages v ∈ V using a stochastic gradient descent

(SGD) as in [95] and the categorical cross-entropy loss function.

Secrecy layer design

We first review the definition of two-universal hash functions.

Definition 4.4 ( [67], [106]). A family F of two-universal hash functions F = {f : {0, 1}n →

{0, 1}k} is such that

∀x, x′ ∈ {0, 1}n, x ̸= x′ ⇒ P[F (x) = F (x′)] ≤ 2−k, (4.13)

where F is a function uniformly chosen in F .

Define L ≜ {0, 1}r\{0}, and consider the two-universal hash family of functions P ≜ {v 7→

ψ(λ, v)}λ∈L, where ψ is defined as

ψ : L × {0, 1}r → {0, 1}k

(λ, v) 7→ (λ⊙ v)k, (4.14)

where ⊙ is the multiplication in GF(2r), and (·)k selects the k most significant bits. Define also

the mapping ϕ

ϕ : L × {0, 1}k × {0, 1}r−k → {0, 1}r

(λ, s, b) 7→ λ−1 ⊙ (s∥b), (4.15)

where (·∥·) represents concatenation of two sequences of bits.

We implement the secrecy layer with the functions ψ and ϕ defined in Equations (4.14) and

(4.15), respectively.
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ỸU,1
<latexit sha1_base64="ZTgmFHXO/sv7/Hniw/WICgUkiGA=">AAACAXicbVBNS8NAEN3Ur1q/ol4EL4tF8CAlqYIei148VjBtpQlhs9m0SzebsLsRSqgX/4oXD4p49V9489+4aXPQ1gcDj/dmmJkXpIxKZVnfRmVpeWV1rbpe29jc2t4xd/c6MskEJg5OWCJ6AZKEUU4cRRUjvVQQFAeMdIPRdeF3H4iQNOF3apwSL0YDTiOKkdKSbx64irKQwHs/d2Okhhgx6JxCe+KbdathTQEXiV2SOijR9s0vN0xwFhOuMENS9m0rVV6OhKKYkUnNzSRJER6hAelrylFMpJdPP5jAY62EMEqELq7gVP09kaNYynEc6M7iSjnvFeJ/Xj9T0aWXU55minA8WxRlDKoEFnHAkAqCFRtrgrCg+laIh0ggrHRoNR2CPf/yIuk0G/ZZo3l7Xm9dlXFUwSE4AifABhegBW5AGzgAg0fwDF7Bm/FkvBjvxsestWKUM/vgD4zPHx+dlgU=</latexit>

ỸU,n
<latexit sha1_base64="08AYAn3fW/4ZUQZwAtWAzpbzkrk=">AAACAXicbVBNS8NAEN3Ur1q/ol4EL4tF8CAlqYIei148VjBtpQlhs9m0SzebsLsRSqgX/4oXD4p49V9489+4aXPQ1gcDj/dmmJkXpIxKZVnfRmVpeWV1rbpe29jc2t4xd/c6MskEJg5OWCJ6AZKEUU4cRRUjvVQQFAeMdIPRdeF3H4iQNOF3apwSL0YDTiOKkdKSbx64irKQwHs/d2Okhhgx6JxCPvHNutWwpoCLxC5JHZRo++aXGyY4iwlXmCEp+7aVKi9HQlHMyKTmZpKkCI/QgPQ15Sgm0sunH0zgsVZCGCVCF1dwqv6eyFEs5TgOdGdxpZz3CvE/r5+p6NLLKU8zRTieLYoyBlUCizhgSAXBio01QVhQfSvEQyQQVjq0mg7Bnn95kXSaDfus0bw9r7euyjiq4BAcgRNggwvQAjegDRyAwSN4Bq/gzXgyXox342PWWjHKmX3wB8bnD3xOlkI=</latexit>

S
<latexit sha1_base64="Z660fD6dadug16Ql0uzjTHoaiFQ=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKexGQfEU8OIxQfOAZAmzk95kzOzsMjMrhJAv8OJBEa9+kjf/xkmyB00saCiquunuChLBtXHdbye3tr6xuZXfLuzs7u0fFA+PmjpOFcMGi0Ws2gHVKLjEhuFGYDtRSKNAYCsY3c781hMqzWP5YMYJ+hEdSB5yRo2V6ve9Ysktu3OQVeJlpAQZar3iV7cfszRCaZigWnc8NzH+hCrDmcBpoZtqTCgb0QF2LJU0Qu1P5odOyZlV+iSMlS1pyFz9PTGhkdbjKLCdETVDvezNxP+8TmrCa3/CZZIalGyxKEwFMTGZfU36XCEzYmwJZYrbWwkbUkWZsdkUbAje8surpFkpexflSv2yVL3J4sjDCZzCOXhwBVW4gxo0gAHCM7zCm/PovDjvzseiNedkM8fwB87nD60LjNM=</latexit>

Ỹ n
U

<latexit sha1_base64="faPpS2hpXYHvnm6IMqXuyh7CLzg=">AAACAHicbVBNS8NAEN34WetX1IMHL4tF8FSSKiieCl48VjBtpYlhs9m0SzebsLsRSsjFv+LFgyJe/Rne/Ddu2hy09cHA470ZZuYFKaNSWda3sbS8srq2Xtuob25t7+yae/tdmWQCEwcnLBH9AEnCKCeOooqRfioIigNGesH4uvR7j0RImvA7NUmJF6MhpxHFSGnJNw9dRVlI8vvigftujNQII5Y7hW82rKY1BVwkdkUaoELHN7/cMMFZTLjCDEk5sK1UeTkSimJGirqbSZIiPEZDMtCUo5hIL58+UMATrYQwSoQuruBU/T2Ro1jKSRzozvJEOe+V4n/eIFPRpZdTnmaKcDxbFGUMqgSWacCQCoIVm2iCsKD6VohHSCCsdGZ1HYI9//Ii6baa9lmzdXveaF9VcdTAETgGp8AGF6ANbkAHOACDAjyDV/BmPBkvxrvxMWtdMqqZA/AHxucPhsiW+g==</latexit>

Input layer
<latexit sha1_base64="Aq2CgmKxcqugbjxdniblIGtCoeY=">AAAB8nicbVDLSgMxFM34rPVVdekmWARXZaYu7LLgRncV7AOmQ8mkd9rQTDIkGWEY+hluXCji1q9x59+YaWehrQcCh3PuJfecMOFMG9f9djY2t7Z3dit71f2Dw6Pj2slpT8tUUehSyaUahEQDZwK6hhkOg0QBiUMO/XB2W/j9J1CaSfFosgSCmEwEixglxkr+vUhSgznJQI1qdbfhLoDXiVeSOirRGdW+hmNJ0xiEoZxo7XtuYoKcKMMoh3l1mGpICJ2RCfiWChKDDvLFyXN8aZUxjqSyTxi8UH9v5CTWOotDOxkTM9WrXiH+5/mpiVpBzopcIOjyoyjl2Ehc5MdjpoAanllCqGL2VkynRBFqbEtVW4K3Gnmd9JoN77rRfGjW262yjgo6RxfoCnnoBrXRHeqgLqJIomf0it4c47w4787HcnTDKXfO0B84nz85YJEt</latexit>

Output layer
<latexit sha1_base64="/funlruwBcXMCGdqkOXHX5MALsk=">AAAB83icbVDLSgNBEJz1GeMr6tHLYBA8hd14MMeAF29GMA9IljA76U2GzD6Y6RGWJb/hxYMiXv0Zb/6Nk2QPmljQUFR1090VpFJodN1vZ2Nza3tnt7RX3j84PDqunJx2dGIUhzZPZKJ6AdMgRQxtFCihlypgUSChG0xv5373CZQWSfyIWQp+xMaxCAVnaKXBvcHUIJUsAzWsVN2auwBdJ15BqqRAa1j5GowSbiKIkUumdd9zU/RzplBwCbPywGhIGZ+yMfQtjVkE2s8XN8/opVVGNEyUrRjpQv09kbNI6ywKbGfEcKJXvbn4n9c3GDb8XMT2L4j5clFoJMWEzgOgI6GAo8wsYVwJeyvlE6YYRxtT2Ybgrb68Tjr1mnddqz/Uq81GEUeJnJMLckU8ckOa5I60SJtwkpJn8kreHOO8OO/Ox7J1wylmzsgfOJ8/Jz6RuA==</latexit>

4 Hidden layer
<latexit sha1_base64="pR7UHCv8ti2WtrHrzPNMdu2VeeU=">AAAB9XicbVDLSgNBEOyNrxhfUY9eBoPgKexGwRwDXnKMYB6QxDA725sMmZ1dZmaVJeQ/vHhQxKv/4s2/cfI4aGJBQ1HVTXeXnwiujet+O7mNza3tnfxuYW//4PCoeHzS0nGqGDZZLGLV8alGwSU2DTcCO4lCGvkC2/74dua3H1FpHst7kyXYj+hQ8pAzaqz0cE3qPAhQEkEzVINiyS27c5B14i1JCZZoDIpfvSBmaYTSMEG17npuYvoTqgxnAqeFXqoxoWxMh9i1VNIIdX8yv3pKLqwSkDBWtqQhc/X3xIRGWmeRbzsjakZ61ZuJ/3nd1ITV/oTLJDUo2WJRmApiYjKLgARcITMis4Qyxe2thI2ooszYoAo2BG/15XXSqpS9q3LlrlKqVZdx5OEMzuESPLiBGtShAU1goOAZXuHNeXJenHfnY9Gac5Yzp/AHzucPicuR2w==</latexit>

Î(S; Ỹ n
U )

<latexit sha1_base64="AFmE024L70IcV5pPuVHLnLdAI5E=">AAACC3icbVBNS8NAEN34WetX1aOX0CLUS0mqoOil4EVvFe2HNLFsttt26WYTdidCCbl78a948aCIV/+AN/+NmzYHbX0w8Hhvhpl5XsiZAsv6NhYWl5ZXVnNr+fWNza3tws5uUwWRJLRBAh7ItocV5UzQBjDgtB1Kin2P05Y3ukj91gOVigXiFsYhdX08EKzPCAYtdQtFZ4ghvkrKN+cOMN6j8V3SdXwMQ4J53EjuxWG3ULIq1gTmPLEzUkIZ6t3Cl9MLSORTAYRjpTq2FYIbYwmMcJrknUjREJMRHtCOpgL7VLnx5JfEPNBKz+wHUpcAc6L+noixr9TY93RneqWa9VLxP68TQf/UjZkII6CCTBf1I25CYKbBmD0mKQE+1gQTyfStJhliiQno+PI6BHv25XnSrFbso0r1+rhUO8viyKF9VERlZKMTVEOXqI4aiKBH9Ixe0ZvxZLwY78bHtHXByGb20B8Ynz81uJsh</latexit>

Figure 4.6: The security performance is evaluated in terms of the leakage I(S; Ỹ n
U ), U ∈ Uz, via

the mutual information estimator where Ỹ n
U ≜ (ỸU ,i)i∈[n].

Encoding and decoding for secret sharing scheme

The idea of the coding scheme below is to repeat γ ∈ N times the coding scheme described in

Section 4.5.1. Hence, after the γ repetitions, γ secrets have been shared. With the objective to

reduce the information leakage, the dealer and the participants extract another secret from these γ

secrets with a two-universal hash function. The price paid for this reduced leakage is a decrease of

the secret sharing rate.

Fix a seed λ ∈ L, a seed α ∈ {0, 1}γ\{0}, and set the length of the secret to k = 1.

Encoding: For i ∈ [γ], the dealer generates r − k bits, denoted by Bi, uniformly at random from

{0, 1}r−k, and a bit Mi uniformly at random in {0, 1}. The dealer sends the codeword Xn
i ≜

e0(ϕ(λ,Mi, Bi)), i ∈ [γ], such that the channel observations of the participants in A ∈ At are

Ỹ n
A,i ≜ 1T

t Σ
−1
A Y n

A,i. Then, the dealer forms the secret S ≜ ψ(α,M1:γ), where M1:γ ≜ (Mi)i∈[γ].

Decoding: From Ỹ n
A,i, i ∈ [γ], the participants in A ∈ At estimate Vi ≜ ϕ(λ, S,Bi) as V̂i ≜

d0(Ỹ
n
A,i), Mi as M̂i ≜ ψ(λ, V̂i), and the secret S as Ŝ(A) ≜ ψ(α, M̂1:γ).

4.5.2 Performance evaluation

Simulation parameters

In our simulations, we consider J = 200 participants, t = 100, z ∈ [10], and σ2
j ≜ 10−SNR/10,

j ∈ J , with SNR = −16dB. We also consider a secret of length k = 1 and a power P = 1. Note
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that since the SNR is the same for all the participants, we have for A∗ ≜ [t] and U∗ ≜ [z]

max
A∈At

P[Ŝ(A) ̸= S] = P[Ŝ(A∗) ̸= S],

max
U∈Uz

I(S;Y n
U ) = I(S;Y n

U∗).

For the autoencoder training and neural network implementation, we use Python 3.7 and Ten-

sorflow 2.3.

Performance evaluation of the reliability layer

For the parameters defined in Section 4.5.2, we train the autoencoder for (n, r) = (5, 2) using

SGD with the Adam optimizer [95] at a learning rate of 0.0001 over 100,000 random encoder input

messages. To evaluate the performance of (e0, d0), we first generate the input V ∈ {0, 1}r. Then,

V is passed through the trained encoder e0, which generates the codewords Xn and the channel

output Y n
A∗ . By Lemma 4.1, without loss of generality, we consider Ỹ n

A∗ ≜ 1T
t Σ

−1
A∗Y n

A∗ , where

ΣA∗ ≜ diag((σ2
j )j∈A∗). Finally, the trained decoder d0 forms an estimate of V , V̂ (A∗) ≜ d0(Ỹ

n
A∗).

Figure 4.7 shows the average probability of error P[V̂ (A∗) ̸=V ].

Figure 4.7: Probability of error (e0, d0) at SNR = −16dB.
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Information leakage

Consider ϕ and ψ with n = 5 and r = 2. Generate uniformly at random M1:γ ∈ {0, 1}γ and

B1:γ ∈ {0, 1}(r−k)γ . For i ∈ [γ], generate

Xn
i ≜ e0(ϕ(λ,Mi, Bi)), (4.16)

such that the channel observations of the participants in U∗ are Y n
U∗,i ≜ Xn

i +N
n
U∗,i. Using Lemma

4.1, there is no loss of generality in considering Ỹ n
U∗,i ≜ 1T

z Σ
−1
U∗Y n

U∗,i instead of Y n
U∗,i. Finally,

generate the secret as

S ≜ ψ(α,M1:γ). (4.17)

All possible combinations of λ and α are tested to minimize the leakage. The optimal seeds found

are λ = 11, α = 10 when γ = 2, α = 110 when γ = 3, and α = 1110 when γ = 4. Next, we

concatenate all the observations Ỹ n
U∗,i, i ∈ [γ], as Ỹ n

U∗,1:γ and to evaluate the leakage I(S; Ỹ n
U∗,1:γ),

we use the MINE from [71] based on neural networks, whose architecture is depicted in Figure 4.6.

Specifically, we use a fully connected feed-forward neural network with 4 hidden layers, each

having 400 neurons, and used rectified linear unit (ReLU) as an activation function. The input

layer has k + n neurons, and the Adam optimizer with a learning rate of 0.0001 is used for the

training. The samples of the joint distribution pSỸ n
U∗,1:γ

are produced as described above. The

samples of the marginal distributions are generated by dropping either s or ynU∗,1:γ, from the joint

samples (s, ynU∗,1:γ). We trained the neural network over 40000 epochs of 20, 000 messages with

a batch size of 2500. Figure 4.3 shows the information leakage I(S; Ỹ n
U∗,1:γ) with respect to the

secret sharing rate Rs =
k
n

when z varies in [10].
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Probability of error

To evaluate the probability of error between S and Ŝ(A∗), generate uniformly at random M1:γ ∈

{0, 1}γ and B1:γ ∈ {0, 1}(r−k)γ . Then, for i ∈ [γ], generate the codeword Xn
i as in (4.16) so that

the channel outputs at the participants in A∗ are Y n
A∗,i ≜ Xn

i + Nn
A∗,i. Using Lemma 4.1, there

is no loss of generality in considering Ỹ n
A∗,i ≜ 1T

t Σ
−1
A∗Y n

A∗,i instead of Y n
A∗,i. Finally, generate the

secret S as in (4.17).

At the participants in A∗, for i ∈ [γ], Mi is estimated from Ỹ n
A∗,i as M̂i ≜ ψ(λ, d0(Ỹ

n
A∗,i)).

Then, the secret is estimated as Ŝ(A∗) ≜ ψ(α, M̂1:γ). Figure 4.4 shows the average probability of

error P[Ŝ(A∗) ̸= S] with respect to the secret sharing rate Rs =
k
n

.

4.6 Concluding remarks

We considered a secret sharing model where a dealer can communicate with participants over a

Gaussian broadcast channel. We proposed a coding approach that consists in separating the code

design into a secrecy layer and a reliability layer. Our contribution was to design a two-layer coding

scheme at finite blocklength, where we implemented the reliability layer with an autoencoder and

the secrecy layer with two-universal hash functions. We empirically evaluated the probability of

error and estimated the leakage for blocklength at most 20 with a neural network-based mutual

information estimator. Our simulation results demonstrated a precise control of the probability of

error and leakage thanks to the two separate coding layers.

72



CHAPTER 5

CONCLUSIONS

Security is a major concern in wireless communication. The most common security issues in com-

munication networks are (i) confidentiality, (ii) authenticity, (iii) integrity, and (iv) non-repudiation.

With the increasing amount of information being transmitted over wireless networks, attacks on

the communication network are very common. The information-theoretic approach can provide

solutions to such problems. In information-theoretically secure models, the security derives from

information theory and are secure even when the adversary has unbounded computational power.

We have discussed the problem of information-theoretic secret sharing with Gaussian sources,

where we have considered rate-limited public communication to account for bandwidth constraints.

Further, we have designed short blocklength codes for the Gaussian wiretap channel to account for

practical applications that require low latency. Specifically, we have opted for deep learning, which

provides us with a practical approach to design codes and better understand the finite blocklength

regime as it is difficult to analytically characterize the optimal secrecy rates for the Gaussian wire-

tap channel in the finite blocklength regime. We proposed a framework that separates the code

design into two layers: a reliability layer and a secrecy layer. We implemented the reliability layer

with an autoencoder and the secrecy layer with universal hash functions. We have also discussed

the problem of secret sharing over a broadcast channel, where we designed a coding scheme at

a finite blocklength using an approach that separates the code design into a reliability layer and

a secrecy layer. Our simulation results have demonstrated a precise control of the probability of

error and leakage by decoupling two layers in our code design.
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CHAPTER 6

FUTURE WORKS

There are several directions over which this work can be further studied. We list below some of

them.

Multiple users setting: Developing finite-length codes for the multiple access wiretap channel

(MAC-WT) under information-theoretic security guarantees will be an interesting problem. In

other words, the setting where multiple users communicate with the legitimate receiver in the

presence of an eavesdropper.

Complexity based on users: The complexity of the deep learning-based model increases as the

number of users increases. A design based on a modular approach for complex models might be

an effective way to tackle complexity-based issues.

Complexity based on blocklength: The complexity of the neural network-based autoencoder

increases as blocklength n increases. For blocklengths n ≤ 128, we used a regular autoencoder in

this thesis. For blocklengths n ≥ 128, using a convolutional autoencoder will be a better choice.

This implementation certainly reduces the complexity but at the expense of performance losses in

terms of error probability for the message.

Active eavesdropper: In this thesis, we considered a passive eavesdropper in which the eaves-

dropper only listens to the transmission but does not try to modify the transmission. In a more

practical scenario, an eavesdropper can modify or delete some bits from its observations. To take

such an adversary into account in a finite-blocklength regime will be challenging and exciting.
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[32] O. Günlü, “Multi-entity and multi-enrollment key agreement with correlated noise,” IEEE
Trans. Inf. Forensics and Security, vol. 16, pp. 1190–1202, October 2021.
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Appendix A

Derivation of (2.4), (2.5)

Let Z and Z ′ be zero-mean jointly Gaussian and jointly non-singular random vectors with covari-

ance matrices ΣZ and Σ′
Z , respectively. By [107, Theorem 3.5.2], we have

Z ′ = PZ +W, (1)

where P ≜ ΣZ′ZΣ
−1
Z and W is independent of Z with covariance ΣW ≜ ΣZ′ − ΣZ′ZΣ

−1
Z ΣT

Z′Z .

Hence, by (1), we have

YL = ΣYLXσ
−2
X X +WYL , (2)

where ΣWYL
≜ ΣYL − ΣYLXσ

−2
X ΣT

YLX
. Then, we normalize (2) as follows. By Cholesky decom-

position, there exists an invertible matrix B ∈ RL×L such that ΣWYL
= BBT . Hence, (2) can be

rewritten as

Y ′
L = HLX +W ′

YL
,

where Y ′
L ≜ B−1YL, HL = B−1ΣYLXσ

−2
X , and W ′

YL
∼ N (0, IL).
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Appendix B

Proof of Theorem 2.2

To prove Theorem 2.2, we proceed as follows. For a threshold access structure At, we first prove

that there exist sets of authorized and unauthorized participants A⋆
t ∈ argminA∈At

HT
AHA and

U⋆
t ∈ argmaxU∈Ut

HT
UHU , respectively, such that for any t ∈ J1, L − 1K, A⋆

t ⊂ A⋆
t+1, U⋆

t ⊂

U⋆
t+1. Then, by Theorem 1, we remark that A⋆

t and U⋆
t also correspond to the sets that appear

in the expression of the secret capacity for the threshold access structure At. Finally, using the

monotonicity property (with respect to t) of the sets (A⋆
t )t∈J1,LK and (U⋆

t )t∈J1,LK and Theorem 1,

we derive necessary and sufficient conditions to determine whether the secret capacity increases or

decreases as the threshold t increases.

We will need the following lemma.

Lemma .1. Let a, c ∈ R+ and Rp ∈ R+. The function fa,c,Rp is non-increasing

fa,c,Rp : R+ → R

y 7→ 1

2
log

cy2−2Rp + ca(1− 2−2Rp) + 1

cy + 1
.

Proof. The derivative of fa,c,Rp at y ∈ R+ is f ′
a,c,Rp

= 1
2 ln 2

c(1+ca)(2−2Rp−1)

(cy+1)(cy2−2Rp+ca(1−2−2Rp )+1)
≤ 0.

Using Lemma .1, we obtain the following result:

Lemma .2. One can find sets (A⋆
t )t∈J1,LK and (U⋆

t )t∈J1,LK such that for any t ∈ J1, L− 1K, we have

A⋆
t ⊂ A⋆

t+1, U⋆
t ⊂ U⋆

t+1, and for any t ∈ J1, LK,

{A⋆
t ,U⋆

t } ∈ argmin
A∈At,U∈Ut

[
fHT

AHA,σ2
X ,Rp

(HT
UHU)

]+
, (3)

where we have used the notation of Lemma .1.
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Proof. For t ∈ J1, LK, remark that

argmin
A∈At,U∈Ut

[
fHT

AHA,σ2
X ,Rp

(HT
UHU)

]+
=

{
argmin

A∈At

HT
AHA, argmax

U∈Ut

HT
UHU

}
, (4)

because fHT
AHA,σ2

X ,Rp
(HT

UHU) is an increasing function of HT
AHA and is a decreasing function

of HT
UHU by Lemma .1. Next, write the vector HL as HL = [HL(1), HL(2), . . . , HL(L)]

T . By

relabelling the participants, if necessary, assume that |HL(1)| ≤ |HL(2)| ≤ · · · ≤ |HL(L)|. For

t ∈ J1, LK, choose A⋆
t ≜ J1, tK and U⋆

t ≜ JL− t + 2, LK. Clearly, for any t ∈ J1, L− 1K, we have

A⋆
t ⊂ A⋆

t+1, U⋆
t ⊂ U⋆

t+1, and by (4), we have that (3) holds for any t ∈ J1, LK.

By Theorem 2.1 and (3), we have

Cs(A1, Rp) =

[
1

2
log
(
σ2
XH

T
A⋆

1
HA⋆

1
(1− 2−2Rp) + 1

)]+
, (5)

and for t ∈ J2, LK, we have

Cs(At, Rp) =

[
1

2
log

σ2
XH

T
U⋆
t
HU⋆

t
2−2Rp + σ2

XH
T
A⋆

t
HA⋆

t
(1− 2−2Rp) + 1

σ2
XH

T
U⋆
t
HU⋆

t
+ 1

]+
. (6)

Using (5) and (6), we easily obtain for any t ∈ J1, LK

Cs(A1, Rp) ≥ Cs(At, Rp)

⇐⇒ σ2
XH

T
A⋆

1
HA⋆

1
HT

U⋆
t
HU⋆

t
+HT

A⋆
1
HA⋆

1
+HT

U⋆
t
HU⋆

t
−HT

A⋆
t
HA⋆

t
≥ 0.

From the proof of Lemma .2, there exists O ≥ 0 such that O ≤ HT
U⋆
t
HU⋆

t
and HT

A⋆
1
HA⋆

1
+ O =

HT
A⋆

t
HA⋆

t
. Therefore, HT

A⋆
1
HA⋆

1
+HT

U⋆
t
HU⋆

t
≥ HT

A⋆
t
HA⋆

t
, and Cs(A1, Rp) ≥ Cs(At, Rp).

Next, for any S ⊆ L, for s ∈ J1, |S|K, let HS(s) denote the s-th component of HS . We have
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for i ∈ J1, L− tK,

Cs(At, Rp) ≥ Cs(At+i, Rp)

⇐⇒ σ2
XH

T
A⋆

t
HA⋆

t
HT

U⋆
t+i
HU⋆

t+i
+HT

A⋆
t
HA⋆

t
+HT

U⋆
t+i
HU⋆

t+i

≥ σ2
XH

T
U⋆
t
HU⋆

t
HT

A⋆
t+i
HA⋆

t+i
+HT

U⋆
t
HU⋆

t
+HT

A⋆
t+i
HA⋆

t+i

⇐⇒ σ2
XH

T
A⋆

t
HA⋆

t
(HT

U⋆
t+i
HU⋆

t+i
−HT

U⋆
t
HU⋆

t
+HT

U⋆
t
HU⋆

t
) +HT

U⋆
t+i
HU⋆

t+i
−HT

U⋆
t
HU⋆

t

≥ σ2
XH

T
U⋆
t
HU⋆

t
(HT

A⋆
t+i
HA⋆

t+i
−HT

A⋆
t
HA⋆

t
+HT

A⋆
t
HA⋆

t
) +HT

A⋆
t+i
HA⋆

t+i
−HT

A⋆
t
HA⋆

t

⇐⇒ (1 + σ2
XH

T
A⋆

t
HA⋆

t
)(HT

U⋆
t+i
HU⋆

t+i
−HT

U⋆
t
HU⋆

t
)

≥ (1 + σ2
XH

T
U⋆
t
HU⋆

t
)(HT

A⋆
t+i
HA⋆

t+i
−HT

A⋆
t
HA⋆

t
),

where the first equivalence is obtained using (6). Note that, by Lemma .2, one can choose A⋆
t ⊂

A⋆
t+i and U⋆

t ⊂ U⋆
t+i, hence, HT

A⋆
t+i
HA⋆

t+i
−HT

A⋆
t
HA⋆

t
≥ 0 and HT

U⋆
t+i
HU⋆

t+i
−HT

U⋆
t
HU⋆

t
≥ 0.
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Appendix C

Proof of (2.11)

The probability of error averaged over Cn, i.e., ECn

[
P[V n ̸= V̂ n

A ]
]

for any A ∈ A can be upper

bounded via the union bound by the four following terms:

1. The probability that (xn, ynA) /∈ T n
ϵ1
(XYA), which is upper bounded by

2|X ||YA| exp(−nϵ21µXYA) [35, Page 272 Equation (1.12)].

2. The probability that the encoder cannot find (ω, ν) such that (xn, vn(ω, ν)) ∈ T n
ϵ (XV ),

given that (xn, ynA) ∈ T n
ϵ1
(XYA), which is upper bounded by

ECn

[ ∑

xn,ynA

pXnY n
A
(xn, ynA)1{∀(ω, ν), (vn(ω, ν), xn) /∈ T n

ϵ (V X) and (xn, ynA) ∈ T n
ϵ1
(XYA)}

]

=
∑

(xn,ynA)∈Tn
ϵ1
(XYA)

pXnY n
A
(xn, ynA)P[∀(ω, ν), (V n(ω, ν), xn) /∈ T n

ϵ (V X)]

=
∑

(xn,ynA)∈Tn
ϵ1
(XYA)

pXnY n
A
(xn, ynA)(1− P[(V n(ω, ν), xn) ∈ T n

ϵ (V X)])2
n(Rv+R′

v)

(a)

≤
∑

(xn,ynA)∈Tn
ϵ1
(XYA)

pXnY n
A
(xn, ynA) exp(−2n(Rv+R′

v)P[(V n(ω, ν), xn) ∈ T n
ϵ (V X)])

(b)

≤
∑

(xn,ynA)∈Tn
ϵ1
(XYA)

pXnY n
A
(xn, ynA) exp

(
− 2n(Rv+R′

v)
(
1− δ(2)ϵ1,ϵ

(n)
)
2−n(I(V ;X)+2ϵH(V ))

)

≤ exp
(
−
(
1− δ(2)ϵ1,ϵ

(n)
)
2ϵnH(V )

)
,

where (a) holds because for any x ≥ 0 and any p ∈ [0, 1], (1 − p)x ≤ e−px, and in (b) we

have defined δ(2)ϵ1,ϵ(n) ≜ 2|V||X | exp
(
−n (ϵ−ϵ1)2

1+ϵ1
µV X

)
.

3. The probability that the decoder finds ν̃A ̸= ν such that (ynA, v
n(ω, ν̃A)) ∈ T n

ϵ (YAV ), given

that (xn, ynA) ∈ T n
ϵ1
(XYA) and the encoder found (ω, ν) such that (xn, vn(ω, ν)) ∈ T n

ϵ (XV ),
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which is upper bounded by

∑

ω,ν

p(ω, ν)
∑

ν′A ̸=ν

ECn

∑

(xn,ynA)∈Tn
ϵ1
(XYA)

pXnY n
A
(xn, ynA)1{ynA, (vn(ω, ν ′A)) ∈ T n

ϵ (YAV )}

=
∑

ω,ν

p(ω, ν)
∑

ν′A ̸=ν

∑

(xn,ynA)∈Tn
ϵ1
(XYA)

pXnY n
A
(xn, ynA)P[(ynA, (V n(ω, ν ′A)) ∈ T n

ϵ (YAV )]

≤
∑

ω,ν

p(ω, ν)
∑

ν′A ̸=ν

∑

(xn,ynA)∈Tn
ϵ1
(XYA)

pXnY n
A
(xn, ynA)2

−n(I(V ;YA)−2ϵH(V ))

≤ 2n(R
′
v−I(V ;YA)+2ϵH(V ))

≤ 2−nϵH(V ).

4. The probability that the decoder cannot find ν̃A such that (ynA, v
n(ω, ν̃A)) ∈ T n

ϵ (YAV ),

given that (xn, ynA) ∈ T n
ϵ1
(XYA) and the encoder found (ω, ν) such that (xn, vn(ω, ν)) ∈

T n
ϵ (XV ), which is upper bounded with Markov lemma [35, Page 319 Equation (5.1)] by

2|V||X ||YA| exp
(
−n (ϵ−ϵ1)2

1+ϵ1
µV XYA

)
.

Hence, for any A ∈ A, we have ECn [P[V n ̸= V̂ n
A ]] ≤ δ(n, ϵ,A). Next, we have

ECn

[
max
A∈A

P[V̂ n
A ̸= V n]

]
≤ ECn

[∑

A∈A

P[V̂ n
A ̸= V n]

]

=
∑

A∈A

ECn

[
P[V̂ n

A ̸= V n]
]

≤
∑

A∈A

δ(n, ϵ,A)

≤ |A|max
A∈A

δ(n, ϵ,A).

By Markov’s inequality, we conclude that there exists a codebook such that maxA∈A P[V̂ n
A ̸=

V n] ≤ |A|maxA∈A δ(n, ϵ,A).
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Appendix D

Proof of (2.17)

For any U ∈ U, we have

H(V n|Y n
U )

(a)

≥ I(Xn;V n|Y n
U )

= H(Xn|Y n
U )−H(Xn|V nY n

U )

(b)
= nH(X|YU)−H(Xn|V nY n

U ), (7)

where (a) holds by definition of mutual information, and (b) holds because theXi’s and (YU)i’s are

independently and identically distributed. We now lower bound the term −H(Xn|V nY n
U ). Define

for any U ∈ U,

ΓU ≜ 1{(Xn, V n, Y n
U ) ∈ T n

2ϵ(XV YU)},

∆U ≜ 1{(Xn, V n) ∈ T n
ϵ (XV )},

so that,

H(Xn|V nY n
U )

≤ H(XnΓU∆U |V nY n
U )

= H(ΓU∆U |V nY n
U ) +H(Xn|V nY n

U ΓU∆U)

(a)

≤ 2 +
∑

δU ,γU∈{0,1}

P(ΓU = γU |∆U = δU)P(∆U = δU)H(Xn|V nY n
U ,ΓU = γU ,∆U = δU)

(b)

≤ 2 +H(Xn|V nY n
U ,ΓU = 1,∆U = 1) + n(2δϵ(n) + δ2ϵ (n,U)) log |X |

=
∑

ynU ,vn

p(ynU , v
n|1, 1)H(Xn|Y n

U = ynU , V
n = vn,ΓU = 1,∆U = 1)
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+ 2 + (2δϵ(n) + δ2ϵ (n,U)) log |X |n

(c)

≤
∑

ynU ,vn

p(ynU , v
n|1, 1) log|T n

2ϵ(X|ynU , vn)|+ 2 + (2δϵ(n) + δ2ϵ (n,U)) log |X |n

≤
∑

ynU ,vn

p(ynU , v
n|1, 1)nH(X|YUV )(1 + 2ϵ) + 2 + (2δϵ(n) + δ2ϵ (n,U)) log |X |n

≤ nH(X|YUV )(1 + 2ϵ) + 2 + (2δϵ(n) + δ2ϵ (n,U)) log |X |n. (8)

where (a) holds because (ΓU ,∆U) is defined over an alphabet of cardinality equal to four so that

H(ΓU∆U |V nY n
U ) ≤ log 4 = 2, (b) holds because P[∆U = 0] ≤ δϵ(n) ≜ 2|X ||V|e−nϵ2µXV and

P[ΓU = 0|∆U = 1] ≤ δ2ϵ (n,U) ≜ 2|V||X ||YU |e−ϵ2nµV XYU /2 by Markov Lemma [35, Page 319

Equation (5.1)], and (c) holds becauseH(X) ≤ log |X | for any discrete random variableX defined

over |X |. Combining (7) and (8), we obtain (2.17).
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Appendix E

Proof of (2.22) and (2.23)

We rewrite (2.26) and (2.27) as

Rp = max
A∈A

(h(X)− h(X|V )− h(YA) + h(YA|V )) , (9)

Rs = min
A∈A

min
U∈U

(h(YA)− h(YA|V )− h(YU) + h(YU |V )) . (10)

Let KXV ≜



σ2
X σXV

σV X σ2
V


 be the covariance matrix of (X, V ). We have

h(X|V ) = h(X, V )− h(V )

=
1

2
log(2πe)2 det(KXV )−

1

2
log 2πeσ2

V

=
1

2
log 2πe(σ2

X − σXV σ
−2
V σXV )

=
1

2
log 2πeσ2

X|V , (11)

where the last equality holds by [108, Proposition 3.13]. Next, for any A ∈ A, let KYAV ≜

ΣYA ΣYAV

ΣT
YAV σ2

V


 be the covariance matrix of (YA, V ). We have

h(YA|V ) =
1

2
log(2πe)|A|det(KYAV )

σ2
V

(a)
=

1

2
log(2πe)|A|σ

2
V det(ΣYA − ΣYAV σ

−2
V ΣT

YAV )

σ2
V

(b)
=

1

2
log(2πe)|A| det(ΣYA|V ),

(c)
=

1

2
log(2πe)|A| det(HAσ

2
X|VH

T
A + I), (12)
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where (a) holds by the formula for the determinant of a block matrix, (b) holds by [108,

Proposition 3.13], (c) holds by (2.4) and the definition of the conditional variance ΣYA|V ≜

E
[
(YA − E[YA|V ]) (YA − E[YA|V ])T |V

]
= HAE

[
(X − E[X|V ]) (X − E[X|V ])T |V

]
HT

A +

E
[
WYAW

T
YA

]
and WYA is a Gaussian noise vector with with identity covariance matrix. Simi-

larly, for any U ∈ U, we have

h(YU |V ) =
1

2
log(2πe)|U| det(HUσ

2
X|VH

T
U + I). (13)

Thus, from (9), (10), (11), (12), and (13), we have

Rp = max
A∈A

(
1

2
log

σ2
X

σ2
X|V

− 1

2
log

det(HAσ
2
XH

T
A + I)

det(HAσ2
X|VH

T
A + I)

)
, (14)

Rs = min
A∈A

min
U∈U

(
1

2
log

det(HAσ
2
XH

T
A + I)

det(HAσ2
X|VH

T
A + I)

− 1

2
log

det(HUσ
2
XH

T
U + I)

det(HUσ2
X|VH

T
U + I)

)
. (15)

Then, by Lemma 2.1 and the definition ofOA, A ∈ A andOU , U ∈ U, we can rewrite (14) and (15)

as

Rp = max
A∈A

(
1

2
log

σ2
X

σ2
X|V

− 1

2
log

σ2
XOA + 1

σ2
X|VOA + 1

)
, (16)

Rs = min
A∈A

min
U∈U

(
1

2
log

σ2
XOA + 1

σ2
X|VOA + 1

− 1

2
log

σ2
XOU + 1

σ2
X|VOU + 1

)
. (17)

Finally, by Lemma 2.2, (16) and (17) become (2.22) and (2.23).
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Appendix F

Achievability and converse bounds for the Gaussian wiretap channel

F.1 Achievability bound for the Gaussian wiretap channel

The maximal secrecy rate R(n, ϵ, δ) achievable by an ϵ-reliable and δ-secure (n, k, P ) code is

lower bounded as [63, Theorem 7 and Section IV.C-1]

R(n, ϵ, δ) ≥ 1

n
log2

M(ϵ, n)

L(n, δ)
,

with M(ϵ, n) the number of codewords for a probability of error ϵ and blocklength n inferred by

Shannon’s channel coding achievability bound [97, Section III.J-4], and L(n, δ) such that

√
L(n, δ) ≜ min

γ

√
γE[exp(−|Bn − log γ|)]

2(δ + E[exp(−|Bn − log γ|+)]− 1)
, (18)

where the minimization is over all γ > 0 such that the denominator is positive, and

Bn ≜
n

2
log2

(
1 +

P

σ2
Z

)
+

log2 e

2

n∑

t=1

(
1− (

√
PZt −

√
σ2
Z)

2

P + σ2
Z

)
,

where Zt, t ∈ {1, . . . , n}, are i.i.d. according to the standard normal distribution.

F.2 Converse bound for the Gaussian wiretap channel

An ϵ-reliable and δ-secure (n, k, P ) code for the wiretap channel (X , PY Z|X ,Y ×Z) satisfies [63,

Theorem 12 and Section IV.C-3]

2k ≤ inf
τ∈(0,1−ϵ−δ)

τ + δ

τβ1−ϵ−δ−τ (PXnY nZn , PXnZnQY n|Zn)
, (19)
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where PXnY nZn denotes the joint probability distribution induced by the code and for QY n|Zn as

in [63, Eq. (129)]

β1−ϵ−δ−τ (PXnY nZn , PXnZnQY n|Zn) ≥ P[D̄n+1 ≥ γ̄],

where

D̄n+1 ≜ (n+ 1)Cs

+
log2 e

2

n+1∑

t=1

(
N2

Zt

σ2
Z

− (N̄Zt − c0(NZt +
√
P ))2

P + σ2
Z

+
N̄2

Zt

P + σ2
Y

− (c1NZt + c0N̄Zt − c20
√
P )2

σ2
Y

)
,

with NZt ∼ N (0, σ2
Z), N̄Zt ∼ N (0, P +σ2

Y ), Cs ≜ 1
2
log2

1+P/σ2
Y

1+P/σ2
Z

, and c0 ≜
√

σ2
Z−σ2

Y

P+σ2
Z

, c1 ≜
P+σ2

Y

P+σ2
Z

,

and the threshold γ̄ satisfies P[B̄n+1 ≥ γ̄] = 1− ϵ− δ − τ with

B̄n+1 ≜ (n+ 1)Cs +
log2 e

2

n+1∑

t=1

(
(NYt + N̄Yt)

2

σ2
Z

− N2
Yt

σ2
Y

+
(
√
P +NYt)

2

P + σ2
Y

− (
√
P +NYt + N̄Yt)

2

P + σ2
Z

)
,

where NYt ∼ N (0, σ2
Y ) and N̄Yt ∼ N (0, σ2

Z − σ2
Y ), t ∈ {1, . . . , n + 1}, are independent and

identically distributed.
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