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ABSTRACT

We present a unified metric for analyzing the risk of disclosing anonymized datasets. Datasets
containing privacy sensitive information are often required to be shared with unauthorized users
for utilization of valuable statistical properties of the data. Anonymizing the actual data provides a
great opportunity to share the data while preserving its statistical properties and privacy. The risk
of disclosure remains, as hackers may perform a de-anonymization attack to breach the privacy
from released datasets. Existing metrics for analyzing this risk were established in the context of
infeasibility attacks where each consistent matching (i.e., feasible mapping between actual data
and anonymized data) appears equally likely to the hacker. In practice, the hacker may possess
some background knowledge for assigning unequal probabilities to all the matchings. We consider
these unequal probabilities assigned to matchings to compute the expected closeness of the match-
ings to the actual mapping adopted for anonymization. We find that our metric delivers a more
practical risk assessment for decision makers but has a high computational complexity. Hence,
we propose an efficient heuristic for our metric and analyze its accuracy. We also show that our

heuristic results in a very close estimation to the actual metric.

vi



TABLE OF CONTENTS

Chapter Page
INTRODUCTION . . . . . e e e e e e e e 1
BACKGROUND: EXISTING METRICS FOR MEASURING ANONYMITY . . . . .. 4
2.1 Quick Survey on Existing Methods . . . . . ... ... ... 0L 4
2.2 Infeasibility Attack Model and An Example . . . . ... ... ... ....... 6
2.3  Edman, Sivrikaya, and Yener’s Metricd . . . . . . . ... .. ... ... ... . 8
2.4 Lakshmanan, Ng, and Ramesh’s Metrice . . . ... ... .. ... .. ...... 11
2.5 Comparative Analysis of Existing Metricsdand e . . . . ... ... ... .... 12

PROBABILITY DISTRIBUTION ON MATCHINGS BY PROBABILISTIC ATTACKS 15

3.1 Probabilistic Attack Model and Example . . . .. ... ... ........... 15
3.2 Induced Probability on Matchings by Probability of Graph Edge . . . . . . . . .. 17
3.3 Truly Uneven and Flat Probability Matrices . . . . . . .. .. ... ... ..... 20
UNIFIED METRIC ¥ FOR INFEASIBILITY AND PROBABILISTIC ATTACKS . .. 23
4.1 Metric W: A Generalization of Lakshmanan, Ng, and Ramesh’s Metrice . . . . . 23
4.2 Requirements of Heuristicfor W . . . . . . ... ... ... oL 25
43 Heuristicfor W . . . . . . L 25
4.4  Accuracy of Heuristic H . . . . . . . . . . L 27
CONCLUSIONS AND FUTUREWORK . . . .. ... ... ... .. .. ..., 32
REFERENCES . . . . . e 34

Vil



LIST OF FIGURES

Figure Page
2.1 (a) Complete anonymity; (b) An instance of no anonymity. . . . . ... ... ... .. 7
2.2 (a) Released anonymized transactions; (b) Graph G arrived by hacker after removing

infeasible edges; (c) A biadjacency matrix of Graph G. . . . . . ... ... ... ... 8
2.3 All possible matching produced from G of Figure 2.2(b). . . . . . . .. ... ... .. 9
2.4 (a) Permanents and expected crack values for all possible 5 X 5 attack graphs; (b) An

example matrix with permanent 4 and expected crack value 1.75; (c) An example ma-

trix with permanent 7 and expected crack value 3. . . . . . . .. ... ... ... ... 13
3.1 (a) The dataflow network adopted by dataset owner to construct Mo; (b) The probabi-

lity matrix produces by the networkat(a). . . . . . .. ... ... ... ... ..... 16
3.2 Sets T" of all functions from R to T, and M(K.,) of all n! bijections between Rand T. 19
3.3 (a) Another example of a dataflow network adopted by dataset owner to construct Mo;

(b) The flat probability matrix produces by the networkat(a). . . . ... ... .. .. 20
3.4 (a) The biadjacency matrix A containing same information as the at matrix P of Figure

3.3(b); (b) An example probability matrix Q that assigns truly uneven probabilities to

matchings declared feasibleby AandP. . . . . . . . . ... ... ... ... ... 21
3.5 (a) The biadjacency matrix Ag of an example graph G; (b) The at matrix FER(G). . . 22
4.1 (a) Metric ¥ and heuristic  considering all possible M € M(K, ) as M, for a given

matrix Q resulted from a probabilistic attack ; (b) The matrix Q from Figure 3.4 (b). .. 28
4.2 NMAPE(P) for 30,000 randomly generated 5 X 5 doubly stochastic probability matr-

ix P, plotted against permanent(P) . . . . . . . .. ... ... ... ... 30

viii



CHAPTER 1

INTRODUCTION

Risk of unwanted disclosure of data has always been a major concern in data sharing over
the Internet. Preserving data privacy while data mining was initially introduced for hiding actual
attributes of data from unauthorized recipients [1]. In 1997 Moor [2] reveals his worries about
privacy breach of data through the Internet and states,

“Our challenge is to take advantage of computing without allowing computing to
take advantage of us. When information is computerized, it is greased to slide easily
and quickly to many ports of call. This makes information retrieval quick and conve-
nient, but legitimate concerns about privacy arise when this speed and convenience

lead to the improper exposure of information.”

Today in the age of Big data and Cloud computing, privacy preservation while mining the data is
more of a compulsion than an option. This allows computational access on sensitive information
while preventing unexpected privacy breach [3].

Owners of datasets containing privacy sensitive data (such as, health-care related informa-
tion) have to release some form of data for important purposes, e.g., research on diseases requires
data from huge population for investigation [4] and software testing for health insurance company
or at hospital requires actual data [1] for analyzing the real time performance. Sharing these sets
of actual data is a violation of privacy law according to HIPAA [5]. Possible alternatives include
releasing a transformed (secured) version of data instead of real data. One of these options is
encryption of data before release, but this hides the statistical attribute of data and makes the sub-
stitution cipher [6] futile for research or software testing. Another alternative is to use fake data for
testing, but constructing fake data [1] with properties of real data requires inspection on real data
and also requires expensive man-hours to produce. The widely acceptable form of data release
considering the privacy is to release a sanitized version of data [7, 8]. In this thesis we preferred

anonymity over all other method of data sanitization. In literature, anonymity is defined as the



lack of capability to identify a particular item of interest among the set of other items (anonymity
set) [9]. Prior to release of the anonymized data set, the dataset owner requires to analyze the
risk of unwanted disclosure considering the possible de-anonymization attacks. These attacks are
performed by unauthorized recipients (e.g., hackers) of data with an intention to re-identify sensi-
tive information by revealing the actual mapping between real and anonymized datasets. Edman
et al. [10] and Laskmanan et al. [7, 8] have given acceptable metrics for measuring the remain-
ing anonymity after such de-anonymization attacks. Existing metrics for measuring the remaining
anonymity, are established on the important assumption, that each consistent matching (i.e. feasi-
ble mappings) being equally likely to the hacker. These metrics are based on infeasibility attacks.
They consider infeasible matchings to have no chance and other matchings to have equal chances
of being the actual mapping. In a real life scenario, the hacker may be equipped with a set of
background knowledge for assigning unequal chances to all the matchings. Unlike in an infea-
sibility attack, now the hacker may favor a matching over other matchings. A set of normalized
values of these unequal chances gives a real valued probability distribution over all possible match-
ings. A metric computing on this probability distribution on all possible matchings will capture
the practical scenario and give a better risk assessment for the dataset owners.

In this thesis, we give a new metric considering the probability assigned to each matching
as the weight for calculating expected closeness of the matching to the actual mapping. We start
with analyzing the limitations of existing metrics and give an effective unified metric based on the
uneven probability distribution on all possible matchings, for measuring the remaining anonymity
of an anonymized dataset after an attack. We examine the computational complexity of our metric
and realizing the severe requirement of an efficient heuristic, we propose an efficient heuristic for
computation. We also perform a detailed analysis of the accuracy of our heuristic and propose
three interesting directions for future work.

The rest of the thesis is organized as follows. First, we present short a survey and a detailed
analysis of the existing permanent based metrics by Edman et al. [10] and Laskmanan et al. [7] in

Chapter 2. In Section 2.2 of this chapter we also describe the infeasibility attack model in context.



Then, we introduce the probability attack model in Section 3.1 of Chapter 3. In Sections 3.2 and 3.3
of this chapter, we explain the induced probability distribution all possible matching, and introduce
uneven and flat probability matrices. The concepts of truly uneven and flat probability matrices are
used for constructing our unified metric. In Chapter 4 we present our metric and the heuristic for

our metric. Finally, we conclude and highlight some directions for future work in Chapter 5.



CHAPTER 2

BACKGROUND: EXISTING METRICS FOR MEASURING ANONYMITY

In this chapter, we give a literature survey of the existing methods adopted for data privacy,
the infeasibility attack model and a detailed analysis of existing metrics for measuring remaining

anonymity.
2.1 Quick Survey on Existing Methods

We start with a quick survey on techniques for data sanitization. Later, in this section
we discus the methods for anonymity measurement and features observed for anonymity attack
models.

First, we give a short survey on widely used methods for data privacy and their limita-
tions in comparison to anonymity. A common concept of data privacy is limiting the disclosure of
information by data sanitization before sharing the data. The majority of work done in data san-
itization involves applying statistical disclosure limitation, e.g., data swapping, cell suppression,
rounding, sampling and generation synthetic data as described by Moore [11], Fienberg et al. [12]
and Domingo-Ferrer et al. [13]. These methods involved perturbation of actual data characters for
the cost of privacy. Another method proposed by Evmievski et al. [14] is association rule mining,
which involves randomizing data items in a transaction for preserving the privacy of individual
transactions. In this method, privacy breaches of transactions are proposed to be prevented by ran-
domization of operator, thus hiding the association rules. But, as pointed by Verykios et al. [15],
association rule hiding changes data frequency as randomizing of transactions involves insertions
and removals of data items in each transaction. Agrawal and Srikant [16] proposed generation of
synthetic data with a perturbed distribution which is close to actual distribution of data. Interesting
analysis of relative effectiveness of such generalized data to original data is by Agrawal and Aggar-
wal [17], presents the trade-off between privacy and information loss. Statistical databases prevent

privacy breach by answering only statistical queries but various methods presented in the survey



by Adam and Wortmann [18] shows that an analysis of sequential queries can help to deduce in-
formation of an individual. The k-anonymity model [19-21] for domain generalization hierarchies
to replace each recorded value with a generalized value. The problem remains as it becomes diffi-
cult to reconstruct data model with actual characteristics or statistical properties. These problems
can be solved by releasing anonymized datasets. As with all other benefits of anonymity for sat-
isfying the privacy constrains in a dataset, the most attractive property of anonymized datasets is
that it preserves the actual characteristics and statistical properties of original data. Anonymity
is a widely used method for privacy preservation. In a proposal for privacy terminologies, Pfitz-
mann and Hansen [9] described anonymity as the state being unidentifiable with a set of subjects
called anonymity set. In an anonymized dataset, each entry of original item is replaced by a unique
anonymized representative. This method is adopted in most cases to preserve information pri-
vacy, e.g., message communication, database transactions, location services, software testing and
in many other applications.

Second, we give the methods of measuring the remaining anonymity in the aftermath of
an attack. The methods include information theoretic entropy based and most importantly perma-
nent of underlying attack matrix based measures. Serjantov and Danezis [22] gave their metric
in context of anonymous communication as effective anonymity set size by separating equally
likely senders of messages from all senders. Degree of anonymity proposed by Diaz et al. [23]
is an effective anonymity set size normalized with maximum set anonymity size. Further anal-
ysis is performed by Edman et al. [10] for a collective measure of anonymity for all users of
anonymity set. The metric by Lakshmanan et al. [8] introduced the metric for disclosure risk
analysis of anonymized datasets. This metric is the collective correctness expressed in terms of
expected cracks of matchings. Both these metrics [10] [8] are based on the calculation of perma-
nent of underlying attack matrices. These metrics are established on the concept of the elements
of anonymity set being equally likely, thus they are applicable to infeasibility attacks mostly. The
practical scenario where these elements are unequally likely, demands a metric for probabilistic at-

tacks. In the following sections a detailed analysis of metric by Edman et al. [10] and Lakshmanan



et al. [8] is given and based on the analysis, we develop our a new metric for probabilistic attacks

in Chapter 4.
2.2 Infeasibility Attack Model and An Example

To release sanitized form of n sensitive entries of information, we assume R to be the set
of recorded (actual) entries and 7' to be the set of transformed (anonymized) entries. Set R may
contain privacy sensitive entries of health information, e.g., names of diseases, syndrome of illness,
charges on medical billing, or personal identification records (e.g., Names, DOBs, or Addresses).
Set T' contains the anonymized form of entries in R, such that each entry from R is uniquely
mapped to an entry from 7" and vice versa, i.e., RNT = (), and |R| = |T| = n. We assume R
and 7" are public information but the exact mapping between the entries deployed by the dataset
owner is private. We also assume that the hacker is equipped with some background knowledge
and attempts to reveal the exact mapping between these two sets. We consider a hacker is an
unauthorized recipient of data willing to de-anonymize and gain information from anonymized
dataset. The maximum anonymity is observed when for any entry r € R, every t € 1" seems a
feasible anonymized entry to the hacker. In Figure 2.1(a) we represent this situation in form of a
complete bipartite graph K, , between R and 7" for n = 5. Here, an edge (r;, ;) shows the feasi-
bility of ¢; being the anonymized entry for r;. As described by Edman et al. [10], the hacker can
perform an infeasibility attack or a probabilistic attack, based on some prior knowledge about the
dataset. In an infesibility attack, the hacker performs the attack based on his background knowl-
edge and removes some edges as infeasible to arrive at a subgraph G of K, ,,. By producing the
subgraph G, the hacker tries to find the matching representing the exact correspondence between
every r € Randt € T. A matching is a one to one correspondence between the entries of actual
data and anonymized data. The exact matching M, is the matching that is considered as the key
to anonymization and is a secret by the dataset owner. A completely successful attack will result
in a subgraph or an exact matching with n edges connecting each » € R to a unique ¢ € 7" and an
instance of no anonymity. Figure 2.1(b) shows an arbitrary matching out of n! possible matchings

from K, ,,. Thus, more edges identified as infeasible by the hacker results in a stronger attack than
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Figure 2.1: (a) Complete anonymity; (b) An instance of no anonymity.

a few edges. These attacks lie between two extreme ends of full anonymity (i.e., Figure 2.1(a)) and
no anonymity(i.e., Figure 2.1(b)). We also assume the hacker makes correct analysis of infeasibil-
ity, so subgraph GG always contain the exact mapping deployed by data owner. In a probabilistic
attack, instead of removing edges, the the hacker assigns real valued probabilities to all the edges.
Probabilistic attacks are discussed further in Chapter 3.

Now, we give an example of an infeasibility attack. Let us, suppose an anonymized med-
ical history record of 10 transactions is released from respiratory care unit of a hospital as in
Figure 2.2(a). Each of these transactions is the anonymized set of respiratory disease diagnosis in
a patients medical records. Here, we assume, 7" = {u, v, z,y, z} be the pool of transformed entries
of R = {Flu,Viral Fever,Cold, Asthma, Tuberculosis} recorded diagnosis. We consider the
hacker is equipped with some background knowledge that the patients are recognized with Flu
in case of 40% to 90% times for respiratory illness. The hacker also computes frequency of ap-
pearance of anonymized entries from the transactions and finds x, y, and 2z appeared between the
range of Flu. He also finds u and v appearing outside the frequency range. These findings lead the
hacker to determine the edges (F'lu, ), (Flu,y), and (F'lu, z) as feasible and edges (F'lu, u), and
(Flu,v) as infeasible. He establishes the knowledge that F'lu is anonymized among z, y, and z
and and not as u or v. The hacker determines and removes all the infeasible edges and arrives at

a subgraph G of K, ,, as in Figure 2.2(b). Graph G is also represented in a biadjacency matrix in



Released Anonymized
Transactions

u v X y z
1 {X,Z} 6 {V,Z} FIU 0 0 l 1 1
2 {v.y} 7 {y.z} Viral Fever| 0 0 1 1 1
3 {uy} 8 {vz} Codl 0 1 1 1 1
4 {x.z} 9 {uy.z}
5 XY,z 10 xy.2} Asthma| 1 1 1 1 0
Tuberculosis| 1 1 1 0 0
(@
c)
Expected Observed
Frequency Ranges Frequencies
<40%, 90%> Flu u 20%
<{35%, 85%> Viral Fever 7V 30%
<30%, 90%> Cold X 40%
<10%, 60%> Asthma y 60%
<20%, 45%> Tuberculosis z 80%

(b)

Figure 2.2: (a) Released anonymized transactions; (b) Graph G arrived by hacker after removing
infeasible edges; (c¢) A biadjacency matrix of Graph G.

Figure 2.2(c). Here the rows hold recorded entries and the columns hold the transformed entries.
Presence and absence of edges are marked with 1s and Os. The hacker tries to find the exact map-
ping used for anonymization by considering all the matchings that are contained in graph G. A
matching M is contained in graph G if £y, € Eg, i.e, all the edges of M are in graph G. Figure 2.3
shows the 18 possible matchings that are contained in GG at Figure 2.2(b). Dataset owners required
to assess the risk of information disclosure before releasing the transactions. Examples of such
transactions appeared in Figure 2.2(a). Anonymity metrics help the dataset owners by giving mea-
sures of remaining anonymity on the dataset after an attack. Anonymity metrics are well studied
fields of research. In the following sections we describe and compare two anonymity metrics from

earlier research on infeasibility attacks.
2.3 Edman, Sivrikaya, and Yener’s Metric d

Edman et al. [10] considered the size of anonymity set as the key to determine the remaining

anonymity of a dataset after the hacker arrives at a particular graph G. The size of an anonymity
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Figure 2.3: All possible matching produced from G of Figure 2.2(b).

set can be found by counting the number of matchings determined as a potential exact matching
by the hacker. Potential exact matchings are the matchings that are contained in graph G. We

let, M(G) denote the set of matchings contained in graph G. According to Asratian et al. [24]



the number of matchings contained in a graph G is equal to the permanent value of a biadjacency
matrix Ag representing graph G. The permanent value of any n x n matrix A of real numbers is

defined as:

permanent (A) = Z A1) A2¢(2)--Angn) 2.1

PePn

where, @, is the set of all bijections ¢: {1,2,....,n} — {1,2,...,n} i.e., permutations of the first
n positive integers. It is also known that if A is a biadjacency matrix containing only Os and 1s,
then permanent(A) is an integer value between 0 and n!. We assume M, from Figure 2.3 is the
exact matching deployed by the dataset owner as the mapping between R and 7' for anonymity.
Also, the hacker performs an infeasibility attack with correct background knowledge and arrives
at G, hence My, € M(G), and |[M(G)| > 1. Edman et al. [10] proposed the following metric as

the degree of anonymity:

0 ifn=1
d(G) = W otherwise >
og(n! ’

The value produced by d(G) gives the measure of anonymity on a scale of [0, 1]. Here, the value
d(G) = 1 indicates maximum anonymity. This is a scenario when the hacker finds all the match-
ings contained in of graph K, ,, as potential candidates for being M, i.e., G = K, ,, and M(G) has
exactly n! matchings. The value, d(G) = 0 indicates no anonymity at all. This is a scenario when
the hacker has performed a completely successful attack and narrowed down his graph G' = M,
and M(G) has exactly 1 matching. Data set owner considers the anonymized transactions are
safe to release if the value of d(G) results in a greater than a minimum value chosen for safety
level. Here, hacker background knowledge for arriving at graph G is also considered as public
information. In our example attack in Section 2.2, the number of matchings contained in graph
G in Figure 2.2(b) can be found by taking the permanent of Ay in Figure 2.2(c). The biadja-
cency matrix Ag gives the permanent(Ag) = 18, i.e., the exact matching M is hidden among
18 potential matchings out of 120 maximum possible. The degree of anonymity given by d(G) is
log(18)/log(120) = 0.6037.

The degree of anonymity proposed by Edman et al. [10] is a rough metric for anonymity

as d(G) is determined only by the number of matchings in which exact matching M is hiding.
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Here, a higher value produced by the metric indicates a safer anonymized dataset to realease. In
this context, any matching M € M (G) chosen to be M, by dataset owner would result in the same

degree of anonymity given by d(G).
2.4 Lakshmanan, Ng, and Ramesh’s Metric ¢

A more accurate measure of anonymity after an attack is given by the collective closeness
of matchings of the anonymity set to the exact matching deployed by the dataset owner. We define
the closeness of matching as the number of cracks. A crack in any matching M € M(G) is any
edge of M that is also contained in Mj,. The number of cracks C'(M) of a arbitrary matching
M € M(G) is the common number of edges between the matching M and the exact matching
M, deployed by the dataset owner and also 0 < C(M) < n. Lakshmanan et al. [8] measured
the remaining anonymity of an anonymized data set in terms of expected number of cracks in a
randomly choosen matching M € M(G). The annonymized dataset is found to be safe to release
for the mapping deployed by dataset owner, if the expected number of cracks are within some
pre-established safety level. Here, a lower value produced by the metric gives a higher safety level
to anonymized dataset.

We adopted the formulation given by Lakshmanan et al. [8] to calculate the number of
matchings in M (G) with exactly ¢ cracks. We make partitions with R¢ vertices in M (G) where
each partition contains only the matchings with exactly ¢ cracks. There will be n + 1 partitions
for c = 0,1,2,,n (because there can be at most n and at least 0 cracks found in any matching
M € M(G)). Also there will be no matchings in the partition with n — 1 cracks as the n'* non-
cracked edge will have to incident to the vertices for n'* crack. Then, for every partition, we make
sub partitions of S of matchings with common cracked edges. Hence, R° = {S C R : |S| = c}.
In the sub partitions of S, every matching has common sub graph G(.5’) i.e., the vertices with ¢
number of cracks the edges. For each sub partition, we identify that common sub graph G(5")(i.e.,
cracked edges and their incident vertices) from the matchings and remove it from the graph G.
We also remove any other cracked edge(s) if found in G and arrive at G(S) = (R, T', E'). Here,
R =R\S, R, T =T\T"where {t : r € Sand (r,t) € Mo)}, E' = E\ E", and E" = {

11



(r,t) :reSorteT"or(r € R and (r,t) € Mo)}. Then, we calculate permanent(Ags)) to
find the count of matchings in each sub partition of M(G) and then sum all the counts found for
sub partitions of each partition with ¢ cracks is ) | ¢ p. permanent(Ag(s)) Lakshmanan et al. [8]
formulated the expected number of cracks ¢((G) by taking the arithmetic average of total number

of cracks. Hence,

£(G) = !

~ permanent(Ag)

Z {c Z permanent(Ag(S))}] (2.3)

=0 | Sere
If the mapping deployed by dataset owner is

My = {(Flu, z), (Viral Fever,y),(Cold, z), (Asthma, u), (Tuberculosis,v)}
then, the hacker arrives at GG and finds the 18 matchings on Figure 2.3 equally likely, then expected
number of cracks in a randomly chosen matchingis (5 +3+1+2+0+24+0+0+24+0+1+
14+3+34+0+1+1+3)/18 = 1.56. Lakshmanan et al. [8] formulated their metric based on the
quality of the anonymity set deemed by the hacker. Here quality is considered as the closeness of

the feasible matchings M € M(G) to M,.
2.5 Comparative Analysis of Existing Metrics d and ¢

There are significant differences between the evaluation of remaining anonymity given
by existing metric d(G) and €(G). The metric d(G) proposed by Edman et al. [10] gives the
measure of anonymity in terms of the permanent value of underlying biadjacency matrix of graph
(G, which is the number of matchings deemed feasible by the hacker. The metric ¢(G) proposed by
Lakshmanan et al. [8] measures the same based on the collective closeness of feasible matchings
to the actual mapping for anonymity in terms of expected number of cracks. Here, metric d(G)
considers only the quantity of matchings in the anonymity set whereas metric €(() also considers
the quality of the matchings. In this section, we give a performance analysis of both the metrics
to show that metric €(() offers more accurate measure of remaining anonymity than metric d(G),
by considering both quality and quantity of matchings deemed feasible by the hacker from the
anonymity set. To compare metric d(G) and ¢(G), again we let,

My = {(Flu, z), (Viral Fever,y),(Cold, z), (Asthma, u), (Tuberculosis, v) }

12
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Figure 2.4: (a) Permanents and expected crack values for all possible 5 x 5 attack graphs; (b) An
example matrix with permanent 4 and expected crack value 1.75; (c) An example matrix with
permanent 7 and expected crack value 3.

be the actual mapping deployed by the dataset owner which produced the anonymized transactions
on Figure 2.2(a). We compute permanent values of 5 x 5 biadjacency matrices representing all
possible attack graphs that contain M and plot them on horizontal axis. Then we compute the
expected crack values of same set of underlying attack graphs on the vertical axis. There are

229 = 1,048, 576 such attack graphs with many of them producing overlapped values and the data
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points form an inversely proportionate pattern. Also we plot the data points on horizontal axis in
Figure 2.4(a) in logarithmic scale to improve visibility.

We observe in Figure 2.4(a) that, both the metrics agree with each other at most data points
as the expected number of cracks fall with the increase of permanent values. Recall that safety
levels of a dataset are higher, when permanent values are higher for metric d and when expected
crack values are lower for metric . But in some of the data points, these metrics disagree and give

different measures of safety level.

e Firstly, we discover expected crack values ranging between 1.8 to 3.5 for a stationary perma-
nent value 5. Here, unlike metric d(G'), metric €(G) indicates ranged values of safety level,
after different attacks. Here, different attacks with same anonymity set size, produce same

quantities of different qualities of matchings.

e Secondly, we compare the data points (4,1.75) and (7, 3) , and their corresponding biadja-
cency matrices on Figure 2.4(b) and Figure 2.4(c). Here the tuple is defined as (permanent
value, expected crack value). Metric d(G) finds higher level of safety in the attack cap-
tured data point (7, 3) than in data point (4, 1.75) as 7 is a greater value to 4, but metric ¢(G)

completely disagrees as expected crack value 1.75 compared to 3 gives higher safety.

We find metric ¢(G) proposes a better metric of anonymity with considering more infor-
mation for measurement than in metric d(G). We focus at the useful components and uncovered
context by metric £(G) and propose a unified metric for more practical scenario of both infeasibil-

ity and probabilistic attacks.
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CHAPTER 3

PROBABILITY DISTRIBUTION ON MATCHINGS BY PROBABILISTIC ATTACKS

Earlier in Section 2.2, we mentioned two type of attacks performed by the attacker, namely
infeasibility attacks and probabilistic attacks. We observed that in an infeasibility attack the graph
G results in less than n? equally important edges as the edges determined infeasible by the hacker
are removed and rest of the feasible edges are considered equally likely. In a more practical sce-
nario, the hacker performs a probabilistic attack by assigning uneven real values between 0 and
1 to all n? edges of the complete bipartite graph K, ,,. Probabilities assigned to the edges of a
complete bipartite graph induce a probability distribution on the set of all possible matchings and
gives the probability of any randomly chosen matching M € M(K,, ) being M,.

In this chapter, we introduce the probabilistic attack and present the probabilities assigned
on graph edges from these attacks. We also discuss the method for inducing the probability distri-

bution on all possible matchings from probabilities on the edges.
3.1 Probabilistic Attack Model and Example

In a probabilistic attack, all the anonymized entries are considered with chances of being
the anonymized representative of actual entries. Here, the hacker considers every entry ¢, € T
with a real valued probability to be the anonymized entry of each recorded entry r; € . Recall
that set R is the set of recorded entries and set 7" is the set of transformed entries representing
the anonymized version of 7; € R. The real valued probability assigned to an edge (r;,t;) gives
the chance of ¢; € T being the anonymized representative of r; € [. Also with the natural
property of probability, these probabilities addsup to 1 37| P(r;,t;) = land 3 1 | P(ry,t;) = 1
resulting in a doubly-stochastic probability matrix. dataset owner may use a dataflow network of
randomizing nodes to construct the exact mapping M, before releasing the anonymized dataset.
The Figure 3.1(a) gives an example of a data-flow network consisting of randomizing nodes )\,

A9 and A3 that takes the recorded entries F'lu, Viral Fever, Cold, Asthma, and Tuberculosis as
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input and gives the transformed entries u, v, x, y, and z as the output based on some shuffling done

by internal functionality of the each node. We assume the behavior of these internal functionalities

z
Flu —| A y 9} P(Flu)=P(Viral Fever)=1/3

Viral Fever —) —>/ P(Cold)=P(Asthma)=P(Tuberculosis)=1/9
X
> P(Flu)=P(Viral Fever)=1/6
A |V _ > Pp(Cold)=P(Asthma)=P(Tuberculosis)=2/9
Cold—s) | >
Asthma—s| A u _ _ .
Tuberculosis ————> P(Cold)=P(Asthma)=P(Tuberculosis)=1/3
(a)

P u \% X y z

Flu 0 1/6 1/6 1/3 1/3

Viral Fever 0 1/6 1/6 1/3 1/3

Cold 1/3 2/9 2/9 1/9 1/9
Asthma 1/3 2/9 2/9 1/9 1/9
Tuberculosis 1/3 2/9 2/9 1/9 1/9

(b)

Figure 3.1: (a) The dataflow network adopted by dataset owner to construct My; (b) The
probability matrix produces by the network at (a).

are known to the dataset owner and unknown to the hacker. We also assume the hacker knows the
block structure of the data-flow network, output labels, and input values. But, he is unable to see
the values coming out of the network, hence he assigns probabilities to each output label of being
the inputs. He assigns these probabilities to edges of graph K, ,, for every input and output pair if
there is a channel in the data-flow network for the pair based on his background knowledge. For
example, the outputs of node \; gives probability 1/3 to y and z be anonymized representative Flu
and Viral Fever. Therefore the edges (F'lu,y), (Flu,y), (Viral Fever,y), and (Viral Fever, z)
are assigned with probability 1/3. Also, the edges (F'lu,u), (Viral Fever,u) are assigned with
probability O as there are no channels for them in the data-flow network. The biadjacency matrix

P representing the graph K, ,, after the said probabilistic attack is given in Figure 3.1(b).
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3.2 Induced Probability on Matchings by Probability of Graph Edge

Biadjacency probability matrix resulted from the probabilistic attacks have an interesting
property, i.e., these matrices are doubly stochastic in nature. In this section we describe the method
that induces the probability distribution on the set M (K, ,,) of all possible matchings from the dou-
bly stochastic probability matrix (i.e., biadjacency matrix resulted from the probabilistic attack).

In a doubly stochastic probability matrix P, the sum of the elements of each row or each
column adds up to exactly 1. This is given by the fact that )/ is essentially a bijection between R

={ri,re,...,rn}and T' = {t1, s, ..., t, }. First, we define a few important terminologies:

A slice s is any subset of n cells of a n X n matrix P where no two cells are from the same row.
The weight of a slice w(s) is the product of the values in all the cells in s.

A diagonal d is any slice S(P) where no two cells are from the same column of matrix P.

The normalized weight of a diagonal YV (d) is the weight of any diagonal d € D(P) normalized

with permanent(P). Here W(d) = w(d)/permanent(P).

Here, a slice s is a representation of a sub graph of complete bipartite graph K, ,, between R and
T with one edge connecting each » € R (i.e. a function from R to 7). And a diagonal d is a
representation of a sub graph between R and 7' with one edge connecting each » € R and each
t € T. We define such sub graphs as matchings, which implies, a diagonal is a representation of a

set of probabilities corresponding to all the edges of a matching. We let S(P) define the set of all

S(P)|=n"

possible slices and D(P) define the set of all possible diagonals. For a n xn matrix P,

and |D(P)| = n!. From the definition of the weight of a slice, we propose the following.

Proposition 3.2.1 For a given probability matrix P,

(a) ZsGS(P) w(s) =1

(b) > 4ep(p) w(d) = permanent(P)
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Proof (a) Probability matrix P is of n x n size. By definition and performing algebraic rearrange-

ment we get,

n

S wls)=> > > PiyPy..P, =[(Pi+Pat. .+ Pn)=1

sES(P) Jj1=1j2=1 Jn=1 i=1

The last equality is followed from the definition of doubly stochastic matrix, that the elements

of each row of P adds to 1.

(b) Is followed from the definition of permanent(P). |}

Therefore, permanent(P) is the sum of weights of all diagonals of P. As D(P) C S(P), we
arrive at a a corollary of the Proposition 3.2.1 is that permanent(P) < 1. The equality is found
when P contains exactly one 1 in each of its columns and rows. The minimum possible value
of permanent(P) is well known to be n!/n", when all cells in P are 1/n (see, for example,
Egorychev [25]). We propose the following from the definition of normalized weight of a diagonal

d € D(P) and from Proposition 3.2.1(b).

Proposition 3.2.2 For a given probability matrix P,

ZdeD(P) W(d) =1
Proof Since, ZdeD(P) W(d) = ZdeD(P) w(d)/permanent(P) = 1. |

In matrix P, each value is a probability and each row of matrix P gives a probability distribution
on the set 7. The probabilities contained in any specific row i are the probabilities for each t; € T
of being associated with r; in the matching M, employed by the dataset owner.

Now we consider the set 77, shown in Figure 3.2, of all n" functions f : R — T, and
let some fixed function g € T be given. Suppose a function f from the set 77 is constructed

randomly as follows:

e We pick some t; € 1", with a probability P ; according to the distribution that is contained

in the row 1 of P, and set that chosen ¢; to be f(r1).
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n" functions from
RtoT

n! bijections between
RtoT

Figure 3.2: Sets 7" of all functions from R to 7', and M(K,, ,,) of all n! bijections between R
and 7.

e Then, we similarly set f(rs), f(r3), ..., f(r,) according to the distributions that is contained

in rows 2, 3, ..., n, respectively.

The probability that the function f constructed in this manner is identical to the given function
g € TRis [[{P;lg(r;) =t; }, i.e, the weight of the slice of P that corresponds to function g. By
Proposition 3.2.2(a), the said weights add up to 1, i.e., this gives a probability distribution on the
entire set 7%, Also, by Proposition 3.2.1(b), permanent(P) is the probability that our randomly
constructed function f is a bijection, i.e., it represents a matching between R and 7'.

Now if the given function g is a bijection, i.e., g € M(K,, ). Then, given the case when the
function f constructed randomly as said is also a bijection, the normalized weight of the diagonal
of P corresponding to g is the probability of the case: f = g. This induces a probability distribution
on the set M (K, ) since, by Proposition 3.2.2, these normalized weights add up to 1.

As the cells in P are the probabilities of edges being in M, the normalized weights of the
individual diagonals of P are thus the probabilities induced by P to their corresponding matchings,

of being M.
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3.3 Truly Uneven and Flat Probability Matrices

In this section, we introduce the concept of truly uneven and flat probability matrices. We
observe the dataflow network in Figure 3.3(a) and the probability matrix P produced by this net-

work in Figure 3.3(b). The permanent of the matrix P of Figure 3.3(b) is 4/81. The following are

z
Flu —f > P(Flu)=P(Viral Fever)=1/3
. a o s _ - =
Viral Fever —| 1 X P(Cold)=P(Asthma)=P(Tuberculosis)=1/9

Cold —

v
—>
Asthm_a% & LUy P(Cold)=P(Asthma)=P(Tuberculosis)=1/3
Tuberculosis —>)
(a)
P u v X y z
Flu 0 0 1/3 1/3 1/3
Viral Fever 0 0 1/3 1/3 1/3

Cold 1/3 1/3 1/9 1/9 1/9
Asthma 1/3 1/3 1/9 1/9 1/9
Tuberculosis 1/3 1/3 1/9 1/9 1/9

(b)

Figure 3.3: (a) Another example of a dataflow network adopted by dataset owner to construct My;
(b) The flat probability matrix produces by the network at (a).

two example matchings, of all the 5! = 120 matchings contained in the graph K 5 corresponding

to this matrix, along with their probabilities of being Mj:

M, = {(Flu,u), (Viral Fever,z),(Cold,u), (Asthma, x), (Tuberculosis,v)} ,

W(M,) — {4/%(0%%‘%%)} ~0

My = {(Flu,z), (Viral Fever,z), (Cold,u), (Asthma,y), (Tuberculosis,v)} ,

1 11111 1
- (= - — — — — =~ 0.02
YL )} 0.027778

M,) = S-S =
W) = { 3'3'3'9'3 36
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An interesting characteristic of this probability matrix P is that the normalized weight of
84 of its 120 diagonals is 0, and that of each of the other 36 is 1/36. Matchings M; and M, above
correspond to one in each of those classes, respectively. In other words, matchings that have a
non-zero probability of being M, are all equally likely to be M.

Probability matrices with this property are called flat matrices, and they provide no addi-
tional probabilistic information to the hacker than their corresponding 0 — 1 biadjacency matrices
that possess an identical zero-pattern. The biadjacency matrix A of Figure 3.3(a) has the same zero-
pattern as that of the above probability matrix P, i.e. both matrices contain 0 values in exactly the
same cells, thereby declaring the same 36 matchings to be feasible, and all those matchings have,
according to P, an equal probability of being M,. In contrast, the probability matrix () of Fig-

ure 3.4(b) contains the same zero-pattern, but is not flat. Here, the normalized weight of 84 of its

A u v X y z Q u \% X y z
Fu|l|o0o o0 1 1 1 Flu 0 0 57/100 2/5 3/100
ViralFever | 0 0 1 1 1 Viral Fever 0 0 3/10 23/100  47/100
Cod|1 1 1 1 1 Cold  17/50 29/100  3/100 3/10 1/25
Asthma | 1 1 1 1 1 Asthma  29/100 13/25 2125 1/20 3/50
Tuberculosis | 1 1 1 1 1 Tuberculosis  37/100 19/100 1/50 1/20 2/5

(a) (b)

Figure 3.4: (a) The biadjacency matrix A containing same information as the flat matrix P of
Figure 3.3(b); (b) An example probability matrix () that assigns truly uneven probabilities to
matchings declared feasible by A and P.

120 diagonals is 0, and the other 36 uneven weight ranging from 0.0002 to 0.2543. The permanent
of @) is 326/5361. According to @, the probabilities of those 72 feasible matchings of being M,

vary from 79/421189 to 252/991, as shown by the following three example matchings:

M;s = {(Flu,u), (Viral Fever,z), (Cold,v), (Asthma, z), (Tuberculosis,y)} ,

1 57 47 3 13 37 252
WM;) = (= —— — —.—)} = — ~ 0.254289
(Ms) {326/5361<100 100 10 25 100)} 991

My = {(Flu,v), (Viral Fever,u),{(Cold, z), (Asthma,y), (T'uberculosis, z)} ,
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1 23 29 29 2 815

W(My) = {m( ————— )b = —"_ ~0.066384

510°100°100°577 — 12277
My = {(Flu, ), (Viral Fever,v), (Cold,u), (Asthma,y), (Tuberculosis, z)} ,

1 3 23 3 29 19 79
W(Ms) = {5575 —— . =
(M) {326/5361 100 100 100 100 100)} 421189

~ 0.000188

The matrix () can assign truly uneven probabilities to the feasible matchings contained in Ay and

P. Another example of flat matrix F' is given in Figure 3.5(b). This matrix ' is constructed by the

Ag u v x y 2 F u v X y z
Fu[1 0 1 1 0 Flu (5-1))2 0 (352 0 0
ViralFever | 0 1 0 1 O Viral Fever 0 172 0 1/2 0
Cod| 0 0 1 0 1 Cold 0 0 BV o (N5-1)12
Asthma [0 1 0 1 O Asthma 0 172 0 1/2 0
Tuberculosis [ 1 0 1 0 1 Tuberculosis  (3-V5)2 0 \5-2 0 (3-V5)2

(@) (b)
Figure 3.5: (a) The biadjacency matrix A¢ of an example graph G (b) The flat matrix F' € R(G).

method outlined by Bagai et al. [27]. Figure 3.5(a) and 3.5(b) show the biadjacency matrix Ag
and the flat matrix F' € R(G), respectively, for an example graph G

For a given graph G, let R(G) be the set of all doubly-stochastic probability matrices,
such that matrices of R(G) assign non-zero probabilities to the matchings that are in M(G). We
observe that, if M(G) contains at least two matchings, there can be uncountably infinite number
of matrices in R(G). Still, exactly one of these matrices in R((G) assigns even probabilities, i.e.,
flat and all other matrices in R((G) assign truly uneven probabilities, i.e., non-flat to matchings in

M(@G). This follows from Corollary 2.6.6 in Bapat and Raghavan [26].
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CHAPTER 4

UNIFIED METRIC V¥ FOR INFEASIBILITY AND PROBABILISTIC ATTACKS

In this chapter we develop a more accurate and unified metric for measuring the remaining
anonymity in the aftermath of an attack. We observe the comparisons between the metric € by
Lakshmanan et al. [8] and the metric d by Edman et al. [10] presented in Section 2.5. In these
comparisons, metric € gives a better measure of remaining anonymity than metric d by considering
the quality of anonymization. We develop our unified metric, which is a generalization of metric ¢
by Lakshmanan et al. [8] for infeasibility attack models and probabilistic attack models presented

in Chapters 2 and 3 respectively.
4.1 Metric V: A Generalization of Lakshmanan, Ng, and Ramesh’s Metric ¢

We observed, metric € by Lakshmanan et al. [8] gives a more accurate measure considering
all the matching being equally likely(i.e. for infeasibility attacks). Here, we give a more precise
metric for both infieasibility and probabilistic attacks by improving the structure of metric ¢.

We note that, for a graph G produced after an attack, metric €(G) gives the measure of

expected cracks by calculating the average number of cracks among the matchings contained in

M(G),ie.,
. E]V[EM(G) C(M)
(9= M)

In a probabilistic attack, the crack count C'(M) of any matching M € M (K, ,,) is associated with

4.1)

a probability of M being M, given by a probability distribution. This probability distribution
is induced by the normalized weights WW(d) of the diagonals of the biadjacency or probability
matrix resulted by an attack. We develop our metric considering this normalized weight WW(d) of a
diagonal d € D(P) be the weight for computing the weighted expected crack value of matchings
contained in M (K, ,,).

Let P be any n xn biadjacency or probability matrix resulting from an attack. The expected
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crack value among all matchings in M (K, ,) after this attack is:

_ ZdeD(P) W(d).C(m(d)) _ Z W(d).C(m(d)) (4.2)

v(P)
ZdGD(P) W<d) dGD(P)

where m/(d) is a matching in M (K, ,,) corresponding to the diagonal d € D(P).

Metric ¥ is a unified metric. We observed in Section 2.4, metric ¢ by Lakshmanan et
al. [8] is only applicable to the biadjacency matrices produced after infeasibility attacks. Out
metric WV is applicable to both biadjacency and probability matrices produced after infeasibility and
probabilistic attacks, respectively. Theorem 4.1.1 shows W is a unified metric and a generalization

of .

Theorem 4.1.1 For any graph G with biadjacency matix Ag, and F' € R(G) be flat. Then,
e(G) =V(Ag) = V(F).

Proof The first equality is from the fact that for any d € D(Ag),
W(d) = 1/permanent(Ag) = 1/|IM(G)|if m(d) € M(G) and 0 otherwise. The second equality
is from the already noted fact that the normalized weight of any diagonal of A is equal to that of

the corresponding diagonal of F'. |

Now we give an example of the above theorem. Let GG be the graph corresponding to
the biadjacency matrix A at Figure 3.4(b) and we also consider the flat probability matrix P at
Figure 3.3(b). Recall that, since P is a flat probability matrix, it supplies no more information to
normalized weights of the diagonals, than its equivalent biadjacency matrix A. So here, A = Ag
and P = F'. We compute expected crack value £(G), weighted expected cracks W(A) and ¥(P).
We find, ¢(G) = W(A) = ¥(P) = 13/9 ~ 1.4. With this example we observe that our metric ¥
is a unified metric as this gives the same measures as to infeasibility attack and probability attack,
when the matchings contained in M (K, ,) are equally likely. Now we give an example for the
case when matchings contained in M (K, ,) are not equally likely i.e. a case when probabilistic
attack assigns truly uneven probabilities to the matchings. We consider the probability matrix )

at Figure 3.4(b) which has the same zero pattern to matrix A and we find ¥(Q) = 1369/4355 ~
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0.3144. We also observe an interesting behavior of metric ¥ as does not always indicate a greater
risk as ¥(Q)) < W(A). This situation is demonstrated by an attack captured by matrix () that
assigns lower probabilities to the matchings with higher crack values, i.e., matchings that are close
to the actual mapping are determined less probable by the hacker. Thus, the “closeness” of the this
probabilistic attack resulted correctly than infeasibility attack, therefore, metric W gives a more

precise anonymity measure.
4.2 Requirements of Heuristic for ¥

Computation of metric W is extremely difficult as it is a permanent based metric. The nor-
malized weight WW(d) of the diagonals d € D are normalized by the permanent of the probability
matrix P associated by the attack considered. We study the literature and find the following infor-
mation about computational complexity regarding permanent values. Valiant [28] showed that, if
all values of the matrix are just O or 1, solution to this is #P-complete. Thus, a polynomial-time
solution for computing the permanent is improbable as that would imply P = NP. In literature,
evidence of more work is found for arriving at approximations to permanents more efficiently by
Jerrum and Vazirani [29] and Chien et al. [30]. We find, the state-of-the-art polynomial-time ap-
proximation method of Jerrum et al. [31] that runs in O(¢??). This provides an approximation
to our metric, but infeasible to adopt in real life computations. Hence, we require to provide an

efficient heuristic for a closer approximation to our metric.
4.3 Heuristic for ¥

The metric W, measures the remaining anonymity depending on the actual mapping M,
deployed by the dataset owner. The construction of matching M, determines the distribution of
crack values C'(M) of matchings contained in M(K,, ). The weight assigned to a matching
M € M(K,,) depends on the probability assigned on its associated edges in K, and on the
distribution of the cracks over M(K, ). We let, m; be the index of unique transformed entry in

T for the recorded entry ; € R, indexed with 7. We rewrite the construction of M using this new
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scheme of notations as,

Mo = {(r1,tm1), (ro, tma)s <oy Ty tin) }-

Since, P is a doubly-stochastic probability matrix, each row of P gives a probability distribution
on the set 7. The values (P, 1, P, ..., P ) of i'" row of P gives the probabilities assigned to each
t; € T to be anonymized representative of r;. The value P, ,,,, assigned to an edge (r;, t,,,) € M,
gives the probability of closeness between r; and ¢,,, determined by the hacker. This probability
P, ., 1s an estimate of the contribution of entry r; to the overall weighted expected crack value
U(P). We take the total of the estimations for all entry indexes with i = {1,2, ..., n} and give our

heuristic as,
H(P)=>_ Pim, (4.3)
i=1

The heuristic at equation 4.3 is a huge improvement over ¥ (P), as H(P) can be computed only in
O(n) steps.

Later, we show that 7 (P) is a close approximation of ¥(P), but now, we emphasize that
they are not identical. H(P) is, in fact, the expected crack value among all functions in RT, which
as shown in Figure 3.2, is usually a proper superset of M (K ). To establish this, we first give the
following stronger lemma.

Lemma 1: Let for each k € {1,2,....n}, F, denote the set of all n* partial functions f
{ri,r9,...,m} — T . Then, for any M, and a given probability matrix P, we have that for all £,
the expected weighted crack value among all partial functions in Fj is Zle P,

Proof: (By weak induction on k) In base case, let £ = 1. JF; contains n partial functions,
exactly 1 of which has 1 crack, as it maps r; to t,,,. The probability of this function being chosen
is Py ,,,, . None of the other (n — 1) partial functions in J; has any cracks, and the total probability
of choosing one of those is (1 — Py ,,,). The expected weighted crack value among all partial
functions in Fy isthus 1 - Py, +0- (1 — Py, ) = Zle P,

For the inductive case, we assume 2 < k < n and, as the inductive hypothesis, suppose the

expected weighted crack value among all of the n*~! partial functions in F,_; is Zf:_ll P, Fi
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has n* partial functions, exactly n*~! of which, with a total probability of Py, , map 7y to t,,,
thus adding 1 crack to each partial function in F;_;. The expected weighted crack value among
these elements of Fj, is thus 1 4+ Y P, ... The remaining (n* — n*~!) partial functions in F,
with a total probability of (1 — Py, ), map 7 to other element of 7. As ry contributes no crack
in these partial functions, their expected weighted crack value is still Zf:_ll P, ;,,. The expected

weighted crack value among all partial functions in F is thus

k—1 k—1
=1 =1

which then simplifies to S2° | P;,... i
The following theorem follows from the case k =n of the above lemma. The function C'in

it is extended from matchings to functions in 7% in a straightforward way.

Theorem 4.3.1 For any M, and a given probability matrix P, H(P) is the expected weighted
crack value over all functions in T%, ie., H(P) = > sespyW(s) - C(f(s)), where f(s) is the

function in T* that corresponds to the slice s of P.

We found it interesting to observe that while the expected weighted crack value over 7% can be
computed in just linear-time, that over M(K;;) can not be computed in even polynomial-time.
Now we show that, these values are not too far apart. Thus, H(P) can used as a reasonable

heuristic for U(P).
4.4 Accuracy of Heuristic

Number of cracks C( f), contained in any function f € T is based on the choice of actual
mapping M, made by dataset owner from M (K, ). There are n! possible options to choose the
actual mapping A/, from. Let, an extension of notation y be the representation of M, and C,,(f)
be the number of cracks for in function f where M, = p, i.e., C,,(f) gives the number of common
edges contained in i and in f. The following proposition gives the total count of cracks for any

function f € T%, considering all f € M(K,,,) being y .

Proposition 4.4.1 For any function f € T%, 37 Moy Cu(f) = nl.
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Proof For a given r € R, the edge (r, f(r)) is contained in exactly 1/|T| = 1/n of all the n!

matchings in M(K,,). Thus, 3° c v, ) Culf) 2orcr (n/nl) = |R|(n!/n) = nl.

To observe, heuristic #(P) is a reasonable estimation of the metric W (P), a plotting for both metric
U and estimation # is given in Figure 4.1, for all u € M € M(K,,,,). Here, the underlying 5 x 5
matrix P is the probability matrix () of Figure 3.4(b). The metric and the estimation pair produced

for each matching M € M(K,,,) are sorted in ascending order of its metric values. Here we
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All 120 matchings Me M(K,, ) being M,

Figure 4.1: (a) Metric ¥ and heuristic 7{ considering all possible M € M (K, ) as M, for a
given matrix () resulted from a probabilistic attack ; (b) The matrix () from Figure 3.4 (b).

observe, heuristic #(P) produces not the exact but a very close estimation to metric W(P) values.
This phenomenon is typical over all values of n! options of ;1 and all n x n probability matrices.
Given the scenario, a theorem proving the equality of the areas under both the curves established

the faith for accuracy of heuristic H.
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Theorem 4.4.2 For a given n x n probability matrix P,

Y H(P)= D T(P). (4.4)

HEM(Kn,n) HEM(Kn,n)

Proof The left side of equality, by Theorem 4.3.1,is 3 c (¢, . (Dses(p) w(8)-Culf(s))). After
rearrangement, this becomes (3 sp) w($) * X_ e pm(x,..) Cul(f(5))). Proposition 4.4.1 simplifies
thiston!) " . S(P) w(s), which then further reduced to, n! by Proposition 3.2.1(a). The reduction
of the right side is similar. By definition, itis }_ vk, .)(2_aen(py W(d) - Cu(m(d))), which is
rearranged 0 (3_cppy W(d) - 2- e pm(x,..) Cu(m(d))). Again Proposition 4.4.1(a) simplifies it
to n! Z 4eD(p)’ which is by definition of W is

vermanei(P) 2 _dep(p) W(d). Finally, Proposition 4.4.1(b) reduces thiston!. [

This theorem is established on the fact that the sum total of the overestimates made by the
heuristic, always coincides with the sum total of its underestimates, across all possible chosen .
While actually, the accuracy of the heuristic depends on the amount of deviation of H from W
for each p. In literature, much work is being done for capturing this deviation in terms of error.
Armstrong [32] has given a good collection of basic principles in time-series forecasting, such
as the heuristic H. Several other methods are there for similar tasks, like the Root Mean Square
Error, Mean Absolute Percentage Error, Geometric Mean Absolute Relative Error, to name a few,
each with its own strengths and limitations. The choice of a method, for any particular application,
usually depends upon the nature of the underlying data values. Hyndman and Koehler [33], and
Shcherbakov et al. [34] are some critical surveys on existing methods.

The most relevant method observed is Normalized Mean Absolute Percentage Error (NMAPE),
which is already adopted in many other domains, e.g., the wind power forecasting application of

Chen et al. [35]. For a given n x n probability matrix P, this value is given by

NMAPE(P) = i' > [Hu(P) = TulPILY 409 (4.5)
n: HEM(Fnn) n

Equation 4.5 takes absolute values of errors into account in order to prevent positive and negative

error values from canceling each other out. As heuristic H and metric ¥ values always lie between
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0 and n, the largest absolute error is 7, which is employed as the normalizing factor to standardize
to the scale of 0 to 1. The summation over all ;2 and division by n! result in averaging these
values and, finally, multiplication by 100 expresses this average absolute error on an intuitive
percentage scale. NMAPE(P) thus gives the average-case absolute error for P as a percentage of
the worst-case. Its values close to 0% indicate accurate computation by the heuristic, while those

close to 100% indicate inaccurate computation. Another noteworthy observation from Figure 4.2

NMAPE for 5x5 probability matrix P
w

0 T T T T T T
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Permanent of 5x5 probability matrix P

Figure 4.2: NMAPE(P) for 30,000 randomly generated 5 x 5 doubly stochastic probability
matrix P, plotted against permanent(P).

is that the higher values of NMAPE(P) occurs with matrices with lower permanent(P), i.e.,
estimation of weaker attacks gives a higher range of errors compared to stronger attacks with
higher permanent(P). This characteristics makes the heuristic more acceptable to the dataset
owner for decision making.

The permanent of a n X n probability matrix P is a real value in the range [n!/n™, 1] and,

it can be easily shown that in the extreme cases, i.e., when permanent(P) is either n!/n" or
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1, NMAPE(P) is 0%. To get a better picture of the distribution of NMAPE(P) values over the
uncountably innite space of all probability matrices, we randomly generated 30, 000 such matrices
of size 5 x 5. Figure 4.2 plots the NMAPE(P) versus permanent(P) values of these random
matrices, and shows that NMAPE(P) is just within 6% which indicates a fairly high degree of

heuristic accuracy.
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CHAPTER 5

CONCLUSIONS AND FUTURE WORK

We present a new metric for measuring the risk of disclosing anonymized datasets, after
any probabilistic attack. The previously proposed metrics are limited in their applicability to just
the infeasibility attacks, which are a subclass of probabilistic attacks. Our metric is a unified met-
ric as this measures for both even and uneven probability distributions over all possible matchings,
produced by infeasibility and probability attacks. This metric considers the real valued probabili-
ties of all matchings of being the actual mapping adopted for anonymization and delivers a more
practical risk assessment for decision makers. The dataset owners can assess the risk of disclosure
for a given attack, if the measure produced by the metric is lower than a pre-defined level of safely.
Similar to existing metrics, we observe that the hardness of computational complexity remains with
our permanent based metric. This helps us realize the severe requirement of an efficient heuristic
for estimating our metric. We propose our heuristic as a close estimation of our metric and confer
a detailed analysis of its accuracy.

We propose three interesting directions for future work following the contributions of this

thesis.

1. We intend to extend our metric for attacks on frequent set mining. Currently, our metric fo-
cuses on attacks for re-identifying individual anonymized entries of the recorded dataset. In
case of re-identifying a set of entries, our metric will result in indicating minimal anonymity
remaining on the subsets. Here, a subset of recorded entries mapped to a subset of trans-
formed entries represents a successful de-anonymization, while the individual entries remain
anonymous inside the anonymity subset. An extension of our metric capturing the remaining
anonymity of anonymity subsets after an attacks may produce an effective metric for datasets

with categorical subsets of entries.
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2. We observed that the maximum amount of deviation between the metric W and its heuristic
‘H decreases with the increase in dataset size. In this thesis, we have measured the amount of
deviation between the measures by the metric W and its estimation 7 in terms of Normalized
Mean Absolute Percentage Error (NMAPE). An experiment on producing the deviations for
larger datasets resulted in smaller range of NMAPE for a set of randomly chosen probability
matrices P. We conjecture a decreasing trend of maximum of NMAPE(P) values, given an

increase in the anonymity set size, and plan to investigate that this is in fact always the case.

3. We plan to generalize the construction of our heuristic 4 which is independent of the under-
lying attack matrix P. Currently, the construction of metric ¥ is independent of matrix P,
as metric ¥ can compute using any probability distribution over the matchings in M (K, ,,).
But its heuristic H, is dependent on the probability values of underlying attack matrix P.
Recall that R([,, ,,) is the set of all (doubly-stochastic) probability matrices that assign real-
valued probabilities to all the matchings that are in M(K,, ) (i.e., the set of all possible
matching for a dataset with n entries). We let, (K, ) be the set of all possible proba-
bility distributions over M(K,,,,) and ((R(K,,)) be the set of all possible distributions
induced by the probability matrices in R(K,, ). Though, the elements of both 7( X, ,,) and
((R(K,,)) are uncountably infinite, ((R(K,,)) C n(K,.), i.e., the set of probability
distributions induced by all possible probability matrices is a proper subset of all possible
probability distributions. As heuristic H is dependent on the values of matrix P, the com-
putation of this estimation is limited to the distributions only contained in ((R(K,,)). We
plan to extend our heuristic to all the distributions contained in 1(X, ), that would be an
estimation for W, given any probability distribution over the matchings in M(K,,,,). A gen-
eralized heuristic, independent of P, will be more general, as this will be for all possible

probability distributions.
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