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ABSTRACT 

 

 

A smart gird improves reliability and efficiency of the power network by actively 

engaging with customers. Increasing demand for energy, availability of untapped renewable 

energy, and an aging electric grid infrastructure have motivated researchers to redesign the 

current electric network . Advanced metering infrastructure (AMI) facilitates implementation of 

dynamic pricing and predicting load demand in an area through a communication system that 

also enables customer participation. The home area network (HAN), part of the AMI, is 

comprised of a smart meter and electric appliances used in the home. A wireless mode of 

communication is used in the proposed HAN to support the AMI. The exchange of data in a 

wireless medium is prone to various malicious attacks and interference issues since it is a shared 

medium. This work investigates security issues in the HAN since it constitutes a major building 

block for the smart grid. 

This paper discusses wireless security threats in HAN and possible security solutions.  

An experimental prototype of a secure wireless HAN framework is designed and implemented.  
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CHAPTER 1 

 

INTRODUCTION 

 

 

Electricity is the primary source of energy for all modern technology. A surge in demand 

for energy has been observed in recent years, and demand specifically for electric energy will 

multiply in the near future. The power grid needs to forecast, control, and route the demanded 

power to end-user loads. The abundant availability of renewable sources of energy and a 

mechanism for tapping energy to meet the demand adds to the improvement in the power grid. 

Serious thinking is required to develop a technology that can add value to the aging power grid.  

Researchers have stated that if electric energy is managed and dynamic supply of 

renewable energy is tapped properly, the demand for energy can be supplied to a large extent. 

Electric energy needs to be supplied and managed effectively in order to meet the demand of 

technology. An electric grid is comprised of various units: 

 Electricity generation is that which generates electric power, be it hydroelectric power, 

nuclear power, or a renewable source of energy. 

 Electric power transmission delivers power from the generation unit/power plant to the 

distribution subsystems. 

 Electricity distribution is the final stage in the power grid, which carries electricity from 

the transmission unit to consumers.  

These units are interconnected and controlled to supply electric power to consumers (i.e., both 

residential and industrial consumers). Figure 1 depicts various units of an electric grid and the 

flow of energy within the grid. 
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Figure 1. Various units in electric grid. 

 

1.1  Smart Grid  

Communication technology will play a vital role in managing peak energy load and 

balancing energy consumption with the dynamic supply presented by renewable generation. 

Such control and the ability to efficiently store or direct energy to wherever it is needed is 

facilitated by the smart grid. The smart grid is an intelligent power grid that can enable two-way 

communication between consumers and the utility in order to provide electricity efficiently. The 

smart grid supplies services like intelligent monitoring, control communication, and self-healing 

technologies to the traditional electric network system. Advanced metering infrastructure (AMI) 

measures, collects, and analyzes energy usage and communicates with electricity meters in a 

timely manner to collect data. AMI improves efficiency, uses an outage-detection mechanism, 

provides notification of tampering, and reduces labor expenses by automatic meter reading, fault 

detection, etc. AMI helps the utility and customers by improving billing in the form of 

transparency in “cost-to-read” metering. Timely data collection can help consumers understand 

their consumption patterns and take advantage of lower prices. A pricing mechanism can help 

regulate the peak consumption of electricity. 
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A smart grid load balances excess energy and optimally routes it to the grid that requires 

it the most. Primary objectives of the smart grid are as follows: 

 To better facilitate the connection and operation of generators of all sizes and 

technologies. 

 To allow consumers to play a part in optimizing the operation of the system. 

 To provide consumers with greater information and options for choice of supply. 

 To significantly reduce the environmental impact of the entire electricity supply system. 

 To maintain or even improve existing high levels of system reliability, quality, and 

security of supply. 

 To maintain and improve existing services efficiently. 

Figure 2 shows the flow of energy and communication path among various units in a smart grid. 

 
 

Figure 2. Various entities and communication involved in smart grid. 

(Image Source: “A New Revolution Part 2: IP Enabled Smart Objects  

and the Smart Grid,” Geoff Mulligan) 
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Smart grids provide the capability of controlling distribution systems that are automated 

and monitored from remote locations. Unlike a conventional grid, a smart grid needs consumers’ 

active participation in order to improve the quality of measuring the power utilized. This 

scenario requires installation of a smart meter with every customer who in turn communicates 

with all devices and controls of their operation. The degree of communication requirements is 

not economical for all household devices; for example, a light bulb needs considerably less 

energy than an air conditioner. The process of establishing a secure, safe, and reliable smart-

metered system, i.e., AMI, should delineate the types of security threats to it. Using a wireless 

medium makes communication between the outlet and the smart meter possible, even though  

faults occur in the electrical connection. Wireless communication is preferred because it is easier 

and cheaper to install. The flexibility of adding or removing an appliance is another advantage of 

choosing wireless communication over wired communication. 

The implementation of a wireless home area network (WHAN) includes a comprehensive 

security solution based on public infrastructure technology. These new technologies and 

capabilities come at a cost and increased vulnerability to cyber-attacks like password stealing 

and denial of service. 

1.2  Challenges for Smart Grid 

Complexity:  The smart grid is complex, with a traditional infrastructure, multiple 

vendors, and ability to cover a large area. The smart grid needs two-way communication between 

various units. Any changes to the existing infrastructure should be backed up with proper logical 

thinking. Implemented changes should consider all interested stakeholders groups, i.e., utilities, 

technology providers, regulators, policymakers, and environmental groups.  
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 Security and Individual Privacy: “A chain is only as strong as its weakest link.” Losing 

control over the grid due to cyber-attacks can be a serious security threats [1], [2], [3], 

[4],[5],[6],[7],[8],[9]. In a home area network (HAN), utilities and consumers agree to share 

information [11]. Any misuse by either entity may lead to serious consequences. Data that 

discloses information about a consumer must be handled properly in order to avoid misuse. 

Figure 3 shows the electricity usage of an individual in one day. 

 
 

Figure 3. Individual electricity usage in one day. 

(Source:  National Institute of Standards and Technology for IEEE Spectrum magazine) 

 

Table 1 shows how an individual’s energy usage can help third parties. 
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TABLE 1 

WHO WANTS SMART METER USAGE DATA? 

Who wants smart meter data? How could the data be used? 

Utilities To monitor electricity usage and load, and determine bills 

Electricity usage advisory 

companies 
To promote energy conservation and awareness 

Insurance companies 
To determine health care premiums based on unusual 

behaviors that might indicate illness 

Marketers To profile customers for targeted advertisements 

Law enforcers To identify suspicious or illegal activity 

Civil litigators To identify property boundaries and activities on premises 

Landlords To verify lease compliance 

Private investigators To monitor specific events 

The press To obtain information about famous people 

Creditors To determine behavior that might indicate creditworthiness 

Criminals 
To identify the best times for a burglary or to identify high-

priced appliances to steal 
Source: “Potential,” National Institute of Standards and Technology, Volume 2, Table 5-3, pp. 30–32. 

 

 Dependability: The smart grid is a combination of an electric network and an information 

and communication technology (ICT) network. The addition of an ICT network makes the 

existing infrastructure more complex. 

 Recovery Model: A self-healing network model should be designed in order to detect any 

failure in the network. This model requires an auto-detection mechanism for identifying any 

failure point in the grid. 

1.3  Contribution 

 In this thesis, communication in an AMI is studied thoroughly and possible security flaws 

are analyzed. A brief description of hardware and software setup and prevention mechanisms for 

various security attacks is discussed. A prototype of an AMI with a secure WHAN is developed. 

The scope of the model is limited to homes in a smart grid, which is called “smart metering.” 
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This model can be implemented in a home whereby the communicating devices (motes) are 

included in the smart meter, appliances, or power outlets. 

1.4  Organization of Thesis 

In this work, Chapter 2 extensively discusses similar work on smart grid and security 

issues that could affect a WHAN. Various security solutions have been developed to prevent 

attacks in a wireless network. Countermeasures that could prevent attacks are discussed in this 

chapter as well. Chapter 3 explains the HAN communication and control model. Implementation 

of the proposed secure WHAN is described in Chapter 4. Chapter 5 provides concluding remarks 

and suggestions for future work in the area of implementing a secure WHAN for AMI. 
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CHAPTER 2 

 

RELATED WORK 

 

 

In this chapter, previous research work carried out in the area of the smart grid is 

discussed extensively. The different security solutions available for wireless communication are 

analyzed to find a suitable security solution for WHAN.  

The electric energy sector is seeing a strong demand with the depletion of fossil energy. 

This sector is receiving more directives from the government to streamline and tap renewable 

sources of energy effectively, and is undergoing change in a couple of areas. Automation of all 

units, i.e., generation, transmission, distribution, and control with improved two-way 

communication is one of them. The smart grid is still developing and standardizing various 

communication protocols among the various entities. 

2.1 Comparison of Wireless Security Solutions 

Security in a smart grid is a challenge yet to be addressed at all levels. The National 

Institute for Standards and Technology (NIST) and other groups are framing a standard to deal 

with flaws in the existing system and improvise it. A secure framework involves prevention, 

detection, and mitigation. Various security models like Security Protocol for Sensor Networks 

(SPINS), Lightweight Extensible Authentication Protocol (LEAP), TinySec (a link layer 

encryption mechanism), and ZigBee (a suite of high-level communication protocols) are 

designed for a wireless sensor network (WSN) and evaluated. Different security models have 

varying degrees of security mechanisms and constraints. Table 2 compares the different security 

architectures available in a wireless sensor network environment. 
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TABLE 2 

COMPARISION OF VARIOUS SECURITY ARCHITECTURES AVAILABLE IN WSN 

Protocol Encryption 
Freshness 

(CTR) 
Overhead MAC Used 

Key 

Agreement 

Release 

Year 

SPINS Yes Yes 8 Bytes Yes 
Symmetric 

Delayed 
2002 

LEAP Yes No Variable Yes 

Pre-

Deployed 

Variable 

2003 

TinySec Yes No 4 Bytes Yes Any 2004 

ZigBee 

(Commercial 

Mode) 

Yes Yes 
4, 8, or 16 

Bytes 
Yes 

Trust 

Center 
2005 

Security 

Manager 
Yes No Variable Yes 

EC-MQV 

Initial Trust 
2006 

 

An AMI network relies upon a wireless medium for communication. Several papers [8], 

[9], [10] discuss various security frameworks for AMI. All of them propose a high-level 

conceptual model for an AMI. A specific preventive security framework for a WHAN has been 

proposed by Namboodiri et al. [1]. This framework involves a logging mechanism to validate the 

request served by the smart meter and mitigate it in the case of malfunctioning. Issues involving 

the unavailability of a network are not addressed in any of the above papers, except for the work 

of Namboodiri et al. [1]. The AMI system is in an evolving stage where different functional 

requirements and technological solutions are evaluated. Standardization of the model should 

consider security threats as well. 

An effective intrusion-detection system for the AMI is discussed by Berthier et al. [11]. 

The end users are customers of the utility, and the nodes are scattered in the customer premises, 

thereby making the AMI more vulnerable to various attacks. Several threat models are also 

discussed by Berthier et al. [11]. WirelessHART, a secure protocol proposed by Raza et al. [12], 

has a key management system in place, thus making it suitable for industrial process automation. 
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WirelessHART cannot be feasible security architecture for a WHAN, because latency or large 

response times can affect it. 

A detection system should have enhanced secure technology to ensure stability of service 

and accuracy of information. A smart meter in an AMI is able to control and regulate electric 

devices in a network. Elaborate discussions on a secure framework for a smart grid are found in 

the work of several researchers [1], [5], [6], [7], [8], [9], [10]. But in these studies, a micro-level 

design for the AMI to prevent attacks was neglected. Solutions to these attacks are explained 

after defining the security objectives, which are integrated in the framework to make then HAN 

more secure.  

2.2  Scope for New Secure WHAN Design 

The need for a different security model arises because multiple stakeholders are involved 

in WHAN as compared to conventional security models. The two different stakeholders are the 

utility and the customer. The utility prohibits tampering of the smart meters, and ensures that 

correct readings are collected and customer’s privacy is not compromised. The customer adheres 

to a contract with the utility and does not violate the rules. 

With this model, a secure WHAN with smart meters is established to control all devices 

working in the specified range. Possible vulnerabilities are explained along with their security 

issues. The process of establishing a secure, safe, and reliable smart-metered system should first 

be aware of the types of security threats that can occur. In a WHAN scenario, the two entities, 

i.e., utility company and customer receiving service from the utility, must agree upon 

safeguarding and sharing the information. The customer’s electricity-usage pattern is collected in 

the smart meter and can be used by utility companies to facilitate a demand-response paradigm, 

monitoring, and dynamic pricing. The agreement with the utility company entitles the customer 
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to use the appliances when there is low demand. In return, the customer receives incentives, like 

saving money, while using the appliances during off-peak times. Typically, high-load appliances, 

which can be operated with a tolerance delay, are considered part of the AMI, and customers 

with high-load appliances must make a request for operating them using the smart grid. Based on 

the demand response trade-off, the smart meter approves whether or not the high-load can 

operate. 

The scope of work in this paper is limited to communication within the customer 

premises. The paper uses an unlicensed 2.4GHz spectrum for communication between the smart 

meter and appliances on the customer premises. One of the drawbacks of using an unlicensed 

spectrum is customer privacy. Utilities should not share a customer’s usage information with any 

other entity. Power outlets instead of appliances are made smarter [1] by adding a transceiver 

with processing capability. This helps in quickly adapting to the existing infrastructure and with 

minimal investing in the infrastructure so that customers are not required to buy smart grid-

compatible appliances. Appliances are grouped into four categories with respect to load [1]. The 

power outlet connected to the appliance shares information with the smart meter and requests 

activation with it. The smart meter then approves the request or postpones it by sending a 

response to the power outlet based on the available load. ZigBee technology is considered to be 

the best match for this type of application due to its communication range and security 

architecture. 
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CHAPTER 3 

WHAN COMMUNICATION AND CONTROL MODEL 

 

 

In this chapter, the home area network communication model is explained. It also 

explains the reason for selection of wireless technology for the communication model. Available 

wireless technologies are compared in order to identify the most suitable technology for HAN 

communication.  

A HAN consists of a smart meter and a power outlet with communication capability. The 

smart meter has the capability of communicating with all power outlets within a consumer 

premises and forwarding the aggregate consumption of power in that premises to the utility. The 

main component in a HAN is the smart meter, which keeps track of electric energy consumption 

in the home and has the authority to approve or reject requests from various power outlets based 

on the availability of energy. The smart meter can suggest that the power outlet activate the 

device at a later time and provide incentive by showing the money savings.  

Various utilities are proposing to charge customers based on service-utilization (i.e., 

electric power) timings to encourage effective energy usage. In this way, utilities would charge 

customers during peak hours to regulate the usage of devices on their premises. Hence, the 

dynamic demand of electric power in a grid can be controlled to a greater extent, thereby 

bringing linearity in usage.  

Figure 4 depicts a home area network in which all appliances in a home request 

activation of the smart meter. 
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Figure 4. Wireless home area network. 

 

3.1 Wired vs. Wireless Technologies  

The mode of communication between the smart meter and the devices in the customer 

premises can be wired or wireless. Wired communication is the fastest and most secure mode of 

communication, but it involves considerable cabling and changes in the existing infrastructure, 

that is, labor-intensive work. But wireless communication has an advantage over wired 

communication because it is easy to install and configure in the customer premises. The primary 

advantage of having a wireless communication in a HAN is its inexpensive installation cost. The 

existing infrastructure needs comparably less modification when a wireless mode of 

communication is implemented. The plug-and-play characteristics of wireless communications 

save considerable time, money, and manual labor when installing WHAN.  The registering/ 

deregistering of appliances to the network and integration to the existing residential network 

(e.g., fire alarm network) can be accomplished without any problem.     

3.2 Comparison of Wireless Technologies for WHAN 

Various wireless technologies like Bluetooth, Wi-Fi (IEEE 802.11), and ZigBee (IEEE 

802.15.4) can be used for implementing an AMI as discussed by Daintree [13] and Bennett et al. 

[14]. A comparison of these technologies is shown in Table 3.  The master-slave architecture of 

Bluetooth, which adds a limitation of seven slaves in a piconet, is a constraint to the AMI. Wi-Fi 
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radios consume a large amount of power. If Wi-Fi technology is used, replacement of batteries in 

battery-operated nodes may be required at regular intervals. Compared to other available 

wireless technologies, ZigBee technology provides an adequate data rate for AMI 

communication. ZigBee radio consumes less power compared to other technologies. Because of 

the battery power needed to drive the communication between nodes, ZigBee technology is 

favored due to its low power consumption. Hence, ZigBee technology is considered to be the 

best option for communication in the HAN of a smart grid. 

TABLE 3 

COMPARISON OF VARIOUS WIRELESS TECHNOLOGIES 

Technology 
Data-Rate 

(Mbps) 

Range 

(meters) 
Power Cost 

Bluetooth 0.7–2.1 ~100 Medium Low 

Wi-Fi 11–54 32–90 High Medium 

Zigbee 0.02–0.2 10–75 Low Low 

 

3.3 Communication System in Power Outlet 

Most existing electrical devices do not have the capability of communicating. 

Standardization in an AMI by manufacturing high-load electrical appliances with a 

communication feature and adding a mechanism to remotely operate the appliance will take 

some time. Currently, enabling power outlets to communicate is a better option. In this way, 

registered appliances can plug into a power outlet, which wirelessly communicates with the 

smart meter. This reduces additional cabling or making any changes to the electrical circuitry in 

homes. When appliances are switched on, the power outlet sends a request to the smart meter to 

enable the outlet to provide power. The smart meter makes a decision to comply based on the 

available load to activate the power outlet.  



 

 

15 

3.4 Classification of Electric Appliances 

The operating load of different appliances is not the same. Some appliances are used 

often but their electric power consumption is less than that of, say, an electric vehicle or air 

conditioner. Controlling every power outlet for all types of electronic devices is not 

economically viable and could congest the network with the exchange of control information. 

Hence, appliances are classified into four different categories [1] based on their power loads. 

Devices like illuminating devices and phone chargers, which consume a low load of power, are 

not required to request their power from a smart meter; rather, the load is tracked locally in the 

smart grid. These devices are grouped into Group 1 devices. The smart meter forms a secondary 

level of control by sending only the aggregate energy usage by a customer to a control center. 

Therefore, computation load and network traffic to the control center can be minimized. Group 2 

devices, such as a cooking oven or stove, are not controlled by the smart grid because usually the 

customer cannot postpone usage of it. Here, the power consumed by these devices is tracked by 

the smart meter. The selection of devices in Group 2 depends on whether the device usage can be 

postponed for some time interval or not. Group 3 devices must be identified carefully.  They 

might include appliances like washer, dryers, etc. and they would send a request to the smart 

meter along with information such as expected duration of operation, load requested, etc. A 

decision about whether to activate the device or not would depend on load availability and 

dynamic pricing. Electric vehicles belong to Group 4, which consume a heavy load and can 

impact the grid heavily. 
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CHAPTER 4 

 

SECURITY CONSIDERATIONS IN AMI 

 

 

In this chapter, the need for a secure framework for a WHAN and objectives are 

discussed along with various possible security attacks and prevention mechanisms. 

An AMI involves multiple parties and multiple endpoints in the communication network, 

which makes the system more vulnerable to security attacks. The HAN communication model 

discussed in Chapter 3 requires customer involvement to a greater extent. Security attack by a 

third party becomes easier when the parties involved share information in a shared media, e.g., 

wireless technologies. A secure framework should ensure the following objectives:  

confidentiality, integrity, authenticity and availability. 

4.1 Objectives of Secure Framework 

4.1.1 Confidentiality 

In a HAN scenario, confidentiality ensures that information (i.e., customer electricity 

usage details) is not accessible by any third party other than the utility and the consumer who are 

bound by a legal agreement to protect the information from being accessed by any other entity. 

Discrete appliance-usage details may not be of any use for a utility other than Group 4 appliances 

(i.e., hybrid cars). Hence, the utility should have access to aggregate usage data. 

4.1.2  Integrity 

Integrity guarantees that a message is not altered when communicated from a sender to a 

receiver. Accurate and timely operation of WHAN can only be guaranteed when data is not 

altered. An altered data packet can have an adverse effect on the WHAN model, thus affecting 

the demand-response system or untimely activation of the appliance.  
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4.1.3  Authenticity 

Authentication confirms that a message received by the smart meter is sent from a power 

outlet in the customer premises and vice versa. One hundred percent availability of network 

services is required for proper communication between various appliances and the smart grid. 

Messages should be sent in real time, and any delay in transmitting a packet or delayed packet 

will not be processed to make the secure HAN an efficient system.  

4.1.4  Availability 

Availability of network services is a major requirement for any wireless communication 

model to work efficiently. Radio jamming is the process of transmitting radio signals to decrease 

the signal-to-noise (S/N) ratio and disrupt communication. Jamming attacks prevent the sender 

and receiver from communicating. Network service availability can be ensured, and a jamming 

attack can be mitigated by making the receiver and sender move to a predefined channel after a 

fixed time or when both the receiver and sender sense more interference in the default channel. 

Usage of multiple alternate channels of communication ensures 100% availability of network for 

communication. Figure 5 depicts various possible attacks in a wireless home area network.  

 

Figure 5. Various attacks in wireless HAN scenario [1]. 
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4.2  Security Attacks 

In this paper, various local attacks possible in a HAN scenario are discussed since the 

communication in this scenario is a single-hop communication. Various security attacks [1] that 

are possible in a WHAN scenario are radio jamming, device impersonation, replay, and non-

repudiation.  

4.2.1  Radio Jamming Attack 

Radio jamming is the process of transmitting radio signals to decrease the S/N ratio and 

disrupt communication in a medium. Jamming attacks prevent the sender and receiver from 

communicating; however, network service availability can be ensured. If the medium is jammed, 

the sender will sense the medium to be busy and wait until the medium is free for a successful 

transmission. In case the packet is transmitted, the packet becomes corrupted in a jammed 

medium before it is received by the receiver. A medium can be jammed by sending a continuous 

stream of data in the same channel, thus delaying communication between the smart meter and 

appliances for an indefinite period of time. Jamming disrupts availability of the network for 

communication. 

4.2.2  Device Impersonation Attack  

A customer could indulge in various improper actions, such as equipment impersonation, 

to activate high-load appliances. This can lead to invalid data logged into a smart grid and, as a 

result, miscalculation and unexpected load balancing for the smart grid. A customer could violate 

the prior agreement with the utility and use relatively high-load appliances in place of low-load 

appliances from the same power outlet.  
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4.2.3  Replay Attack 

A replay attack can be caused by any third party who tries to send the same message at a 

later time to the smart meter or to activate a device. Such fake attacks can overload smart meters 

or damage appliances by untimely activation.  

4.2.4  Non-Repudiation Attack 

Non-repudiation occurs when a customer denies using any service from the utility. The 

current electric grid does not support such a mechanism to monitor individual customer requests. 

Tracking millions of customers’ requests by the utility would be cumbersome.  Non-repudiation 

can occur when a customer denies involvement in activating appliances, or a smart meter refutes 

receiving any message request. Monitoring mechanisms put in place in the customer premises 

and storing incoming requests from different appliances in the customer premises can be done by 

the smart grid.  A proper logging mechanism can prevent non-repudiation in an AMI, but 

physical tampering by a customer cannot be avoided. 

4.3  Security Solutions 

Security attacks discussed in the previous section can disrupt communication and affect 

miscalculation of power demand in a grid. In this section, various security solutions for 

preventing possible security attacks are explained.  

4.3.1  Prevention Mechanism for Radio Jamming Attack  

A jamming attack is a form of denial-of-service attack. It can be mitigated by making the 

receiver and sender shift to a predefined channel after a fixed time or when both the receiver and 

the sender sense more communication interference in the default channel. Multiple frequency 

channels are used alternatively to prevent jamming attack.  
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4.3.2 Authenticated Channel 

 The utility can install a smart meter in a customer’s premises with a configured password. 

That password is shared with the customer and is used to generate a public-private key pair for 

encryption. Every communication with the smart meter is challenged for a password. A valid 

password authenticates the request, and the communication is established between the appliance 

and the smart meter. 

 The smart meter can have two communication interfaces:  one to receive the 

authentication request from the appliance during installation, and the second interface after the 

appliance is authenticated, for receiving the request and sending the activation signal. A 

predefined authentication channel is used to exchange the request and the response. 

4.3.3  Prevention Mechanism for Device Impersonation Attack 

 A customer may engage in illegal means to activate appliances by masquerading high-

load appliances with low-load devices. Impersonation can be avoided by strong coupling of 

appliances to the power outlet. Connecting other appliances to that same outlet should be 

prohibited or approved by the smart meter before activating.  

A load profiling algorithm [1] can prevent appliance impersonation, which will be 

discussed in next section. It has been observed in various appliances that peak load and pattern of 

power loading differ over the period of operation.  

The class of appliances requesting activation and a power load is validated by the smart 

meter. If the appliance belongs to Group 1 or Group 2, then activation request is approved by the 

smart meter. If the appliance belongs to Group 3 or Group 4, then the activation request is 

approved or scheduled based on the available handling load. 
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4.3.4  Prevention Mechanism for Replay Attack 

A replay attack can be prevented by timestamp-based filtering or sequence number-based 

filtering. The current time is compared to the time field in the packet or the sequence number of 

each packet. The smart meter keeps track of the sequence number of the previous request. The 

packet having different sequence numbers can be filtered out.  

4.3.5  Prevention Mechanism for Non-Repudiation Attack 

Preventing non-repudiation can be achieved by logging all communication into the smart 

meter. If there is any disagreement at a later time, the logs can be used for further investigation. 

The utility must guarantee that the log has not been tampered with. Stricter rules should be made 

to stop mishandling or tampering with the smart meter. 
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CHAPTER 5 

 

IMPLEMENTATION OF SECURE HAN COMMUNICATION 

 

 

A prior paper [1] on security framework in WHAN suggested implementation of the 

security solution in AMI, and a secure framework was designed and implemented based on ideas 

shared earlier. This section first discusses the basic operation of the hardware device, and then 

describes the design of a secure HAN. The devices used are MICAz motes, TinyOS1.x, MIB510, 

MDA300CA, MOSFET, and SPST relay (DK1A-5V-F). The IEEE 802.15.4 compliant MICAz 

mote is a low-power, wireless device used for radio communication. It is assumed that this 

device plays the role of a communicating module in the smart meter and the power outlet, which 

are the end nodes of the WHAN.  

5.1 Experimental Setup 

5.1.1 Software 

TinyOS is an open-source component-based operating system, which is written in nesC 

programming language. The software components available in TinyOS provide hardware 

abstractions. The software components are connected to each other by using interfaces. The non-

blocking architecture of TinyOS has one stack. TinyOS 2.1.1 has a fully developed IEEE 

802.15.4 compliant radio interface for communication, and ZigBee is based on the IEEE 

802.15.4 standard, which qualifies for WHAN communication.  

5.1.2 Hardware 

MDA300CA is a MICA2 data acquisition board designed for low-power wireless data 

acquisition. It is suitable for WHAN implementation because it interfaces easily with the MICAz 

motes and can support heating, venting, and air conditioning instrumentation. The excitation 

necessary for activating the power outlet is controlled by the software with the help of 
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MDA300CA. However, the unavailability of MDA300CA drivers for TinyOS 2.1.1 makes 

TinyOS 1.x a better candidate for implementation. Standard active message technology is 

available on MICAz motes, and TinyOS 1.x is used for implementing the WHAN. 

MIB510 is a programming and serial interface board that facilitates the flow of data from 

the mote to the PC, and vice versa. It is used for the task of data logging and keeping track of 

received requests in the smart meter node. Figure 5 is a diagram that shows how this application 

is designed.  

 

Figure 6. Implementation of WHAN network. 

 

Metal oxide semiconductor field effect transistor (MOSFET) is a type of transistor that 

amplifies or switches electronic signals. It is used in this implementation to amplify the output of 

the MDA300CA excitation pin in order to drive the single-pole single-throw (SPST) relay. An 

SPST relay is used to control a circuit using a low power signal that has complete isolation 

between the controlled circuit and control circuit in order to protect the low-powered circuit. 
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Since communication takes place in a shared media and is broadcast in nature, there is 

every possibility of information getting tapped by a third party and being used for personal gain. 

Packet exchange between the smart meter and the power outlet are encrypted to prevent 

information exposure to any third party. It is assumed that both the smart meter and power outlet 

have motes embedded for making wireless communication possible. The request packet sent 

from the power outlet contains information about load, pass key to authenticate the packet, 

power outlet identification (ID), and device type. 

Figure 7 shows a circuit diagram for a power outlet. The MICAz mote is mounted on the 

MDACA300. The mote is programmed to activate the 5-volt excitation pin in the MDACA300 

when the smart meter approves the activation request. The MOSFET amplifies the 5-volt 

acitvation  to drive the relay.  

 

Figure 7. Circuit diagam for power outlet with embedded MICAz mote for communication with 

smart meter. 
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5.2 Implementation Details 

Various fields in the packet to be sent from the power outlet to the smart meter include 

device type, pass key, requested load field, sequence number, and  power outlet ID. Figure 8 

shows this packet structure used for communication in a home area network. 

uint_8 uint_8 uint_8 uint_8 uint_8 

Device ID/ 

Power Outlet ID 
Device Type Pass Key Requested Load Sequence Number 

 

Figure 8. Packet structure for activation request packet. 

The response packet, which is sent from the smart meter back to the power outlet mote, 

only contains the activation field and time duration field.When the activation has an 0xFFFF 

value, this signifies that the device can be activated, and the corresponding time duration field is 

made NULL.  A value of 0x0000 in the activation field signifies that the device connected to the 

power outlet cannot be operated at this time, and the time-field value denotes the time delay after 

which the outlet can again send the request. A flowchart in section 5.3 explains the software 

design for a secure WHAN framework, including logical operation of the smart meter and the 

power outlet. Following a sequence of steps in the secure AMI framework ensures that 

communication is reliable and various types of attacks, as discussed [1], can be prevented.  

5.3 Flowchart  

This section discusses the packet-handling mechanism between the power outlet and 

smart meter. The encryption of the packet at both ends ensures confidentiality of the message. 

The pass key field in the packet guarantees integrity of the message. The packet is not altered by 

anyone else during transmission in the shared media. A valid pass key authenticates the message 

before processing it. The passkey is shared by the utility with the customer with an agreement to 

keep confidential.  
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The customer can be given an option to reconfigure the passkey in the smart meter and 

the power outlet. The credential is hardcoded in this current implementation since there are 

limited options available in the hardware for user interaction with the motes. It has been 

observed [1] that various appliances have different loading profiles. The predefined loading 

profiles of various appliances that are used in customer premises are stored in the smart meter 

during its initial installation. These load profiles validate future requests from the power outlets 

and help in preventing impersonation. The sequence number field or an additional time-of-

request field in the packet can help in preventing replay attacks. Non-repudiation by the 

customer at any point of time can be challenged by logging every request in the smart meter. 

However, the smart meter, a mote in this case, has limited storage space. The data must be erased 

A 

Loading table updated 

Activation control signal sent to requesting power outlet   

Power outlet receives response packet   

Appliance allowed to operate 

Smart meter waits to serve next request packet 

B 

Power outlet decrypts packet 
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from the local memory or stored in a utility server in an equal interval of time. The utility must 

determine the time interval after proper evaluation.   

The security solutions implemented in this paper are for the replay attack, non-repudiation, 

data authentication, and data encryption. Figure 9 shows that the request from Mote 1(green line) 

and Mote 13 (red line) are received in channel 4.  The X-axis of the graph shows time, and the 

Y-axis shows the load requested. The data logging screen signifies that the request can be 

monitored in a PC in real time or stored in a local storage for future audit purpose. 

 
 

Figure 9. Data logging of request received by smart meter. 
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5.4 Security Solutions Implemented 

5.4.1 Replay Attack Solution 

The sequence number in a packet is tracked in the smart meter for every device in an 

array data structure to prevent replay attack. The index of the array data structure signifies the 

mote ID or the device from which the request is received. Every packet has a sequence number 

while it is transmitted, which is incremental in nature. After the packet is received by the smart 

meter, the packet is decrypted and the sequence number in the packet is compared to the 

corresponding value in the array. If the value of the received sequence number is greater than the 

corresponding value existing in the smart meter, then the request is processed.  

5.4.2 Jamming Solution 

A synchronous communication between transmitter mote (device) and receiver mote 

(smart meter) is designed by hard coding the channel number to shift. A jamming attack 

implementation is not possible since there is no interface/feature in TinyOS to switch the channel 

in run time. Explicitly setting the channel to send the message is possible before compilation of 

the code by setting the channel in a makefile. Hence, the solution to the jamming attack could 

not be implemented.  

5.4.3 Load Impersonation Solution 

A message packet has a device-type field. While sending the request for activation, the 

type of device, Group 2 or Group 3, is also communicated. It has been observed that every 

appliance [1] has a different loading pattern and different peak value in which to operate. These 

different appliance load profiles are used to differentiate appliances in the smart meter. The 

smart meter is preconfigured to store peak load values of different appliances. The smart meter 

validates the type of device and how much load is requested. Power requested by an appliance 
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and whether that appliance belongs to a particular group will be validated before sending an 

activating signal to the smart meter. 

5.4.3 Authentication Solution 

Every packet exchanged between the transmitter and the receiver has a pass key field. 

The receiver decrypts the packet and authenticates the packet by validating the pass key. 

Currently, the pass key is hard-coded to the motes because there is no better option to manually 

configure the password. But the password should be configurable by the customer, and the 

customer should be held responsible for its non-disclosure. 

5.4.4 Encryption Solution 

 The packet is encrypted using a Caesar cipher before transmission to ensure that data 

exchanged is not mishandled by a third party. A strong encryption ensures a network with a high 

level of security. The decryption of the packet in the receiving mote ascertains confidentiality of 

the information shared. 
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CHAPTER 6 

 

CONCLUSION AND FUTURE WORK 

 

 

6.1 Conclusion 

This work discusses the need for a smart grid. Various security threats in a home area 

network and a secure framework to prevent attacks are analyzed. Implementation of a secure 

AMI solution improves the reliability of the smart grid. This security solution is installed in both 

the power outlets and the smart grid at the customer premises. Leading consumer electronics 

companies like GE Appliances, Life’s Good (LG), and Whirlpool have started developing 

appliances capable of communicating and integrating intelligence to make them smart-grid-

enabled. In the near future, these appliances wil be able to be controlled from different places 

using a web browser, smart phone, or in-home display. The two-way communication in an 

electric grid and real-time monitoring will help improve the efficiency and better utilization of 

renewable energy in a smart grid.  

6.2 Future Work 

Future work could involve developing a standard for communication. Standardization of 

wireless communication in a smart grid within customer premises, and between smart meter and 

control center, needs more detailed study. Communication involves multiple hops to transfer data 

transfer from a smart meter installed at a customer premises to the control center. It also involves 

routing of data to the control center. A broad range of security attacks need to be analyzed in 

order to develop a secure framework. 
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