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Abstract

Malware and hacking activities are growing among today’s most popular mobile devices.  These 
security risks are prompting companies, federal facilities, and other institutions to enact policies 
aimed at mitigating the amount of espionage and illegal events that can transpire on a cell phone 
or other mobile device.  With all of the new devices and applications, publicly available, new 
security-related vulnerabilities continue to arise.  These devices and applications are targets for 
attacks from malicious outside sources.  Each day provides a new potential threat aimed at taking 
advantage of some security exploit in cell phones and mobile devices. Security analysts and experts 
are at a disadvantage in this war against threats because they are fighting a war without clear rules.  
The focus of this literature review is on cell phone and electronic device vulnerabilities, espionage 
in the workplace, and security solutions.  This will provide an understanding of risks, threats and 
solutions that exist in the modern era of cell phones and mobile devices.  

1. Introduction

The purpose of this research is to provide a literature review on cell phone and electronic device 
vulnerabilities, espionage in the workplace, and security solutions.  Cell phones and other mobile 
devices have become ubiquitous in everyday life. According to Jones and Chin (2015), the number 
of mobile devices, 7.22 billion, has surpassed the worlds’ population of 7.19 billion.  The number of 
application (app) downloads is also just as staggering. Tong and Yan (2017) suggest “mobile app 
downloads are expected to reach 224,801 billion in 2016” (p. 22).  With all of the new devices and 
applications publicly available, new security-related vulnerabilities have arisen.  Traditional 
personal computers are not the only electronic devices that can be hacked or infected with viruses. 
Cell phones and wearable mobile devices are vulnerable to being hacked and infected as well 
(Shaulov & Point, 2016).  These devices and applications are targets for attacks from malicious 
outside sources.  An example of one of these external sources is a virus application acting 
autonomously with the goal of making mobile devices inoperable from both a software and 
hardware level.  Any internet-of-things device is a ubiquitous device with every user representing 
an enticing prospect for the would-be hacker or criminal (D’Orazio & Choo, 2017).  Security firms 
are on the front line of fighting external and internal security threats, at home and from abroad.  
Security analysts and experts are at a disadvantage in this war against threats because they are 
fighting a war without clear rules.  Attackers continuously create new and innovative exploits at a 
lightning pace, and this technology can only be anticipated to a certain degree (D’Orazio, Lu, Choo, 
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& Vasilakos, 2017; Shaulov & Point, 2016; Wilosinski, 2016).  Security firms can only offer 
protection to its customers against exploits that are known and not necessarily emerging 
vulnerabilities.  The focus of this literature review is to provide an overview of cell phone and 
electronic device vulnerabilities, espionage in the workplace, and security solutions.  

2. Literature Review

2.1 Cell Phone and Electronic Device Vulnerabilities

This section addresses vulnerabilities to unsuspecting cell phone and electronic device users 
that have the potential for their device to be hacked. D’Orazio et al. (2017) suggest that mobile 
security issues are not just for a particular user but also users’ internet infrastructure and place of 
business, making workplaces vulnerable for security infractions.  For example, an employee at a 
nuclear power plant exercising poor security practices with their cell phone could result in their 
device functioning as a spy for a malignant organization, unbeknownst to the employee.  
Smartphones have been used before as spying devices (e.g., recording audio, GPS positions, 
etcetera), with the user utterly oblivious to the malicious activity transpiring (Wilosinski, 2016).  
This section will provide an overview of currently known, published cell phone vulnerabilities that 
exist within modern technology.

Research has shown that cell phone attacks can reside within one of four major domain areas 
(Bitton, Finkelshtein, Sidi, Puzis, Rokach, & Shabati, 2018).  The first area is man-in-the-middle 
attacks (MiTM), that consists of hijacking, interceptions, and eavesdropping activities (Bransfield-
Garth, 2010).  The second area is a phishing attack that consists of fake websites, links, and other 
fraudulent pages to coax information out of victims.  The third area includes application attacks 
comprised of Trojan applications and pop-ups.  Lastly, weak authentication attacks, which consist 
of password cracking and/or an absence of or failure to utilize a device locking mechanism on a 
cellular phone (Bitton et al.; Shaulov & Point, 2016).  These domain areas represent the currently 
known external cell phone vulnerability avenues.  

Jones and Chin (2015) suggest that participants did not have appropriate smartphone security 
practices in place. They also suggest that participants were more likely to trust downloaded 
applications on their smartphone device, without question, and assume that nothing negative can 
come from such actions.  This research coincides with research by Thompson, McGill, and Wang 
(2017), which suggests that users do not often understand the technology associated with these 
devices used daily and do not quite understand how to protect themselves adequately.  In both of 
these studies by Jones and Chin (2015) and Thompson et al. (2017), participants’ behaviors were 
risky and not focused on being security conscious.  Examples of unsafe behavior included: not 
logging off potentially sensitive sites (e.g., email), opening unknown attachments, downloading 
unknown applications, and storing pins and passwords.  The findings indicate that until users 
become more aware that security risks exist, they would continue to be cavalier in their actions 
(Jones & Chin, 2015).  And while app stores purport to screen applications for malicious intent, 
these are not infallible processes.  In early 2016, the security application Lookout reported over a 
dozen separate applications available for download that they identified as malicious, having snuck 
through Google’s review process (Schiwy, 2016).

These previously identified risky behavior practices allow what Wilosinski (2016) refers to as 
social engineering to transpire.  A simple example of this is a compromised wireless hotspot 
resulting in a user granting unlimited access to their device.  Social engineering consists of four 
types of attacks, called phishing, vishing, smishing, and exploiting social media accounts.  Each of 
these four attacks result in a tricked victim taken advantage of while using a mobile device.  
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Phishing refers to “masquerading as a trustworthy entity” (Wilosinski, 2016, p. 2).  Vishing refers to 
“tricking a victim into calling a phone number and revealing sensitive information” (Wilosinski, 
2016, p. 2).  Smishing refers to “tricking someone via messaging into downloading malware onto 
their mobile device” (Wilosinski, 2016, p. 2).  Lastly, exploiting social media accounts refer to 
utilizing publicly available information found on social media for exploitation.  Social media consists 
of applications similar to, but not limited to Facebook and Twitter. According to Chen et al. (2017), 
a scammer can utilize social media accounts to specifically tailor a con to a person to the point 
where it looks and feels authentic.  However, an attacker could use any combination of the four 
types of attacks of social engineering to be able to cause damage to a target (Wilosinski, 2016).  

Lock screen passcodes are often the first line of defense against physical attacks.  In 2014, over 
5 million mobile phones were either lost or stolen from Americans and without a passcode to enter 
the device, data stored on the phone or online accounts, such as banking, could be easily accessed.  
Yet, a 2016 Mobile Security Report discovered that as high as 43 percent of mobile device users do 
not have “a passcode, Personal Identification Number (PIN), or pattern lock” enabled (NowSecure, 
2016).

However, when Android users do elect to have a locking mechanism on their phone, they use a 
password system identified by a password pattern drawn by the user’s finger.  If the device is left 
unattended, a malicious source could do what Aviv, Gibson, Mossop, Blaze, and Smith (2010) call a 
smudge attack. The researchers concluded that they could crack into a user’s Android device by 
extracting the pattern of hand-oil residue left on an Android cellular phone.  Further, Android 
devices have been infamous for being left unpatched against known vulnerabilities, fixes that 
frequently come with software updates.  In 2016, NowSecure reported results of a mobile security 
test run via an open-source application that revealed 82 percent of Android devices that ran their 
app were susceptible to at least one vulnerability and almost 25 percent of mobile applications 
include at least one high-risk flaw in their security (NowSecure, 2016).  There are also risks for iOS 
devices. When a device pairs with another device through Bluetooth or USB, a folder is stored on 
each of the devices. This folder contains the pairing record information to all the devices that trust 
this source.  However, according to Zdziarski (2014), this pairing folder can be used to crack into the 
other devices.  Another area of risk for iOS devices is fraudulent authorization certificates. These 
authorization certificates tell a device that it is genuine and not malignant that resulted in 
applications uploaded to the Apple application store that masqueraded as valid applications that 
actually contained malware (D’Orazio & Choo, 2017).  

Wearable devices that are standalone or paired with cellular phones, as well as personal 
computers, are becoming more widespread and socially acceptable (Mills, Watson, Pitt, & 
Kietzmann, 2016).  Some wearable devices are life-imperative such as a real-time blood-glucose 
contact lens monitor which has the potential to be hacked through providing erroneous messages.  
This has the potential to hospitalize the user or result in a fatality.  Wearable devices and cell phone 
devices are not regulated and therefore cannot be safeguarded from security infractions.  

2.2 Espionage in the Workplace

The thought of espionage conjures up potentially accurate portrayals of images in popular 
culture such as of James Bond in a fancy tuxedo secretly traveling to exotic locales (Beim, 2018).  It 
can be defined in many ways but is described by using human agents or technology to gain access 
to information not publicly available (Espionage, 2018).  Winkler (2005) who is a former National 
Security Agency employee had his team perform an espionage simulation at a Fortune 500 
company on the U.S. East Coast to identify how simple it can be for corporate spies to infiltrate a 
company.  However, the theft of intellectual property is an invention that dates back to the 
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invention of private enterprises (Tales from the front line of corporate espionage, 2012).  The 
Chinese guarded their monopoly on silk production but approximately 1,800 years ago, monks 
smuggled silkworm eggs out of China using bamboo walking sticks that was the first step to 
breaking the early Chinese monopoly.  This section addresses deliberate theft of confidential 
information for espionage.  Today, with the use of mobile devices, organizations are challenged 
with safeguarding against espionage as taking photographs of factories and businesses of trade 
secrets classifies as espionage (King and Bravin, 2000).   Pacini et al. (2008) discusses how 
espionage activities can be conducted by an array of individuals such as “current and former 
employees, competitors, foreign governments, independent contractors, vendors, business 
intelligence analysts, and others” (p. 131).  Furthermore, “trade secret fraud activities include 
customer lists, pricing strategies, formulas, compilations, financial information, processes, design 
manuals, strategic and marketing plans, and other proprietary information” (Pacini et al., 2008, p. 
131).

Espionage activities are common among developed nations and many lesser-developed ones in 
activities involving spying and eavesdropping even outside of hostile states (Baker, 2003; Beim, 
2018; Coppins, 2010).  News articles continuously reveal cyber-attacks ranging from sabotaging 
government websites to stealing important information immediately to even delayed-action 
malware acting as time bombs in gaining access to critical infrastructure information (Kingsbury, 
2010; CNBC, 2017).  Pun (2017) suggests that espionage is not any different in the challenges 
brought by cyber space making cyber defense protections more necessary due to the growing 
amount of information stored and potentially available.  Pun (2017) also suggests how there are 
“According to NATO Secretary General, Anders Fogh Rasmussen, there are now more than 100 
daily cyber intrusion attempts on NATO headquarters, and over 1,000 daily cyber intrusion 
attempts on U.S. military and civilian networks” (p. 355-356).  

Das and Khan (2016) suggest that employees’ use of their personal smartphones has pushed the 
Bring-Your-Own-Device (BYOD) phenomena and makes it widely supported by organizations.  
However, the challenge with BYOD programs is the potential for security infractions.  These 
programs bring additional anytime-anywhere capability to organizational computing (Harris & 
Patten, 2014) while bringing about a mobile revolution while creating a gap between academic and 
business aspects of information security (Silic & Back, 2014).  Salifu (2008) conducted a literature 
review on the impact of internet crime on individuals, organizations, businesses and government.  
The practical implications identified is internet crime is a global issue requiring the support of both 
developed and developing countries to resolve because internet crime investigations trace 
evidence from more than one country requiring partnerships between multiple countries in order 
to conquer espionage.  Pun (2017) suggests that espionage's permissibility under international law 
remains largely unsettled building upon Salifu (2008) research with espionage being a global 
matter.     

2.3 Security Solutions

Pacini et al. (2008) suggests steps businesses can take that to preserve secrecy to include legal 
remedies and internal controls to protect trade secrets that refer to any information that has value 
because it is not common information.  The primary means of enforcement available to those that 
fall victim of their trade secrets being pirated is a civil lawsuit filed under the Uniform Trade Secrets 
Act (UTSA).  In order to pursue a civil suit for damages, a claimant must be able to prove five items.  
These items include the claimant being able to prove an existence of an actual trade secret, the 
reasonable steps the claimant took to preserve secrecy, the independent economic (potential) 
value the trade secret holds, the misappropriation of the trade secret, and the actual loss incurred 
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by the misappropriation.  Organizations will need to provide evidentiary support to indicate that 
information is a secret and that the defendant secured the secret using improper means (Grubbs, 
2005).  Organizations can protect against internal threats by having employees sign a 
confidentiality agreement to ensure understanding by the employee to protect a trade secret and 
to have any facility visitors such as customers, suppliers or employee family members to sign a non-
disclosure agreement (Gaffney & Ellison, 2003; Van Arnam, 2001).  Furthermore, employers must 
formally remind employees to continue to protect the company’s trade secret as a duty of 
confidentiality even after employment with the company has ceased (Gaffney & Ellison, 2003).  
According to the UTSA, obtaining knowledge of trade secret using improper means includes 
anything from theft to breach of a duty to maintain secrecy to any form of espionage such as 
through electronic portable devices (Pacini et al., 2008).  Pacini et al. (2008) discusses how the 
claimant under the UTSA must establish that the defendant used or disclosed to another party the 
trade secret in addition to wrongful acquisition of the secret.  The Economic Espionage Act of 1996 
(EEA) also applies because it is a federal statute that criminalizes the theft of trade secrets by 
industrial spies and foreign governments.  The definition under the EEA includes theft that could 
include a portable electronic device to steal trade secrets such as taking pictures, uploading, 
downloading and transmitting trade secrets. 

However, organizations can also be proactive in organizational solutions to security through 
enhanced communication.  Organizations need practices, policies, procedures and processes in 
place to help safeguard their trade secrets through providing training to employees. The training 
would involve topics such as avoiding risky behavior, social media practices, password practices, 
device specific vulnerabilities including cell phone brands and wearable devices, and public hotspot 
vulnerabilities.  New employees need training on these and existing employees need refresher 
training.  The training could target employees and any individuals in close proximity to secured 
areas with ways to avoid risky behavior practices making individuals vulnerable to social 
engineering (Wilosinski, 2016).  This could reduce the risk of the four types of social engineering 
attacks consisting of phishing, vishing, smishing, and exploiting social media accounts.  This brings 
us to social media practices for employees so that employees keep personal social media accounts 
free of information tied to their workplace.  The social media policy could create awareness for 
employees and other closely affiliated individuals to an organization to be cautious of information 
placed on public social networks due to risks of information used to create fake accounts asking 
colleagues for sensitive work information (Chen et al., 2017). The training could also include 
password policies that extend not to their work devices but also to their personal devices where 
work email is still accessible.  This policy could encourage device-locking mechanisms on personal 
cellular phones (Bitton et al., 2018; Shaulov & Point, 2016).  The training could also utilize device 
specific information to alert employees of vulnerabilities that affect their personal devices.  For 
instance, Android users that elect to have a password pattern drawn by their finger for their 
personal device are at risk for that pattern being stolen if they leave their device unattended (Aviv 
et al., 2010).  The training also could provide caution for wearable device technology users because 
this sector is advancing faster than subsequent laws, policies, and security systems and these 
devices could be hacked (Mills et al., 2016).  Lastly, the training could provide a reminder of 
vulnerabilities with public wireless hotspots and the importance of not accessing sensitive 
information or using devices tied to work information while on these hotspots (Wilosinski, 2016).  

Another security solution exists with malware.  Malware detection has improved alongside the 
increase in malware prevalence.   Research into malware detection mechanisms centers upon two 
predominant methods: dynamic analysis and static analysis (Tong & Yan, 2017).  A static analysis 
consists of analyzing the application in question to determine if it has malicious code, without 
actually executing the application.  This was identified as an acceptable initial screening indicator as 
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to the nature of an application and its intended purpose.  A dynamic analysis consists of analyzing 
the behavior of a particular application to see if the application in question is doing anything out of 
the ordinary. Another form of dynamic analysis, called an Android intent analysis, examines the 
intents, or requested permissions, by applications both explicit and implicit.  According to Tong and 
Yan (2017), 97 % of malware programs, including but not limited to Trojans and viruses, target 
Android devices.  Overall, organizations can help guard against security vulnerabilities through 
incorporating of better processes and technology.

3. Conclusion

Malware and hacking activities are growing amongst today’s most popular mobile devices.  
These security risks are prompting organizations to enact policies aimed at mitigating the amount 
of espionage and illegal events that can transpire on a cell phone or other mobile device.  The rise 
of cybercrime and cyberterrorism is not something that dwells in the realm of science-fiction 
novels, but exists in the real world, today, and is punishable by law (Cornell Law, Gathering, 
Transmitting or Losing Defense Information, 2012; Cornell Law, Gathering or Delivering Defense 
Information to Aid Foreign Government, 2012; Cornell Law, Disclosure of Classified Information, 
2012).  Pacini et al. (2008) suggests steps to preserve secrecy to include legal remedies and internal 
controls to protect trade secrets.  Organizations can provide training to help safeguard against 
vulnerabilities by unsuspecting employees that could include topics such as avoiding risky behavior, 
social media practices, password practices, device specific vulnerabilities including cell phone 
brands and wearable devices, and public hotspot vulnerabilities.     However, infected mobile 
device exposure is growing at an alarming rate, and Shaulov and Point (2016) report that, “on 
average, over one in 1,000 devices globally [are] infected,” demonstrating the widespread 
proliferation of compromising methodologies (p. 5).  Financial losses in 2014 reported more than 
$800 million due to scamming activities (Chen, Beaudoin, & Hong, 2017).  The purpose of this 
literature review was to provide an overview of cell phone and electronic devices vulnerabilities, 
espionage in the workplace, and security solutions in the understanding of risks and threats in 
existence for cell phones and mobile devices.  Future research is necessary to understand the 
threat of security infractions due to mobile devices within workplaces.  Mobile devices continue to 
become more widely accepted while companies embrace BYOD programs but more research is 
necessary to lessen the gap in the research between academic and business aspects of information 
security (Silic & Back, 2014).  Research focuses on attitudes and intentions with respect to 
information security policy with very limited studies on actual behavior necessitating the need for 
more research to identify interventions that reduce security vulnerabilities in the workplace 
(Sommestad et al., 2014).   
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