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Abstract 

This study proposes a design of a smart sensor interface for monitoring Cathodic Protection (CP) 
in an Internet of Things (IoT) environment. The corrosion sensor is used to monitor voltage potential 
from a sacrificial anode to an underground pipe or pipelines. The past design of monitoring CP was 
via wired networking (for data transfer) or by onsite inspection. Although such inspection offers a 
very reliable monitoring method, it is expensive and inconvenient. This research proposes a new, 
advanced and straightforward method to monitor CP, for field engineers, by the advancement of IoT 
intelligence to provide suggestions and make online-orders for consumable parts. This research 
proposes a solution by the novel design of monitoring corrosion via CP using a smart sensor interface 
model in an IoT environment and smart-phone applications. The results of this system design show 
good monitoring performance and excellent analytical potential. 

1. Introduction 

This research investigates opportunities for integrating two different systems — mechanical 
engineering and information technology (IT) — into one integrated system. In the last decade, non-
internet driven electronics and software-controlled mechanical systems have been investigated. 
However, these individual software solutions were not particularly efficient in communicating to the 
system owner or manufacturer (Fadell et al., 2017). Therefore, the idea of connecting traditional 
mechanical systems to the Internet to offer significant amounts of data to both system owner and 
manufacturer is highly promising. Accordingly, a new technology wave is glowing in the horizon, 
referred to as the “Internet of Things” (IoT), with considerable opportunities to change how 
mechanical systems will be designed and developed (Lee & Lee, 2015). Today, most mechanical 
systems such as elevators, air-conditioning and heating systems, plumbing, escalators, lighting, and 
power systems in large buildings are managed through a computer-based control system termed 
building a management system (BMS) that controls and monitors the mechanical systems (Minoli, 
Sohraby, & Occhiogrosso, 2017). Similarly, mechanical systems in petrochemical plants and refineries 
such as cathodic protection systems, pressure and safety valves, temperature and pressure sensors, 
piping and pressure vessels degradation inspection data, pumping and heat exchangers performance 
assessment, NDT, and safety and alarm systems are not all controlled by a computer-based control 
system. On the other hand, other existing systems have their own isolated software packages such 
as RIS, SAP, STID, and ARIS that work individually with no interaction with other systems (Ratnayake 
& Kusumawardhani, 2013). However, IoT offers to overcome all challenges that mechanical systems 
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have raised throughout the past years. Integrating mechanical systems to the IoT will offer to collect, 
process, save data, and send recommendations and requests to the system owner.  This research 
proposal will focus on a new application of integrating IoT to a Cathodic Protection system (CP). 

2. Literature review 

In industrial systems, wireless telecommunications have been rapidly advanced through IoT. It is 
expected that integrating IoT with the industrial telecommunication will increase profits in many 
applications (i.e. car factories and petrochemical plants) (Chi, Yan, Zhang, Pang, & Da Xu, 2014). Many 
other fields today are extensively implementing IoT devices into their existing systems. Firefighters 
have been implementing IoT into their field operation devices for rescue and research purposes. 
Similarly, medical implants have been implementing IoT for gathering and monitoring data. Likewise, 
other fields have been following the same approach such as with respect to farm animal biochips, 
city water supply and distribution, energy harvesting, crowd monitoring and automobile inherent 
sensors (Porkodi & Bhuvaneswari, 2014). An example of a design study in the IoT environment is 
proposed for the water quality of municipal corporations’ monitoring systems. The study applied the 
smart city concept by designing a smart sensor interface to monitor water quality parameters such 
as temperature, water hardness, oxygen concentration, pH, and turbidity for cities using natural 
water resources such as rivers (Salunke & Kate, 2017). 

3. Cathodic protection technique 

Corrosion causes dangerous and expensive damages to oil and gas metallic pipelines, highway 
bridges, energy industries, storage tanks, ports, reinforced concrete, etc. According to a study by the 
National Association of Corrosion Engineers (NACE), the US annual direct cost of corrosion is 
estimated to be $276 billion. However, indirect costs such as labor activity, losses in productivity, 
delays, litigation, and factory failures have been estimated to total $552 billion annually (Koch, 
Brongers, Thompson, Virmani, & Payer, 2002). Nevertheless, after many decades of extensively 
studying corrosion, engineers have invented many approaches to help control it, but with a cost. 
Corrosion control approaches include CP, lining and coatings, corrosion inhibitors, and materials 
selection. Each approach can mitigate the corrosion process in different ways but cannot halt it. 
Corrosion (or rust) is a natural electrochemical deterioration process of materials that occurs in 
aqueous environments under ambient temperature. The process of corrosion (figure 1 left) involves 
electron removal of a metal, as in Equ. ( 1 ) (known as anodic reactions) and electron consumption 
at the same local metal in Eqs. ( 2 ) & ( 3 ) (known as cathodic reactions). In other words, the electrons 
flow from the anode part of the circuit to the cathode part, as shown in figure 1 (right). To ensure 
that this electrochemical process lasts, four components are required: anode, cathode, metallic path 
that connects the anode to the cathode, and an electrically conductive electrolyte for the electrons 
to flow, as illustrated in figure 1 left. 

 
Fe → Fe++ + 2 e- 

            ( 1 ) 

O2 + 2H2O + 4e- → 4OH-           ( 2 ) 

2H2O + 2e- → H2 + 2OH-           ( 3 ) 

The nature of the electrochemical process of corrosion provides an opportunity to detect 
corrosion by using a voltmeter to monitor the delta-voltage between two different metals. In a case 
of having only one metal, such as underground pipelines, the corrosion can be detected by 
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measuring the voltage between the metal and a reference electrode (RE), referred to as a half-cell 
electrode. The most well-known RE used in the industry is copper-copper sulfate (CSE). However, 
the common challenges facing underground RE signals is the high sensitivity to temperature and 
humidity swings. The voltage measurement is termed the corrosion potential voltage. The potential 
measurements provide a quick indication to evaluate corrosion between two different metals in an 
identified environment in neutral soil and seawater. 

 
Figure 1. Scheme drawing of a basic corrosion cell (left), and Four necessary 

components of a corrosion process. (right) 
For simplicity, the potential voltage for any metal or alloy, from figure 1 (left), to CSE is a direct 

measurement of the relative resistance to corrosion. However, if two dissimilar metals or alloys, from 
figure 1 (Right), are electrically connected in a given environment, the more positive member (noble 
member, i.e. lead) will act as a cathode and the more negative member (active member i.e. zinc) will 
act as the anode. In real applications, such as underground pipelines, the anodic and cathodic parts 
exist on pipelines. The electric current (electrons) flows from the anodic areas through the 
surrounding electrolyte to the cathodic areas on the pipeline. The anodic areas are where the 
corrosion is present. Using this information, the CP technique involves simply connecting a very 
active metal to the pipeline in order to reverse the current flow to make the pipeline act as a cathode 
and the active metal as the anode (termed the sacrificial anode). In this case, the corrosion rate does 
not stop, but rather the corrosion is displaced to the active sacrificial anode and concurrently 
protects the pipeline (Peabody, 1967).  

 
Table 1. Material galvanic series in neutral soils (Peabody, 1967). 

Material Potential Volts (CSE) Material Potential Volts (CSE) 
Platinum - 0.10 Aluminum Alloy - 1.05 
Lead - 0.50 Zinc - 1.10 

4. IoT concept 

The Internet of Things (IoT) is a concept that has been emerging recently to a significant degree. 
It enables things (objects) to communicate, corporate, and interact with each other through wireless 
or wired connections. A significant amount of research has been carried out globally to make things 
more digitalized and virtual in order to overcome the various challenges associated with ensuring 
that environments are smart and more intelligent (Vermesan et al., 2013). In 2011, devices that were 
connected to the internet exceeded 7 billion (more than the Earth’s population at that time) and is 
expected to rise to 50 billion by 2020 (James, 2014). A study by General Electric (GE) in 2018 states 
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that 64% of the utilities and power companies in North America rely on IoT applications (GE, 2017). 
IoT is a concept that is not based on one technology, but rather involves relating and connecting 
multi-things (multi-systems) such as traffic lights and implanting them with image recognition 
functionality (IRF) and sensors that are then integrated into analyst and decision support along with 
asset management. This completely integrated system forms the basic concept of IoT, which brings 
to the surface entirely new business opportunities and a more complex level of IT (Cooney, 2011). 
The concept of IoT is being heavily researched in other areas such as transportation, reverse logistics, 
logistics, and distribution where a significant amount of information has been integrated, 
communicated, and processed to make these systems more efficient and cost effective. As a result, 
the requirement for highly cognitive technologies and contextual intelligence will be essential in the 
near future for such new integrated systems. IoT existing architectures vary because they are vast 
and broad. However, such architecture typically comprises sensors, communications, computing 
technologies, and networks (Gigli & Koo, 2011). Further descriptions of IoT architecture’s key layers 
and consistence are provided in Ref. (Zhang, Sun, & Cheng, 2012).   

5. Cathodic protection integration model based on IoT 

 5.1.   IoT architecture  

In this study, the IoT architecture (figure 2) proposed was based on Wireless Sensor Networks 
(WSN) and energized by a power source. The sensors transfer data to an appointed center through 
Wi-Fi. The sensors are volt-ohm-milliamp (VOM) to measure the volts potential or Ampere current 
flow from the sacrificial anode to the underground pipe. The volts’ fluctuation range reading should 
be within NACE standards (Fitzgerald Iii & Fnace, 2014). Sensors can also explore and detect broken 
wires, bad wire connections, or a broken weld. All these data will be transferred through Wi-Fi using 
IoT. 

 
Figure 2. IoT Architecture 

 5.2.   Cathodic protection components description 

CP involves two main approaches, using either (1) galvanic anodes or (2) an impressed current. 
This paper focuses on the first method, due to its simplicity. From section 3, we discussed how a 
corrosion cell is set by contacting dissimilar metals. One metal of the corrosion cell forms the active 
side, which will corrode eventually (termed the sacrificial anode), while the other metal forms the 
noble side. From the aforementioned example, we will demonstrate an installation of CP with 
sacrificial anodes to buried metal pipelines in soil. This real application will be used throughout this 
paper, yet the notion of this paper is applicable for many other CPs with sacrificial anodes existing, 
such as underground tanks and lower standpipes of a fire hydrant. The buried pipeline is protected 
by connecting a very active metal (zinc or magnesium) to the pipeline with a wire (figure 3). The 
active metal will discharge electrons (current) to the buried pipeline through the wire in order to 
reverse the existing normal corrosion cell on pipelines. The sacrificial anode in such installation 
protects significant distances of a pipeline. Therefore, for long distance pipelines, sacrificial anodes 
are placed at specific points along a pipeline termed hot spots. The sensors might be distanced apart 
based on several factors such as the national regulations, NACE standards, corrosion location history-
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log, and high-risk corrosion spots.  Once the sacrificial anode depletes due to corrosion, the corrosion 
begins on the pipeline. Therefore, frequent inspection and evaluation of the sacrificial anodes is 
crucial. 

 
Figure 3. CP of buried pipelines in soil. 

6. Proposed system setup 

 6.1.   Block diagram 

Different methods may be used in the proposed model process, including machine-to-machine 
technology (M2M), IoT, and cloud computing. M2M allows two technologies of the same type to 
relate and communicate. M2M communication can be done through wires or wirelessly. It is also 
considered to be an inherent part of IoT that can provide various gains to business and industries for 
control and monitoring purposes. The core controller used in this monitoring system is an Intel 
Galileo Gen2 board. This board is used due to it providing several advantages: it can transmit data 
wirelessly in the IoT environment, it can be connected to many types of sensor networks and sensors 
types, it can endorse diverse features of algorithms for future developments and improvements, and 
it can monitor and control parameters remotely. The only parameter used in this system is the 
corrosion potential voltage that checks the corrosion rate between the metal and a reference 
electrode. The corrosion potential voltage shows whether or not the sacrificial anodes need to be 
replaced. The block diagram of the system has the following components: corrosion rate sensor, Intel 
Galileo Gen2 board, and Wi-Fi module (as demonstrated in figure 4). The block diagram of the 
proposed monitoring system shows the development of measuring the corrosion rate in a cathodic 
protection system. The sensor data is gained by the Intel Galileo Gen2 board, processed, and sent to 
the assigned department by the IoT concept.  

 
Figure 4. Proposed block diagram. 

 6.2.   Flow chart 

The system receives the measured attributes (voltages) from different sensors along a buried 
pipeline. This is done by the Intel Galileo Gen2 board, the interface device, which can discover any 
sensors linked to it. It can also control sensor data acquisition, data processing, and data 
transmission. The readings are then sent to an authorized person through Wi-Fi for further analysis 
and decision-making. A flow chart of the proposed system is shown in figure 5 (left) 

Corrosion rate 
sensor

Intel Galileo 
Gen2 board

Wi-Fi module
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Figure 5. Flow chart of proposed system (left) and CP rate monitoring insulation setup (Right). 

 

 6.3.   Cathodic protection monitoring technology and sensors 

Many options are available for remote monitoring technologies such as SCADA-based 
(Supervisory Control and Data Acquisition), Satellite-based, and Smart phone-based systems. All 
these monitoring technologies are suitable and compatible for effectively monitoring cathodic 
protection systems. The latter technology is the most effective and economical method in this 
regard. The smart phone-based system is known for its low cost and ease of installation, but carries 
with it a certain level of risk because its signal can be lost in locations with low reception. The system 
will display the voltage potential measurements through sensors that determine the corrosion 
potential parameters. Many types of corrosion sensor can be used for this project such as Corrosion 
Chip (CC) probe, Multielectrode Array Sensor (MAS) Probe, corrosion Resistance probe, and the 
voltage measurements sensor. The voltage measurements sensor (units: mV) is preferred to have 
the lowest practical range for accuracy reasons. NACE SP0169 states that the accurate mV 
measurements of a CP system applies in the upper two-thirds range of the voltage sensor (NACE, 
2013). Based on the reverse potential calculations of the designed CP system, the voltage must be in 
the range of -0.805 to -0.895 in order to ensure that the system is protecting the underground 
pipelines. Any voltage potential readings outside of the stated range indicate sub-optimal CP 
performance.  

7. Experimental Tests and Results 

The sensed data (parameters) comprises the corrosion potential voltage, in milli-volts, between 
the metal pipeline and selected sacrificial anodes. The pipe is made of steel and the selected 
sacrificial anode is magnesium. The uncoated steel pipe is buried in moist soil to enhance the 
corrosion medium. The corrosion sensor is connected to the steel pipe and to the sacrificial anode 
to measures the corrosion potential voltage in moist soil medium, as shown in the schematic drawing 
in Figure 5 (Right). The wires and communication circuits were well coated and insulated to avoid 
any environmental impact such as water or heat. Relatively simple hardware was implemented using 
C++ function coding in an Arduino IDE. The results of acquired data of the corrosion potential voltage 
(CPV) are shown in figure 6 (left). The CPV readings in the first days (45 days) were within the range 
of an appropriate level of CP performance. However, and in order to test a different scenario in fewer 
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days of the CP system, sulfides and acids were added to the moist soil. This alternation in the 
experiment will lead to a change in the CPV that result in more degradation and depletion in the 
sacrificial anode rate and thus interrupts CP performance. This change is observed clearly in the CPV 
curve readings after day 45 in figure 6 (left & right) on the date Sep 14, 2018. The corrosion rate 
sensor forwards data to the Intel Galileo Gen2 board in order to be processed. The processed data 
are then sent by Wi-Fi to an authorized person to further data analysis. This reported data is shown 
in figure 6 (right).    

 

 
Figure 6. Daily CP system voltage potential readings (left) and CPV readings on 

mobile screen connected to the Internet (Right). 

8. Conclusion 

This study proposes a design of a smart sensor interface for monitoring Cathodic Protection (CP) 
in an Internet of Things (IoT) environment. A corrosion sensor is used to monitor voltage potential 
from a sacrificial anode to an underground pipe or pipelines. The interface device is the crucial part 
of the proposed system that can control sensor data acquisition, data processing, and data 
transmission. The Intel Galileo Gen2 board provides several advantages: it can transmit data 
wirelessly in the IoT environment, it can be connected to many types of sensor networks and sensors 
types, it can endorse distinct features of algorithms for future developments and improvements, and 
finally it can monitor and control parameters remotely. The recent advancement and improvements 
in IoT technologies have led to a revolution in wireless communication in different applications, from 
security monitoring to engineering management. The past design of monitoring CP was via wired 
networking (for data transfer) or by onsite inspection. Although such inspection provides a highly 
reliable monitoring method, it is expensive and inconvenient. Wireless technologies in IoT 
environments are used to reduce cost and maintain the same level of reliability. The results and 
performance of the proposed design have been tested and reported. The Intel Galileo gen2 board is 
simple and timesaving to use, in addition to it already being equipped with a system that can easily 
be connected to the internet. The proposed system is designed to monitor CPV and reveal the 
performance of a CP system in any industrial application. The design of the monitoring application 
on a smart phone is very simple and significantly less costly than other monitoring technologies. 
Considering the impressive experience and results of this proposed system, we may apply the same 
approach, in future, to other isolated systems in refineries to convert them into smart-refineries.  
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