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ABSTRACT 

 As wireless technology has improved, the demand for constant internet connectivity 

increased. With the invention of Mobile IP, users are still more interested to have connection to 

the internet while moving from one network to another. During the mobility, the mobile host 

moves from one network to another, undergoes the handoff process, and registers with the new 

network. Due to the scarcity of IPv4 addresses and other limitations, new Internet Protocol 

version 6 (IPv6) has evolved. In the real world, planning is being done to deploy IPv6 along with 

the IPv4 network. The IPv6 node should understand IPv4 addressing and its features while 

communicating with it. When considering mobility in both IPv4 and IPv6 networks together, it is 

a bit complicated where either the mobile host or any other entity in the network should 

understand both IPv4 and IPv6 networks. 

 In this thesis, research was centralized in the scenario where both internet protocol 

versions IPv4 and IPv6 are active and mobility is introduced between them. The research deals 

with the handoff process and registration of the mobile node with the agent in the new network. 

The author proposed a new handoff algorithm with the basic security involved in the process 

which can be used as model before planning to introduce mobility between IPv4 and IPv6 

protocols. The significance of the algorithm is to reduce the handoff latency by enhancing the 

functionality of the Tunnel End Point (TEP); this in turn reduces the tunneling of the data twice. 

 The research, analysis is done on the complete handoff process by varying different 

parameters involved in the process. An analytical model is proposed to support the algorithm. 

The effects of the parameters are studied. The results of the proposed analytical model were 

studied in comparison with the traditional schemes. 
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CHAPTER 1 

INTRODUCTION 

1.1 Evolution of Mobile IP 

 In 1984, the National Science Foundation (NSF) created NSFNET, the National Science 

Foundation Network. This network used TCP/IP protocol which was able to connect and transfer 

data between five supercomputers located at different locations all over USA with no cost. This, 

considered the primary internet backbone, started in 1988. Later this small network connected a 

number of schools, universities and various commercial offices and became largest internet 

backbone in the US. The Internet technology has evolved during these years as the users have 

increased in various private and public organizations and business and government networks. In 

the meantime, due to the technological advances, wireless computing took its place in the 

Internet world used by laptops, personal digital assistants and palmtops.  

 As wireless communication technology is growing tremendously, the demand for 

continuous access of network, irrespective of the location, is increasing. With the existing 

protocols, the reconfiguration of the IP address is necessary every time a mobile node moves to a 

new location. So, the communication technology has been enhanced to support such scenarios 

where the host can access the internet regardless of its physical location. This gave rise to the 

hypothesis that a host or node can access internet irrespective of its physical location without any 

problem. This is known as Mobile IP. 

 Mobile IP is a mechanism where the host is capable of accessing the Internet when it is 

away from its own network. In Mobile IP, the own network of a mobile host is named as Home 

Network (HN) where the host is given a permanent IP address. This IP address resembles the 

physical location of the host.  
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1.2 Introduction to Mobile IPv4 

 Mobile IP [1] is an Internet Protocol which solves the problem of a Mobile Node (MN) 

accessing the internet from any location by allocating a temporary IP address to the mobile host. 

Mobile IP tracks the mobile host with its permanent Home IP address and so is transparent to the 

upper layers of the protocol stack. Mobile IP has three main entities [10]: Home Agent (HA), 

Mobile Node (MN), and Foreign Agent (FA). This is discussed in detail in Chapter 2.  

 The current version of Internet Protocol (IPv4) is being exhausted of IP addresses due to 

the increase in the users of the internet, as each user is provided with a unique IP address. Even 

though it is serving the needs of various private and public organizations, IPv4 is unable to 

provide the address space for the next generation. In 1998, IETF (Internet Engineering Task 

Force) standardized Internet Protocol version 6 (IPv6) as the next generation protocol. This 

addresses various issues which were not resolved in IPv4; address space is one of the prominent 

resolved issues. 

 In order to deploy IPv6 in the real world, IPv6 should first understand the existing 

scenarios, applications and various operations performed by IPv4. In order to know about the 

characteristics and the behavior of IPv4, IPv6 should co-exist with IPv4 and communicate with 

the IPv4 applications.  

1.3 Introduction to Mobile IPv6 

 IPv6 [23] has built-in Mobile IP features which add great value to itself. Mobile IPv6 

[13] has features including security, route optimization [24], neighbor discovery protocol [25], 

stateless auto address configuration. Mobile IPv6 consists of three basic entities: Home Subnet 

Prefix, Mobile Node, and Foreign Subnet Prefix. In Mobile IPv6 there is no concept of Foreign 
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Agent. When the MN moves to a new IPv6 network, it acquires a temporary IPv6 address using 

the stateless auto address configuration feature of IPv6. Mobile IPv6 has many more features 

than Mobile IPv4. The concept of Mobile IPv6 is further explained in detail in Chapter 2. 

 In consideration of the co-existence of IPv4 and IPv6 [21], when it comes to the issue of 

Mobility, there are complications when a mobile host moves from IPv4 network to IPv6 network 

or vice versa. How does the mobile host detect that it moved to a new and different Internet 

Protocol version? How does it communicate without loss of generality? 

 To implement the scenario where the MN moves from IPv4 network to IPv6 network, 

multiple methods have been proposed where IPv6 hosts or domains are connected using the IPv4 

network. These are classified into Dual Stack, additional IPv6 infrastructure, and IPv6-only 

networks [33]. To introduce IPv6, either the existing IPv4 should understand IPv6 or IPv6 should 

be able to understand IPv4. There should be a way to translate or understand both the protocols. 

Out of the above three methods, conceptually, the easiest way of introducing IPv6 is the Dual 

Stack mechanism [29]. Dual stack node is a node that can understand both protocols IPv4 and 

IPv6. This node is called “IPv4/IPv6 node” and assigned both IPv4 and IPv6 addresses. 

Therefore, this can send and receive packets belonging to both IPv4 and IPv6 protocols. This 

allows both protocols to co-exist in devices and networks. But the challenge lies in the concept 

of how the interaction is managed between two different protocols.  

1.4 Introduction to Dual Stack Transition Mechanism (DSTM) 

 DSTM (Dual Stack Transition Mechanism) [30] is a tunneling mechanism where an IPv6 

node can communicate with an IPv4 node or application. There are three entities in a DSTM 

Domain: DHCPv6 Server, Tunnel End Point (TEP) and IPv6 nodes (Client nodes). Here IPv4 
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traffic is tunneled over IPv6 tunnels. This mechanism is transparent to the IPv4 applications and 

the higher layers in the protocol stack. An IPv6 node, in order to speak to an IPv4 node, should 

understand the IPv4 language, so it assigned with an IPv4 address. This address is allocated only 

for the duration of communication between the two nodes. DSTM is explained further in Chapter 

3. 

1.4.1 Advantages of DSTM 

1. The IPv6 node can speak to an IPv4-only node on Global internet. This means these 

nodes are not isolated from the remaining network. 

2. Every node in IPv6 network can speak both IPv4 and IPv6. This implies that the legacy 

IPv4 applications are supported without any modification. 

3. As the IPv6 node is assigned an IPv4 address for a short period of time, requirement of 

global addresses is reduced. 

4. There is no transition between two protocols. The communication is straightforward since 

IPv4 packets are tunneled in the IPv6 packet from the DSTM client to the TEP 

(Discussed in Chapter 3). 

5. In a DSTM Domain everything is IPv6 configured, IPv4 routing tables are used 

minimally. So there is no need to configure IPv4 addresses and there are no IPv4 routing 

tables. This simplifies the network administration. 

6. DSTM is transparent to all applications and there is no need of translators. It guarantees 

end-to-end security as it does not use any type of NAT (Network Address Translation). 
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1.5 Problem Statement 

 When the MN moves from the IPv4 network to the IPv6 network in order to register with 

HA, it should first discover that it has moved to a new Internet protocol network. Then it must 

communicate with the new access router, and acquire a temporary IPv6 address. Various 

methods have been proposed to describe the handoff process between two different protocols 

[32] [28] [27]. They include address mapper [29], and protocol transitions. The address mapper 

lies between the Mobile IP layer and IP layers. Address mapper initiates registration process, 

binding and etc. It associates home address of one IP version and Care-of Address (CoA) to the 

other IP version. 

 The address mapper can understand both IPv4 and IPv6 messages. Previously the address 

mapper is installed on Home Agent (HA) and Mobile Node (MN) such that HA and MN can 

understand both IPv4 and IPv6 messages [28]. In this case, the MN should generate two sets of 

signaling messages for two mobility protocols at each handoff registration. This leads the 

network administrators to maintain two sets of mobility management system for both IPv4 and 

IPv6 protocols. The implementation of two sets of management systems at every HA or in the 

Home Network costs twice the regular implementation. This results in consuming more network 

resources at almost twice the normal. 

 Later researchers proposed a transition mechanism called a Dual Stack Transition 

Mechanism (DSTM) [29] [30] [31] through which an IPv6 host can communicate with an IPv4 

host, provided this IPv6 host is a part of the DSTM domain [30]. The DSTM domain consists of 

the DSTM Client (IPv6 host), the Tunnel End Point (TEP), and the DHCPv6 server [30]. The 

basic DSTM setup is shown in Figure 1.1. 
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Figure 1.1 Basic DSTM Setup 

The DSTM Client is an IPv6 host, the TEP can understand both IPv4 and IPv6 messages, and the 

DHCPv6 server is a DHCP server which has capability to provide IPv4 addresses temporarily. 

The researchers [31] [33] used the DSTM mechanism in Mobile IP and explained the handoff 

registration procedure and the packet flow between the DSTM Client and the Mobile Node 

(MN). When the MN moves from the IPv4 network to the IPv6 network, the TEP recognizes the 

presence of IPv4 MN and informs the DSTM Client. The TEP encapsulates the IPv4 packet into 

IPv6 and sends it through the IPv6 tunnel to the DSTM Client, de-capsulates the IPv4 packets 

from the DSTM client, and forwards to MN. This is discussed in detail in chapter 3. In this 

handoff registration process each and every packet is sent to the DSTM Client. As the whole 

registration process is observed carefully, if every packet is sent to the DSTM Client it requires 
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more time to process each packet, and this consumes extra time and network resources as the 

DSTM Client is a multitasking host. Apart from the registration process time, all the data packets 

are sent are to the DSTM Client and this adds extra processing time which leads to delay in 

sending the packets to MN. 

1.6 Goals 

 When moved from the IPv4 network to the IPv6 network or vice versa, the handoff 

process is one of the prominent processes in Mobile IP. Traditional transitional and tunneling 

techniques provide basic handoff procedure, but they do not provide optimized handoff process 

with low latency. This thesis discusses the scenario in which the MN moves from the IPv4 to the 

IPv6 network using the DSTM mechanism. The traditional DSTM domain consists of Tunnel 

End Point (TEP) which understands both IPv4 and IPv6 protocols. The TEP plays an important 

role during the handoff process which does encapsulation and de-capsulation of the packets. The 

author enhanced the capability of TEP by adding more functions to it and named as Super 

Tunnel End Point (STEP). The STEP apart from encapsulation now processes other control and 

data packets on behalf of the DSTM Client. As the STEP has enhanced features, now certain 

packets can be bypassed from the DSTM Client. This reduces the overall latency during the 

handoff process of MN.  

 During this handoff process each entity has to consider the registration messages 

securely. In the proposed handoff algorithm the MN informs the HA about the Care of Address 

(CoA) beforehand. Here, the HA should take care during the registration request from the MN. 

The author considered the Internet Key Exchange (IKE) security mechanism. This adds more 

security to the algorithm. As the handoff process continues the data packets destined for MN are 

sent to HA. These packets should be buffered at the HA until the registration process is 
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completed. Then the packets are sent to STEP which forwards to the MN. The author discussed 

the basic MM1 queuing theory which deals with the packet buffering mechanism in the present 

scenario. 

 The research proposes an enhanced handoff algorithm with additional security and 

reduced latency. The author calculated the total time required for the handoff registration process 

of both the traditional and the proposed handoff process. The output of both the results is 

compared based on varying the different parameters such as bandwidth, and size of the data sent 

from the Correspondent Node (CN) [1] [2] to the MN through the DSTM domain. The author 

discusses throughput and performance characteristics. 

1.7 Organization of Thesis 

 The organization of rest of the thesis report is as follows: Chapter 2 provides the 

literature survey and the introduction to Mobile IPv4 and Mobile IPv6, Chapter 3 explains the 

DSTM Architecture and its significance in the communication between IPv4 and IPv6 nodes, 

Chapter 4 explains in detail about the traditional and proposed enhanced handoff algorithms, 

Chapter 5 provides results and analysis, and Chapter 6 deals with the conclusion and future 

work. 
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CHAPTER 2 

LITERATURE SURVEY 

2.1 MOBILE IP  

 Mobile IP (Mobile Internet Protocol) [1] is a standard and efficient protocol that allows 

the mobile host to change the location on the Internet without loss of connectivity. General 

routing protocols do not support the mobility feature because the IPv4 address of the host can 

identify only one network interface. This indicates the physical location of the mobile host. 

Mobile IP was designed by the IETF (Internet Engineering Task Force) to solve the mobility 

problem. In Mobile IP, the Mobile Node (MN) moves from one network to another and its IP 

connectivity is restored. Mobile IP is a simple mechanism to deliver the datagrams to the Mobile 

Node when it is away from its Home Network (HN) [2]. Mobile IP allows a Mobile Node to 

keep its own IP address even when moved to a different network. This means the MN maintains 

connection with the Home Network (HN) even when away from it (in a different network). IETF 

introduced the following terminologies for Mobile IP [2]: 1) Mobile Node, 2) Home Network, 3) 

Foreign Network, 4) Home Agent, 5) Foreign Agent, 6) Care-of Address (CoA), 7) 

Correspondent Node and 8) Agent Advertisement. In Mobile IP, the Home Agent and the 

Foreign Agent are considered as mobility agents. 

1. Mobile Node (MN): A host or router that moves from one network to another network 

without changing its IP address. 

2. Home Network (HN): A network that has a subnet prefix the same as that of Mobile 

Node’s home address. All the packets are destined to go from the MN’s home address to 

the Home Network. 

3. Foreign Network: Any network that a MN visits other than its Home Network. 
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4. Home Agent (HA): A router which delivers datagrams to Mobile Nodes which are both 

in and away from the Home Network. It maintains the current location of the MN. When 

the MN moves to a Foreign Network, the HA intercepts the data packets destined for 

MN’s address, encapsulates them, and tunnels to the MN’s registered Care-of Address 

(CoA). 

5. Foreign Agent (FA): A router on the network that broadcasts the Agent Advertisement 

(AA). This router allocates a Care-of Address (CoA) to the MN entering the network and 

collaborates with the HA to complete the delivery of datagrams to the MN while it is 

away from the Home Network. It acts as the default router to the MN when it is in the 

Foreign Network. 

6. Care-of Address (CoA): An IP address given to the MN when moved to the Foreign 

Network. The subnet prefix of this IP address is a foreign subnet prefix. A Mobile Node 

may have multiple CoAs at the same time but the one with the MN’s HA is considered as 

its “primary” Care-of Address. 

7. Correspondent Node (CN): A host to which MN is communicating. This node is either 

stationary or mobile. 

8. Agent Advertisement (AA): Foreign Agents advertise a special message in order to 

inform their presence. This is build by attaching a special extension to the advertisement. 

 The Mobile Node (MN) has a permanent IP address when it is at the Home Network 

(HN). As the MN moves away from its HN, it acquires new CoA that indicates its present 

location. In Mobile IP the MN is capable of maintaining two different IP addresses. Using these 

two IP addresses the MN maintains connectivity with the HA when in a different network. The 

MN has to inform the HA about this new CoA address in order to route from the HA to the MN 
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the packets which are destined for the MN. During this updating process to the HA about the 

new CoA, a tunnel is initiated between the HA and the FA. A tunnel is a process of 

encapsulating the private data into another packet such that the outside network is unaware of the 

information in the original packet. Once the tunnel is established it takes care of the 

communication between the MN and the HA. More details on tunneling are provided in Section 

2.1.2.3. 

 

Figure 2.1: CN communicating with the MN when at the HA 
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2.1.1 Overview of Mobile IPv4:  

 When the MN is in the HN, the packets are delivered normally to the MN’s address. This 

is shown in Figure 2.1. As the MN moves towards a new network (Foreign Network), a CoA is 

provided to it by the FA. The MN registers its HA with the new CoA. Then the tunnel is initiated 

between the HA and the FA. Tunneling is a mechanism in which the data intended to use only 

within a specific network is encapsulated into another packet when sending out of the network. 

The private data encapsulated appears as public to the users outside the network. In the Mobile 

IP, as soon as the MN completes registration, the tunnel is initiated such that any user from other 

network should not know about the new CoA of the MN. So the information is transmitted 

between FA and HA more securely to reduce spoofing. When a CN wants to send packets to the 

MN, the packets are sent to the MN’s home address. They reach the HA where it encapsulates 

this IP packet with the MN’s new CoA and then forwards it to the FA through the tunnel. By 

default IP-in-IP tunneling is used, but other tunneling methods are GRE and minimal 

encapsulation. As the FA receives the encapsulated packet, it de-encapsulates the packet and 

forwards it to the appropriate MN.   

2.1.2 Mobile IP functionality can be explained in three main related steps: 

2.1.2.1. Mobility Agent Discovery (Discovering CoA): when the MN moves away from its Home 

Network, it notices the weak signal strength from the HA. The MN should inform the HA about 

its movement. At some point it stops receiving the advertisement from the HA and starts 

receiving advertisement from the new agent. These agent advertisements are to inform Mobile 

nodes about its presence. If the MN does not receive any agent advertisement, it requests the 

service by sending out the solicitation messages to learn if there is any agent present nearby. The 
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MN detects its movement based on two things. The First of these is the Lifetime expiry method, 

and this means if the MN does not receive any advertisements within the lifetime expires, it 

notices that it has moved to a new network. Secondly, it depends on the prefix or subnet of the 

network. So agents must include their subnet or prefix in their advertisement. When the MN 

listens to an agent advertisement, it checks the subnet and detects that it is in the new network. 

2.1.2.2 Registration of CoA: As the MN receives the CoA [2] from the FA in the new network, it 

should inform the HA by registering this address with the HA. There are two different types of 

care-of address: care-of-address and collocated address. 

   Care-of Address [2] is obtained by the FA, which can be shared between Mobile 

Nodes in a foreign network. This means if the MN leaves the foreign network, this CoA can be 

allocated to any other MN. In this case, the MN is connected to the HA with the help of the FA’s 

functionality. The HA is associated with the MN till the lifetime expires. This process is called 

binding. The main advantage of the CoA is that a single IP address is used by multiple nodes in a 

Foreign Network, hence saving IP addresses. The MN registers with the HA through the FA, so 

the FA should also be authenticated to avoid spoofing issues. This implies that the FA also needs 

to employ security methods to identify the MN and packet delivery. In the packet, if the ‘D’ bit is 

set, it means MN is using co-located CoA and can de-capsulate itself. The ‘T’ bit set indicates 

that the MN is requesting reverse tunneling [2]. 

  The MN can also register with the HA using co-located CoA [1]. In this case, 

each MN is given a unique IP address by the DHCP server in the Foreign Network. So, even 

though the MN leaves the foreign network, that CoA cannot be assigned to any other MN. So 
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there is no sharing of the IP address. Using this Co-located CoA, the MN can communicate 

directly with the Correspondent Node.  

2.1.2.3. Tunneling: After the successful registration of the MN with the HA, any packet destined 

for the MN reaches the HA. Then they need to be forwarded to the appropriate MN in the foreign 

network. When the MN is away from the HA, it registers with the HA and a tunnel is established 

between the HA and the FA. Then the data packets are routed to the CoA of the MN. As the data 

packet reaches the HA from any CN, it encapsulates the IP packet by adding new header 

information.  

 

Figure 2.2 Registering, tunneling and communication of the MN when at the FA 
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This new header consists of the HA as the source address and the FA as the destination address. 

At the other end of the tunnel, FA receives the packet, de-encapsulates it, and sends to correct the 

MN. This above process of embedding one packet into other is called IP-within-IP encapsulation 

[3]. 

 The MN receives the packet from the FA. The MN responds by sending packet to the FA 

with its home address as the source address and the CN as the destination address. The FA then 

encapsulates it into another IP packet with the CoA as source and the HA as destination. The 

registration and tunneling is shown in Figure 2.2. Figure 2.2 describes the basic Mobile IP 

functionality. The HA receives this packet, de-encapsulates it, and forwards it to the CN. To 

improve the routing between the MN and the CN, binding updates can be sent to the CN. By this 

the CN can directly communicate with the MN. This is called Route Optimization [RO] [11]. 

 Another mechanism of tunneling is Minimal Encapsulation [4]; this does not allow 

fragmentation of the IP packet. Here, instead of encapsulating the whole IP packet, a minimal 

forwarding header is inserted into the IP packet after the header, and then followed by the 

payload. As a result, the total packet is smaller than packets in the former method. This 

encapsulation method is indicated by setting the protocol field number to 55. The destination 

address of the datagram is the IP address of the exit point of the tunnel. 

2.1.3 Handoff Latency 

 This process of moving towards a new network, receiving advertisements, and registering 

with FA and HA takes time. This total process is considered handoff latency [6] [8]. During this 

time, the MN cannot receive or send any packets, and thereby packets are dropped. Various 

authors proposed schemes to reduce this handoff latency. 
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 In [5], the author deals with the movement of the MN from the HA in a link synchronous 

approach. They described the analysis of the packet drop during the handoff period, and 

developed an analytical model to reduce the packet drop. Here the author considered the wireless 

link bandwidth and probability density functions to calculate the signal success and failure. The 

authors considered link synchronous algorithms to explain how exactly these algorithms help to 

reduce the handoff latency and packet drop. When the MN starts moving from the HA to new 

network, the packets destined for MN reach HA, and are dropped if the link between them goes 

down.  

 The movement, detection, and registration are explained in the ordered sequence of 

events and various latencies involved in them. When the MN starts moving towards a new 

network; movement detection event occurs that indicates MN has moved to a new location. This 

is an event indicating that the MN has moved to a new IP subnet and should register with the 

new Foreign Agent, NEMD [5]. This also gives notice to re-register the new Care-of Address with 

the HA. The movement can be detected through the FA advertisement on the subnet or using the 

link up event LELU by the wireless interface driver that informs the movement. The author 

considered the timings of the handoff events involved in latency during the handoff. They are as 

follows: 

TPN [5]: is the pre-handoff notification time. This is the time between when the handoff starts and 

when the old link to the MN is severed. 

TL2 [5]: is the layer 2 handoff latency. This is the time from when the MN detects link severity to 

when it moves completely to the foreign network, strong enough to sustain IP traffic. During this 

time the MN cannot transmit or receive the IP packets. 
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TMD [5]: is the movement detection latency. 

TRC [5]: is the routing change time. This is the time from when the MN registers the new CoA 

with HA to when it receives the acknowledgement from it. This is controlled by the roundtrip 

latency between MN and HA. 

 In this paper the author described two different gaps in the packet delivery. ToutPD is the 

time when the outgoing packets are dropped from the MN due to movement. This is the sum of 

the time taken for layer 2 handoff and movement detection. TinPD is the time taken by MN to 

successfully receive the packets after moving to a foreign network. This is the sum of the layer 2 

handoff, movement detection and the registration with the HA. These are indicated as below, 

ToutPD = TL2 + TMD…………… (1) 

TinPD = TL2 + TMD + TRC……… (2) 

From the above equations (1) and (2), it is clear that ToutPD < TinPD 

 The movement detection time, TMD mainly depends on the beacon frequency of the FA 

advertisement. This is not related to any events of the handoff process. The increase in the 

beacon frequency can reduce the movement detection time. The layer 2 latency depends 

completely on the speed of the MN, traffic on the old and new links, local wireless propagation 

conditions, and hardware and software platforms, among others this is represented as TL2. 

The author described three different link synchronous algorithms to reduce the TinPD. They are, 

2.1.3.1. Optimized standard Mobile IP: In this case the movement is detected using the link up 

event LELU, either by the MN or the network. If the event is used by the MN it is called Mobile-

triggered where it solicits for FA advertisement as soon as it arrives on the new link. MN 
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Acquires CoA, registers with HA and traffic is forwarded. Here, the link up event LELU 

eliminates the waiting time for a beacon from FA. If the trigger is used by the network, called 

network-triggered where the FA detects the event and unicasts the advertisement to the MN, and 

allocates CoA, then the MN registers with the HA. 

 In the Optimized standard model, the links up event and movement detection are 

combined into one event and the expression for TinPD is as follows: 

TinPD = TL2 + TRC................. (3) 

 The network-triggered case involves one message less than the mobile-triggered handoff 

and so considered as more efficient. The limitation in this case is that if the link up event LELU 

fails, then the MN should wait for the FA’s advertisement. This depends on the rate at which the 

wireless link triggers the event which in turn depends on wireless link technology. 

2.1.3.2 Pre-handoff Registration [5] [9]: is a method in which either the MN or the HA uses the 

link layer pre-handoff notification LEPN to trigger the movement detection, even though MN is 

not completely entered into the foreign network. Based on which one uses this pre-handoff 

notification, the pre-handoff is classified as mobile-triggered or network-triggered. 

 In the mobile-triggered handoff [5] [9], the MN uses the LEPN and sends a Solicitation for 

Proxy Foreign Agent Advertisement (SolPrFAAdvert) to its current Foreign Agent or home 

agent. This solicitation message consists of the link layer address of new the FA. The current FA 

maintains a table of IP addresses for Foreign Agents. The current FA checks in the table and 

replies with a Proxy Foreign Agent Advertisement (PrFAAdvert) which includes a new CoA. 

The MN registers the new CoA with HA through new FA and the reply from HA is buffered at 

the new FA. All the packets destined for the MN are buffered at the new FA. When the MN 
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moves completely into new foreign network, it uses the link layer address of the new FA to 

register with it. With this, there is no need for the MN to wait for a FA advertisement when 

attached to the link. 

 If the pre-handoff event is used by the network, the current FA sends an unsolicited proxy 

agent advertisement that contains a new CoA. After acquiring a CoA, the registration process is 

similar to the former registration procedure. For the pre-handoff process to be successful, the 

time required for the pre-handoff signaling process should be less than or equal to the time taken 

by the MN to completely move into the new foreign network. If the signaling process takes more 

time than the movement of the MN, then the packets destined to MN get dropped, and are not 

buffered either at the HA or at the FA. The author discussed a couple of cases regarding the 

relations between TPreregps, TPN and TRC where TPreregps is the time taken for the pre handoff 

signaling process, TPN is the time between the pre-handoff signal and actual ink down and TRC is 

the time between movement detected and routing information changed. The best case would be 

when the TinPD is equal to TL2.  

2.1.3.3. Post-Handoff Registration [5] [9]: In this scenario LEPN and the link down event LELD is 

used by either the HA or the FA to set up a tunnel between them in order to reduce the packet 

drops. This helps to change the routing information before by temporarily forwarding the packets 

destined to the MN through a bidirectional tunnel. Basing on either the HA or the FA utilizes the 

events named as source-triggered, and target-triggered post registration. 

 The HA utilizes the LEPN to trigger to set up the tunnel. It sends a Handoff Request 

(HRqst) to the new FA for initiating the handoff. The new FA replies with a HRply message 

indicating that it accepts the request for tunneling and a bidirectional tunnel is initiated. It uses a 
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link down event to start the tunneling of the packets. When the MN enters into new foreign 

network it initiates registration by using standard Mobile IP. MN registers with the HA through 

the FA. Once the HA replies with a registration reply the bidirectional tunnel [5] [9] is 

terminated and packets are forwarded directly to new FA from the HA. In this case the packets 

can be dropped only during the link switch which shows that TinPD is equal to TL2. 

 Compared with all three methods, post-handoff registration performed well with less 

packet drops. Various factors like wireless link latency, FA advertisement frequency, and pre-

handoff signaling are responsible for the delay in packet delivery. This also depends on the 

routing information change at the network layer, as this helps packets destined for the MN to 

quickly follow the new path when the MN moves. The overall performance of all three methods 

is statistically the same. The link synchronous algorithms reduce the packet loss both 

theoretically and in the real world. 

 After the MN successfully registers with the HA, the CN can communicate with the MN 

without any difficulty through the HA. The replies from the MN are directly sent to the CN. This 

is termed as ‘Triangle routing’ or ‘Asymmetric routing’ [2]. This results in a few problems, such 

as if the CN is closer to the MN than the HA, the data packets have to take a long route. This led 

the way to introduce the Route Optimization (RO) [11]. In this phenomenon, any MN that wants 

to utilize the Route Optimization feature will update its location to the CNs. This is done by 

sending a “Binding Update (BU)” to the CN. The CN replies to it by sending a “Binding 

Acknowledgement (BA)” message. Then the CN sends data packets directly to the MN without 

involving HA. 
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 If the MN moves from this FA to another FA, then it has to register with the new FA. 

This is followed by the registration with the HA. In the meantime, the packets are either buffered 

at the old FA or dropped depending on the buffer size of the old FA. 

 The author in [12] discussed the scenario to reduce the handoff latency when the MN 

moving from one FA to another. When the MN starts moving from the old FA to the new FA, L2 

triggers and the MN informs its movement to the old FA. This sends a solicitation for router 

advertisement to the new FA and caches the information from it. 
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Figure 2.3 MN moving from the old FA to the new FA 

 Then the MN sends a Proxy Router Solicitation (PrRtSol) message to the old FA and 

receives the Proxy Router Advertisement (PrRtAdv) from it as shown in Figure 2.3. This 

advertisement includes the CoA from the new FA. Then the MN sends the Registration Request 
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to the new FA through the old FA if the L2 handoff is not completed. When the MN reaches the 

new FA, it completes registration with the new FA and requests to send a Previous Foreign 

Agent Notification (PFAN) [12] message to the old FA. Then the old FA updates its binding 

cache and forwards the packets to the new FA. The old FA also registers with the HA on behalf 

of the MN at the new FA. This follows with the tunnel initiation between the HA and the new 

FA. As the MN supports RO, it updates itself with the CNs. 

 As the percentage of users on the internet is increasing rapidly, the IPv4 address space 

will not be sufficient in the near future. Because of this IPv4 address deficiency, huge 

organizations are coming forward to implement the IPv6 [22] addressing scheme. IPv6 acts as 

the conservative extension to IPv4. It is built with multiple new features, such as a large address 

space 128 bits long. Other features includes auto address configuration, multicast, built-in 

security (IPSec), flow labeling capability, extension header, and built-in Mobility. 

The following section deals with the Mobility in IPv6. 

2.2 MOBILE IPV6:  

 IPv6 [13] [22] is the new version of the IPv4 with new features. With the rapidly growing 

internet, the scarcity of IP addresses is the main limitation. IPv6 has a huge address space, with 

mobility, security, and QOS features integrated into it. Destination options are added for efficient 

routing, and address auto-configuration and avoidance of ingress filtering are a few other 

features of IPv6.  
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2.2.1 Overview of Mobile IPv6: 

 Mobile IPv6 [13] is a network layer protocol which allows an IPv6 node to move from 

one IPv6 network to another IPv6 network without losing connectivity from the Home Network. 

This movement of the MN to another link is transparent to transport and higher layer protocols. 

The protocol is designed with the benefits of Mobile IP and the opportunities (new features) of 

the IPv6. In Mobile IPv6 there is no concept of the FA as in Mobile IPv4. The MN acquires its 

CoA through the Address Auto Configuration feature of IPv6 [14]. Route optimization is one of 

the fundamental parts of the protocol which helps MN communicate directly with the CN 

without involving the HA. As in Mobile IPv4, this protocol also has some terminologies apart 

from those of Mobile IPv4. They are i) Home Address, ii) Home Subnet Prefix, iii) Mobile 

Node, iv) Correspondent Node, v) Foreign Subnet Prefix, vi) Care-of Address. 

1. Mobile Node (MN): An IPv6 node that moves from one subnet to another while still is 

reachable via home address. 

2. Home Subnet Prefix: The IP subnet prefix of the MN’s home address. 

3. Foreign Subnet Prefix: The IP subnet prefix other than Mobile Node’s home subnet 

prefix. 

4. Correspondent Node (CN): An IPv6 node which is communicating with the MN. This 

may be either mobile or stationary. 

5. Home Address [13]: A unicast routable address assigned to a Mobile Node when it is in 

Home network. This address is considered the permanent address of the MN. When the 

MN is away from Home, the packets from CN are routed to the MN’s Home address. 

MN’s can have multiple home addresses, if there are multiple home prefixes on the home 

link. 
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6. Care-of Address (CoA): A unicast routable address provided to the MN when visiting a 

foreign link (subnet). The subnet prefix of this address is the foreign subnet prefix. As in 

Mobile IPv4, a MN can have multiple care-of addresses at a time, but the one registered 

with the HA is active or primary care-of address. 

2.2.2 Basic Operation:  

 Mobile IPv6 [13] is enhanced version of Mobile IPv4 with some new features in it. 

Mobile IPv6 is considered as the next generation wireless protocol. When the MN is at the Home 

Network, the packets are delivered to MN using conventional internet routing mechanisms.  
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Figure 2.4: Mobile IPv6 



25  

As the MN moves to new network (or foreign link), it acquires CoA automatically using the auto 

address configuration feature of IPv6. The packets are destined for this new address of the MN. 

While away from Home, the MN registers this new CoA with the router on the Home link; this 

process of association is called ‘binding’. Any IPv6 node that communicates with the MN is 

called a ‘Corresponding Node’, and may be either mobile or stationary. The basic Mobile IPv6 is 

shown in Figure 2.4. 

 Mobile IPV6 operation is explained in three main stages (levels): Movement Detection, 

New CoA configuration, and Binding Update. 

2.2.2.1 Movement Detection [13]: While the MN is moving to a new IPv6 network, the MN 

checks to see if it can reach the current router, and checks the validity of the address. The MN 

tries to communicate to the HA but it no longer can hear the router on the home link. Then the 

MN triggers for the Layer 2 handoff. The MN receives a new router advertisement with a new 

subnet prefix, and by this it detects that it is in a new network. The foreign access routers on the 

new network send an agent advertisement with the subnet prefix of the network. 

2.2.2.2 New CoA Configuration [13]: When the MN reaches the new network (attached to a new 

link), it obtains a new CoA by itself through IPv6 mechanisms such as stateless or stateful auto-

configuration. The MN uses the IPv6 Neighbor Discovery Protocol (NDP) [25] to form the Care-

of Address. Neighbor Discovery Protocol (NDP) is used by the IPv6 nodes to determine the link-

layer addresses on the link it wants to reside. IPv6 defines both the stateful and stateless address 

auto-configuration method. Stateful auto configuration means manually configuring the address 

to the MN, whereas stateless auto configuration does not require any manual configuration of the 

host. In the later process, the host uses its own address and the information in the foreign access 
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router advertisement of the new network to form the CoA. The access router advertisement 

consists of subnet prefix of the link and when a MN attaches to this link, it generates an interface 

token that identifies the link on the new subnet. This token is unique to that specific interface. 

MN uses the subnet prefix and generated a token to form the CoA on that subnet. Following this, 

there is a need to know if this address is unique or if any other MN is using this address on the 

link. The procedure of detecting the uniqueness of new IPv6 CoA is known as Duplicate Address 

Detection (DAD) [15].  The DAD process takes a little time as it checks the CoA table and 

confirms the CoA to the MN. Then the MN sends Registration Request (Reg_Req) to HA. This 

DAD process is one of the reasons for high latency. This whole process of MN moving, 

obtaining a CoA, and performing DAD is done after the layer 2 handoff.  

2.2.2.3 Binding Updates [13]: After the MN attached to the new link, acquired CoA, and 

confirmed with DAD, it then has to inform Home Agent of the new IPv6 CoA. This is called 

‘binding’. The MN performs this by sending a message called ‘Binding Update’ (BU) to the HA. 

The HA checks the message and replies back with a ‘Binding Acknowledgement’ (BA) message. 

This means the MN is now can communicate with the HA. 

 Any node trying to communicate with MN is termed a Correspondent Node (CN). It may 

be either stationary or mobile. When CN tries to send data to MN, these packets are intercepted 

by the HA. The HA forwards the packets to the new CoA of MN. As the MN receives the packet, 

it sends it directly to the CN. This packet contains details of the new CoA of the MN. By this, the 

CN can directly communicate with the MN without involvement of the HA. This process of 

communication between CN and the MN without involving HA is called Route Optimization 

(RO) [26]. 



27  

2.2.3 Handoff Latency in Mobile IPv6 

 This MN movement from one network to another requires a certain period of time where 

the MN cannot send or receive packets. Therefore, the packet drop increases with the increase in 

handoff latency. In [18], the author explained how handoff latency is the main reason for the 

packet loss. The process of creating a new CoA, updating information to the HA, and receiving 

acknowledgement is considered a layer 3 handoff. This layer 3 handoff can be divided into four 

parts: movement detection, CoA Configuration, HA Registration, and Route optimization. The 

Layer 2 handoff includes choosing the best access point when it moves away from the current 

access point. This ends with the connection between the MN and the new access point. The 

latency of layer 2 handoff is less than that of the layer 3 handoff. 

• Movement detection (TD) is the time interval between the completion of layer 2 handoff 

(attaches to the new link) and when the MN starts receiving router advertisements from the 

new access point. 

• CoA Configuration (TA) is the time interval between when the MN receives the first RA 

from the new access point, and when the MN sends the Binding Update (BU) to the HA. 

After receiving the CoA, the DAD process is invoked to make sure if the CoA is unique or 

if it has been used by any other MN. This takes longer than any other process. 

• HA Registration (TR) is the time interval between when the MN sends the first BU to the 

HA and the HA replies with a Binding Acknowledgement (BA) to the MN. 

• Route optimization (TO) is the time interval between when the MN sends first BU to the 

Correspondent Node and when it receives the first BA from the CN. 

 The total time taken by a layer 3 handoff can be calculated by adding all the above 

delays. As the DAD process cannot be eliminated, nor time taken for DAD be reduced, the 
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author in this paper [18] proposed to introduce a new feature ‘advertisement interval option’ in 

the router’s advertisement. This decides the time interval between two router advertisements. By 

increasing the router advertisement rate the MN can detect the movement quickly when moved 

to new location. Thereby the TD can be reduced and the overall handoff latency can be reduced. 

 In [19], the author discussed the fast handoff in Mobile IPv6 and proposed an enhanced 

fast handoff scheme. During the handoff, there is a short period of time where the MN is unable 

to send or receive the packets. This time period plays a prominent role in the real-time services. 

The author proposes an enhanced fast handoff method to reduce this short period of time. The 

authors initially discussed already-existing fast handoff process in Mobile IPv6, limitations and 

how to overcome them.  

 In the fast handoff scheme, the DAD [7] procedure is performed by a new access router 

instead of the MN beforehand. Here the author considered a scenario where the MN moves from 

Previous Access Router (PAR) to New Access Router (NAR). The MN hears the first trigger 

send a router solicitation for proxy to the current access router and receive a reply with a proxy 

router advertisement. The MN then sends a fast binding update message, including details of new 

access router to the current access router. The current access router requests a new access router 

to initiate the handoff by sending a handoff initiate message. The NAR replies with handoff 

acknowledgement and a CoA. Here the DAD process is accomplished by the new access router. 

This is forwarded as a fast binding acknowledgement to the MN. In the meantime, the MN 

completely attaches to the new access router, sends a Fast Neighbor Advertisement (FNA), and 

registers with the new access router. Then the MN sends binding updates to the HA, the CN, and 

receives acknowledgement from them. In regular Mobile IPv6, the DAD process is performed 

after the complete movement of the MN to the new network so extra time is needed even after 
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the MN moves to the new network. In this case, the new access router performed DAD, checking 

to see if this CoA is used by any other MN, or is unique, thereby reducing the time required for 

the DAD process. 

 In the enhanced fast handoff scheme [19], the author proposed a different method of 

allocating the CoA. The PAR sends binding update packets to the HA and the CN instead of the 

new access router. In this proposed enhanced scheme, each access router maintains a CoA table. 

This table consists of already being used CoAs and unused CoAs. Used CoAs are indicated by an 

“Active” label as T, and the unused CoA is indicated by F. Initially the MN sends the ‘new CoA 

Request’ to the PAR. As it receives, the PAR sends a ‘new CoA request’ to the NAR, and this 

includes information of PAR and MN. Then NAR checks its CoA table and sends a new CoA to 

the PAR, which is forwarded to MN as ‘new CoA advertisement’. At the same time PAR sends 

binding updates to the HA and the CN. It receives binding acknowledgement from the HA and 

the CN. When the MN has completely moved to the NAR area, it sends an FNA message 

intimating its presence. NAR accepts it and replies with FNA_Ack. In this method the time taken 

for BUs is reduced by updating HA and CN beforehand. The authors analyzed packet delay and 

handoff delay. 

2.2.3.1 Mathematical Analysis 

For fast handoff latency the total latency is given by [19], 

LTFH = Tpre1 + TL2 + TFNA + TBU……… (4) 

LTProposed = Tpre2 + TL2 + TFNA………… (5) 
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 Where Tpre1 is the time taken for the CoA request by the PAR to the NAR and responding 

back to MN, TL2 is the time consumed to move from the PAR to the NAR, TFNA is the time 

required to inform the NAR about the movement of the MN, and TBU is the time taken to send 

the binding updates and receive acknowledgments. In the enhanced scheme, Tpre2 [19] is similar 

to Tpre1.  

 From the above statements it is clear that the handoff latency is reduced in the proposed 

scheme. The authors have analyzed the packet drop and shown that the percentage of packet 

delay is more reduced than the fast handoff. Here the PAR takes care of authentication related to 

the MN as well as the NAR. Analysis shows that handoff latency is more reduced in an enhanced 

fast handoff scheme than in a fast handoff method. 
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CHAPTER 3 

Co-Existence of IPv4 and IPv6 

3.1. Introduction  

 As the IPv4 address space is being exhausted there is a need to deploy IPv6 addresses. 

The IPv6 addresses cannot be replaced by IPv4 directly. Prior to deploying IPv6 needs to 

comprehend and should be able to communicate with IPv4 applications or nodes. As the IPv4-

only node cannot understand IPv6 router advertisement, the registration process fails. If the 

registration fails, the MN can no longer communicate with the HA. A number of techniques have 

been identified and developed to make the transition from IPv4 to IPv6. They are classified into 

three categories as follows: 

• Dual-Stack techniques, where both protocols coexist in the same device and networks. In 

this case the MNs are IPv4/IPv6 dual stack nodes and can communicate with others using 

IPv6 and IPv4 addresses. A new address mapper [29] is introduced in the MNs which 

handles registration, and binding. Here the HA can also be dual-stack.  

• Tunneling techniques, which avoids order dependencies during upgrading of hosts or 

routers. 

• Translation techniques, which allow IPv6-only devices to communicate with IPv4-only 

devices. The IPv6 node or network should support the Dual Stack Transition Mechanism 

(DSTM) [30] in order to communicate with the IPv4 node.  

 In the Dual-Stack techniques [29], the address mapper plays the most prominent role of 

all. It detects movement from IPv4 to IPv6 and, also, can deliver mobile IPv4 messages by using 

an IPv6 header. It has the capability to dispatch the IPv4 or IPv6 packets to the corresponding 

layers and in a way that is transparent to the upper layers. If an IPv4 MN moves to an IPv6 



32  

network, then the MN can communicate with the IPv6 network if it supports DSTM. If it is not 

supported, the MN cannot register with the HA using an IPv4 address. The address mapper 

detects that, this IPv6 network does not support DSTM [30], receives IPv6 advertisements, and 

generates an IPv6 link-local CoA address. The address mapper maintains an association between 

the CoA of one IP version and the home address of the other IP version. So as the MN acquires 

the IPv6 CoA, it obtains a corresponding mapped IPv6 home address and registers with the HA. 

The IPv4 mobile node receives packets through its IPv6 stack when connected to the IPv6 

network and forwarded to the upper layers by the address mapper.  

 In this research work, the author is considering a Dual Stack Transition Mechanism 

(DSTM) [30] [31] where an IPv6 node communicates with an IPv4 application or node. The 

DSTM is an appealing transition mechanism where it will temporarily assign a global IP address 

to the IPv6 node, and use dynamic tunnels to transmit IPv4 packets in IPv6 tunnel. There is a set 

of functions that should be executed, and architecture is required to support the transition. The 

main aim of the DSTM domain is to provide communication between the IPv6 and the IPv4 

nodes. This is transparent to the applications and to the network in which only IPv6 packets are 

transmitted. 

3.2 DSTM Architecture: 

 The DSTM domain consists of an IPv6 node or client nodes, a DHCPv6 server, and a 

Tunnel End Point (TEP) [30] [31]. The IPv6 node in this domain should be able to support the 

Dynamic Tunnel Interface (DTI) [30] [31]. DTI is an interface where IPv4 packets are 

encapsulated into IPv6 packets. This exists between the IPv6 node and the TEP. The TEP plays 

an important role in the DSTM domain. The communication between IPv6 node and TEP is via 

IPv6. The DHCPv6 server is enhanced with a extension to support the transition, and it assigns 
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temporary Global IPv4 addresses to IPv6 nodes. This server will maintain the mappings between 

the IPv6 and IPv4 addresses. Later DHCPv6 is enhanced with features and termed as a DSTM 

server and IPv6 nodes in this domain are termed as DSTM nodes. The tunneled IPv4 packets are 

sent to the Tunnel End Point (TEP) where it is connected to the IPv4 node. The TEP de-

encapsulates the IPv4 packet and sends it to the IPv4 node.  The TEP is a point where the device 

is connected to both, and the IPv6 and IPv4 nodes can access each other. The TEP can 

understand both IPv4 and IPv6 networks. This TEP caches the information regarding the 

association between the IPv6 and IPv4 nodes. The TEP performs encapsulation and de-

capsulation of the packets to maintain the bi-directional forwarding. 

 

Figure 2.5 Basic DSTM Domain 
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3.2.1 Assumptions:  

• The DSTM domain is considered to be in intranet and not in internet. 

• The DSTM server allocates IPv4 addresses to IPv6 nodes on a temporary basis. The DSTM 

server should guarantee that the IPv4 address is unique for a particular period of time. 

• This domain uses IPv6 routing tables to route IPv4 packets, thereby reducing routing tables 

and burden on the network management. 

• The DSTM server provides information about the TEP to IPv6 nodes supporting DTI. This 

is the new extension of the DHCPv6 server. 

• There is no need to change the properties of IPv4 applications or nodes to communicate 

with DSTM. 

3.2.2 How DSTM Works: 

1. When an IPv6 node wants to communicate with an IPv4 node or application, it queries a 

DNS request for the IPv4 address. 

2. The DNS server provides the IP address of the IPv4 node (or application). 

3. IPv6 understands that it is an IPv4 node and then requests an IPv4 address to be sent to 

the DSTM server. 

4. DSTM server allocates a global IPv4 address and information regarding the TEP. 

5. The IPv6 node sends the first IPv4 packet to the DTI where it encapsulates IPv4 in the 

IPv6 packet and sends it to the TEP. 
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6. The TEP caches this information, de-encapsulates the IPv4 packet, and sends it to the 

destination IPv4 node. 

7. The IPv4 node responds by sending the IPv4 packet to the TEP. Here the TEP caches the 

association between the IPv4 and IPv6 addresses. The packet is again encapsulated in 

IPv6 and forwarded to the IPv6 node. 

 In this way the communication is carried between the IPv6 and IPv4 nodes. Also, 

consider when an IPv4-only MN moves into an IPv6-only network. The communication is either 

initiated by MN or the IPv6 node. 

3.2.2.1 Communication initiated by IPv6 node [33] 

• The IPv6 node first requests a DNS query for an IPv6 address and receives a negative reply. 

Then it requests an IPv4 address and receives a reply with the IPv4 address of the MN. 

• The IPv6 node tries to send an IPv4 packet, so it asks for a temporary IPv4 address to 

DHCPv6 or DSTM server, and receives a temporary global IPv4 address. 

• The IPv6 node sends an IPv4 packet to the MN using TEP and receives a reply. This reply 

packet is IPv4, encapsulated in an IPv6 packet. 

• An IPv4 CN trying to communicate with this MN sends IPv4 packet to the home address of 

the MN. These packets are forwarded to MN through the TEP. 

3.2.2.2 Communication initiated by IPv4 MN 

• The MN when entering the IPv6 network initially sends a request to learn if any agent is 

present. DNS listens to this request, speaks to the TEP and a temporary global IPv4 address 

is assigned to the IPv6 node. 



36  

• The DNS replies to the Ipv4 node with the temporary IPv4 address and the information 

regarding the TEP. 

• This address is allocated as the CoA of the MN. 

• The MN registers with the HA through the TEP and communicates with it. 

 In this way the MN registers with the HA through the TEP. Then the communication 

goes on normally without any difficulties. The following chapter deals with the enhancement of 

the handoff procedure and the research proposal. 



37  

CHAPTER 4 

PROPOSED ENHANCED HANDOFF ALGORITHM 

4.1 Co Existence of DSTM and Mobile IP 

 The Dual Stack Transition Mechanism (DSTM) [31] is a transition technique used to 

communicate between the IPv6 and IPv4 nodes. There are three main entities in DSTM: the 

DSTM client node, the Tunnel End Point (TEP) and the DHCPv6 Server. Here the DSTM client 

is an IPv6 node as described in Section 3.2. The DSTM client should support Dynamic Tunnel 

Interface (DTI) [29] [30]. This interface encapsulates the IPv4 packet into the IPv6 packet at the 

DSTM client and sends to the TEP [31]. In the later versions, researchers enhanced the DHCPv6 

and named it as the DSTM server [33]. The DSTM Server allocates temporary IPv4 addresses to 

the DSTM clients. The DSTM technique does not require a great deal of network resources. The 

mechanism is transparent to the upper layers and the application layer. DSTM is kernelbased 

[38] [39], which mean the kernel is upgraded every time the Dynamic Tunnel Interface (DTI) 

module has to be upgraded. For example, the DSTM version 1.4, which works on Fedora Kernel 

2.1, does not work on Fedora kernel 2.6. In this research, the author used the DSTM mechanism 

for the transition between IPv6 and IPv4. The basic network diagram with all entities is shown 

below in Figure 4.1. 

4.1.1 Traditional Handoff Process 

 When the IPv4-only MN moves from the IPv4 network to the IPv6 network, the MN 

receives the Agent Advertisement (AA) from the Tunnel End Point (TEP), or the MN itself sends 

a solicitation message to detect if there is any agent available nearer. The traditional handoff 

process using DSTM in Mobile IP [33] [37] can be explained as below: 
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a) The MN enters the IPv6 network, but it cannot understand the IPv6 advertisement from 

the agents. So the MN sends a reply message stating that it is an IPv4 node. The TEP 

receives this message and understands that there is an IPv4 MN trying to communicate 

with it. 

b) The DSTM Server allocates a temporary IPv4 address to the DSTM Client (IPv6 node). 

As soon as the DSTM Client receives the IPv4 address, it will set up the Dynamic Tunnel 

Interface (DTI). This is used as a default gateway for the IPv4 communication. It updates 

this information to the MN. At this point, the IPv6 tunnel is initiated between the DSTM 

Client and the DSTM Server. 

 

Figure 4.1 Basic Setup of Mobile IP using DSTM Domain 
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c) The MN sends the Registration Request (Reg_Req) to TEP. 

d) The TEP caches the information of the MN, then encapsulates this IPv4 registration 

packet in the IPv6 packet and sends it to the DSTM Client. 

e) The DSTM Client processes the Registration Request, and sends it back to the TEP 

through the IPv6 tunnel. 

f) The TEP initiates the IPv4 tunnel and sends this Reg_Req to the HA. 

The traditional handoff procedure is shown in Figure 4.2. 

CN

HA TEP

DSTM 
Client

IPV6 CLOUD

IPV4 CLOUD

MN MN

IPv4 Tunnel

IPv6 Tunnel

DSTM 
Server

 

Figure 4.2 Traditional Handoff Process 
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g) The HA receives and processes the request, and replies with a Registration Reply 

(Reg_Rply) to the TEP. 

h) The TEP forwards this reply to the DSTM Client and receives a reply from it. 

i) The TEP forwards the reply packet to the MN. This completes the registration process. 

j) The HA forwards the packets to the TEP, and to the DSTM Client, and then sends them 

to the MN. 

k) The MN acknowledges and sends a reply to the TEP. The TEP forwards the reply packets 

from the MN to the DSTM Client. After receiving a reply from the DSTM Client, it is 

sent to HA through the tunnel, and then to CN as shown in Figure 4.2. 

 In the above traditional handoff process [33], the HA agent has to wait till it receives the 

Registration Request from the MN. It should buffer the incoming packets which are destined for 

the MN. Each and every packet should be sent to the DSTM Client for authentication. This 

consumes a lot of network resources and the DSTM Client has multiple functions to perform. 

But this utilizes lot of network resources as every message has to be sent to the DSTM Client. 

4.2 Enhanced Handoff Process: 

 In this research work the author has proposed an enhanced version of the handoff process 

to reduce the latency. The author has improved the functionality of TEP. Previously the TEP 

took care of encapsulation and de-capsulation.  

 The author has enhanced the functionality of TEP by adding specific functions and 

renamed it as Super TEP (STEP). Instead of forwarding all the packets to the IPv6 node (DSTM 

Client), the TEP processes specific packets: including Registration Reply, triangular routing, and 

bypassing the packet delivery to DSTM Client. As most of the functions of the DSTM Client are 
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installed in the TEP, the author is not considering the DSTM Client in the proposal. This means 

that as the STEP is processing the control packets, it is not necessary to send each packet to the 

DSTM Client. Thereby in the path of the packet some of the steps are reduced and the packet is 

sent faster than by the previous method. Each and every step of the algorithm is explained in the 

following sections. 

 The author also thought about basic security during the handoff process, and considered 

the Internet Key Exchange (IKE) [40] mechanism for security authentication. The IKE is a 

protocol used to start a Security Association (SA) [40] [41] between two nodes in the IPSec 

Protocol suite. A Security Association is a simple connection that provides security services to 

the traffic carried by it [41]. There are three ways to identify an SA: the Security Parameter 

Index (SPI), a destination IP address, and a security protocol. The SA defines encryption 

algorithms, authentication, and attributes for hash and key exchange to protect a particular path. 

IKE works with the Internet Security Association and Key Management Protocol (ISAKMP) 

[42] which generates the public keys using the Diffie Hellman (DH) algorithm [49].  

 The main aim of the IKE is to establish a security path between two nodes by distributing 

public keys; it also defines how the keys are generated. The IKE achieves secure communication 

between two nodes by exchanging three sets of two messages. The first set of messages 

negotiates the basic security attributes to form a SA, the second pair exchanges the DH public 

identities, and last pair authenticates the DH exchange [41]. The author used these three pairs of 

messages along with the regular handoff messages, to increase the security between the HA and 

the STEP. This will be explained in the following section.  
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 The author is assuming that the HA has enough network resources to buffer the packets 

for approximately a threshold period of time. The threshold time is explained using the following 

illustration: 

 The author considered the average packet size as 1200Bytes, the incoming packet rate as 

200 packets per second, memory needed per session is 500KB, and total memory is 256 MB. 

These parameters are taken into account at the HA. 

 From the packet rate of 200 packets per second, we can calculate the total bytes received 

per second as 200 * 1200 Bytes which results in 240KBps. For example 600KB of data is sent to 

HA. The time the HA can buffer the packets can be calculated as follows, 

Threshold time, Tt = data/data rate ………….. (6) 

Using the above values, Tt = 600 KB/240 KBps = 2.5 sec 

 If the HA does not hear from MN in 2.5 seconds it disconnects MN and drops the 

packets. This threshold time depends on various parameters such as the date rate the HA can 

receive, packet size, and memory available at HA. In the TCP if the source does not hear any 

reply for the sent packets in 3 seconds from the destination, the connection is dropped. In this 

research even though the HA buffers packets for more than 2.5 seconds, the CN cannot send 

them after 3 seconds since it does not hear any acknowledgement from the HA.  

 In order to move from the HA to IPv6 network, the MN has to complete L2 handoff and 

L3 handoff. The L2 handoff occurs if the MN connects from one Access Point (AP) to another. 

The L3 handoff occurs when the MN changes its IP address temporarily [54] at the new AP. To 

allow the MN to establish L2 connectivity while moving from the IPv4 network to the IPv6 



43  

network, the range of the APs of these two networks need to overlap. This is called an 

overlapping region, and in this region, the MN is in communication with more than one foreign 

agent. The author considered the overlapping region where the MN can communicate with the 

HA and TEP. In this research the overlapping region is between IPv4 and IPv6 networks. MN 

can reveal its movements from the IPv6 network to the HA, which can be helpful in a fast 

handoff process. When the MN starts moving from its Home Network, it enters the overlapping 

region where it listens to both IPv4 and IPv6 Agent Advertisements, but the signal strength of 

HA advertisement is low. 

a) When the MN enters into the IPv6 network, the movement is detected either by MN or 

STEP. The STEP sends the Agent Advertisement (AA) for every beacon frequency, but 

the MN cannot understand IPv6. So, MN replies to STEP to inform it that the MN is an 

IPv4 node. The STEP listens to this message and knows that there is an IPv4 node. If MN 

does not hear any AA, then it sends a solicitation message to advertise its presence and to 

learn if any IPv4 agent is present nearer. 

b) After the MN’s movement is detected, STEP requests the temporary global IPv4 address 

be sent to the DSTM Server for the DSTM Client. The DSTM Server provides the 

temporary IPv4 address, which is assigned as the CoA to the MN. STEP updates about 

the new IPv4 CoA to the DSTM Client. 

c) The MN can still communicate with the HA since it is in an overlapping region. So the 

MN informs about the HA its new CoA. Along with the new CoA, the MN sends basic 

security attributes and the DH keys for a SA between HA and STEP. The keys are 

generated by ISAKMP protocol [42]. 
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d) The HA receives the new CoA and stores in its cache. The HA accepts the attributes and 

caches the keys. It acknowledges, with a message to MN, an acceptance of the DH keys. 

Then MN sends the encrypted key along with the Registration Request (Reg_Req) to the 

STEP.  

CN

HA STEP

DSTM Client

IPV6 CLOUD

IPV4 CLOUD

MN

IPv4 Tunnel

Informing CoA

Authentication

 

Figure 4.3: Proposed Enhanced Handoff Algorithm 

e) The STEP caches the information regarding the MN’s CoA and its related information in 

a table format as shown in Figure 4.4. The table stores MN’s CoA, HA, corresponding 

encrypted keys, and the start time the MN entered its network. 
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f) The STEP sends this packet to the HA indicating that the MN reached its territory and 

can forward the packets to it. This packet includes encrypted key corresponding to the 

CoA provided by the MN. 

 

Table 4.1 STEP Cache Table 

g) The HA checks, decrypts the key, and confirms whether or not if the STEP is a legal 

agent. This is primarily to start a Security Association (SA) between the HA and the 

STEP in such a way that the HA can communicate with the MN through the STEP.  The 

HA verifies the STEP a legal agent and sends a corresponding acknowledgement to the 

STEP. 

h) The STEP processes the reply packet instead of sending this message to DSTM Client, 

and initiates the IPv4 tunnel. At the same time the STEP sends acknowledgement to the 

MN. Then HA forwards the packets destined for the MN to STEP. 
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i) The packets destined for MN are sent directly to it without involving the DSTM client. 

Then the packets from the MN are sent to the IPv4 CN through STEP as shown in Figure 

4.3. 

 In the whole process, the DSTM Client is not involved in either in the registration process 

or packet delivery. If the HA is unable to authenticate the STEP, this means the STEP is not a 

legal agent. Then the HA waits a period of time and then declares itself as connection lost with 

the MN. As the HA already received the CoA and corresponding keys, it will increase the 

timeout period and wait till the timer expires. If the timeout period increases, the MN is given a 

second chance to send a Registration Request so that the packets may not be dropped the first 

time and are given one more chance to learn the physical location of MN. Previously the HA 

dropped the connection if it did not hear the MN before a time out period [33]. This result in the 

packet loss and the MN should request the registration from the TEP. Where as in the proposed 

algorithm, as the timer is extended, the packet loss is decreased compared to the traditional 

algorithm. 

4.2.1 Communication between IPv4 MN and IPv6 Correspondent Node: 

 In the above scenario, the author considered the Correspondent Node (CN) is an IPv4 

node communicating with MN. If it is an IPv6 node then the handoff process is similar but the 

packet flow is different. The scenario is shown in Figure 4.5. Initially assume that the MN is at 

the HA. The CN sends packets to the HA through a 6over4 domain [35]. The 6over4 is a 

transition mechanism through which the IPv6 nodes can communicate with IPv4 or IPv6 nodes 

over an IPv4 network. The main aim of the 6over4 is to provide full connectivity between the 
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IPv6 nodes over IPv4 network. Here the IPv6 nodes are not directly connected to any IPv6 router 

or network. 

 The IPv4 domain that has a multicast feature can support the 6over4 transition 

mechanism [36]. Here the IPv6 packets are encapsulated in IPv4 packets and sent over IPv4 

networks. The IPv6 packets are transmitted in IPv4 packet with protocol type as 41. In the 

6over4 mechanism, it defines a method that generates a link-local IPv6 address from the IPv4 

address and enables it to perform neighbor discovery above IPv4 layer. 

 

Figure 4.4: IPv6 CN communicating with MN in IPv6 network 
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 The IPv6 CN sends an IPv6 packet to the HA through the 6over4 domain. The MN 

moves towards the IPv6 network and completes registration as explained in Section 4.2. The HA 

authenticates the STEP and forwards the packets to it. The STEP de-capsulates and sends the 

packets to the MN. The STEP receives the replies from the MN and forwards them to the DSTM 

Client. The DSTM Client forwards the packets to the CN directly. 

 In this way the proposed algorithm improves the handoff performance by adding specific 

functionalities to the STEP in such a way that the STEP takes care of multiple things. This 

reduces the path of the packet flow by bypassing the DSTM Client, implies low latency during 

the handoff process by reducing burden on the DSTM Client, and can respond to the messages 

faster than before. The author also considered the basic security association between the HA and 

MN, HA and STEP. This makes the handoff process more secure than the previous handoff 

process. The security added to the handoff process prevents spoofing by any malicious user, 

session stealing [43] and bombing attacks [44]. By extending the timer at the HA the MN is 

provided one more chance to send the Registration Request which in turn reduces packet drop or 

packet loss. This implies improvement in the overall throughput of the system. Therefore, the 

proposed handoff process improves the latency during the handoff process, reduces packet drop, 

and provides basic necessary security between the entities. 
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CHAPTER 5 

ANALYTICAL MODEL AND RESULTS 

5.1 Introduction 

 The research deals with the enhancement of the handoff process during the Mobile Node 

(MN) movement from the IPv4 network to the IPv6 network. The main aim of the chapter is to 

analyze the proposed algorithm, and provide the analytical model for the proposed handoff 

algorithm. The author explained the results by varying different parameters of the model, and 

elucidated the implementation of the research work. The results are interpreted with the help of 

graphs; the chapter discusses the merits and limitations of the traditional and proposed 

algorithms.  

 The Mobile IP depends mainly on the handoff process between the MN and the HA when 

the MN enters new network. To detect the new location and get the IP address in order to survive 

in the new network, the MN should initially check to see if there is any agent nearer and 

communicate with it. This is very well discussed in the scenario when the MN moves within the 

same Internet Protocol (IPv4), whereas the present research deals with the communication 

between two different Internet Protocols, namely IPv4 and IPv6. This communication involves 

exchange of messages or packets with appropriate significance in each message, and it involves 

both wired and wireless messages. This means the transmission media might be wired or 

wireless depending on the network design. In the research, the author considered the 

transmission media for modeling based on the paper [5] [18], in order to calculate the time 

interval between each process. This is described in detail in the following sections: 
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 In this research, the author presented the model to calculate time taken for registration 

process when the Mobile Node (MN) moves from the IPv4 network to the IPv6 network, the 

time taken for a packet to travel from any Corresponding Node (CN) to the MN. The thesis 

discussed the handoff latency, packet loss, and throughput involved in the previously proposed 

algorithm explained in the remaining sections of the chapter. 

5.2 Analytical model: 

 The transfer of a packet from one node to another depends on the transmission delay [45] 

[46] and propagation delay [47] [48]. In Mobile IP, the packet moves in both wired and wireless 

media to reach the destination according to the path of the packet. The delays are different for 

both wired and wireless media. 

5.2.1 Handoff Latency 

 The handoff latency is a combination of layer 2 and layer 3 handoff latencies [19]. Layer 

2 handoff latency is the time taken by MN to move physically from one Access Point (AP) to 

another, and layer 3 handoff latency is the time interval between when the MN detects that it has 

moved to a new network, and when it received a Registration Reply (Reg_Rply). In the 

traditional handoff process the stages are detection, CoA generation, and registration. 

• Detection (TDET): This is the time taken by the MN to detect that it has moved to new 

location. The movement of the MN is detected either by MN or Tunnel End Point (TEP). 

The Tunnel End Point (TEP) sends Agent Advertisements (AA) for every beacon 

frequency to relate its presence to the incoming Mobile Nodes. When the MN enters 

IPv6 network, it receives an AA from the Tunnel End Point (TEP). This advertisement is 

an IPv6 advertisement, but the MN cannot understand IPv6. So, it will send a reply 
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indicating that it is an IPv4 node. If MN does not hear any advertisement for a beacon 

frequency, it sends a solicitation message to reveal its presence and learn if any IPv4 

agent is near to it. This is the time between when the MN enters into an IPv6 network 

and when it receives an AA. This is also defined as the time between when the MN 

enters the IPv6 network and when receives the reply from TEP for its solicitation 

message. 

  The detection time can be calculated based on either the MN or TEP detecting the 

movement and can be explained as follows. 

 Case 1: If the TEP detects the movement of the MN, then it becomes half of the Round 

Trip Time (RTT). This is because the author is calculating the TDET from the MN point of view. 

So, in this case, the MN will listen to the AA from the TEP and sends a reply to TEP. The RTT 

depends on bandwidth of the medium, velocity of the light, and the distance between the two 

networks. 

From the basic formula of the RTT, 

RTT = Transmission Delay + Propagation Delay 

Transmission Delay = (b/B) 

Propagation Delay = (D/v) 

‘b’ is data expressed in bits, 

‘B’ is the bandwidth of the medium in bits per second, 

‘D’ is the distance between the two networks in meters and 

‘v’ is the velocity of the signal in meters per signal. 

Then the RTT is given as, 

RTT = (b/B) + (D/v)……………………… (6) 
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This RTT changes depending on the transmission media, and the bandwidth of the 

media. The detection time (TDET) is a wireless message from the MN to the TEP (this is reply 

message for the AA from the TEP). 

TDET = (1/2) RTTWL……………………….. (7) 

RTTWL is the wireless RTT. 

 Case 2: In this case the MN sends a solicitation message and receives a response from the 

TEP. So the TDET is a complete RTT as follows, 

TDET = RTTWL….......................... (8) 

 The author calculated all the time intervals from the Mobile Node’s point of view. 

• CoA generation (TCoA): As soon as the TEP receives an IPv4 solicitation message, it will 

come to know that there is an IPv4 MN trying to communicate. Then the TEP requests 

for a temporary IPv4 to DSTM server in order to communicate with the MN. The DSTM 

server allocates the temporary IPv4 address to the TEP. The TEP sends this information 

to the DSTM client and the MN. This is the time taken to generate a temporary IPv4 

address by the DSTM server, send to the TEP and then to the DSTM client and the MN. 

This includes both wired and wireless messages exchange between the TEP and the MN, 

and between the TEP and the DSTM client. 

TCoA = (3/2) RTTWD + (1/2) RTTWL…………………… (8) 

RTTWD is the wired RTT. 

• Registration (TREG): After receiving the CoA, the MN sends a Registration Request 

(Reg_Req) to the HA through the TEP. This is the time between the MN sending 

Registration Request (Reg_Req) and receiving the Registration Reply (Reg_Rply). This 

also includes both wired and wireless messages. 
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TREG = 3RTTWD + RTTWL………………… (9) 

• Layer 2 (TL2): This is the time taken by the MN to move from one network to another. 

So the total handoff latency is as follows, 

TOLD_TOTAL = TDET + TCoA + TREG + TL2…………… (10) 

This results in the following, 

TOLD_TOTAL = (1/2) RTTWL + (3/2) RTTWD + (1/2) RTTWL + 3RTTWD + RTTWL …….. (11) 

TOLD_TOTAL = (9/2) RTTWD + 2 RTTWL ………. (12) 

 In the present research, the author divided the whole handoff process into 4 stages; 

detection, CoA generation, updating CoA, and registration. As explained in the proposed handoff 

process algorithm, the TEP functionality is enhanced as a Super Tunnel End Point (STEP) and 

the DSTM client does not participate in the registration process. The author added a basic 

security feature Internet Key Exchange (IKE), to the algorithm to have a secure registration 

between the MN and the HA.  

 In the proposed algorithm, the detection process is similar to that of the previous 

detection process, and CoA generation is also similar, but the STEP does not update to the 

DSTM client.  

TCoA = RTTWD + (1/2) RTTWL………………… (13) 

The author considered the overlapping region of the two networks. The new ‘updating CoA’ is 

described below. 
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• Updating CoA (TUPDATE): As explained in Chapter 4, the author considered the 

overlapping region between IPv4 and IPv6 networks. The author also considered the 

Internet Key Exchange (IKE) to provide basic security between the HA and the MN, and 

the HA and the STEP. The MN receives temporary a IPv4 CoA while it is in this 

overlapping region. The MN will send this IPv4 CoA along with the basic parameters of 

authentication of IKE. Then the MN will send the generated DH key to the HA. This is 

the time between when the MN updates the IPv4 CoA, and DH keys and when the MN 

receives acknowledgement from the HA. 

TUPDATE = (1/2) RTTWL………………….. (14) 

Then the MN sends the Reg_Req to the HA through the STEP. The STEP itself processes 

the request and forwards to HA and receives acknowledgement. 

TREG = RTTWD + RTTWL………………….. (15) 

In this way the proposed algorithm with new features and added security results in the 

following total handoff latency, 

TPROP_TOTAL = TDET + TCoA + TUPDATE + TREG + TL2……………… (16) 

TPROP_TOTAL = (1/2) RTTWL + RTTWD + (1/2) RTTWL + RTTWL + RTTWD + RTTWL + TL2 

(17) 

TPROP_TOTAL = 2RTTWD + (5/2) RTTWL…………….. (18) 

 Each RTT is the sum of the transmission delay and the propagation delay. The author has 

considered the Round Trip Time (RTT) for each message. In the research work, various 

parameters are changed such as bandwidth, distance and size of data. 
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5.2.2 Time for the Data Packet 

 In chapter 4 we have discussed the algorithm for handoff process and the path taken by 

the packet after the registration process. This section computes the time required for each packet 

to transfer from the CN to the MN based on the parameters discussed in section 5.2.1.  

5.2.2.1 Analytical model for original model: 

 After registration process, in the original model the IPv4 tunnel is created between the 

HA and the TEP. The HA forwards packets to the TEP and the packet is forwarded to the DSTM 

client. The DSTM client checks certain parameters in the packets and sends them back to the 

TEP.  

From the section 5.2.1: 

THA-TEP = TTEP-DC = TDC-TEP = (RTTWD/2)………………… (19) 

The TEP then forwards packet to the MN. The reply packet from the MN is sent to the DSTM 

client by the TEP. This includes both wired and wireless messages. They are represented as TTEP-

MN, TMN-TEP and TTEP-DC.  

TTEP-MN = TMN-TEP = (RTTWD/2)…………………. (20) 
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Figure 5.1 Timing Diagram of Traditional Handoff Process 
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The total time taken for a packet to move from the CN to the MN and receive the reply is 

computed as follows, 

TOLD_PKT = TCN-HA + THA-TEP + TTEP-DC + TDC-TEP + TTEP-MN + TMN-TEP + TTEP-DC + TDC-TEP + 

TTEP-CN…….. (21) 

TOLD_PKT = TCN-HA + THA-TEP + 4(TTEP-DC) + 2(TTEP-MN) + TTEP-CN…………. (22) 

TOLD_PKT = (RTTWD/2) + (RTTWD/2) + 4(RTTWD/2) + 2(RTTWL/2) + (RTTWD/2)………. (23) 

TOLD_PKT = 7(RTTWD/2) + RTTWL………………… (24) 

  The Eq. 24 gives the total handoff latency in the traditional algorithm. This 

handoff process is shown using the timing diagram in Figure 5.1. The diagram clearly provides 

the packet flow from one entity to another. The time taken to receive the CoA, registration 

process, and the packet flow after registration is also shown in Figure 5.1. The next section deals 

with the modeling of the proposed algorithm. 

5.2.2.2 Analytical Model for proposed: 

 In the proposed enhanced model, STEP does not forward packets to DSTM client; this is 

the major difference and thereby requires less time than the original process. Initially the packet 

is sent from the CN to the HA. Assume this time as TCN-HA. 

The packet sent from the HA to the STEP is represented as THA-STEP. From the above section, 

TCN-HA = THA-STEP = (RTTWD/2)……………. (25) 

Since they are one way messages. As explained in section 4.2, the packet is sent to the MN. This 

is a wireless message depicted as TSTEP-MN. The MN processes the packets and responds to them 
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by sending the reply packet to STEP (TMN-STEP). The STEP with its enhanced features checks 

that this CN is connected to the IPv4 network and forwards the packets to CN directly.  

From the section 5.2.1, 

TSTEP-MN = TMN-STEP = (RTTWL/2)………………. (26) 

TSTEP-CN = (RTTWD/2)……………….. (27) 

 The total time taken by a packet in the proposed model is as follows, 

TPROP_PKT = TCN-HA + THA-STEP + TSTEP-MN + TMN-STEP + TSTEP-CN…………….. (28) 

TPROP_PKT = (RTTWD/2) + (RTTWD/2) + (RTTWL/2) + (RTTWL/2) + (RTTWD/2)…….. (29) 

TPROP_PKT = 3(RTTWD/2) + (RTTWL/2)…………………… (30) 

 The proposed enhanced handoff algorithm is shown using timing diagram in Figure 5.2. 

As shown, the DSTM client is not included in the handoff process. The STEP updates the DSTM 

Client with the temporary IPv4 address. The number of messages involved in each process is 

shown clearly. In Figure 5.2 the timing diagram depicts which entity receives the message, and 

how it reacts to the message.  

 



59  

DSTM 
Client

STEP HA MNCN

When MN is at HA

Packets destined to MN

MN Starts moving to IPv6 
network

Packets destined to MN are 
buffered at HATemp IPv4 

generation

Informing to MN and DSTM 
Client about new CoA

MN moves completely

IPv4 Tunnel

Packets are forwarded to STEP

Reg_Req + Key

Reg_Rply

Solicitation

Reg_Rply fwd to MN

Packets are sent to MN directly

Updating CoA to HA + DF Key

Acknowledges to DH Key

HA authenticates STEP by decrypting the DH 
Key

DSTM 
Server

IPv4 add Request

Sends IPv4 to STEP TCoA

TUP

TREG

TDET

 

Figure 5.2 Timing Diagram for Proposed Handoff Algorithm 
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5.2.3 Processing Time (τ) at STEP: 

 The transmission of the packet between the Home Agent (HA) and the Mobile Node 

(MN) is through the Super Tunnel End Point (STEP). In the traditional model, the TEP has to 

forward the packets to the DSTM Client and then to the MN. In that model the TEP has to 

maintain double associations, those between the DSTM Client and the MN, and between the HA 

and the MN. Now in the proposed model the STEP has to maintain only one association between 

the HA and the MN. After registration, whenever a packet reaches STEP, it checks the cache 

table for the corresponding information and then forwards the packet. As the functionality is 

increased there is some change in the processing time at the STEP. The author did research 

regarding the processing time, and considered general packet arrival rate and service time at 

STEP. The service time is the time that a packet is actually processed in the STEP.  

 Based on the M/M/1 theory [53] author computed the processing time (τ) as follows,  

Processing Time (τ) = Mean [r] + Mean [wo]……. (31) 

Processing Time (τ) = Mean [wi] + Mean [s] + Mean [wo]……. (32) 

Where ‘r’ is the response time which is equal to sum of the waiting time in the input queue ‘wi’ 

and service time ‘s’. ‘wo’ is the waiting time in the output queue. 

Processing Time (τ) = ((3/2) (1/µ) [ρ/ (1- ρ)]) + (1/ µ)….............. (33) 

In the Eq. (33) ‘µ’ is service rate, the time spent by processor on each process. ‘ρ’ is the traffic 

intensity given by ‘X/µ’. The ‘X’ represents the arrival rate. The author considered an arrival 

rate of 1Mbps, and service time of 2Mbps resulted in 2.50 µseconds in the traditional model. For 

the proposed model, it is 1.25 µseconds which really an insignificant value. 
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 From the computed value it is clear that even though the TEP functionality is increased, it 

does not have impact on the processing. This is since the lookups have reduced from two to one 

table lookup. This table at the STEP consists of the associations between the HA and the MN, 

such as the HA address, the MN home address, the MN’s CoA, and the time when MN arrived at 

the IPv6 network. In the traditional approach, the TEP consist another table to cache the 

information about the DSTM Client and MN such that when it receives a packet from the MN, 

the TEP needs to check the table, encapsulate the packet into IPv6 and forward to the DSTM 

Client. Eventually as the processing time (τ) is very much less, it does not have any influence in 

the packet forwarding at STEP. The author has plotted graphs with and without adding τ, 

compared the results, and verified that there is no change in the results. 

5.3 Results 

 Based on the above equations, the author substituted the parameters in the total latency 

equation. By varying the variables, graphs are drawn for the handoff latency, and latency for 

different file sizes. They are explained in the following sections. 

5.3.1 Handoff latency Vs Wired Bandwidth:  

5.3.1.1 Without Security: The graph in Figure 5.3 depicts the time taken during the handoff 

process when the bandwidth of the wired link is increased. This is plotted without considering 

the security feature in the proposed algorithm. From the graph it is clear that the time taken for 

the handoff process in the traditional process is more than the proposed algorithm. The time 

remained almost constant; this is because as the bandwidth value increased in the denominator of 

Eq.6, the Round Trip Time (RTT) decreased and this affected the total latency in Eq.s (12) and 

(18). 
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Figure 5.3 Plot of Time Vs Bandwidth 

As per the observation, the proposed algorithm works well with less bandwidth, which is easy to 

deploy in real time. 

5.3.1.2 With Security: The author plotted the graph by considering the Internet Key Exchange 

(IKE) security mechanism. This security consideration adds couple of message exchanges 

between the HA and MN to agree upon certain basic parameters. The bandwidth of the medium 

is inversely proportional to the handoff latency, and the time taken by a packet to move from one 

end to another end. In the proposed handoff model the packet movement in the wireless medium 

is more as the security is considered. In the traditional handoff process, the packet transmission 

is mostly through a wired medium except for sending to the MN. In this scenario, the author 

varied wired bandwidth, which in turn had an effect on the traditional model, but not on the 

proposed model.  
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Figure 5.4 Plot of Time Vs Bandwidth with Security 

 From the graph in figure 5.4 we can observe that the handoff latency of the enhanced 

model is less than the previous at lower bandwidths. This is due to the security messages 

consideration, but as the bandwidth increased, the latency for the proposed algorithm decreased 

more than the traditional handoff latency. This should not be considered as limitation because if 

we need security we have to agree upon certain things to achieve a secure handoff process. 

5.3.2 Latency with the Distance:  

 The graph in Figure 5.5 is plotted by varying the distance between the IPv4 and IPv6 

networks. This has its own affect on the total latency. If observed from the graph it shows that 

the proposed algorithm has overall lower handoff latency than the previous at all the distances 

considered. This assures that the proposed algorithm requires less time than the previous 
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handoff. From the graph it is clear that there is a difference of about approximately .017 msec 

initially and an increase to .037 msec, which is considerable time during the handoff period. 

 

Figure 5.5 Latency Vs Distance 

 When considering IKE security, as discussed in the previous section, having a Security 

Association (SA) between it requires more time. This really requires more time than the original 

handoff process from first value to last value, as shown in Figure 5.5. 

5.3.3 Handoff Latency Vs Wireless Bandwidth: 

 The author also observed the variation of the handoff latency with the wireless 

bandwidth. From Figure 5.6 we can observe that initially at low wireless bandwidths there is a 

slight difference between the two handoff latencies, but as the wireless bandwidth increased this 

difference also increases and ends with a considerable value.  
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Figure 5.6 Latency Vs Wireless Bandwidth 

 When the same case was observed with the security, it provided interested results as 

shown in Figure 5.7. Initially at 5.5 Mbps, the latency in the proposed algorithm is higher than 

the original process. In this scenario, the author considered wireless bandwidth as the variable 

and computed the handoff latency based on that. As explained earlier in Section 5.3.1.2, in the 

proposed handoff algorithm with security the packet goes through multiple round trip times in 

wireless medium rather than a wired medium. The handoff latency is inversely proportional to 

bandwidth, based on this theory, at the lower bandwidths the total handoff latency is higher than 

the traditional model, and this is acceptable. We have to note that the wired bandwidth is 

constant in this case. The traditional algorithm involves most round trip times in the wired 

medium. This can be elucidated using Eq.s (12) and (18). 

 The increase in the wireless bandwidth has more effect on the handoff latency due to the 

exchange of security messages between the MN and the HA. When the bandwidth is increased, 

the latency of the proposed model gradually decreases due to the inverse relation as well as the 

multiple security messages. This implies that the proposed model works well at the higher 
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wireless bandwidth, which is good for real time traffic as higher bandwidths are being introduced 

recently and it saves approximately .02 msec. 

 

Figure 5.7 Plot of Handoff Latency Vs Wireless Bandwidth with IKE 

5.3.4 Time Vs Packet: 

 This section analyzes the time taken to deliver the packet from Correspondent Node (CN) 

to the MN after completion of the handoff. From section 5.2, we have the Eq.s (18) and (24), 

using this author-plotted graph for the time and the bandwidth of the wired links for the transfer 

of packets destined for the MN. The graph depicts that the time taken by the packet in the 

previous method is longer than the proposed algorithm. But as the wired bandwidth increases, 

both the algorithms result in the same value.  
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Figure 5.8 Plot of the Time taken for the Packet Delivery Vs Wired Bandwidth 

 The next graph in Figure 5.9 deals with the time taken by a file to reach completely from 

the CN to the MN. It is clear from the graph that the proposed packet path takes less time than 

the original packet path. Initially the proposed algorithm saves about .84 seconds and as the file 

size increases, the value increases, as depicted in the graph. 

 In the sequence of the above graphs, the author took results of the time taken by a single 

packet to transfer from CN to MN with the variation in distance D. This is shown in Figure 5.10. 

We can observe from the plot that the original process requires slightly more time than the 

proposed model, and this difference is parallel. This means that with the variation of the distance, 

the time is varying in a linear fashion in the both cases with low latency in the proposed model. 
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Figure 5.9 Time required for the Packet Vs the File Size 

  The author tested the time taken by the different sizes of files between CN and 

MN. The graph in Figure 5.9 is plotted by varying the file sizes. The author calculated the 

packets in each file, and based on this computed the time taken for each file. At first, the time 

taken by the file to reach MN is same for both the processes, but as the file size increases, the 

proposed enhanced model requires less time than the previous model. This is because the packet 

is not sent to the DSTM client, and the STEP takes care of it and directly forwards to the MN. 

  Figure 5.10 depicts the time taken by the file to transfer between MN and HA in 

terms of packets. The plot clearly shows that the proposed model requires less time than the 

traditional model to deliver the packets. 
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Figure 5.10 Plot of Time required to deliver the packets Vs Distance 

 

 

Figure 5.11 Plot of the Time required for File transfer Vs File Size 
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 The graph in Figure 5.11 represents the time taken for the file transfer. The author plotted 

the time for different sizes of the files as shown in the graph. It is clear that in the enhanced 

proposed model the file can be transferred faster than the original model. As the file size is 

increasing, the proposed model time is reducing, and that makes file transfer quicker. 

5.3.5 Throughput: 

 The author calculated throughput for the traditional and for the proposed model. The plot 

is drawn for the throughput by varying the wired bandwidth. Figure 5.12 shows that as the 

bandwidth increases, the throughput increases; given the general consideration that throughput is 

the ratio of the packet to the time taken by the packet to reach from one point to another. 

 

Figure 5.12 Plot for the Throughput of the packet flow 

 For the traditional process, the round trip time of a packet is more than the round trip time 

in the proposed model. As the packet movement in the wired media is more than the movement 

in wireless, the variation in the wireless bandwidth does not have much effect on the throughput. 
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The author varied the wired bandwidth which had a significant effect on the throughput. The 

complete movement of the packet from the Home Agent (HA) to the Mobile Node (MN) in the 

enhanced model is less than in that of the traditional model. This is due to the enhanced features 

of the STEP. This results in the higher throughput value for the enhanced model. According to 

the throughput calculation and the graph in Figure 5.10, the proposed algorithm works well for a 

wide range of wired bandwidths. 

5.4 Implementation 

 The implementation objective is to analyze parameters, such as total time for handoff 

process for the previous and proposed model, and time taken for the packet delivery for the 

previous model and proposed algorithm. These validate the results. 

 The basic test bed of the research is as shown in Figure 5.13. The test bed consists of the 

IPv4 and IPv6 networks. Two Linux hosts are acting as Home Agent (HA) and Mobile Node 

(MN). The DSTM domain [51] basically needs three Linux hosts: for the DSTM server, for an 

IPv6 node and for the Tunnel End Point (TEP) [30]. These three devices are Linux hosts with 

Fedora 5, kernel 2.6.16 running on them. Any laptop can also be used as the MN but as per the 

basic test bed we used a Linux host. The author installed DSTM server software [51] on one of 

the Linux host that allocates temporary IPv4 address to the IPv6 node (DSTM client). The TEP 

keeps track of the association between the IPv6 node and the IPv4 node. The IP cloud between 

the two networks is made of five Cisco routers and two switches. They include Cisco 3640 

routers and 3560 switches. The author configured OSPF on the IP cloud to maintain the 

connectivity from one end to other. For traffic generation we transferred a 20MB file from 

Correspondent Node (CN) to the MN in the HA. After moving into the new network the transfer 

paused for some time, but again resumed transferring to the MN. 
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 The test bed scenarios: 

1. Basic DSTM domain test bed 

2. DSTM domain with Mobile IP 

 

Figure 5.13 Test Bed for Scenario 1 

 In the proposed algorithm, the author increased the functionality of the TEP and did not 

consider the DSTM client during the handoff process. In the basic Mobile IP, as the MN moves 

away from the HA, it listens to the advertisement from the agent in the new network, and 

requests registration. Then the tunnel starts and communication between the HA and the MN 

continues without any disturbance. The author initially implemented basic Mobile IP using 

Dynamics Mobile IP client [52] version 0.8.1. In this test bed, the author used two Cent OS 
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hosts, one as the HA, the other as the FA and an Ubuntu host as the MN. Another test bed is to 

implement the communication between the IPv6 and IPv4 node.  

 The test bed scenario 1 is shown in the Figure 5.13. The IPv6 host or DSTM client 

communicates with the IPv4 host through the TEP. A file is transferred between the IPv6 node 

and IPv4 node through the DSTM domain.  

 

Figure 5.14 Test Bed for Scenario 2 

 Test bed scenario 2 is shown in Figure 5.11. In this scenario, the MN moves from IPv4 to 

IPv6 network. 

 In the above test bed, the STEP device understands both IPv4 and IPv6. For traffic 

generation, the CN sends data to the MN through the HA. The author used Ethernet cables for all 
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the connections. Test was done initially for the handoff process and the parameters were noted. 

These parameters were validated with the modeled parameters. The next test was done by 

introducing the traffic through the network and noted the parameters. The same test was repeated 

by introducing the security in the network, and all the parameters are analyzed. The movement of 

the MN from one network to another network, and the connection establishment with the agent 

in the new network involves a number of commands to be executed on the Linux hosts.  

 In this process of implementation the author observed various interesting things which 

are explained in Section 5.3, regarding the communication with the agent in the new network, in 

the registration process, and in the packet delivery after the complete movement of MN into new 

network. The author analyzed parameters that do not have any effect on the changing scenarios, 

others that change according to the changing scenarios, and then validated the final results. 

5.4.1 Implementation Results 

 The author implemented, and simulations are carried on the scenario in figure 5.14 and 

noted the time intervals TOLD_TOTAL and TPROP_TOTAL. The author also noted the time taken by the 

packet to move from HA to MN in the traditional model and proposed enhanced model, TOLD_PKT 

and TPROP_PKT. Firstly, the author simulated without considering security using three MNs. The 

noted results are provided below.  

 The author observed the handoff latency for the traditional model, TOLD_TOTAL. Then the 

bandwidth of the medium is increased and corresponding results have been noted in Table 5.1. 
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Table 5.1 Handoff Latency for Traditional Vs Proposed Model 

 The author plotted a graph comparing the results from simulation and from the proposed 

analytical model. The Figure 5.15 shows that the results from simulations and the analytical 

model are similar, where the time required for MN to handoff is less in the proposed handoff 

algorithm.  

 

Figure 5.15 Comparision of Simulated and Analytical Results 
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 In the Figure 5.15, the TS_OT and TS_PT represents simulated result of handoff latency 

for traditional and proposed models. TA_OT and TA_PT represent analytical results of handoff 

latency for traditional and proposed models.  

 The author also changed the file size and observed the difference in the time taken to 

transfer the file when it MN is at HA and in the different network (IPv6), and results are shown 

in Table 5.2. 

  

Table 5.2 Times Taken for File Transfer 

 Table 5.2 shows the values noted during simulations for the time taken by a file to 

transfer from HA to MN. The author compared the results from simulation and from the 

proposed analytical model and slight difference in the results but finally the proposed enhanced 

handoff model needs less time for the handoff and the packet delivery from HA to MN than the 

traditional model. The compared results are shown in the Figure 5.16. The author also varied 

distance between HA and the foreign network. The analytical results are presented in Section 5.3 

using graphs. 
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Figure 5.16 Comparisons of Simulated and Analytical Results 

 In the Figure 5.16 TS_OP and TS_PP represents the time taken for the file transfer for 

traditional and proposed enhanced handoff model. TA_OP and TA_PP represent file transfer 

time from HA and MN for the mathematical model. 
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CHAPTER 6 

CONCLUSIONS AND FUTURE WORK 

6.1 Conclusions 

 In the Mobile IP where a Mobile Node (MN) moves from one network to another 

network, but still stays connected to the Home Agent (HA), the process of handoff and 

registration plays a vital role. The packets destined for the MN are sent to the HA, and suddenly 

when the MN starts moving away, the packets are buffered at the HA. At some point the HA 

does not know where to send the packets to, and it is the primary function of the MN to try to 

connect to the HA through any nearer available agent in the new network. The registration 

request from the MN helps the HA to understand that the MN is in a different network and where 

the packets need to go. This process itself is slightly complicated in a single Internet Protocol 

version IPv4. When there are two different Internet Protocols IPv4 and IPv6, then it is more 

difficult to understand the new protocol by the MN. This led the way to inventing the Dual Stack 

Transition Mechanism (DSTM) [30] where there is no need to understand the new protocol by 

the MN. Many authors [29] [31] have proposed various handoff algorithms in this regard, each 

of which has its own pros and cons.  

 In this research the author mainly focused on the handoff and registration process when a 

MN moves from the IPv4 network to the IPv6 network. The author modeled the analytical model 

to calculate the time taken for the handoff process, and the path taken by the packets after the 

registration process. In the modeling process, the author analyzed various parameters involved in 

the latency during registration process. Results are presented using the graphs showing where 

certain parameters are varied and their effect is analyzed.  
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 This model can be implemented during the deployment of IPv6 in the real world where 

Mobility is required. The proposed model provides the idea to perform a faster handoff process 

when the MN moving from the IPv4 network to IPv6 network and gives comparative results if 

deployment is necessary. When the MN moves to a new Internet Protocol version, as it cannot 

understand that protocol version, the DSTM domain in the new network helps the MN such that 

there is no need to know the new protocol version. In this research the author also considered the 

security in the registration process to guard the network from spoofing. Based on the results it is 

observed that with the enhancement of Tunnel End Point (TEP) functions to STEP, the total 

handoff latency can be reduced and the packet can be transferred to the MN quickly. The author 

also observed that the proposed model works well at the wired lower bandwidths and at higher 

wireless bandwidths. The overall throughput observed is relatively higher than the traditional 

process. 

6.2 Future Work 

 An IPv4 MN can communicate through an IPv6 network using other mechanisms such as 

using an address mapper, a dual-stack HA, and a dual-stack MN. In these approaches the MN 

can understand both IPv4 and IPv6 protocols. Research can be carried in these technologies, and 

analyze performance such that the users deploy according to their requirements and network 

scenarios. In the present DSTM approach, research can be done to enhance the security 

measurements. Research can also be done on Quality of Service on the similar scenarios which is 

one of the major factors for real time traffic. 
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Appendix 

DSTM SERVER: 
 
# time are in seconds 
# possible global: 
default-lease-time 1200; 
tep6 3ffe:1001:1002:3:a00:2bff:fe1c:af15; 
tep4 192.168.119.199; 
host fe80:1:0:0:201:3ff:fe2a:2b68 { 
 fixed-address 204.254.239.41; 
 default-lease-time 900; 
 tep6 3ffe:1001:1002:3:a00:2bff:fe1c:af01; 
 tep4 192.168.119.210; 
} 
# fixed host in TSPv2 mode 
host 2001:DB8::1 { 
 fixed-address 192.168.1.10; 
} 
# fixed host in TSPv2/noaddress/username mode 
host "my_username" { 
 fixed-address 192.168.1.10; 
} 
# fixed host in TSPv2/noaddress/X509 mode 
host "machine of Tom" { 
 fixed-address 192.168.1.10; 
} 
# multiple subnet dcl are possible @ 
# Exactly one range by subnet - if needed duplicate the subnet declaration 
subnet 192.168.119.192 netmask 255.255.255.248 { 
 tep6 3ffe:1001:1002:1:200:c0ff:fe85:cba0; 
        range 192.168.119.193 192.168.119.196; 
} 
# same subnet but other range 
subnet 192.168.119.192 netmask 255.255.255.248 { 
        default-lease-time 1000; 
 tep6 3ffe:1001:1002:1:200:c0ff:fe85:cba0; 
        range 192.168.119.198; 
} 
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DSTM CLIENT 
/* 
 * Dual Stack Transition Mechanism Daemon 
 * Francis.Dupont@enst-bretagne.fr, August 2000, August 2001 
 * Jean-Luc.Richier@imag.fr, May 2002 
 * Sebastien Lemoine, August 2002 
 */ 
#include <netdb.h> 
#include <errno.h> 
#include <err.h> 
#include <signal.h> 
#include <stdio.h> 
#include <stdlib.h> 
#include <unistd.h> 
#include <string.h> 
#include <strings.h> 
#include <stdarg.h> 
#include <syslog.h> 
#include <time.h> 
 
#include <sys/param.h> 
#include <sys/file.h> 
#include <sys/socket.h> 
#include <sys/time.h> 
 
#include <netinet/in.h> 
#include <arpa/inet.h> 
 
#ifdef AIIH 
#include "aiih_dstm_packet.h" 
#endif 
 
#include "optargs.h" 
#include "Version.h" 
 
#define AD2STR(af, ad, buf) inet_ntop(af, &(ad), buf, sizeof(buf)) 
 
extern int err_use_syslog; /* 0: std err/warn, !=0: syslog. >0: syslog prio */ 
 
#define DEF_KEEP 20*60 
#define DEF_EXT  5*60 
 
#ifdef AIIH 
#define DEFAULT_AIIHD_PORT 1708 
 
int isregistered;  /* isregistered == 0 if the IPv4 global address is not yet 
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        registered. Otherwise, isregistered == 1. */ 
int sock_aiih; 
int res_check_sockets; 
struct packet *packet; 
int aiih_port; 
int dupdate; 
int aiihreq = 0; 
#endif /* AIIH */ 
 
int verbose; 
int reset; 
u_int keep = DEF_KEEP; 
u_int extend = DEF_EXT; 
int timo; 
#define DEF_TIMO 60 
int def_timo; 
extern char *ifname; 
extern u_int idx; 
int dyndev = 1;  /* create interfaces */ 
int doload = 1;  /* load needed modules */ 
char *loadmod;  /* path to modules */ 
int cleanexit; 
int iff_link1 = 0; /* set IFF_LINK1 of gif (*bsd) */ 
int iff_link2 = 0; /* set IFF_LINK2 of gif (*bsd) */ 
 
char myname[MAXHOSTNAMELEN]; 
struct in_addr tep4, myaddr, mask; 
struct in6_addr tep6; 
extern struct in6_addr addr_ll, addr_glo; 
enum { RTADD, RTDEL, RTCLEAN };  /* pour defroute */ 
enum { TP_NONE, TP_RPC, TP_TSP }; 
static int transp = 0; 
 
#if defined(T_RPC) || defined(T_TSP) 
char *server, *port; 
#endif 
#ifdef TEST 
int alloc, renew, release; 
extern int wait_tsp; 
void dotest(void); 
#else 
static int active; 
static int ptest; 
#endif 
time_t ends, cur_time; 
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#ifdef AIIH 
int create_socket(int); 
int read_socket(int); 
int check_sockets(int, struct packet *); 
int dupdate_add(char *, struct in_addr *); 
int dupdate_del(char *, struct in_addr *); 
int send_packet(int, struct packet *); 
int write_packet(struct packet *, char *); 
#endif /* AIIH */ 
 
static void parseargs(int, char *const *); 
void rep_err(int); /* 1: OK, no err */ 
void delay_err(int); /* 0->release, 1->get, -1->renew */ 
static void usage(const char *msg); 
extern int bindsrc(int sock); 
 
#ifndef TEST 
void expired(int); 
void signaled(int); 
void doclean(void); 
static void docleanwait(void); 
extern int setmagic(int); 
extern int getrtmsg(void); 
extern int defroute(u_int); 
extern int setgif(void); 
extern int resetgif(void); 
extern int isactive(void); 
extern void initkern(void); /* exit on fail */ 
extern void loopactive(void); 
#ifndef __linux__ 
extern void acquire_lock(int doclose); /* interprocess lock function */ 
#endif 
#endif /* !TEST */ 
#ifdef T_RPC 
extern void initrpc(void); /* exit on fail */ 
extern int rpcgetconf(void); 
extern int rpcrenew(void); 
extern int rpcrelease(void); 
#endif 
#ifdef TSP_SSL 
#ifndef T_TSP 
#error "SSL need TSP" 
#endif 
int dossl = 0; 
static char *key; 
static char *pass; 
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static char *cacert; 
static char *cert; 
extern void initssl(const char *key, const char *pass, 
      const char *cacert, const char *cert); /* exit on fail */ 
#endif 
#ifdef T_TSP 
char *password; 
char *username; 
int authmode; 
extern int tspgetconf(int act); /* arg 0->release, 1->get, -1->renew */ 
#endif 
extern void getglo(void); 
extern void getll(void); 
 
#define IN6_IS_ADDR_GLOBAL(a)        \ 
        ( ((a)->s6_addr[0] & 0xe0) == 0x20 ) 
 
/* Timing principle: 
 * - If no IPv4 active, nothing done (wait kernel message) 
 * - If IPv4 becomes active, and no server: 
 *    + allocate, set an alarm keep later; 
 *    + on alarm: if extend==0, release; if extend!=0: if !IPv4_active, release; 
 * if IPv4_active, set an alarm extend later. 
 * - If IPv4 becomes active, and server: 
 *    + get ends, keep, extend. set an alarm keep later; 
 *    + on alarm: if extend==0, release; if extend!=0: if !IPv4_active, release; 
 * if IPv4_active & ends>cur_time+2*extend, set an alarm extend later; 
 * if IPv4_active & ends<=cur_time+2*extend, ask for renew (-> return 
 * keep, extend, new ends) and set an alarm extend later; 
 */ 
int 
main(argc, argv) 
 int argc; 
 char *const *argv; 
{ 
 char buf[INET6_ADDRSTRLEN]; 
 int ret; 
 
#ifdef AIIH 
 aiih_port = DEFAULT_AIIHD_PORT; 
#endif 
 parseargs(argc, argv); 
 
 gethostname(myname, MAXHOSTNAMELEN); 
#ifndef TEST 
 if (ptest) { 
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  int refcount; 
 
  verbose = 2; 
  refcount = isactive(); /* test system correct */ 
  warnx("isactive returns %d", refcount); 
  getglo(); 
  warnx("glo6=%s", AD2STR(AF_INET6, addr_glo, buf)); 
  getll(); 
  warnx("ll6=%s", AD2STR(AF_INET6, addr_ll, buf)); 
  exit (0); 
 } 
#endif 
 
 if (!IN6_IS_ADDR_GLOBAL(&addr_glo)) 
  getglo(); 
 if (!IN6_IS_ADDR_GLOBAL(&addr_glo)) 
  errx(1, "can't find a global address"); 
 if (verbose) 
  warnx("glo6=%s", AD2STR(AF_INET6, addr_glo, buf)); 
 /* check is valid source addr */ 
 if ((ret = socket(PF_INET6, SOCK_DGRAM, 0)) < 0 || bindsrc(ret) < 0) 
  err(1, "cannot use source addr %s", 
   AD2STR(AF_INET6, addr_glo, buf)); 
 close(ret); 
 
#ifndef TEST 
 initkern(); /* exit on fail */ 
 
 if (def_timo <= 0) 
  def_timo = (timo <= 0) ? DEF_TIMO : timo; 
 
 if (reset) { 
  timo = def_timo; 
  doclean(); 
  exit(0); 
 } 
 if (timo <= 0) { 
  timo = def_timo; 
  if (!setmagic(timo)) 
   errx(1, "Cannot set magic"); 
 } 
#endif /* TEST */ 
 
#if defined(T_RPC) || defined(T_TSP) 
 if (server != NULL) { 
 /* not necessary if TSPv2, but should not fail !! */ 
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  if (!IN6_IS_ADDR_LINKLOCAL(&addr_ll)) 
   getll(); 
  if (!IN6_IS_ADDR_LINKLOCAL(&addr_ll)) 
   errx(1, "can't find a link-local address"); 
  if (verbose) 
   warnx("ll=%s", AD2STR(AF_INET6, addr_ll, buf)); 
 
#ifdef T_RPC 
  if (transp == TP_RPC) 
   initrpc(); /* exit on fail */ 
#endif 
#ifdef TSP_SSL 
  if (dossl) 
   initssl(key, pass, cacert, cert); /* exit on fail */ 
#endif 
 } 
#ifdef TEST 
 else errx(0, "no transport"); 
#endif 
#endif /* !T_RPC && !T_TSP */ 
 
#ifdef TEST 
 dotest(); 
 exit(0); 
#else /* !TEST */ 
 if (verbose == 0) { 
  err_use_syslog = -1; /* err on syslog */ 
  daemon(0, 0); 
#ifndef __linux__ 
  acquire_lock(0); /* *BSD: update lock */ 
#endif 
 } 
 cleanexit = 1;  /* reset routes on exit */ 
#ifdef AIIH 
 isregistered = 0; 
#endif 
 
 (void) signal(SIGALRM, expired); 
 (void) signal(SIGINT, signaled); 
 (void) signal(SIGTERM, signaled); 
 (void) signal(SIGQUIT, signaled); 
 (void) siginterrupt(SIGALRM, 1); 
 
#ifdef AIIH 
 if ((sock_aiih = create_socket(aiih_port)) < 0) 
  err(1, "create_socket"); 
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 packet = (struct packet *) malloc(sizeof (struct packet)); 
 if (packet == NULL) 
  errx(1, "malloc"); 
#endif /* AIIH */ 
 
 defroute(RTCLEAN); 
 for (;;) { 
#ifdef AIIH 
  /* Verify if messages were received */ 
  res_check_sockets = check_sockets(sock_aiih, packet); 
 
  if (res_check_sockets < 0) { 
   warn("check_sockets"); 
   continue; 
  } else if (!res_check_sockets) 
   /* getrtmsg() == 0 */ 
#else /* !AIIH */ 
  if (!getrtmsg()) 
#endif /* AIIH */ 
   continue; 
#ifdef T_RPC 
  if (transp == TP_RPC) 
   ret = rpcgetconf(); 
  else 
#endif 
#ifdef T_TSP 
  if (transp == TP_TSP) 
   ret = tspgetconf(1); 
  else 
#endif 
  ret = 1; 
  if (ret <= 0) /* 1 OK, -1 no alloc, 0 err I/O */ 
   continue; 
  if (!setgif()) 
   continue; 
  if (!defroute(RTADD)) { 
   (void)defroute(RTCLEAN); 
   if (defroute(RTADD)) 
    goto recovered; 
 
   if (!resetgif()) 
    errx(1, "too many errors"); 
   continue; 
  } 
 
#ifdef AIIH 
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  if (dupdate) { 
   dupdate_add(packet->name, &myaddr); 
   isregistered = 1; 
  } 
 
  if (aiihreq) { 
   /* A message was received from AIIH Daemon */ 
   write_packet(packet, inet_ntoa(myaddr)); 
   send_packet(res_check_sockets, packet); 
   aiihreq = 0; 
  } 
#endif /* AIIH */ 
 
 recovered: 
  if (!setmagic(0)) 
   errx(1, "set magic failed"); 
 
  active = 1; 
  (void)alarm(keep); 
  while (active) 
   loopactive(); 
 } 
 exit(0); 
#endif /* !TEST */ 
} 
 
#ifndef TEST 
static u_int got = 0; 
#endif 
/* Beware: can be reentered for parse loop, so do not use local flags */ 
static void 
parseargs(argc, argv) 
 int argc; 
 char *const *argv; 
{ 
 static struct option long_options[] = 
 { 
  /*  -1 done */ 
#ifdef TEST 
#define OPT_1 "vhafr" 
#else /* !TEST */ 
#define OPT_1 "vh12" 
  { "addr", 1, NULL, -2 }, 
  { "extend", 1, NULL, -3 }, 
#ifdef __linux__ 
  { "if", 1, NULL, -4 }, 
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#endif 
  { "keep", 1, NULL, -5 }, 
#ifdef usemask 
  { "mask", 1, NULL, -6 }, 
#endif 
  { "tep4", 1, NULL, -8 }, 
  { "tep6", 1, NULL, -9 }, 
  { "timeout", 1, NULL, -10 }, 
  { "reset", 0, &reset, 1 }, 
  { "create", 0, &dyndev, 1 }, 
  { "nocreate", 0, &dyndev, 0 }, 
  { "noload", 0, &doload, 0 }, 
  { "load", 2, NULL, -11 }, 
#ifdef AIIH 
  { "dupdate", 0, NULL, 'd' }, 
  { "aiihport", 1, NULL, -13 }, 
#endif 
  { "test", 0, &ptest, 1 }, 
#endif /* !TEST */ 
#ifdef T_RPC 
  { "rpcserver", 1, NULL, -7 }, 
#endif 
  { "port", 1, NULL, -12 }, 
#ifdef T_TSP 
  { "tspserver", 1, NULL, -14 }, 
#ifdef TSP_SSL 
  { "keycert", 1, NULL, -15 }, 
  { "passcert", 1, NULL, -16 }, 
  { "ca", 1, NULL, -17 }, 
  { "cert", 1, NULL, -18 }, 
#endif 
  { "authmode", 1, NULL, -19 }, 
  { "user", 1, NULL, -20 }, /* accept exact match */ 
  { "username", 1, NULL, -20 }, 
  { "userpass", 1, NULL, -21 }, 
#ifdef TEST 
  { "wait", 1, NULL, -100 }, 
#endif 
#endif /* T_TSP */ 
#ifdef CAN_SET_LL 
  { "ll", 1, NULL, -30 }, 
#endif 
  { "verbose", 0, NULL, 'v' }, 
  { "srcaddr", 1, NULL, -31 }, 
  { "conf", 1, NULL, -99 }, 
  { NULL, 0, NULL, 0 } 
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 }; 
 int ch; 
 
 while (1) { 
  ch = parse_opt(argc, argv, OPT_1, long_options); 
  switch (ch) { 
      case 0: /* already ok */ 
   continue; 
 
      case -1: /* done */ 
   break; 
 
      case -99: /* conf= */ 
   parse_file(optarg, parseargs); 
   continue; 
 
#ifndef TEST 
      case -2: /* addr= */ 
   if (!inet_aton(optarg, &myaddr)) 
    errx(1, "bad addr %s", optarg); 
   got |= 1; 
   continue; 
 
      case -3: /* extend= */ 
   extend = atoi(optarg); 
   if (extend <= 0) 
    errx(1, "bad extend %s", optarg); 
   continue; 
 
#ifdef __linux__ 
      case -4: /* if= */ 
   ifname = optarg; 
   continue; 
#endif 
 
      case -5: /* keep= */ 
   keep = atoi(optarg); 
   if (keep <= 0) 
    errx(1, "bad keep %s", optarg); 
   continue; 
 
#ifdef usemask 
      case -6: /* mask= */ 
   if (!inet_aton(optarg, &mask)) 
    errx(1, "bad mask %s", optarg); 
   got |= 2; 
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   continue; 
#endif 
 
      case -8: /* tep4= */ 
   if (!inet_aton(optarg, &tep4)) 
    errx(1, "bad tep4 %s", optarg); 
   got |= 4; 
   continue; 
 
      case -9: /* tep6= */ 
   if (inet_pton(AF_INET6, optarg, &tep6) != 1) 
    errx(1, "bad tep6 %s", optarg); 
   got |= 8; 
   continue; 
 
      case -10: /* timeout= */ 
   timo = atoi(optarg); 
   if (timo <= 0 || timo > 3600) /* linux hard limit */ 
    errx(1, "bad timeout %s", optarg); 
   continue; 
 
      case -11: /* load[=xx] */ 
   loadmod = optarg ? optarg : ""; 
   dyndev = 1; /* load=>create */ 
   continue; 
 
      case '1': /* set IFF_LINK1 (*bsd) */ 
   iff_link1++; 
   continue; 
 
      case '2': /* set IFF_LINK2 (*bsd) */ 
   iff_link2++; 
   continue; 
#endif /* !TEST */ 
 
#ifdef T_RPC 
      case -7: /* rpcserver= */ 
   server = optarg; 
   if (transp) 
    errx(1, "multiple server options"); 
   transp = TP_RPC; 
   continue; 
#endif 
 
#ifdef T_TSP 
      case -14: /* tspserver= */ 
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   server = optarg; 
   if (transp) 
    errx(1, "multiple server options"); 
   transp = TP_TSP; 
   continue; 
 
#ifdef TSP_SSL 
      case -15: /* keycert= */ 
   key = optarg; 
   continue; 
 
      case -16: /* passcert= */ 
   pass = optarg; 
   continue; 
 
      case -17: /* ca= */ 
   cacert = optarg; 
   continue; 
 
      case -18: /* cert= */ 
   cert = optarg; 
   continue; 
#endif /* TSP_SSL */ 
 
      case -19: /* authmode= */ 
   authmode |= getauthmode(optarg); 
   if (authmode == -1) 
    usage(NULL); 
   continue; 
 
      case -20: /* userpass= */ 
   username = optarg; 
   continue; 
 
      case -21: /* userpass= */ 
   if (strncmp(optarg, "VAL:", 4) ==0) 
    password = optarg + 4; 
   else { 
    char buf[1024 + 1], *p; 
    int f, l; 
 
    if ((f = open(optarg, O_RDONLY)) < 0) 
     goto errpass; 
    l = read(f, buf, sizeof buf - 1); 
    if (l < 0) 
     goto errpass; 
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    buf[l] = 0; 
    errno = EINVAL; 
    if (l == 0 || l == sizeof buf - 1) 
     goto errpass; 
    if ((p = strchr(buf, '\n')) != NULL) 
     *p = 0; 
    password = strdup(buf); 
    if (!password) { 
       errpass: 
     err(1, "get userpass"); 
    } 
   } 
   continue; 
 
#ifdef TEST 
      case -100: /* waittsp= */ 
   wait_tsp = atoi(optarg); 
   continue; 
#endif 
#endif /* T_TSP */ 
 
#if defined(T_RPC) || defined(T_TSP) 
      case -12: /* port= */ 
   port = optarg; 
   continue; 
#endif 
 
#ifdef CAN_SET_LL 
      case -30: /* ll= */ 
   if (inet_pton(AF_INET6, optarg, &addr_ll) != 1 || 
       !IN6_IS_ADDR_LINKLOCAL(&addr_ll)) 
    errx(1, "bad addr_ll %s", optarg); 
   continue; 
#endif 
 
      case -31: /* srcaddr= */ 
   if (inet_pton(AF_INET6, optarg, &addr_glo) != 1 || 
       !IN6_IS_ADDR_GLOBAL(&addr_glo)) 
    errx(1, "bad srcaddr %s", optarg); 
   continue; 
 
#ifdef TEST 
      case 'r': /* renew */ 
   renew++; 
   continue; 
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      case 'f': /* release */ 
   release++; 
   continue; 
 
      case 'a': /* alloc */ 
   alloc++; 
   continue; 
#endif 
 
#ifdef AIIH 
      case -13:   /* aiihport= */ 
   aiih_port = atoi(optarg); 
   continue; 
 
      case 'd':   /* dynamic update */ 
   dupdate = 1; 
   continue; 
#endif /* AIIH */ 
 
      case 'v': /* verbose */ 
   verbose++; 
   continue; 
 
      case 'h': 
      case '?': 
   usage(NULL); 
 
      default: 
   usage("can't parse arguments"); 
  } 
  break; 
 } 
 if (argv == NULL) return; /* end parse conf file */ 
 argc -= optind; 
 argv += optind; 
 
#ifndef TEST 
 if(ptest) 
  return; /* test */ 
#endif /* !TEST */ 
 if (argc) 
  usage("extra arguments"); 
 
#ifdef T_TSP 
 if (transp == TP_TSP && !port) 
  usage("needs explicit tsp port"); 
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 if (transp == TP_TSP && !authmode) { 
  char *m = NULL; 
  if (username) { authmode = CAP_PASSWD; m = "md5,plain"; } 
#if TSP_SSL 
  if (key && cacert) { 
   if (m) { m = "md5,plain,tls"; } else { m = "tls"; } 
   authmode |= CAP_TLS; } 
#endif 
  if (!authmode) { authmode = CAP_ANONYMOUS; m = "anonymous"; } 
  warnx("Defaulting authmode to %s", m); 
 } 
 if ((authmode || username || password) && (transp != TP_TSP)) 
  usage("some arg needs tsp and authmode"); 
 if (USE_TSP_1 && (authmode != CAP_TSP_1)) 
  usage("authmode v1 cannot be combined with other authmodes"); 
 if ((authmode&CAP_PASSWD) && (!username || !password)) 
  usage("missing username or password for authmode"); 
#if TSP_SSL 
 if ((authmode&CAP_TLS) && (!key || !cacert)) 
  usage("tls authmode and not cert or ca"); 
 if ((authmode&CAP_TSP_1) && key && !cacert) 
  usage("tsp v1 with ssl needs ca"); 
 if (pass || cacert || cert || key) { 
  if (authmode&CAP_NOTLS) 
   usage("notls authmode and tls info"); 
  if (transp != TP_TSP) 
   usage("ssl need tsp"); 
  if (USE_TSP_1) 
   dossl = 1; /* in v1, exist(key)=>ssl, no negotiation */ 
 } 
 if (!USE_TSP_1 && !(authmode&CAP_NOTLS)) 
  dossl = 1; /* in v2 always possible if not forbidden */ 
#endif 
#endif /* T_TSP */ 
#ifdef TEST 
 verbose = 1; 
 if (transp && (alloc||release||renew)) 
  return; 
 if (!transp) 
  usage("server is needed"); 
 usage("specify -a, -r or -f"); 
#else /* !TEST */ 
 if (transp && got) 
  usage("both server and static parameters"); 
#ifdef usemask 
 got |= 2; 
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#endif 
 if (reset || transp || got == 15) 
  return; 
 
 if (got == 0) 
  usage("server is needed or addr, tep4 and tep6 are needed"); 
 else { 
  if ((got & 1) == 0) 
   usage("addr is needed"); 
#ifdef usemask 
  if ((got & 2) == 0) 
   usage("mask is needed"); 
#endif 
  if ((got & 4) == 0) 
   usage("tep4 is needed"); 
  if ((got & 8) == 0) 
   usage("tep6 is needed"); 
 } 
#endif /* !TEST */ 
} 
 
static void usage(const char *msg) 
{ 
 if (msg) 
  warnx("%s", msg); 
 fprintf(stderr, "DSTM client version %s\n", DSTM_VERSION); 
#define DO_SEP "" 
#ifdef TEST 
 fprintf(stderr, "usage: tstremote %s\n" 
#else 
 fprintf(stderr, "usage: dstmd %s\n" 
#ifdef AIIH 
  "\t%s\n" "\t%s%d%s\n" 
#endif 
#ifdef __linux__ 
  "\t%s%s%s\n"  /* if */ 
#endif 
  "\t%s\n"   /* load create */ 
#ifdef nomore 
  "\t%s\n"   /* noload nocreate */ 
#endif 
#ifndef __linux__ 
  "\t%s\n"   /* IFF */ 
#endif 
#endif /* !TEST */ 
#ifdef T_RPC 



103  

  "\t%s\n"   /* rcpserver */ 
#endif 
#ifdef T_TSP 
  "\t%s\n"   /* tspserver */ 
  "\t\t%s\n"   /* authmode */ 
  "\t\t%s\n"   /* username */ 
#ifdef TSP_SSL 
  "\t\t%s\n" "\t\t%s\n"  /* ssl ARGS */ 
#endif 
#endif 
  "\t%s\n" 
#ifdef TEST 
  , "-a (alloc addr) -r (renew) -f (release)" 
#else /* !TEST */ 
  "\t\t%s%d%s\n" "\t\t%s%d%s\n" "\t\t%s%d%s\n" /* to, keep, ext */ 
  , "[-v|--verbose] (increase verbosity)" 
#endif /* !TEST */ 
  " [-conf arguments_file]" 
#ifndef TEST 
#ifdef AIIH 
  , "[-d|--dupdate] (do dynamic updates)" 
  , "[-aiihport <value>] (default: ", DEFAULT_AIIHD_PORT, ")" 
#endif 
#ifdef __linux__ 
  , "[-if <interface name>] (default: ", ifname, ")" 
#endif 
  , "-load[=path] (load modules)" " -create (create interface)" 
#ifdef nomore 
  , "-noload" " -nocreate" 
#endif 
#ifndef __linux__ 
  , "-(1|2) (set IFF_LINK[12] flag)" 
#endif 
#endif /* !TEST */ 
#ifdef T_RPC 
  , "-rpcserver <RPC server addr> [-port <RPC fixed port>]" 
#undef DO_SEP 
#define DO_SEP "\tOR" 
#endif /* T_RPC */ 
#ifdef T_TSP 
  DO_SEP , "-tspserver <TSP server addr> -port <TSP port>" 
#ifdef TEST 
  " [-wait sec]" 
#endif 
  , "-authmode [v1,tls,digest-md5,plain,anonymous,notls]" 
  , "[-username <name>]" " [-userpass <file>|VAL:pass]" 



104  

#ifdef TSP_SSL 
  , "[-keycert <cert/key file>]" " [-passcert <file>|-|VAL:pass]" 
  , "-ca <CA file>" " [-cert <accepted CERT file>]" 
#endif 
#undef DO_SEP 
#define DO_SEP "\tOR" 
#endif /* T_TSP */ 
#ifdef TEST 
  , "-ll <LL IPv6 addr>" " -srcaddr <Global IPv6 addr>" 
#else 
  DO_SEP , "-addr <my IPv4 addr>" 
#ifdef usemask 
  " -mask <IPv4 subnet mask>" 
#endif 
  " -tep4 <TEP IPv4 addr>" " -tep6 <TEP IPv6 addr>" 
  , "[-timeout <tsleep timeout>] (default: ", DEF_TIMO, " sec)" 
  , "[-keep <delay>] (default: ", DEF_KEEP, " sec)" 
  , "[-extend <delay>] (default: ", DEF_EXT, " sec)" 
#endif /* !TEST */ 
  ); 
 exit(1); 
} 
 
#ifndef TEST 
void doclean()  /* on exit */ 
{ 
 timo = 0; /* no more kernel waits */ 
 docleanwait(); 
} 
 
void docleanwait() /* on exit or on tunnel expire */ 
{ 
  if (!defroute(RTDEL)) 
   warnx("Cannot delete default route"); 
  if (idx && !resetgif()) 
   warnx("Cannot reset tunnel"); 
  if (!setmagic(timo)) 
   warnx("Cannot reset magic"); 
} 
 
void 
signaled(sig) 
 int sig; 
{ 
 (void) alarm(0); 
 (void) time(&cur_time); 
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 if (verbose) 
  warnx("kept signal: %d - Releasing tunnel", sig); 
 
#ifdef AIIH 
 if (dupdate && isregistered) { 
  dupdate_del(packet->name, &myaddr); 
  isregistered = 0; 
 } 
#endif 
 
#ifdef T_RPC 
 if (transp == TP_RPC) 
  rpcrelease(); 
#endif 
#ifdef T_TSP 
 if (transp == TP_TSP) 
  tspgetconf(0); 
#endif 
 exit(0); 
} 
 
void 
expired(sig) 
 int sig; 
{ 
 int refcount, ret; 
 
 (void) alarm(0); 
 (void) time(&cur_time); 
 
 if (verbose) 
  warnx("expire signal"); 
 
 /* see if we should extend */ 
 if (extend != 0) { 
  refcount = isactive(); 
  if (verbose) 
   warnx( 
   "isactive returns %d extend is %d ends-cur_time = %ld", 
   refcount, extend, (unsigned long)ends - cur_time); 
  if (refcount < 0) { /* should not happen */ 
   warnx("can't get default route reference count"); 
  } 
  if (refcount > 0) { 
   if (2 * extend < (ends - cur_time)) { 
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    (void) alarm(extend); 
    return; 
   } 
#ifdef T_RPC 
   if (transp == TP_RPC) 
    ret = rpcrenew(); 
   else 
#endif 
#ifdef T_TSP 
   if (transp == TP_TSP) 
    ret = tspgetconf(-1); 
   else 
#endif 
   ret = 1; 
   if (ret > 0) { /* 1 OK, -1 no alloc, 0 err I/O */ 
 wait: 
    if (verbose) 
     warnx("extend"); 
    (void) alarm(extend); 
    return; 
   } else if (ret == 0) { 
    warnx("can't renew/extend"); 
    if (cur_time < ends) 
     goto wait; /* retry */ 
   } else 
    warnx("server forced release"); 
  } 
 } 
 if (verbose) 
  warnx("release unused ipv4 address"); 
 
#ifdef AIIH 
 if (dupdate && isregistered) { 
                dupdate_del(packet->name, &myaddr); 
                isregistered = 0; 
        } 
#endif 
 
#ifdef T_RPC 
 if (transp == TP_RPC) 
  rpcrelease(); 
#endif 
#ifdef T_TSP 
 if (transp == TP_TSP) 
  tspgetconf(0); 
#endif 
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 docleanwait(); /* reset and restart magic */ 
 
 active = 0; 
} 
/* I like warn/err style messages, but they are lost in daemon mode 
  --> scaled down version which can be switched to syslog messages 
 */ 
int err_use_syslog = 0; /* 0 : err like, !=0 : syslog. >0 : syslog prio */ 
extern char *__progname;  /* Program name, bsd and linux */ 
 
#define EXIT 1 
#define ERRNO 2 
 
static void err_com(int mode, const char *fmt, va_list ap); 
void 
err(int eval, const char *fmt, ...) 
{ 
 va_list ap; 
 va_start(ap, fmt); 
 err_com(ERRNO|EXIT, fmt, ap); 
 va_end(ap); 
 exit(eval); 
} 
 
void 
errx(int eval, const char *fmt, ...) 
{ 
 va_list ap; 
 va_start(ap, fmt); 
 err_com(EXIT, fmt, ap); 
 va_end(ap); 
 exit(eval); 
} 
 
void 
warn(const char *fmt, ...) 
{ 
 va_list ap; 
 va_start(ap, fmt); 
 err_com(ERRNO, fmt, ap); 
 va_end(ap); 
} 
 
void 
warnx(const char *fmt, ...) 
{ 
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 va_list ap; 
 va_start(ap, fmt); 
 err_com(0, fmt, ap); 
 va_end(ap); 
} 
 
void 
perror(const char *s) 
{ 
 if (s && !*s) s = NULL; 
 warn(s); 
} 
 
static void 
err_com(int mode, const char *fmt, va_list ap) 
{ 
 if (err_use_syslog) { 
  char lfmt[256]; 
  const char *f = lfmt; 
  int prio = err_use_syslog>0 ? err_use_syslog : 
   (mode&EXIT)? LOG_ERR : LOG_WARNING; 
 
  if (fmt) { 
   if (mode & ERRNO) 
    snprintf(lfmt, sizeof lfmt, "%s: %%m", fmt); 
   else 
    f = fmt; 
  } else 
   strcpy(lfmt, (mode & ERRNO)? "%m" : ""); 
  vsyslog(prio, f, ap); 
 } else { 
  char *date; 
 
  (void) time(&cur_time); 
  date = ctime(&cur_time); /* Wed Dec 15 10:10:10 2004\n */ 
  date[19] = 0; 
  fprintf(stderr, "%s %s:", __progname, date+11); 
  if (fmt) 
   vfprintf(stderr, fmt, ap); 
  if (mode & ERRNO) 
   fprintf(stderr, "%s%s", fmt?": ":"", strerror(errno)); 
  fprintf(stderr, "\n"); 
 } 
} 
 
/* common code to rpc client and tsp client */ 
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/* avoid a storm of messages: wait a delay between errors */ 
static time_t err_time; 
static int nb_err; 
/* avoid a storm of messages : wait a delay between errors */ 
void 
rep_err(int ok) 
{ 
 if (!ok) { 
  int delay; 
  static int ini = 0; 
 
  if (!ini) { 
   ini = 1; 
   srandom(cur_time+getpid()); 
  } 
  if (nb_err < 7) nb_err++; /* stop at 256 s */ 
  delay = 2 << nb_err; 
  delay = delay/2 + rand()%delay; 
  if (verbose) 
   warnx("err-> delaying %d", delay); 
  err_time += delay; 
 } else 
  nb_err = 0; 
} 
 
void 
delay_err(int act) 
{ 
 struct timespec tv; 
 
 if (nb_err && act > 0) { /* only for get first conf */ 
  (void) time(&cur_time); 
  if (cur_time < err_time) { 
   /* nanosleep should not interfere with signal/alarm */ 
   tv.tv_sec = err_time - cur_time; 
   tv.tv_nsec = 0; 
   nanosleep(&tv, NULL); 
  } 
 } 
 (void) time(&err_time); 
} 
#endif /* TEST */ 
 
/* try to bind source address to addr_glo (ipv6!) */ 
int bindsrc(int sock) 
{ 
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 struct sockaddr_in6 src; 
 
 if (IN6_IS_ADDR_UNSPECIFIED(&addr_glo)) 
  return 0; 
 memset(&src,0, sizeof src); 
 src.sin6_addr = addr_glo; 
#ifdef SIN6_LEN 
 src.sin6_len = sizeof src; 
#endif 
 return bind(sock, (struct sockaddr *)&src, sizeof src); 
} 
 
DTICONFIG 
 
/* Dual Stack Transition Mechanism 
 * DTI interface kernel configuration routines 
 * Octavio.Medina@enst-bretagne.fr, January 2002 
 * Jean-Luc.Richier@imag.fr, May 2002*/ 
 #include <ctype.h> 
#include <errno.h> 
#include <fcntl.h> 
#include <netdb.h> 
#include <resolv.h> 
#include <stdlib.h> 
#include <string.h> 
#include <stdio.h> 
#include <unistd.h> 
 
#include <sys/types.h> 
#include <sys/socket.h> 
#include <sys/stat.h> 
#include <sys/param.h> 
#include <sys/ioctl.h> 
#include <sys/time.h> 
 
#include <netinet/in.h> 
#include <netinet/ip6.h> 
#include <net/if.h> 
#include <net/if_arp.h> 
#include <linux/types.h> 
 
#include <arpa/inet.h> 
#include <arpa/nameser.h> 
 
#include "dtimod/ipip6.h" 
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#include "rpcserver.h" 
 
char *tepname = DTI_PREF; 
int lowgif = 1; /* do not use dti 0 */ 
 
#ifndef NO_TEP 
static int s4; 
static int s6; 
extern int doload; 
extern char *loadmod; 
/* to avoid tunnel clash, need one new address by tunnel */ 
static struct in6_addr ad_none = { { { 0xc0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1 } } }; 
static struct tunnel down; /* all addr null */ 
 
int modgif(int idx, int mode, struct tunnel *t); /* 0 down 1 up -1 down/nomsg */ 
#define PROC_MOD "/proc/modules" 
static void createtunnel(int idx); 
static void deltunnel(int idx); 
static int mod_isloaded(const char *); 
static int mod_load(const char *); /* 1 done; 0 already loaded; -1: can't */ 
static void load_modules(void); 
static void setip6head(struct ip_tunnel_parm *p, int idx, const char *ifname); 
#ifdef notyet /* do not try to clean fully, it is not worthwhile */ 
static int mod_unload(const char *); 
static void unload_modules(void); 
#endif 
 
int 
initgif_kern(int idx)   /* not called if ngif<0 */ 
{ 
    if (notep) 
 return (1); 
    if (doload) 
 load_modules();  /* if error, createtunnel will die */ 
    createtunnel(idx); 
    if (!modgif(idx, 0, &down)) 
 return 0; 
    return (1); 
} 
 
void 
startgif_kern()    /* not called if ngif<0 */ 
{ 
    if (notep) 
 return; 
    if ((s4 = socket(PF_INET, SOCK_DGRAM, 0)) < 0) 
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     err(1, "socket/inet"); 
    fcntl(s4, F_SETFD, FD_CLOEXEC); 
    if ((s6 = socket(PF_INET6, SOCK_DGRAM, 0)) < 0) 
     err(1, "socket/inet6"); 
    fcntl(s6, F_SETFD, FD_CLOEXEC); 
} 
 
void 
reset_all_gif_kern()   /* not called if ngif<0 */ 
{ 
    int i; 
 
    if (notep) 
 return; 
    for (i = 0; i < ngif; i++) 
 deltunnel(i); 
#ifdef notyet /* do not try to clean fully, it is not worthwhile */ 
    unload_modules(); 
#endif 
} 
 
static void 
setip6head(struct ip_tunnel_parm *p, int idx, const char *ifname) 
{ 
 memset(p, 0, sizeof(*p)); 
 SETFLD(p->iph.ip6_flow, VERS_MSK, VERS_OFF, 6); /* IPv6 version */ 
 p->iph.ip6_nxt = IPPROTO_IPIP; 
 p->iph.ip6_dst = in6addr_loopback; 
 p->iph.ip6_src = ad_none; 
 p->iph.ip6_src.s6_addr32[3] = htonl(lowgif + idx); /* avoid clash */ 
 strncpy(p->name, ifname, IFNAMSIZ); 
   /* ttl = tos = flow = link = 0 */ 
} 
 
int 
modgif(int idx, int mode, struct tunnel *t) /* not called if ngif<0 */ 
{    /* 1 up, 0 down, -1 down without error msg */ 
 struct ifreq ifr; 
 struct sockaddr_in *sin; 
 struct ip_tunnel_parm p; 
 int ret = 1; 
 const char *msg; 
 char ifname[100]; 
 
 if (notep) 
    return 1; 
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 sprintf(ifname, DTI_PREF "%d", lowgif + idx); 
    /* Setup IPv6 PHY adresses */ 
   clean: 
 memset(&ifr, 0, sizeof(ifr)); 
 strncpy(ifr.ifr_name, ifname, IFNAMSIZ); 
 ifr.ifr_data = (void*)&p; 
 setip6head(&p, idx, ifname); 
 if (mode > 0) { 
  p.iph.ip6_dst = t->host6; 
  p.iph.ip6_src = t->tep6; 
 } 
 msg = "ioctl change TUN IPv6 addresses"; 
 if (ioctl(s6, SIOCCHGTUNNEL, &ifr)) 
  if (ret) goto erdone; 
 
    /* Setup IPv4 adresses (all at same place in ifr) */ 
 sin = (struct sockaddr_in *)&ifr.ifr_addr; 
 memset(sin, 0, sizeof(*sin)); 
 sin->sin_family = AF_INET; 
 
 /*  del addr by setting addr 0 */ 
 if (mode > 0) 
  sin->sin_addr = t->tep4; 
 msg = "ioctl set TUN local address"; 
 if (ioctl(s4, SIOCSIFADDR, &ifr)) 
  if (ret) goto erdone; 
 
 if (mode > 0) {  /* if del : no addr -> don't do it */ 
  sin->sin_addr = t->mask; 
  msg = "ioctl set TUN mask address"; 
  if (ioctl(s4, SIOCSIFNETMASK, &ifr)) 
   if (ret) goto erdone; 
 
  sin->sin_addr = t->host4; 
  msg = "ioctl set TUN dst address"; 
  if (ioctl(s4, SIOCSIFDSTADDR, &ifr)) 
   if (ret) goto erdone; 
 } 
 ifr.ifr_flags = 0; 
 if (ioctl(s4, SIOCSIFFLAGS, &ifr)) 
  if (ret) goto erdone; 
 ifr.ifr_flags |= IFF_UP; 
 if (mode <= 0) 
  ifr.ifr_flags &= ~(IFF_UP|IFF_RUNNING); 
 msg = "ioctl set TUN flags"; 



114  

 if (ioctl(s4, SIOCSIFFLAGS, &ifr)) 
  if (ret) goto erdone; 
 return (ret); 
 
   erdone: 
 ret = 0; 
 if (mode >= 0) 
  warn("%s: %s", ifname, msg); 
 mode = -1; 
 goto clean; 
} 
 
static void 
createtunnel(int idx)  /* not called if notep or ngif<0 */ 
{ 
 struct ip_tunnel_parm p; 
 struct ifreq ifr; 
 char ifname[100]; 
 
 sprintf(ifname, DTI_PREF "%d", lowgif + idx); 
 memset(&ifr, 0, sizeof(ifr)); 
 strncpy(ifr.ifr_name, DTI_NAME, IFNAMSIZ); 
 ifr.ifr_data = (void*)&p; 
 setip6head(&p, idx, ifname); 
 if (ioctl(s6, SIOCADDTUNNEL, &ifr) == 0) 
  return; 
 if (errno != ENOBUFS) 
  goto done; 
 modgif(idx, -1, &down);   /* already exists */ 
 ifr.ifr_data = (void*)&p; 
 if (ioctl(s6, SIOCCHGTUNNEL, &ifr) == 0) 
  return; 
done: 
 err(1, "creating tunnel interface %s", ifname); 
} 
 
static void 
deltunnel(int idx)  /* not called if notep or ngif<0 */ 
{ 
 struct ifreq ifr; 
 char ifname[100]; 
 sprintf(ifname, DTI_PREF "%d", lowgif + idx); 
 memset(&ifr, 0, sizeof(ifr)); 
 strncpy(ifr.ifr_name, ifname, IFNAMSIZ); 
 ioctl(s6, SIOCDELTUNNEL, &ifr); 
} 
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static int 
mod_isloaded(const char *name) /* not called if notep or ngif<0 */ 
{ 
 char mod[100+2], c; 
 int found; 
 FILE *fd; 
 
 if (!(fd = fopen(PROC_MOD, "r"))) 
  return -errno; 
 for(found = 0; !found;) { 
  if(fscanf(fd, "%100s %*[^\n]%c", mod, &c) != 2) 
   break; 
  found = !strcmp(mod, name); 
 } 
 fclose(fd); 
 return found; 
} 
 
static int   /* not called if notep or ngif<0 */ 
mod_load(const char *name) /* 1 done; 0 already loaded; -1 : can't */ 
{ 
 char buf[512]; 
 
 if (mod_isloaded(name) > 0) 
  return(0); 
 if (loadmod && loadmod[0]) 
  snprintf(buf, sizeof buf, "/sbin/insmod -f %s/%s.o", 
   loadmod, name); 
 else 
  snprintf(buf, sizeof buf, "/sbin/modprobe %s", name); 
 system(buf); 
 return mod_isloaded(name) > 0 ? 1 : -1; 
} 
 
static int dyn_dti; 
static void 
load_modules()   /* not called if notep or ngif<0 */ 
{ 
 if(mod_load("dti") > 0) 
  dyn_dti = 1; 
} 
 
#ifdef notyet /* do not try to clean fully, it is not worthwhile */ 
static int 
mod_unload(const char *name) /* not called if notep or ngif<0 */ 
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{ 
 char buf[100]; 
 snprintf(buf, 100, "/sbin/modprobe -r %s", name); 
 system(buf); 
 return 0; 
} 
 
static void 
unload_modules()  /* not called if notep or ngif<0 */ 
{ 
 if (dyn_dti) 
  mod_unload("dti"); 
} 
#endif 
#endif /* NO_TEP */ 
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