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ABSTRACT 

 
 

The widespread use of biometric technology has made biometrics a part of our day-to-day 

lives. For example, biometrics are employed to purchase goods, unlock smart devices, board 

planes, or gain access to establishments.  

This quantitative study investigates attitudes of individuals towards biometric information 

and its sharing. In addition, the study aims to determine whether these attitudes are influences 

by the type of institution, such as private organizations or government agencies with whom the 

information is shared. In this work, biometrics, their widespread use, privacy, and security 

concerns affiliated with their use are briefly discussed.  

An online survey consisting of 28 questions was utilized to gather data from 298 

participants. The data were analyzed using t-test and analysis of variance (ANOVA) statistical 

methods. 

The analysis shows that certain factors such as level of education, age, affiliation with a 

specific group (undergraduate students vs. other campus community members), and technical 

skills influence individuals’ attitudes towards sharing biometric information. The research 

concluded that surveyed individuals are more willing to share biometric information with 

private organizations than government agencies. In addition, undergraduate students are more 

inclined to share their biometric information than other campus community members, and the 

level of education individuals achieve influences their decision on this issue. 
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CHAPTER 1 
 

     INTRODUCTION 
 
 

Biometric technology is quickly evolving and affecting aspects of our day-to-day lives. In 

the last decade, biometric technology has been used extensively to identify or authorize 

individuals by government agencies and private organizations. The enhanced use of this 

technology impacts society and raises concerns about the privacy and security of biometrics 

and the ethical concerns those impacts will entail. People are concerned about who might 

access their data, what it might be used for, and where it might be stored. But are these concerns 

discouraging them from sharing their biometrics? Furthermore, does their willingness to share 

biometrics depends on whether they share it with a private organization or a government 

agency? 

The extensive voluntary use of biometrics on smart devices such as voice recognition, 

fingerprint ID, or Face ID does not suggest the concerns mentioned above would discourage 

users. On the contrary, individuals prefer to use biometrics as a security measure on their 

devices because they provide convenience and are easy to use. Often individuals enroll their 

biometric information into a system without knowing where it is stored, who may have access 

to it, and if/how it is protected. In addition, users seem to forget about privacy and security 

concerns if they are offered the convenience of not having to remember lengthy passwords or 

passcodes or can get easy and quick access to their devices. 

In the 21st century, biometrics are extensively collected and used for many reasons. For 

example, government agencies such as the military, border control, or law enforcement use 

biometric identification to identify terrorist threats, people entering and leaving the country, or 

criminals. Government agencies use biometric documents such as identification cards or 

passports, camera surveillance, and even apps on individuals' devices to conduct identification. 
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By these means, they collect biometric information such as fingerprints, facial pictures, or 

walking patterns, to name a few. The facial picture or walking pattern is used to surveil 

individuals by cameras at the airports or on the streets, often happening without their 

knowledge. The adoption of biometric applications during the 2020 pandemic improved the 

effectiveness of government responses to the virus outbreak. These mobile apps track 

individuals' movements to monitor the spread of the virus. 

Private organizations such as Apple, PayPal, or Fitbit use biometric authentication to grant 

access, complete transactions, or serve the user in other ways. Users connect their devices with 

their biometric information such as fingerprints or face scans to gain more effortless and 

quicker access to their devices without memorizing passwords or PINs. By a touch of a scanner, 

users can purchase goods or services without carrying their wallets and credit cards. Wearable 

devices monitor users' sensitive health data such as heart rate, blood oxygen levels, calories, 

sleep, steps taken per day, or distance walked. Rahmawati and colleagues claim that the storage 

of biometric information on devices managed by private organizations is secure enough since 

the information is only stored on the user's device and cannot be reached by unauthorized 

sources (Rahmawati et al., 2017). 

Individuals have options when it comes to collecting biometric information through 

personal smart devices such as phones, laptops, or watches. They can provide biometric 

information in exchange for some benefit, but this is optional. They also have the option not to 

wear a smartwatch or carry a smartphone with them if they do not want to be tracked. However, 

when it comes to the government surveillance of individuals using facial recognition 

technology or requiring facial scans to get access to essential services, biometric data collection 

is nearly impossible to avoid. 

This study examines whether people's attitudes towards sharing their biometric information 

depend on whom they share it with, a government agency or a private organization. When 
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exploring this issue, the research question: "Is it true that Americans are more willing to share 

biometric information with private organizations than with the government agencies?" was 

posed. From this research question arose three hypotheses: 

1. The willingness of individuals to share biometric information depends on the type of 

institution (private vs. government). 

2. Technical skills are necessary to share biometric information with private 

organizations.  

3. Being an undergraduate student or other campus community member impacts one's 

willingness to share biometric information.  

I. The level of education individuals accomplish impacts their willingness to share 

biometric information. 

II. The age of individuals impacts their willingness to share biometric information. 

Using quantitative research methods, the study surveyed 298 individuals of a campus 

community located in south-central Kansas to see their attitudes towards sharing biometric 

information. When evaluating the results, three primary factors, such as respondents' age, level 

of education, and association with the university, were considered. The association with the 

university allowed for a creation of two distinct groups – undergraduate students and other 

campus community members. Factors like level of education and age were operated to see if 

life experiences and academic involvement impact individuals' decision-making when sharing 

biometric information. In addition, the technical skills of respondents to share biometric 

information were investigated.  

The author of this study assumed the following. People of a younger age and therefore with 

a lower education level achieved have the technical skill necessary to provide biometric 

information and are willing to provide the information to both, private organizations, and 

government agencies. They do so because they view it as convenient and beneficial and do not 
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weigh in the possible consequences of their actions. Aged respondents who have achieved 

higher levels of education also possess the technical skills necessary to provide biometric 

information but are more selective about whom they share it with. Aged respondents who have 

not achieved higher levels of education do not possess the necessary technical skills to provide 

the information to either private organizations or government agencies. Since they do not have 

the knowledge about biometrics, their enrollment, use, and storage, they either strictly oppose 

this technology or are not concerned by it at all. Lastly, independent of their age and level of 

education, the respondents are more inclined to share their biometric information with private 

organizations than government agencies. This behavior is due to reasons which have not been 

investigated in this study but can be a possible subject of future research work. 

This work is organized into five chapters, followed by references and appendix sections. 

Following the Introduction, Chapter Two provides an overview of biometrics, the types, their 

use and storage, and privacy and security regarding biometrics. Chapter Three discusses the 

methodology used in this work, research design, setting, and variables. In Chapter Four, the 

pilot survey and the official survey results are debated. To conclude, Chapter Five discusses 

the implications and limitations of this work and suggestions for future research. 
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CHAPTER 2 
 

2. LITERATURE REVIEW 
 
 

2.1  BIOMETRICS  
 

Biometrics, literally, means the measurement of life. In application, biometrics is an 

automated method of recognizing individuals, based on measurements of their physical or 

behavioral characteristics. Any human physical and behavioral characteristics that are 

universal, distinctive, permanent, and collectible can be used as a biometric measure (Jain, 

Ross, & Prabhakar, 2004). Each person should have fingerprint, face, iris, or earlobe making 

these characteristics universal for use in biometrics. If a given characteristic of two people is 

sufficiently different in terms of the biometric characteristic, they are distinctive. Biometrics 

are permanent when their characteristics are sufficiently invariant over time. And if the 

characteristics can be measured quantitatively, then they are collectible. 

By using biometrics, it is possible to identify or authenticate an individual’s identity based 

on “who he/she is” rather than by “what he/she possesses” (passport, ID) or “what he/she 

remembers” (password). 

Identification is a process of searching for one among many. In the identification process, 

the system recognizes an individual by searching the templets of all the users in the database 

to match (Jain, Ross, & Prabhakar, 2004). Technically speaking, identification is a process 

whereby a real-world entity is recognized, and its “identity” established (Clarke, 2001). To 

establish one’s identity, an identifier such as given and family name, date-of-birth, or Social 

Security Number is needed. This identifier is used by an organization to conduct a search 

through existing files. 

Identification can be used in police investigations when a detective is comparing a sketch 

of an assailant against a database of previously documented criminals to find the closest match. 
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The same process is used when checking in passengers at an airport terminal, determining the 

players at a gaming table in a casino, or observing people by street cameras surveillance. 

Authentication is a process of one-to-one comparison, that must be secure, convenient, and 

complex. In this process, the system validates a person’s identity by comparing captured 

biometric data with biometric templet stored in a system database. During authentication, an 

individual who desires to be recognized claims his or her identity, via password, fingerprint, or 

face recognition, and the system determines whether the claim is true or not (Jain, Ross, & 

Prabhakar, 2004). 

Authentication is used to control access to buildings, technology, or services. For example, 

presenting one’s passport at the border control is an authentication process, since the agent 

compares one's face or fingerprints to those stored in the document (Corcoran, 2013). 

Authentication factors are usually grouped into three categories: knowledge-based 

authenticators, object-based authenticators, and ID-based authenticators (O’Gorman, 2003). 

Knowledge-based authenticators are characterized by secrecy and obscurity and involve the 

memorization of passwords or some other “obscure” information. Object-based authenticators 

are characterized by the physical possession of objects such as tokens. ID-based authentication 

is characterized by uniqueness to one person. ID-based authenticators might consist of physical 

or behavioral biometric characteristics of the individual. Biometric authentication using 

physical biometric characteristics promises greater convenience, comfort, and security for 

users. Physical characteristics are hard to counterfeit, steal, or misplaced compared to other 

types of authenticators such as passwords or tokens. 

The challenge with biometric authentication is accommodating factors that change over 

time and external influences in the environment (Tresadern et al., 2013). The change of 

someone’s appearance over time may be intentional, by using make-up, or unintentional, such 

as developing wrinkles. Lighting or background noise are considered as the external influences 



 7 

in the environment. Changing factors and external influences are the reason why biometric 

templet stored in a system database cannot remain fixed. It must adapt to current conditions 

and adjust criteria for accepting or rejecting an authentication claim accordingly (Tresadern et 

al., 2013). 

As with any technology, biometric technology has its drawbacks. Individuals might feel 

that methods of biometric identification or authentication are intrusions to their privacy. In the 

past, fingerprinting was associated with criminals and therefore having one’s fingerprints taken 

might have made some people uncomfortable. 

Users’ privacy can be invaded if a cross-matching between different biometric databases is 

performed, with the possibility of unauthorized access to biometric data. Mastali and Agbinya 

(2010) believe an unauthorized access to the stored biometric data is probably one of the most 

dangerous threats regarding user privacy and security. 

The risk to privacy and security is even greater when biometric systems and technology are 

adopted in the absence of legal frameworks and safeguards to protect individuals from 

discrimination, profiling, and mass surveillance by government agencies. 

Until now, technology that readily identifies individuals based on their face has been taboo 

because of its racial erosion of privacy. Federal agencies and police departments have been 

using facial recognition technology but have been limited to searching government-provided 

images, such as mugshots and driver’s license photos. However, in 2019, it was revealed that 

the United States Immigration and Customs Enforcement (ICE) was collecting US driver’s 

license photos from the DMV database and using them in their facial recognition systems to 

target and deport undocumented immigrants (Edmondson, 2019). 

 Most recently, facial recognition technology has been used to monitor the spread of 

COVID-19 by governments worldwide. While this type of technology might prove useful in 

slowing the spread of the virus, there is a great concern that governments and corporations 
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worldwide persist in leveraging these technologies beyond the current public health emergency 

(Van Natta, et al., 2020). 

 
2.1.1 TYPES OF BIOMETRICS 

 
Biometrics is a term encompassing a wide range of measures of human physical and 

behavioral characteristics. These characteristics must be unique, permanent, and collectible to 

fulfill their function. Biometric characteristics might be relatively stable such as fingerprints, 

palm print, hand geometrics, voice, DNA, or measures of the face, iris, or earlobes. Other 

characteristics might have dynamic aspects due to human behavior. Dynamic aspects might 

include the creation of hand-written signatures, walking patterns, keystrokes, or patterns of 

engagement. 

Biometrics can be categorized into physical, so-called hard biometrics, behavioral 

biometrics, and a new, rapidly expanding category of so-called soft biometrics. Soft biometrics 

includes characteristics such as skin or eye color, height, weight, and tattoos. Even body odor 

is being actively explored as a practicable soft biometric identifier. This category of biometrics 

provides less distinctive, less categorical information, but has the advantage that such traits can 

be measured from a distance without cooperation from the subject (Rinaldi, 2016). 

Since physical and behavioral characteristics are linked to the user, biometric 

authentication is a natural and more reliable mechanism for ensuring that only legitimate or 

authorized users are able to enter a facility, access a computer, or cross international borders 

(Jain & Nandakumar, 2012). 

 
2.1.1.1 BEHAVIORAL BIOMETRICS 

 
Behavioral characteristics are the result of learned patterns of activity. These characteristics 

tend to change over time and under various environmental conditions. Due to possible changes, 

the biometric templet consisting of behavioral characteristics needs to be constantly updated to 
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maintain their performance (Patel et al., 2016). Therefore, it is difficult to use behavioral 

biometrics alone for authentication. Due to their low reliability, they are used in conjunction 

with another method. Among behavioral characteristics are handwriting, keystrokes, 

engagement patterns, voice, gait, and signatures. A written signature has long been used to 

determine a document’s authenticity or identify individuals. Signature identification is a 

difficult task. There are many ways for people to write and they do not write in the same manner 

on each occasion, therefore the signatures tend to vary markedly (Al-Nima, Dlay & Woo, 

2014). 

Even though behavioral characteristics tend to change over time, behavioral biometrics 

look attractive for use in smartphone recognition technology since they are easy to implement. 

The implementation only requires standard hardware provided by most smartphones (Buriro et 

al., 2016). 

 
2.1.1.2 PHYSICAL BIOMETRICS 

 
Physical biometric characteristics are immutable and device independent. They are usually 

more accurate and reliable compared to behavioral characteristics. However, no single 

biometric can effectively meet the requirements of all the possible applications (Jain, Ross, & 

Prabhakar, 2004). 

Physical characteristics are based on one’s instinct characteristics, which are often 

determined at birth and therefore are limited to a certain fixed set of human characteristics. 

Among physical characteristics are fingerprints, face and voice recognition, hand geometry, 

palm print, and DNA. 

Fingerprint recognition is the most popular method because of the inherent ease in 

acquisition, the numerous sources available for collection, and its established use and 

collections by law enforcement. Using fingerprints to identify individuals has become 

commonplace due to the ease of use, the high speed, and accuracy of the verification process. 
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This type of recognition uses fingerprints which are composed of patterns of ridges and 

valleys on the friction ridge surfaces of fingers and thumbs. Friction ridge areas are unique to 

the person; therefore, fingerprints are irrefutably and undoubtedly unique to the 

individual. Friction ridge impressions have been used for centuries for various purposes such 

as identification, individualization, authorship, and authentication of documents.  

In recent years, fingerprint recognition has become ubiquitous due to the widespread 

deployment of smartphones. Easily touched surfaces such as phone screens have the potential 

to become an easy and convenient fingerprint scanner. 

A great advantage of fingerprint recognition is the universality of fingerprints. 

Fingerprints have individually distinctive composition and characteristics remain the same with 

time. A fingerprint biometric is a representation of multiple points on the fingerprint, and the 

relative positions of those points. A biometric fingerprint comprising 20 or more points would 

be viewed as good quality, whereas one with just four or five would be viewed as inadequate 

(Makin & Meier, 2018). 

One disadvantage of fingerprint recognition is that cuts or marks to a certain extent 

transform fingerprint, what can often have a negative effect on the performance of scanning 

devices. Such devices scan only one section of a person’s finger, which may make them 

susceptible to error. Sometimes it may take many swipes of fingerprint on a scanning machine 

for the print to be registered. 

Fingerprints are not meant to be secret, since they are openly visible, therefore they are 

not considered to be private either. Humans leave fingerprint imprints on almost every surface 

they touch, and from there they can be lifted. Once the fingerprints are stolen, they are stolen 

for a lifetime and there is no way to get them back or change them (Saini & Rana, 2014). 

Facial recognition is a non-intrusive method of identifying or confirming an 

individual’s identity throughout their face, used for its accuracy and dependability. Facial 



 11 

recognition technology map and evaluate an individuals’ facial features such as the eyes, 

eyebrows, nose, lips, or chin. 

A face is a dynamic and nonridged object that might be difficult for automated systems 

to handle. Its appearance varies due to changes in pose, expression, illumination, and other 

factors, such as age and make up (Hadid et al., 2007). Face recognition is not perfect and can 

struggle to perform under certain conditions, such as in areas with bad or weak lightning. 

The face recognition systems have been widely implemented in smartphones where it 

consists of three main stages: detection, extraction, and authentication. In the first stage, faces 

are detected by the smartphone’s camera. Then features are extracted from the detected face, 

which is then passed on to a classifier for authentication (Patel et al., 2016). In order for a facial 

recognition system to work well in practice, it should automatically detect whether a face is 

present in the acquired image, locate the face if there is one, and recognize it (Jain, Ross, & 

Prabhakar, 2004). 

 
2.1.2 USE OF BIOMETRICS  

 
The application of biometrics can be commercial, governmental, and forensic. The 

commercial application includes computer network login, credit card, physical access control, 

or smartphone to mention a few. Applications of biometrics in national ID cards, drivers’ 

licenses, social security, border control, or passport control are examples of government 

applications. In forensic application, biometrics are used for corpse identification, criminal 

investigation, terrorist investigation, and missing children (Jain, Ross, & Prabhakar, 2004). 

In 2012, Trewin et al. believed that the era of using biometric authentication for mobile 

devices is imminent. Today the application of biometrics in smartphones is very common. 

Smartphones have in a short period of time become data hubs, used to store e-mails, personal 

photos, online history, passwords, and even payment information. They are intended for quick, 

and frequent access. Facial or fingerprint recognition, provides not only quick but also a secure 
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authentication method for smartphones. Biometrics are present on the user all the time and 

therefore they cannot be forgotten, they do not need to be remembered such as passwords or 

PINs, and they can be input as quickly as a glance or a touch. 

Fingerprint and facial recognition are widely used by Android and iOS, the two well-known 

operating phone systems. Android introduced face unlock at the end of 2011 and iOS used on 

iPhones introduced Touch ID (fingerprint unlock) two years later in 2013. For many, this was 

the first real interaction with a biometric technology system (Bhagavatula et al., 2015). 

Today the iPhone’s fingerprint and facial recognition are two of the most popular biometric 

methods of authentication. By scanning their fingerprint or face into the device, users are 

creating a so-called digital signature. The digital signature is a term that uses a key pair of 

users’ identifiers to verify and sign in the user (Rahmawati et al., 2017). This type of technology 

provides great convenience for users by replacing the need for remembering and typing in 

passwords. People use this type of biometric technology every day when they pay with their 

device by using Touch ID, asking Siri for a weather update, or unlocking devices or apps in 

the device using Face ID. Rahmawati and colleagues affirm this technology to be secure since 

the user ID of fingerprint or face cannot be reached by unauthorized sources since it is stored 

on a secure system of the user’s device only (Rahmawati et al., 2017). 

A study by Bhagavatula et al. (2015) examined users’ experiences, attitudes, and adoptions 

of biometric measurements to unlock their smartphones. The findings show that fingerprint and 

face unlock are easy to use in typical daily scenarios. Participants of the study preferred 

fingerprint unlock over face unlock and found the fingerprint unlock to be more secure and 

convenient. However, the participants perceived face recognition to have a higher user 

acceptance compared to fingerprint recognition.  
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Smartwatches represent another type of commercial use of biometrics. These wearable 

biometric devices not only track important biodata, but they also offer the potential to monitor 

users’ locations, movements, and behaviors around the clock. 

Wearable smart devices use alternative biometric characteristics such as bioelectrical 

signals recorded from the heart and brain. Research shows that these signals are distinctive 

enough for each person to be used for biometric application (Rinaldi, 2016). An additional 

bonus to this type of biometrics is that they are inherently difficult to be forged. The iPhones’, 

Apple Watch applies principles of continuous monitoring, that require the user to authenticate 

their identity with a password when the watch is strapped to the wrist. Once authenticated, the 

watch keeps monitoring constant heartbeat to avoid the need for future authentication. As soon 

as there is an interruption in the heartbeat detected by the watch, it locks itself again (Rinaldi, 

2016). 

It is because of challenges posed by theft, fraudulent use, and security threats associated 

with IDs and passports; the government has implemented a wide range of biometric 

components and technologies with its use. 

In order to prevent identity fraud and strengthen border and national security, many 

countries employ biometric systems to track and manage the flow of passengers across borders 

(Yang et al., 2019). They do so by using biometric identity documents (IDs) or passports. These 

tools permit the bearers to prove or confirm their identity with a high degree of certainty 

(Dessimoz et al., 2007). Biometrics are more personal and reliable than just a photo or a PIN, 

as it uses personal characteristics, such as fingerprints or facial scan as primary identification 

features (Mutabazi, 2018). A fingerprint of the passport holder is captured for identification 

using the Automated Fingerprint Verification System (AFIS). Since 2008, all non-Americans 

who travel to the United States are required to scan their fingerprints by US border security 

officials (Yang et al., 2019). 
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Biometric passports combine paper format with electronic capabilities which contain 

biometric information that can be used to authenticate the identity of travelers. Biometric 

passports are designed to increase security by having the information in the passport also stored 

on an electronic chip embedded in the passport. The data chip contains the holder’s photograph, 

fingerprints, digital signature, and other personal information such as full name, date of birth, 

and other additional information. This electronic extension was devised as a security 

enhancement and to make identification more reliable for the authorities at the borders and for 

other state-based access controls (Vakalis, 2011). Biometric passports also limit the chance of 

fraud or identity theft, enhance privacy protection, and ease entry and exit at border controls. 

Military, federal agencies, and law enforcement agencies have adopted biometric systems 

and technology. They have been using fingerprint biometrics for a long time now, but recently 

utilized biometric facial recognition technology in their practice. They use facial recognition 

technology for digital access or cybersecurity. In domestic law enforcement, to generate leads 

in criminal investigations, or for physical security, such as controlling access to a building or 

facility. 

A 2020 study conducted by Smith addresses the trust of American adults in the use of 

biometric systems, specifically the face recognition technology, by law enforcement compared 

to technology companies or advertisers.  The study finds that U.S adults have more trust in law 

enforcement to use facial recognition responsibly compared to the latter. It appears that the 

trust level increases with increased age. Some 76 percent of those 65 and older think it is 

acceptable for law enforcement to use this type of biometric information. However only 42 

percent of those 18- to 29-year-old trust the law enforcement with responsible use of facial 

biometrics. 

Biometrics are also used in DNA testing kits. DNA Testing Kits are the latest technology 

to increase public participation in monitoring, preventing, and even solving crimes. Individuals 
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offered the chance to participate actively in the drama of criminal justice often find privacy to 

be a little concern (Lageson, 2021). The possibility to be a part of a police investigation for 

those who submit their DNA to a genealogy site excites many. They want to assist in catching 

criminals to help solve cold cases so families involved can get closure but often forget to take 

into consideration ethical concerns this practice raises. By uploading their DNA, they are also 

uploading the DNA of their close and distant relatives, exposing them to possible police 

identification. In October 2018, the academic journal PLOS Biology published an article 

showing support for police searches of genealogy websites by 79 percent of respondents 

(Guerrini et al., 2018). 

 
2.1.3 BIOMETRIC SYSTEMS AND STORAGE OF BIOMETRIC DATA  

 
In the last few decades, many biometric technologies and systems have been developed and 

applied in a variety of settings. A biometric system comprises four modules, namely the sensor 

module, feature extraction module, templet database, and matching module (Yang et al., 2019). 

The application of biometric systems depends on comparing two measurements – a previously 

captured measure and a new measure. To obtain the previously captured measure some aspect 

of an individual is measured, and the data is stored in a database, where it serves as the 

necessary reference point. At a later time, to obtain the new measure, the same aspect of a 

person is measured and compared to the stored data. If the data is being used for identification, 

the entire database is searched to locate one or more individuals that are a close fit to the new 

data. If the data is used for authentication, the new data is compared only against the data 

already in storage for a given individual. Since biometric-based authentication has many 

benefits over conventional methods, there has been a significant rise in the use of biometric 

systems and technology in recent years. 
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In general, biometric systems do not seek 100 percent fit between the new and the 

previously captured measure. Rather, a pre-set tolerance range is established to determine 

whether the two measures are sufficiently close. 

Collected biometric information, such as the image of a fingerprint, is processed following 

standard-defined procedures and the result of this process is stored in data records called 

signatures, patterns, or templets. These patterns numerically record the physical characteristics 

making it possible to differentiate people (EDPS, 2020).  

Most of the commercial biometric systems, such as smartphones, commerce, or credit 

cards, do not store the physical biometric characteristics in their original form but instead store 

a digital representation, a templet, in an encrypted format. This type of storing ensures that 

actual physical characteristics cannot be recovered from the digital templet ensuring the 

privacy of the information. The encryption of the data also ensures that only the designated 

application can use the templet (Jain, Ross, & Prabhakar, 2004). 

Knowledge of the biometric templet information stored in the database can be exploited to 

compromise users’ privacy. There are two approaches to securing biometric templets. The first, 

biometric feature transformation derives the templet by applying a noninvertible or one-way 

transformation function to the original templet. The second securing approach, biometric 

cryptosystem, stores only a fraction of biometric templet known as the secure sketch (Jain & 

Nandakumar, 2012). 

Biometric information can be stored on a hardware-based recognition system, portable 

token system, a user’s device, or a biometric server. When the information is stored on the 

hardware-based recognition system, a specific piece of hardware works with the device to 

recognize the data. The portable token system uses a card, disk, or fob to store the information. 

Storage of biometric information on an end user’s device is most common on smartphones 

that use fingerprint and facial recognition. On-device storage can be used to store the 
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information through a chip that holds it separately from the device’s network. When storing 

the information on the authentication device itself, the organization implementing the biometric 

verification process does not have control over it (Almas Team, 2021). User information, such 

as a fingerprint scan, facial image, or voice impression, is stored inside the device. When 

authentication is required, biometric information is collected by the fingerprint reader, camera, 

or microphone and sent to the device, where it is compared with the original. Phone-based 

fingerprint recognition is the most common biometric authentication mechanism today since it 

offers significant usability benefits and maximum flexibility. The downside of device-based 

authentication is that the use of a third-party mechanism, such as consumer smartphones, puts 

the authentication process beyond the company's control. Also, identity information is limited 

to a single device (Morais, 2020). 

An article by Mayron supports on-device storage and states that major smartphone vendors 

have been appropriately cautious by restricting access to the fingerprint sensor and taking steps 

to ensure that templets are protected and can’t be removed from the device for which they were 

generated (Mayron, 2015). 

Bhagavatula and colleagues conducted a study on usability, perceptions, and influences on 

the adoption of biometric authentication on iPhone and Android by users. They have found that 

some participants who have the knowledge of how the data is stored do not use fingerprint 

unlock because they simply do not trust Apple with their biometric information. A participant 

of the study wrote “Although Apple states that the fingerprint resides on the device and not 

uploaded into the cloud, I do not trust it. I do not want to inadvertently share my biometric data 

with the rest of the world” (Bhagavatula et al., 2015). 
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2.2  BIOMETRIC PRIVACY AND SECURITY 
 

While biometrics are being adopted across all aspects of modern life, questions arise on the 

privacy and security of the date from users who are supplying biometric information to private 

organizations and government agencies. 

Privacy is not a rigid concept and there are differences in how it is perceived by individuals 

and groups. There are personal, national, and cultural differences among people about what 

privacy means and views may shift over time. Technical evolution affects views on privacy 

since the ability to collect, process, and store data changes dramatically from year to year 

(Vakalis, 2011). Security is one of the most important aspects to consider when it comes to 

designing a biometric systems and technology (Yang et al., 2019). 

Biometric technology delivers added security over traditional methods. This technology 

offers a great level of detection, security, and privacy for its users. In fact, biometrics can be 

used as one of the most effective means for protecting individual privacy, by safeguarding both 

identity and integrity (Jain, Ross, & Prabhakar, 2004). The use of biometrics is perceived as 

less time-consuming, dependable, user-friendly, easy, convenient, and requires almost no 

training. The biometric technology has extremely serious implications for human rights in 

general, and privacy in particular (Clarke, 2001). 

There is a tendency among the public to put privacy and security concepts in total 

opposition. They are, however, not completely contradictory terms. There is a view that more 

security means more information, more personal data storing and processing, and more 

surveillance, resulting in less privacy. This is true to a certain extent, but this issue can be 

handled by the implementation of certain regulations and technological means (Vakalis, 2011). 

Regarding the limits between the issues of privacy and security, the line could be 

defined as follows: everyday threats or terrorism threats do not justify privacy infringements; 
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however, physically intimate technologies are unacceptable as they violate the citizens’ sense 

of private space (Vakalis, 2011). 

The trade-off between security needs and personal privacy has long divided views of 

Americans. The primary focus has been on government surveillance, but new concerns have 

arisen about how private organizations use the data. An order issued to Apple by federal court 

to assist the FBI in unlocking an iPhone used by one of the suspects in the 2015 San Bernardino, 

California terrorist attack was a key turning point. 

Events like terrorist attacks have had a major impact on people’s attitudes towards 

security and privacy. After the San Bernardino attack, more than half of Americans, 56 percent 

felt that the government’s anti-terror policies have not gone far enough to protect the country, 

and only 28 percent have expressed they believe the policies have gone too far in restricting 

civil liberties. Interestingly, two years earlier when the National Security Agency surveillance 

programs revelations by Edward Snowden happened, only 35 percent of Americans believe the 

policies have gone far enough to protect the country and 47 percent believe they have gone too 

far in restricting civil liberties (Maniam, 2020). 

Auxier and colleagues surveyed Americans about their attitudes towards the security of 

their private information. Most Americans feel their personal information is being less well 

safeguarded today than in the past, with adults over age 50 having stronger belief in this 

statement compared to those ages 18 to 49 (Auxier et al., 2019, p. 17). 

Another research has found that U.S citizens have low trust in the government and 

business sectors that associate with data collection and monitoring. The results show that 

majority of Americans are concern how both, private companies, and the government, use their 

personal data. And the respondents are more concern by the use of their personal data by 

companies compared to the government (Rainie & Duggan, 2016, p.20). 
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However, the attitudes change when people are offered some type of benefit in 

exchange. Rainie & Duggan (2016) report that Americans are willing to share private 

information if they can benefit from it. The potential benefits include saving money, gaining 

access to services or information, and facilitating commercial and social encounters. 

The Pew Research Center report indicates that Americans consider a variety of things 

when making a decision to exchange their private information for a product, service, or other 

benefit. Among the things Americans take into consideration are the circumstances of their life, 

their perception of the organization or agency collecting the data, what happens to their 

personal data after the collection, and what is the value of benefit they are being offered. The 

report shows that the value of bargains and free services were a key factor in peoples’ decisions 

to share their information with companies (Rainie & Duggan, 2016). 

One of the benefits associated with sharing of private information can be an increased 

efficiency and convenience. Bhagavatula and colleagues believe the convenience gain greatly 

affects decision of Americans to share their biometric information. Participants of their study 

commonly said they use the scan of their face or fingerprint (Face ID or Touch ID), to access 

their smart devices more conveniently. In eyes of many this means to gain access to the device 

quickly and without the need to remember any passwords or PINs. They also believe using 

ones’ biometrics is more secure way to gain access to a device than using other authentication 

schemes (Bhagavatula et al., 2015). 

Study conducted by Sheth and colleagues shows that American adults are more likely 

to share their biometric information for an added functionality of their smart device. Almost 

76 percent of respondents from North America would give up privacy for the added 

functionality of their devices (Sheth, et al., 2014, p. 8). 

However, many American adults feel they benefit very little or none from data 

collection by private organizations (72 percent) and government agencies (76 percent). This 
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belief is strongly held by older adults ages 65 and older, whereas younger adults ages 18 to 29 

are likely to see some benefits of having their data collected (Auxier et al., 2019, p. 28). 

Americans also feel like the potential risks of data collection by private organizations outweigh 

the little benefits they are offered. Some 66 percent of participants have said the same about 

data collection conducted by the government agencies. 

A great risk to privacy and security of biometric information is the vulnerability of 

biometric systems and technology to attacks. Data leaks, breaches, and ransomware attacks are 

happening on a frequent basis. Trusted biometric techniques such as fingerprint and face 

recognition might be at risk for spoofing. Spoofing is a cyber-like attack that occurs when the 

attacker assumes the identity of an existing user in order to discover information associated 

with that user or information the user is allowed to access (Ince, 2013). Research on the 

vulnerability of biometric technology to spoofing revealed that many technology systems are 

susceptible to attack if they are not protected by adequate countermeasures (Rinaldi, 2016). 

Rajesh Babu, in the article “Are biometrics hack-proof?” admits that biometric systems 

can be hacked since they consist of fingerprint sensors checking for fingerprint patterns that 

can be easily recreated through various techniques. “[I]t is difficult to recreate biometrics from 

a high-resolution picture. However, by using other image rendering tools we can recreate the 

pattern. Security experts and hackers have already proved that they can bypass mobile 

fingerprints scanners using a collection of high-resolution photographs taken from different 

angles using a standard photo camera to make a latex replica print” (“Are Biometrics Hack-

proof?”, 2017). 

If theft of biometric information occurs, individuals will potentially be affected for the 

rest of their lives, since the personal data directly referring to parts of the body of the user, once 

lost or dispersed, cannot be changed (Vakalis, 2011). In the article “Biometric leak breaks 

security for life” a team around Steward Mitchell summarized the potential for criminal activity 
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and fraud if fingerprint and facial recognition data in combination with other authentication 

information such as usernames, or passwords would leak. The researchers said that the hackers 

with access to the leaked data would be able to create fake accounts, add their own fingerprints 

to an existing account to enter buildings, and could delete log files to hide their activity 

(Mitchell, 2019). There is also a potential for identity theft. 

Some biometric technology and systems, such as facial recognition does not require user 

participation and can capture data without users’ knowledge. People’s faces are always exposed 

and can be easily captured and uploaded into facial recognition databases without an 

individual’s consent. Such systems (e.g., closed-circuit television systems) can identify 

individuals among a crowd and are implemented in public areas, on the streets, or at airports. 

While there are arguably benefits to the use of such incredibly powerful identification tools by 

federal and law enforcement agencies, these systems introduce a significant potential for covert 

observation and tracking of individuals without their consent. It is the covert aspects of such 

systems and the lack of proper regulations in place, that many members of the public find 

disturbing and raise privacy concerns. 

An example of such a system is a facial recognition app developed by a company known 

as Clearview AI. This app allows users to take a picture of a person, upload it and get to see 

public photos of that person, along with links to where those photos appeared. Many federal 

and state law enforcement agencies have used this app to solve shoplifting, identity theft, 

murder, and child sexual exploitation cases with limited knowledge on how the app works. 

This carries extra risks because law enforcement agencies are uploading sensitive photos to the 

servers of a company whose ability to protect its data is untested (Hill, 2020). 

The Clearview AI company offered its services to monitor people infected with the COVID 

19 virus and individuals they interact with. Governments worldwide have already implemented 

similar measures to effectively respond to a virus outbreak. They launched biometric 
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smartphone apps to track, surveil, and monitor whether infected people are staying in 

quarantine, to surveil people who they have met with while infectious, or to prevent infected 

people from traveling. The use of biometrics in response to COVID-19 raises several privacy 

and security concerns, since specific guidance on the use of such technology is absent and often 

this type of information is collected without consent (OECD, 2020). 

A great concern is that biometric systems used for contact tracing could expand beyond 

their original purpose. After all, biometric coronavirus tracking systems often rely on 

preexisting infrastructures like closed-circuit television systems, originally created for other 

reasons (Spektor, 2022). There have already been identified other possible uses of facial 

recognition technology, such as mass surveillance beyond public health aims and 

discriminatory surveillance targeted at marginalized groups (Spektor, 2022). 

Another reason for concern is the fact that in the United States there is no federal privacy 

law regarding biometric surveillance, and biometric data is still largely unprotected in most 

states (Karlskin, 2019). Without such regulations, the government can automatically identify 

and legally track individuals everywhere they go, which poses a risk to the free society the 

United States claims to be. 

If one can distinguish between the willing use of biometrics by individuals to prove their 

identity and the covert use of this technology without their knowledge, then many of the key 

privacy concerns are caused by inappropriate use rather than the technology itself (Corocran, 

2013). 
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CHAPTER 3 
 

METHODOLOGY 
 
 

This study sought to answer the following research question: "Is it true that Americans 

are more willing to share biometric information with private organizations than with the 

government agencies?" At the same time, the study intended to recognize whether certain 

factors such as type of institution, level of education, age, or technical ability impact 

individuals' willingness to share biometric data with private and government institutions.  

Examining the research question closely and adjusting to the research settings, three 

hypotheses arose: 

1. H1a: The willingness of individuals to share biometric information depends on the type 

of institution (private vs. government). 

• H10: The type of institution (private vs. government) has no impact on the 

willingness of individuals to share biometric information.  

2. H2a: Technical skills are necessary to share biometric information with private 

organizations.  

• H20: Possession of technical skills is not necessary for sharing biometric 

information with private organizations. 

3. H3a: Being an undergraduate student or other campus community member impacts 

one's willingness to share biometric information.  

• H30: Being an undergraduate student or other campus community member has no 

impact on how willing one is to share biometric information. 
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I. H3b: The level of education individuals accomplish impacts their 

willingness to share biometric information. 

• H3b0: Education has no impact on the willingness to share biometric 

information. 

II. H3c: The age of individuals impacts their willingness to share biometric 

information. 

• H3c0: Age has no impact on the willingness to share biometric 

information. 

 
3.1.  RESEARCH DESIGN  

 
In order to understand users' willingness to share biometric information with private 

organizations compared to the government agencies, a preliminary study in the form of an 

online survey was conducted. Using convenience sampling, the survey was distributed among 

students and other campus community members (faculty/instructors, staff, employed by 

outside organizations residing on campus) located in south-central Kansas. The idea of the 

study was to survey the participants about their general knowledge of the use of biometric 

authentication on smart devices and government-issued documents. In addition, the study 

intended to see if there is a difference between users' willingness to share the data with private 

organizations versus government agencies. The study asked about respondents' relationship 

towards the privacy of one's biometric information and its storage and protection. A set of 

personal characteristics, such as age, level of education, and association with the university of 

298 respondents have been examined and presented in this study. 

Two statistical methods were used to analyze the data obtained from the survey: a t-test and 

analysis of variance, also known as ANOVA. These statistical comparison tests aim to look for 

differences among group means. This type of testing shows whether the survey results are 
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significant or not significant. Knowing the significance of the results allows for further 

determination to either accept or reject the study’s null hypothesis. 

The null hypothesis is a statement of no effect. To compare the means of two groups, the 

null hypothesis states that the difference between the groups in the population is zero (Aberson, 

2002). Presenting results that support a null hypothesis requires more detailed statistical 

reporting than results that reject the null hypothesis (Aberson, 2002). Disproving the null 

hypothesis is a standard operating procedure in scientific research. 

When disproving the null hypothesis, one can run into an error. It may be a Type I error or 

a Type II error. Type I error is the probability of rejecting the null hypothesis when it is true. 

Rejecting the null hypothesis would conclude that the groups differ when they do not differ. 

On the other hand, Type II error is the probability of failing to reject the null hypothesis when 

it is false. In this case, the conclusion would be that the groups do not differ when they do differ 

(Aberson, 2002). 

The t-test is one of the most popular statistical techniques used to determine if there is a 

statistically significant difference between the means of precisely two groups. The t-test takes 

a sample from each of the two groups and establishes the problem statement by assuming a 

null hypothesis that the two means are equal. Then, based on the applicable formulas, values 

are calculated and compared against the standard values, and the assumed null hypothesis is 

accepted or rejected accordingly. If the null hypothesis is rejected, data readings are strong and 

probably not due to chance (Hayes, 2022). To calculate the t-test, the mean difference, the 

standard deviation of each group, and the number of data values of each group are required. 

There are three different types of t-tests: a one-sample t-test, an independent samples t-test, and 

a paired samples t-test (Nishishiba, Jones & Kraner, 2014). One-sample t-test compares the 

mean of one group against the set average, whereas the independent two-sample t-test 
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compares the means of two different samples. Lastly, the paired sample t-test compares 

separate means for a group at two different times or under two different conditions. 

Another method used in this research is the analysis of variance, also known as ANOVA. 

The ANOVA test is also a statistical method for comparing means. However, ANOVA is used 

when comparing the means of more than two groups. In ANOVA, first gets a common p-value, 

which guides researchers' decision whether to accept or reject the null hypothesis. A 

significant p-value of the ANOVA test indicates for at least one pair, between which the mean 

difference was statistically significant. The predetermined level of significance (alpha level) 

for rejecting the null hypothesis is 0.05, meaning there is a less than 5 percent chance that 

results would appear if the null hypothesis was true (Mishra et al., 2019). 

There are two different types of ANOVA, one-way ANOVA and two-way ANOVA. A 

one-way ANOVA is used to compare two means from two identical groups. The null 

hypothesis for the test is that two means are equal. While there is one categorical independent 

variable affecting a dependent variable with a one-way ANOVA, there are two categorical 

independent variables with a two-way ANOVA. When ANOVA is applied to only two 

populations, the results are equivalent to the t-test. 

ANOVA test can be applied with or without replication. The fundamental difference 

between these two techniques is the sample size. ANOVA with replication uses the total 

number of samples which are mostly uniform. If the sample size is not uniform, the analysis is 

difficult. In the technique without replication, the sample size is one, meaning there is only a 

single observation for each combination of nominal variables. 

As mentioned above, the t-test and ANOVA are used to show the significance of the results. 

Researchers hope their work will generate compelling results to create or improve existing 

policies. In reality, researchers are lucky if their results are even slightly positive. They often 
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end up with "null" results, findings that do not provide significant support for a proposed theory 

or experiment. 

An issue with null results is that they rarely get published, leading to a publication bias. 

Bias on the part of peer reviewers and journal editors and the use of outdated research practices 

by authors continue to skew literature toward statistically significant effects, many of which 

may be false positives (Laitin et al., 2021). The near disappearance of null results represents 

an alarming waste of scientific funding and research efforts and threatens the credibility of 

scientific inquiry (Laitin et al., 2021). 

Research waste is very much in focus among the scientific community. One of the factors 

contributing to this wastage is the nonpublication of negative data, that is, data that do not 

support the initial hypothesis (Petty & Gross, 2019). Researchers are often reluctant to publish 

null or negative results, especially if the data do not support an interesting alternative 

hypothesis. Also, scientific journals are more likely to publish positive results – statistically 

significant results supporting the hypothesis being tested – than negative or null results (Ornes, 

2021). 

This common practice is unfortunate because publishing null results is an important 

scientific endeavor with valuable information and major implications for science and policy. 

Publishing null results offer checks and balances for new research ideas and have important 

implications for replication and transparency in research. Commitment to publishing null 

results would provide full visibility for researchers into the entire range of studies that have 

been carried out, facilitating researchers' collective ability to build on prior work and update 

their beliefs based on both published and unpublished studies. Laitin and collogues have 

proposed a framework to enable authors to report all results efficiently, also known as RARE. 

This framework depicts an integrated system that leverages public registries, institutional 
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review boards, and journals to efficiently incentivize full reporting and improve confidence in 

social science findings (Laitin et al., 2021). 

The replicability crisis has been reduced since the publishing of null or negative findings 

has increased. This aids in a meta-analysis of results and helps with replicating studies that 

have not been thoroughly documented. Also, less time and resources are wasted on experiments 

whose already presented processes do not need to be repeated. When other studies or the studies 

verifying the results are already performed and can be built off, time and resources are saved. 

The proper reporting of research results would allow scientists to understand better the ratio 

of confirmed to null results and have greater confidence in the standing of current empirical 

facts and theory. This practice would also benefit nonacademic customers of science, such as 

the public, who would gain access to the full spectrum of scientific knowledge with reduced 

interference from publisher or research bias. In addition, the reporting of null results would 

lead to less funding wasted, policy decisions being based on the most complete and unbiased 

evidence possible, and scientific evidence would be more widely valued and trusted by the 

public (Laitin et al., 2021). Therefore, null or negative results are worthy of just as much 

importance as a positive outcome and should be treated the same way. 

 
3.2.  SETTING 

 
The study was conducted on a public university campus located in south-central Kansas. 

The university is set in an urban area with the campus size of 330 acres. As of fall 2021, the 

university has enrolled 16,097 students (Communications, 2021).  

An online survey consisting of 28 questions was designed via the Qualtrics platform to 

collect data. The survey was distributed among respondents via university channels, private 

social media groups associated with the university, and flyers posted around the campus. To 

participate in the survey, respondents were required to own a device connected to the internet 

to access the online survey. In addition, respondents were required to be associated with the 
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university, whether as students, staff, faculty, instructors, or other employees on the university 

campus. Overall, 298 respondents completed the survey within 33 days, from February 8 to 

March 12, 2022. 

 
3.3. VARIABLES 

 
3.3.1 GENDER 

 
The first demographic question asked respondents what gender they identify as. The 

detailed gender distribution of respondents is presented in Table 1. The majority identified 

themselves as female, followed by the male, and non-binary/third gender (N = 291, M = 1.68, 

SD = .55). For detailed information on the gender descriptive statistics, refer to Table 2. 

 
TABLE 1 
GENDER 

 
# Answer % Count 
1 Male 35.05% 102 
2 Female 62.54% 182 
3 Non-binary / third gender 2.06% 6 
4 Prefer not to say 0.00% 0 
5 Prefer to self-describe: 0.34% 1 
 Total 100% 291 

 
TABLE 2 

GENDER DESCRIPTIVE STATISTICS 

 

Question Mean Median Mode Standard 
Deviation 

Sample 
Variance Range Count 

What gender do 
you identify as? 1.68 2.0 2.0 0.55 0.3 4.0 291 

 
 

3.3.2 AGE 
 

An important characteristic to understand users’ views about sharing their biometric 

information was the age of the respondents (N = 290, M = 2.21, SD = 1.33). Age is a vital 

element in examining the individual’s maturity level in their responses. Table 3 shows age 
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distribution among the respondents, and Table 4 presents descriptive statistics for this 

characteristic. 

TABLE 3 
AGE 

 
# Answer % Count 
1 18-23 45.52% 132 
2 24-30 15.17% 44 
3 31-45 20.34% 59 
4 46-55 11.03% 32 
5 55+ 7.93% 23 
 Total 100% 290 

 
TABLE 4 

AGE DESCRIPTIVE STATISTICS 

 

Question Mean Median Mode Standard 
Deviation 

Sample 
Variance Range Count 

What is your age? 2.21 2.0 1.0 1.33 1.78 4.0 290 
 

 
3.3.3 RACE/ETHNICITY 

 
Table 5 shows that out of the total respondents surveyed in this study, the majority 

identified themselves as Caucasian/White, followed by Latino or Hispanic, Asian, and African 

American (N = 292, M = 2.26, SD = 2.26). In this question, respondents were able to choose 

multiple answers, resulting in the overall response count being greater than the number of 

respondents in the study. A new category was created for these respondents to make the 

analysis of the data smoother. Those who checked two or more options were placed in a 

“mixed” group with the assigned number eight for the analysis. For a detailed race/ethnicity 

distribution, see Table 5. For descriptive statistics on race/ethnicity, refer to Table 6. 
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TABLE 5 
RACE/ETHNICITY 

 
# Answer % Count 
1 Caucasian/White 70.19% 226 
2 African American 4.97% 16 
3 Latino or Hispanic 11.49% 37 
4 Asian 8.39% 27 
5 Native American 2.17% 7 
6 Native Hawaiian or Pacific Islander 0.00% 0 
7 Other: 2.80% 9 
8 Mixed (Not included in total)    28 
 Total 100% 322 

 

TABLE 6 
RACE/ETHNICITY DESCRIPTIVE STATISTICS 

 

Question Mean Median Mode Standard 
Deviation 

Sample 
Variance Range Count 

What is your 
race/ethnicity? 2.26 1.0 1.0 2.26 5.12 7.0 292 

 
 

3.3.4 LEVEL OF EDUCATION 
 

Education level is another important characteristic in understanding respondents’ 

perception of biometric data. Education and education level might affect their attitudes towards 

the researched problem. And it may also shape respondents’ way of looking and understanding 

any specific social phenomena related to this study. The level of education is likely to determine 

the response of an individual, and therefore it becomes imperative for the study to know the 

education level of the respondents (N = 290, M = 2.46, SD = 1.30). Table 7 shows detailed 

distribution of the level of education among respondents. Table 8 presents the descriptive 

statistic for this characteristic. 
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TABLE 7 
LEVEL OF EDUCATION 

 
# Answer % Count 
1 High School 33.45% 97 
2 Associates degree 20.00% 58 
3 Bachelor's degree 20.34% 59 
4 Master's degree 20.00% 58 
5 Terminal degree (eg. Doctoral degrees, MFA, JD, MD/DO) 6.21% 18 
 Total 100% 290 

 

TABLE 8 
LEVEL OF EDUCATION DESCRIPTIVE STATISTICS 

 

Question Mean Median Mode Standard 
Deviation 

Sample 
Variance Range Count 

What is the highest 
degree or level of 
education you have 
completed? 

2.46 2.0 1.0 1.30 1.70 4.0 290 

 
 

3.3.5 ASSOCIATION WITH UNIVERSITY 
 

The most important characteristic for this study was the respondents’ association with 

XY University. This characteristic allowed to divide respondents into two groups: 

undergraduate students and the campus community. The campus community group was 

composed of graduate students (masters and doctorate), other students, faculty/instructors, 

staff, and individuals employed by outside organizations residing on campus (N = 287, M = 

2.67, SD = 2.17). The detailed distribution of association with the XY University of our 

respondents is presented in Table 9. Table 10 provides descriptive statistics for this 

characteristic. 
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TABLE 9 

ASSOCIATION WITH XY UNIVERSITY 

 
# Answer % Count 
1 Undergraduate student 52.61% 151 
2 Graduate student (masters, doctoral) 15.33% 44 
4 Other student (non-degree seeking, badge, certificate) 1.39% 4 
5 Faculty/Instructor 9.76% 28 
6 Staff 17.42% 50 
7 Employed by outside organization residing on campus 3.48% 10 
 Total 100% 287 

 

TABLE 10 
ASSOCIATION WITH XY UNIVERSITY DESCRIPTIVE STATISTICS 

 

Question Mean Median Mode Standard 
Deviation 

Sample 
Variance Range Count 

What is your 
association with 
the XY University? 

2.67 1.0 1.0 2.17 4.69 6.0 287 
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CHAPTER 4 
 

4.    RESULTS 
 
 
 In the following section, the quantitative results of the online survey are presented. First, 

the information about the pilot survey is provided, followed by the analysis of survey results.  

 
4.1  PILOT SURVEY 

 
In this study, a pilot survey was utilized to test the relevance of survey questions and 

exercise statistical methods to evaluate pilot data and answer proposed hypotheses.1 The pilot 

survey identified whether respondents understood the questions and instructions. In closed 

questions, it highlighted whether sufficient response categories are available and whether 

respondents systematically miss any questions. The success rate of fully answered questions 

allowed the researcher to exclude those not fully completed and add some new questions to the 

survey. 

The pilot study identified what statistical tests are best used to evaluate the data. By running 

statistical tests such as t-test and ANOVA, the findings of the pilot survey were shown not to 

be statistically significant. These results might have been due to a low number of responses 

collected for the pilot survey (N = 44). Therefore, it was in the researchers’ best interest to 

recruit more participants for the official survey (N = 298). More information regarding the pilot 

survey can be found in Appendix A, starting on page 54.  

 
4.2  DATA ANALYSIS 

 
The raw data from the survey were coded and analyzed. Results from the questions used 

for statistical analysis were cleaned by excluding respondents who failed to provide full 

 
1 After the pilot survey was completed, the hypotheses were altered for clarity. Hypotheses used in the pilot survey 
are presented in Appendix A.   
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answers. Microsoft Excel and SPSS Statistics software were used to carry out statistical 

analysis. Microsoft Excel was used to run t-tests, with the set alpha level of .05. A total of three 

t-tests in Microsoft Excel were run. The SPSS Statistics software was used to run three 

ANOVA tests since the research hit the limitation of the statistical package in Microsoft Excel 

by having an uneven number of rows per sample. 

To test the first hypothesis, that the willingness of individuals to share biometric 

information depends on the type of institution (private vs. government), an independent two-

sample t-test assuming equal variances was performed. The choice to conduct an equal 

variances t-test was based on the F(254,254) = 0.83, p > 0.05  result of the F-test (Table 11). The 

mean score for respondents who are more likely to share their information with private 

organizations (N = 255, M = 3.77, SD = 1.17) was slightly higher than the mean score of those 

who are likely to share the information with government agencies (N =255, M = 3.33, SD = 

1.29). The independent two-sample t-test had statistically significant effect, t(508) = 4.11, p < 

0.001 (Table 12). Therefore, the type of institution, influences people’s willingness to share 

biometric information and individuals are more willing to share their information with private 

organizations than with government agencies.2   

 
TABLE 11 

1st H0: F-TEST TWO-SAMPLE FOR VARIANCES 

1st Null 
Hypothesis Mean Variance Standard 

Deviation 
Degree of 
Freedom F P(F<=f) 

one-tail 

F 
Critical 
one-tail 

Private 
Organization 3.77 1.38 1.17 254 0.83 0.07* 0.81 

Government 
Agency 3.33 1.66 1.29 254    

*Equal Variance  
 
 

 
2 Since these results also answer the research question, a one-way multivariate analysis of variance (MANOVA) 
test was conducted to confirm the results. A statistically significant MANOVA effect was obtained for both private 
organizations F (1, 253) = 13.58, p <.001 and government agencies (F (1, 253) = 15.80, p <.001. Detailed results 
of the one-way multivariate ANOVA test are presented in Appendix D. 
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TABLE 12 
1ST H0: T-TEST: TWO-SAMPLE ASSUMING EQUAL VARIANCES 

1st Null Hypothesis Mean Variance Degree of 
Freedom tStat P(T<=t) 

two-tail 
t Critical 
two-tail 

Private Organization 3.77 1.38 508 4.11 0.000045* 1.96 
Government Agency 3.33 1.66     

*Reject Null Hypothesis  
 

To test the second hypothesis that technical skills are necessary to share biometric 

information with private organizations, an independent two-sample t-test assuming unequal 

variances was performed. The unequal variances t-test was conducted based on the F(142,131) = 

0.47, p < 0.001 result of the F-test (Table 13). The ability to share biometric information of 

two groups, undergraduate students and other campus community members was tested. The 

mean score for the group of undergraduate students (N = 143, M = 1.00, SD = 0.21) was slightly 

lower than the mean score for the group of other campus community members (N = 132, M = 

1.10, SD = 0.30). The independent two-sample t-test was associated with a statistically 

significant effect, t(230) = - 3.16, p < 0.001 (Table 14). Therefore, an individual must possess 

technical skills to share biometric information with private organizations.  

TABLE 13 
2ND H0: F-TEST TWO-SAMPLE FOR VARIANCES 

2nd Null 
Hypothesis Mean Variance Standard 

Deviation 

Degree 
of 

Freedom 
F P(F<=f) 

one-tail 

F 
Critical 
one-tail 

Undergraduate 
Students 1.0 0.04 0.21 142 0.47 0.000007* 0.75 

Campus 
Community 1.1 0.09 0.30 131    

*Unequal Variance  
 

TABLE 14 
2ND H0: T-TEST: TWO-SAMPLE ASSUMING UNEQUAL VARIANCES 

2nd Null Hypothesis Mean Variance Degree of 
Freedom tStat P(T<=t) 

two-tail 
t Critical 
two-tail 

Undergraduate 
Students 1.0 0.04 230 -3.16 0.0018* 1.97 

Campus Community 1.1 0.09     
*Reject Null Hypothesis  
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To test the last hypothesis that being an undergraduate student, or another campus 

community member impacts one's willingness to share biometric information, an independent 

two-sample t-test, assuming equal variances, was performed. The equal variances t-test was 

performed based on the results of the F-test, where F (138,118) = 0.98, p > 0.05 (Table 15).  The 

results showed that the mean score for the group of undergraduate students (N = 139, M = 3.16, 

SD = 0.90) was significantly higher than the mean score for the group of other campus 

community members (N = 119, M = 2.76, SD = 0.91). The independent two-sample t-test was 

associated with a statistically significant effect, t(256) = 3.50, p < 0.001 (Table 16). Therefore, 

being associated with one of the groups mentioned above impacts the willingness of individuals 

to share biometric information, and it is the group of undergraduate students that is more 

willing to share their biometric information.  

 
TABLE 15 

3rd H0: F-TEST TWO-SAMPLE FOR VARIANCES 

3rd Null 
Hypothesis Mean Variance Standard 

Deviation 
Degree of 
Freedom F P(F<=f) 

one-tail 

F 
Critical 
one-tail 

Undergraduate 
Students 3.16 0.81 0.90 138 0.98 0.46* 0.75 

Campus 
Community 2.76 0.83 0.91 118    

*Equal Variance 

 
TABLE 16 

3RD H0: T-TEST: TWO-SAMPLE ASSUMING EQUAL VARIANCES 

3rd Null Hypothesis Mean Variance Degree of 
Freedom tStat P(T<=t) 

two-tail 
t Critical 
two-tail 

Undergraduate Students 3.16 0.81 256 3.50 0.00055* 1.97 
Campus Community 2.76 0.83     

*Reject Null Hypothesis  
 

For the last hypothesis, level of education and age were taken into consideration to 

understand if they impact individuals’ willingness to share biometric information. Two 

univariate ANOVA tests were performed. The first tested whether the level of education 
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individuals achieved impacts their willingness to share biometric information. For this test, a 

statistically significant effect was obtained F(4,253) = 2.67, p < .001 (Table 17). Thus, willingness 

to share biometric information changes based on the individual's level of education. 

The second ANOVA tested whether the age of individuals has an impact on their 

willingness to share biometric information. Surprisingly, the results of this test showed to be 

not statistically significant F(4, 253) = 2.32, p < .001 (Table 18). Thus, age is not a factor affecting 

the willingness of people to share biometric information. 

 
TABLE 17 

ANOVA: TESTS OF BETWEEN-SUBJECTS EFFECTS  

Independent 
Variable Dependent Variables Mean 

Square 
Degree of 
Freedom F P-value 

Education Willingness to Share 2.22 4 2.67 0.033* 
      

* Reject Null Hypothesis 
 

TABLE 18 
ANOVA: TESTS OF BETWEEN-SUBJECTS EFFECTS  

Independent 
Variable Dependent Variables Mean 

Square 
Degree of 
Freedom F P-value 

Age Willingness to Share 1.94 4 2.32 0.057* 
      

* Accept Null Hypothesis 
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CHAPTER 5 
 

5. DISCUSSION 
 
 

5.1  THEORETICAL & PRACTICAL IMPLICATIONS 
 

Previous research has addressed attitudes of Americans towards security and sharing of 

private information, as well as factors that may influence their views on these issues (Auxier 

et al., 2019; Bhagavatula et al., 2015; Rainie & Duggan, 2016; Sheth, et al., 2014). Other 

research has surveyed American participants regarding their trust in private and government 

institutions that collect, store, and use their private information (Rainie & Duggan, 2016). The 

same study addressed circumstances under which individuals would share private information. 

Work concerning risks of data collection has also been produced (Rinaldi, 2016). However, no 

research focusing on people’s willingness to share their biometric information with private 

organizations compared to government agencies has been conducted. 

This work aimed to acknowledge the gap in the literature. Independent variables such as 

age, level of education, or association with a group of undergraduate students or other campus 

community members were analyzed. In the introduction, the inquiry of whether privacy 

concerns discourage individuals from sharing their biometric information was posed. To follow 

up on this question, the research found that almost 88 percent of respondents use biometric 

authentication features on their smart devices, compared to only 12 percent who either do not 

use it or have done so but no longer do.3 The majority of the respondents use biometric 

authentication because of its convince and ease (50%). They also believe that it provides better 

security for their device (25%) and protection to the data stored on the device (18%).4 Those 

who do not use biometric authentication do so because they do not want to provide their data 

 
3 Appendix C, question 11. 
4 Appendix C, question 13. 
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(40%), did not make time to set up the feature (23%), or do not find it providing great enough 

security for their device (20%).5 

This research has uncovered that there is a need for greater transparency on how biometric 

information is stored and used by both private organizations and government agencies. If the 

public were informed on how their information is manipulated, their perception and choices to 

share biometric information with both types of institutions would potentially change. 

The study shows that surveyed individuals have concerns about the privacy of their 

biometric information. They are concerned about what their data is used for (92%) and where 

the data is stored (79%).6 Respondents were most concerned when their biometric information 

was used to authenticate identity using ID cards or drivers’ licenses (29%) or to create travel 

documents such as passports or boarding passes (26%), which can be perceived as 

governmental use of biometric information. On the contrary, they were not concerned at all 

when the information was applied to smart devices (55%) or was used to make a purchase, 

either online or in-person (65%), understood as private use or use by private organizations.7 

This outcome was expected since smart devices or money transactions directly benefit the 

respondents. And in contrast, the use of identification documents for the authentication of 

individuals has often been considered a government intrusion into one’s privacy. 

However, these findings contradict Rainie and Duggan's findings that Americans are 

more concerned by private organizations using their private information than by government 

agencies (Rainie & Duggan, 2016). 

Respondents were asked if their privacy concerns depend on the location where their 

biometric information is stored. They were moderately concerned when the information was 

stored only on the user’s device (47%). Surprisingly, they were not at all concerned when the 

 
5 Appendix C, question 12. 
6 Appendix C, questions 18 & 20. 
7 Appendix C, question 19. 
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information was stored on both, server and the device (84%).8 Are these results due to illiteracy 

or misapprehension of the question, or do people actually feel more secure when their biometric 

information is stored in multiple locations? 

As the previous research (Auxier et al., 2019; Rainie & Duggan, 2016) portrayed, 

people are more likely to share their information if they can benefit from it. The findings of 

this study can support this perception. For example, respondents stated they were very likely 

to share their biometric information if any monetary gain in a discount or free goods were 

offered to them (52%). In addition, if they were presented with fewer advertisements on social 

media platforms (39%), or government services they receive were improved (26%). In contrast, 

respondents were not very likely to share their information for improved functionality of their 

device (52%), convenience or ease (51%), or greater security of stored data (50%).9 

The discovery that people are not very likely to share their information for improved 

device functionality refutes the findings of previous research (Sheth et al., 2014). Public 

perception of this issue should be reexamined since one could believe that convenience and 

ease, as well as improved functionality of one’s device and security of stored data, are by many 

users perceived as benefits. 

The survey results revealed that the respondents are highly comfortable providing their 

biometric information for use in the following instances. Respondents were most comfortable 

providing the information to be applied with a smart device (82%), passport or travel 

documents (80%), state drivers’ licenses and ID cards (77%), or birth certificates (72%). They 

also feel comfortable providing the information to be used to receive government benefits such 

as social security or welfare (60%), DNA testing kits (54%), or to make a purchase online or 

in-person (50%).10 These findings are intriguing since most of the respondents previously 

 
8 Appendix C, question 21.  
9 Appendix C, question 22. 
10 Appendix C, question 24. 
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stated that they are concerned about their privacy when using their biometric information for 

identification and travel documents.11 Therefore, future research should focus on questioning 

these findings. 

The participants answering yes to being comfortable with using their biometric 

information for the creation of birth certificates, collection of government benefits, and use of 

DNA testing kit services were asked follow-up questions regarding these items. Thought-

provoking is that even though they answered that they are comfortable with their information 

being used for these purposes when asked the additional questions, they seemed not to agree 

with them. More than half of the respondents (60%) did not believe that biometric information 

should be collected from children born in the United States to issue them a birth certificate.12 

Similarly, 61 percent did not believe that biometric information should be required to receive 

government benefits.13 One of the respondents discussed this item further and stated the 

following: “I would be more comfortable with using biometrics for government items such as 

birth certificates and with being able to receive benefits if there were stringent security 

measures in place.14 Lastly, even though the participants stated that they are comfortable with 

their data being shared with companies managing DNA Testing Kits, only 32 percent of the 

respondents have shared their DNA data with such services in the past.15 

 
5.2  FUTURE RESEARCH 
 

There are several unanswered questions concerning biometric information sharing with 

private organizations and government agencies that followed from the findings of this study 

and would benefit from future research, including re-evaluation of the findings and further 

extension of the hypotheses developed for this research. 

 
11 Appendix C, question 19. 
12 Appendix C, question 26. 
13 Appendix C, question 25. 
14 Appendix C, question 28, comment 19.  
15 Appendix C, question 27.  
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Firstly, variables left out from the analysis, such as gender, race, and ethnicity should 

be addressed. Additional variables could be included such as the political affiliation of the 

participants to see if they might have an impact on the individual’s willingness to share their 

biometric information. In addition, it would be worth looking deeper into the attitudes of 

members of non-dominant categories in this survey. For example, what are the perceptions 

regarding this issue of minority people such as non-binary, indigenous people, people with no 

education, or those of higher age such as pensioners or youngsters eighteen years or younger? 

Do teenagers have a basic understanding of privacy and security regarding their smart devices? 

Do they understand what biometric information is, what it is used for and where it is stored? 

Secondly, a broader, nationwide sample of respondents should be used for the study to 

include individuals from all aspects of life. For this study, respondents from one state and only 

one university campus were recruited. Therefore, a larger sample should be used for future 

research to provide more accurate mean values, identify outliers that could skew the data, and 

provide a smaller margin error. 

Thirdly, there is a need for greater awareness of individuals regarding biometric 

information. Many do not know what biometrics are, how they are collected, stored, and for 

what purposes they are used.16 It might have been due to the 2020 pandemic that responses, 

where participants defined biometrics such as vaccination, vaccination cards, or even health 

records, were collected.17 

The author of this study believes that if the survey provided a brief overview and 

explanation of biometrics, the outcomes would be different. However, the purpose of this study 

was not to educate participants on this topic. Rather it sought to determine what they already 

 
16 Appendix C, comments 3, 10 & 15. 
17 Appendix C, questions 7. 
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know about biometrics. That is why the language used in the survey could have been confusing 

for those who comprehend this technology.18 

In addition, future research should deploy different means of data collection, such as 

mixed methods, allowing for a greater understanding of individuals’ perceptions regarding the 

issue in question. Combining two data collection methods can benefit the research from the 

detailed and contextualized insight of qualitative methods and the generalizable and externally 

valid insights of quantitative data. For example, some questions used in the survey could 

contain more options to choose from,19 and include more comment space, so the respondents 

can fully express their views on this topic.20 Furthermore, some questions could be revised in 

terms of wording to eliminate confusion. Confusion in understanding the meaning of the 

questions most likely happened when respondents were asked if they had concerns about the 

privacy of their biometric information. The results for this question show equal distribution 

between people who are concerned (50%) about the privacy of their biometric data and who 

are not (50%).21 

Lastly, this research did not review concerns regarding the collection of biometric 

information. This area would be worth exploring since many of our respondents saw this 

practice to be an issue when it came to deciding whether to share or not to share their biometric 

information.22  

 
5.3  LIMITATIONS 

 
The findings of this study must be seen in light of some limitations such as sample size and 

profile, time of data collection and the process, and equipment necessary for participation in 

the study. 

 
18 Appendix C, question 28, comments 24 & 28. 
19 Appendix C, question 28, comment 4. 
20 Appendix C, question 28, comment 7.  
21 Appendix C, question 17. 
22 Appendix C, question 28, comments 12,13, 25 & 26.  
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The first limitation points to the environment where the study was conducted. Data were 

gathered in a single area, a university campus. Therefore, the collection environment has 

limited the sample in its size and profile. Even though there is no definitive answer to the 

sample size required for a survey, larger samples are generally more powerful and yield more 

accurate results. Larger samples indeed give a better population estimate, but the data collection 

and analysis are more time-consuming and difficult. 

In this study, a sample of convenience was used to recruit participants. Convenience 

sampling is the most common type of non-probability sampling. This type of sampling focuses 

on gaining information from participants who are "convenient" for the researcher to access. 

Convenience sampling allowed to outperform the target sample, set to 250 respondents. As a 

result, 298 responses were recorded when the survey closed, which is a decent number. 

However, the university campus serves more than 16,000 students alone, not including faculty, 

instructors, staff, and individuals employed by outside organizations residing on campus. 

Therefore, the estimate of the population and the results could have been more accurate if more 

participants had been recruited. 

Another limitation of the sample size was that participation in the survey was allowed only 

to individuals associated with the university. Individuals outside of the university campus were 

not surveyed for this research. Therefore, most responses came from the students being the 

majority population on campus, which skewed the sample regarding participants' age and 

education. 

Second limitation was the time constraint placed on the study. The survey was published 

at the beginning of February after the campus members returned from Christmas break and the 

university was back in full operation. Since this was a study for a master's thesis with a defense 

date set for April, the survey was closed in mid-March to allow enough time to analyze the 
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results. If the time frame for data collection had been greater, the results could have been more 

accurate. 

The type of data collection places another limitation on this study. An online survey was 

used, which allowed respondents time and privacy to record their answers. Since there was no 

proctor to oversee whether individuals answered all the questions to the best of their knowledge 

and completed the survey, the data contained incomplete information. Respondents might have 

done so because they were not sufficiently motivated to complete the survey by being offered 

some reward. Not fully answering the questions disqualified participants from the respondent 

pool. 

To own a smartphone or other smart device has become a societal norm. However, there 

might still be individuals who do not own or do not know how to use such devices. The 

equipment and technical skills necessary to complete the survey were other limitations to this 

study. The requirement to use smart devices limited individuals' participation since the survey 

could be completed only by those who had access to such devices and access to the internet. 

Since there is a free Wi-Fi connection to the internet provided on campus, accessing the survey 

if in possession of a smart device should not have been an issue for the respondents. However, 

if the survey had been distributed in a paper form, more participants could have been reached. 

The results of some questions in the survey could have been affected by the prolonged 

pandemic, mask mandates, and vaccination requirements associated with it. Many have mixed 

feelings about the masks, and some fear the vaccine. Constant information about raising 

numbers of positive cases and deaths and vaccine shots required has polluted individuals' 

minds. That is why we collected responses, where people stated the vaccination itself or 

vaccination cards are types of biometric information. 
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5.4  CONCLUSION 
 

This research aimed to identify whether the type of institution influences individuals' 

decision to share their biometric information to said institutions. Based on quantitative analysis 

of data acquired from an online survey, it can be concluded that multiple factors impact the 

issue in question. Such factors are the age of participants, the level of education one has 

achieved, and the technical skills one possesses to share the information. The statistical tests 

executed for this study indicated that the type of institution influences biometric information 

sharing by individuals, and participants were more willing to share their information with 

private organizations than government agencies. Further, the research found that the possession 

of technical skills is imperative for individuals to share biometric information with private 

organizations. The research clearly illustrates that being a member of one of two groups 

participants were incorporated into, based on their selected primary association with XY 

University, determined their willingness to share biometric information. It is undergraduate 

students who are more likely to share their biometric information. For further examination of 

the individual’s willingness to share biometric information, two independent variables were 

employed, the level of education achieved and age of participants. The results showed that the 

education level of participants influences their willingness to share biometric information with 

institutions in general. Surprisingly, the research found that the age of participants does not 

influence their decision. 

Studies addressing the perception of individuals regarding the security and privacy of their 

private information (Sheth, et al., 2014), their disposition to share it in exchange for benefits 

or some compensation (Auxier et al., 2019; Rainie & Duggan, 2016), and the trust Americans 

have in private and government institutions collecting and using their private information have 

been conducted (Auxier et al., 2019; Rainie & Duggan, 2016). However, to the author's 

knowledge, work regarding individuals' willingness to share biometric information with private 
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organizations compared to government agencies has not been administered. That is why this 

study presents a significant contribution to the field of biometrics. 

Future research is needed to determine whether there are other factors that impact the 

willingness of individuals to share biometric information. Reconstruction of the current study 

with a larger sample would certainly strengthen the value of the results. In addition, providing 

information to participants about what biometrics are, how they are collected, stored, and used 

before the completion of the survey could lead to contrasting results. Lastly, if mixed methods 

were incorporated in the research, answers to specific questions could be acquired. Such as the 

"why" of why individuals prefer to share their information with private organizations compared 

to government agencies, why are the undergraduate students more likely to do so, and what 

role level of education plays in their decision making could be acknowledged. Furthermore, 

different statistical tests could be performed on the collected data to get more definitive answers 

to the questions in the study. 
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APPENDIX A 
 

PILOT SURVEY 
 
 

Appendix A contains information about the pilot survey for this study. 

The pilot survey was deployed via the Qualtrics platform, version 12, 2021. The pilot 

survey was open for 41 days, from December 17, 2021, until January 26, 2022. During this 

time, forty-four respondents took the survey. Out of all respondents, 38 completed the survey, 

and only six were not successful in completing the survey. To complete the survey consisting 

of 29 questions, the respondents took 5 minutes on average. 

The demographic characteristics of the respondents showed that most of them, 36, 

identified as female, and only 6 identified as male. Therefore, it was important to represent 

respondents of both genders equally in the official survey. The majority of respondents, 31, fell 

into two age groups, 18 to 23 and 31 to 45 years old. The age group 55 and older included only 

one respondent, which indicated that it was in our greatest interest to recruit more respondents 

from this particular age group for the official survey. 

The distribution of the highest level of education completed by the respondents was as 

follows. Equally, high school and master's degrees were each completed by 13 respondents. 

Bachelor's degrees and some types of terminal degrees were each completed by three 

respondents. Finally, some associates degree was completed by ten respondents. 

The question significant in differentiating between the groups of undergraduate students 

and other campus community members was the one surveying the association of respondents 

with the university. Twenty-two respondents identified themselves as undergraduate students. 

The rest, 25 respondents, identified themselves as either master, doctoral, or other students or 

as faculty/instructor, staff, or employed by outside organizations residing on campus. 
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APPENDIX A (continued) 
 
 

In the pilot survey, respondents were allowed to check multiple boxes to describe their 

affiliation with the university fully. However, offering this option has skewed the data when 

dividing the responses into two groups: undergraduate students and other campus community 

members. To prevent such confusion in the official survey, the question was changed, and this 

time asked about the primary association with the university and allowed for only a single 

answer. 

From all of the twenty-nine pilot survey questions, five were deleted. An example of a 

deleted question was the one asking about the respondents' employment. This question was not 

included in the official survey since there was no reason to suggest a relationship between 

individuals' employment and biometric information. 

Additional four questions were added to the survey, making it 28 questions for the 

official survey. In addition, due to feedback from the pilot survey, a comment section was 

added to the official survey. In some instances, the type of questions was changed to make the 

questions more easily comprehensible for the respondents. For example, the questions were 

changed from sliders to matrix table types to prevent misclicking by the respondents and 

leaving questions unanswered. 

The pilot survey was based on the following four hypotheses: 

1. Undergraduate students are just as likely to provide biometric data to private 

organizations as other campus community members. 

2. Undergraduate students have the technical skills necessary to provide biometric data to 

private organizations compared to other campus community members. 

3. Undergraduate students are more willing to provide biometric data than other campus 

community members. 
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4. Undergraduate students and other campus community members are less likely to 

provide biometric data to government agencies. 

These hypotheses were altered for the official survey-based only on three hypotheses. 

The study was typed, and data were analyzed on a MacBook Pro (13-inch, M1, 2020) 

laptop, with version macOS Monterey 12.3. Two statistical software were used to analyze the 

data. Microsoft Excel for Mac, version 16.59, 2022, with an add-on Data Analysis package. 

And IBM SPSS Statistics for Mac, version 1.0, 2021. Microsoft Excel was used to run 

descriptive statistics, F-tests, and t-tests. SPSS Statistics was used to run ANOVA and 

MANOVA tests.   
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APPENDIX B 
 

SURVEY QUESTIONS 
 
 

Appendix B contains full list of questions included in the survey used for this study. 

The questions are divided into four categories: demographic questions, biometric questions, 

biometric privacy questions and willingness questions. Consent form was marked as question 

number one. 

Demographic Questions 

• What gender do you identify as? 

• What is your age? 

• What is your race/ethnicity? (Choose all that apply) 

• What is the highest degree or level of education you have completed? 

• What is your primary association with the XY University? 

Biometric Questions 

• How do you personally define biometrics? (Choose all that apply) 

• Do you own any of the following documents? (Choose all that apply) 

• Do you own a device such as a phone, watch, computer, tablet, or speaker? 

• Does the smart device have biometric authentication features such as fingerprint, face 

or voice recognition? 

• Do you use the biometric authentication features such as fingerprint, face or voice 

recognition on your smart device? 

• Why you DO NOT use biometric authentication features on your smart 

device? (Choose all that apply) 

• Why do you use biometric authentication features on your smart device? (Choose all 

that apply) 
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• Do you know how to set up biometric authentication on your smart device? 

• How difficult you find setting up biometric authentication on your smart device? 

Biometric Privacy Questions 

• How important is for you the privacy of biometric information (fingerprint, face, voice, 

or DNA) when associated with the following? 

o Smart devices 

o Payment apps 

o Identity documents 

o Travel documents 

o Health records 

• Do you have concerns when it comes to privacy of your biometric information? 

• Do your privacy concerns depend on what the biometric information is used for? 

• How concerned are you when your biometric information is used for the following? 

o Smart device 

o Authentication of identity 

o Travel documents 

o Making a purchase 

• Do your privacy concerns depend on the location of where the biometric information is 

stored? 
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• How concerned are you if the biometric information is stored on? 

o On-device (Biometric data is story only on user’ s device.) 

o Portable Token (Biometric data is stored on a portable token (eg. a fob, a card) 

that must be presented during authentication for verification purposes.) 

o Hardware Recognition System (Biometric data is stored only on a server.) 

o Distributed Data Storage (Biometric data is stored on both, server and device.) 

Willingness Questions 

• How likely are you to give out biometric information in exchange for? 

o Monetary gain 

o Greater security of stored data 

o Convenience/Ease 

o Better functionality of smart device 

o Fewer advertisements on social media platforms 

o Better government services 

o Comfortable travel 

o Other (Please specify) 

• How likely are you to provide biometric information to the following? 

o Smart device 

o Payment apps 

o Social Security Office, Driver’s License, ID Office 

o Tax Services 

o DNA Testing Kit 
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• Would you be comfortable if your biometric information (fingerprints, face, voice, or 

DNA) were used for the following? 

o State Driver' s License or ID 

o Passport or other travel document 

o Smart device 

o Make a purchase 

o To receive government benefits 

o Birth certificate 

o DNA Testing Kit 

• Do you believe, people should be required to provide their biometric information in 

order to receive government benefits? 

• Do you believe biometric information should be collected from children born in the 

United States in order to issue them a birth certificate? 

• Have you ever provided your DNA to a DNA testing service (Ancestry, 23andMe, 

MyHeritage)? 

• Please use this space for additional comments you have about the survey you just took 

or the issue the survey covers. 
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SURVEY RESPONSES 
 
 

Appendix C contains full list of responses to the questions included in the survey used 

for this study. The responses are divided into four sections: demographic questions, biometric 

questions, biometric privacy questions and willingness questions. Consent form was marked 

as question number one. The responses are presented just as they were acquired from the 

Qualtrics survey platform. 

Demographic Questions 

2. What gender do you identify as? 
# Answer % Count 
1 Male 35.05% 102 
2 Female 62.54% 182 
3 Non-binary / third gender 2.06% 6 
4 Prefer not to say 0.00% 0 
5 Prefer to self-describe: 0.34% 1 
 Total 100% 291 

Prefer to self-describe: Masculine but leaning into non-binary 
 
3. What is your age? 
# Answer % Count 
1 18-23 45.52% 132 
2 24-30 15.17% 44 
3 31-45 20.34% 59 
4 46-55 11.03% 32 
5 55+ 7.93% 23 
 Total 100% 290 

 
4. What is your race/ethnicity? (Choose all that apply) 
# Answer % Count 
1 Caucasian/White 70.19% 226 
2 African American 4.97% 16 
3 Latino or Hispanic 11.49% 37 
4 Asian 8.39% 27 
5 Native American 2.17% 7 
6 Native Hawaiian or Pacific Islander 0.00% 0 
7 Other: 2.80% 9 
 Total 100% 322 

Other: Mixed, Mixed-Mestizo, Irish, MENA, International Asian-Indian, Coloured 
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5. What is the highest degree or level of education you have completed? 
# Answer % Count 
1 High School 33.45% 97 
2 Associates degree 20.00% 58 
3 Bachelor's degree 20.34% 59 
4 Master's degree 20.00% 58 
5 Terminal degree (eg. Doctoral degrees, MFA, JD, MD/DO) 6.21% 18 
 Total 100% 290 

 
6. What is your primary association with the XY University? 
# Answer % Count 
1 Undergraduate student 52.61% 151 
2 Graduate student (masters, doctoral) 15.33% 44 
3 Other student (non-degree seeking, badge, certificate) 1.39% 4 
4 Faculty/Instructor 9.76% 28 
5 Staff 17.42% 50 
6 Employed by outside organization residing on campus 3.48% 10 
 Total 100% 287 

 
Biometric Questions 

7. How do you personally define biometrics? (Choose all that apply) 
# Answer % Count 
1 Fingerprints 22.67% 253 
2 Voice 13.80% 154 
3 DNA 18.10% 202 
4 Face scan/picture 20.97% 234 
5 Vaccination 2.33% 26 
6 Signature 4.75% 53 
7 Password 2.06% 23 
8 Other (Please Specify) 0.54% 6 
9 Identification documents 6.00% 67 
10 Health records 8.78% 98 
 Total 100% 1116 

Other: Body measurements; Measurements, such as height, weight, BMI; Footprint; No idea; 
Statistical data from human body and physiology; I don’t know what this is 
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8. Do you own any of the following documents? (Choose all that apply) 
# Answer % Count 
1 Passport 27.41% 176 
2 Biometric Passport 1.25% 8 
3 ID Card 28.04% 180 
4 Biometric ID Card 0.78% 5 
5 Driver's License 41.43% 266 
6 Biometric Driver' s License 0.62% 4 
7 Other: (Please Specify) 0.47% 3 
 Total 100% 642 

Other: Travel Visa to Cuba, Vietnam; Vaccination card; COVID-19 Vaccination Card 
 
9. Do you own a smart device such as a phone, watch, computer, tablet, or speaker? 
# Answer % Count 
1 Yes 100.00% 278 
2 No 0.00% 0 
 Total 100% 278 

 
10. Does the smart device have biometric authentication features such as fingerprint, face 
or voice recognition? 
# Answer % Count 
1 Yes 96.75% 268 
2 No 3.25% 9 
 Total 100% 277 

 
11. Do you use the biometric authentication features such as fingerprint, face, or voice 
recognition on your smart device? 
# Answer % Count 
1 Yes 87.97% 234 
2 No 7.89% 21 
3 Have done so but no longer do 4.14% 11 
 Total 100% 266 
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12. Why you DO NOT use biometric authentication features on your smart device? 
(Choose all that apply) 
# Answer % Count 
1 I don’t know how to set it up 0.00% 0 
2 I did not make time to set it up (too time consuming) 23.33% 7 
3 I don’t want to provide my biometric information 40.00% 12 
4 I don’t find it secure enough 20.00% 6 
5 Other: (Please Specify) 16.67% 5 
 Total 100% 30 
Other: I don't care enough; Don't see the benefit-device works either way; It doesn't work well; Not 
necessary; I have read that if the police want to access your phone, they cannot make you use your 
fingerprint scan (biometrics) but they can't force you to give them the password 
 
13. Why do you use biometric authentication features on your smart device? (Choose all 
that apply) 
# Answer % Count 
1 Curiosity (wanted to try the feature) 7.28% 31 
2 Better security of the device (than password) 25.35% 108 
3 Protection (of data on the device) 17.84% 76 
4 Convenience/Ease (fast access to the device) 49.06% 209 
5 Other: (Please Specify) 0.47% 2 
 Total 100% 426 
Other: Change is good; Use voice to google GPS locations or call people when driving or have hands 
full. 
 
14. Do you know how to set up biometric authentication on your smart device? 
# Answer % Count 
1 Yes, I do 94.14% 257 
2 No, I do not 5.86% 16 
 Total 100% 273 

 
15. How difficult you find setting up biometric authentication on your smart device? 
# Answer % Count 
1 Extremely difficult 0.39% 1 
2 Somewhat difficult 4.30% 11 
3 Neither easy nor difficult 17.58% 45 
4 Somewhat easy 36.72% 94 
5 Extremely easy 41.02% 105 
 Total 100% 256 
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Biometric Privacy Questions 
 
16. How important is for you the privacy of biometric information (fingerprint, face, 
voice, or DNA) when associated with the following? 
Error, no data collected. 
 
17. Do you have concerns when it comes to privacy of your biometric information? 
# Answer % Count 
1 Yes 50.00% 137 
2 No 50.00% 137 
 Total 100% 274 

 
18. Do your privacy concerns depend on what the biometric information is used for? 
# Answer % Count 
1 Yes 91.67% 121 
2 No 8.33% 11 
 Total 100% 132 

 
19. How concerned are you when your biometric information is used for the following? 
# Question Extremely 

Concerned  Moderately 
Concerned  Not at all 

Concerned  Total 

1 
Smart device (phone, 

watch, computer, 
speaker) 

8.99% 8 35.96% 32 55.06% 49 89 

2 
Authentication of 

identity (ID, driver’s 
license) 

28.57% 26 38.46% 35 32.97% 30 91 

3 Making a purchase 
(online/in-person) 5.41% 4 29.73% 22 64.86% 48 74 

4 
Travel documents 

(passport, boarding 
pass) 

25.56% 23 38.89% 35 35.56% 32 90 

 
20. Do your privacy concerns depend on the location of where the biometric information 
is stored? 
# Answer % Count 
1 Yes 78.52% 106 
2 No 21.48% 29 
 Total 100% 135 
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21. How concerned are you if your biometric information is stored on? 

# Question Extremely 
Concerned  Moderately 

Concerned  Not at all 
Concerned  Total 

1 
On-device (Biometric data 

is story only on user’ s 
device.) 

17.65% 15 47.06% 40 35.29% 30 85 

2 

Portable Token (Biometric 
data is stored on a portable 

token (eg. a fob, a card) 
that must be presented 

during authentication for 
verification purposes.) 

11.43% 8 41.43% 29 47.14% 33 70 

3 
Hardware Recognition 

System (Biometric data is 
stored only on a server.) 

0.00% 0 24.59% 15 75.41% 46 61 

4 
Distributed Data Storage 
(Biometric data is stored 

on both, server and 
device.) 

2.04% 1 14.29% 7 83.67% 41 49 

 
Willingness Questions 

22. How likely are you to give out biometric information in exchange for? 

# Question Very 
likely  Likely  Unlikely  Very 

unlikely  Total 

1 Monetary gain 
(discounts, free goods) 59.29% 134 25.66% 58 15.04% 34 0.00% 0 226 

2 Greater security of 
stored data 28.32% 32 23.01% 26 48.67% 55 0.00% 0 113 

3 Convenience/Ease 29.36% 32 26.61% 29 44.04% 48 0.00% 0 109 

4 Better functionality of 
smart device 27.10% 29 30.84% 33 42.06% 45 0.00% 0 107 

5 
Fewer advertisements 

on social media 
platforms 

48.70% 94 22.28% 43 29.02% 56 0.00% 0 193 

6 Better government 
services 34.88% 60 16.86% 29 48.26% 83 0.00% 0 172 

7 Comfortable travel (air, 
public transportation) 31.29% 46 23.81% 35 44.90% 66 0.00% 0 147 

8 Other (Please specify) 21.28% 10 6.38% 3 72.34% 34 0.00% 0 47 
Other: Whatever the powers that be might want with this info, they already have it I’m sure; 
Research Projects & Genealogy Projects   
 
 
 

 
 



 70 

APPENDIX C (continued) 
 
 
23. How likely are you to provide biometric information to the following? 

# Question Very 
likely  Likely  Unlikely  Very 

unlikely  Total 

1 
Smart device (phone, 

watch, computer, 
speaker) 

30.36% 17 35.71% 20 33.93% 19 0.00% 0 56 

2 
Payment apps (Apple 

Pay, Google Pay, 
Venmo, PayPal) 

37.14% 39 36.19% 38 26.67% 28 0.00% 0 105 

3 
Social Security Office/ 

Driver’s License,ID 
Office 

32.43% 36 25.23% 28 42.34% 47 0.00% 0 111 

4 Tax Services 30.94% 43 30.94% 43 38.13% 53 0.00% 0 139 

5 
DNA Testing Kit 

(Ancestry, 23andMe, 
MyHeritage) 

44.59% 70 35.03% 55 20.38% 32 0.00% 0 157 

 
24. Would you be comfortable if your biometric information (fingerprints, face, voice, or 
DNA) were used for the following? 

# Question Yes  No  Total 

1 State Driver' s License or ID 76.52% 202 23.48% 62 264 

2 Passport or other travel document 79.55% 210 20.45% 54 264 

3 Smart device (phone, computer, watch, speaker) 82.26% 218 17.74% 47 265 

4 Make a purchase (online/in-person) 50.38% 133 49.62% 131 264 

5 To receive government benefits (welfare, social 
security) 59.92% 157 40.08% 105 262 

6 Birth Certificate 72.35% 191 27.65% 73 264 

7 DNA Testing Kit (Ancestry, 23andMe, MyHeritage) 53.99% 142 46.01% 121 263 
 
25. Do you believe, people should be required to provide their biometric information in 
order to receive government benefits? 
# Answer % Count 
1 Yes 38.85% 61 
2 No 61.15% 96 
 Total 100% 157 
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26. Do you believe biometric information should be collected from children born in the 
United States in order to issue them a birth certificate? 
# Answer % Count 
1 Yes 40.21% 76 
2 No 59.79% 113 
 Total 100% 189 

 
27. Have you ever provided your DNA to a DNA testing service (Ancestry, 23andMe, 
MyHeritage)? 
# Answer % Count 
1 Yes 32.39% 46 
2 No 67.61% 96 
 Total 100% 142 

 
28. Please use this space for additional comments you have about the survey you just took 
or the issue the survey covers. 
 

1. I fear this information could be used against my relatives/descendants in the future. 
2. breach of data to unapproved entities is main concern. 
3. I am not certain I knew what all of the data considered to be biometric data are.  I am 

concerned about where this information is stored or with whom it may be shared-- I 
answered no to this item in error, it asked if my concern related to storage of information.  
I would like to do DNA ancestry type of exploration but am hesitant since I don't know 
where my DNA might end up -- could I be cloned?! 

4. I feel like the questions on the last slide should have options for things other than yes or 
no. There should be another: "specify option" I believe some things should be conditional 

5. N/A 
6. I think this is a very interesting survey and I enjoyed participating. Biometric use can be 

very controversial and a sensitive topic, so it is nice to see that you are not afraid to conduct 
a survey about it. 

7. Government overreach and the accuracy of biometrics, such as face scans from passive 
cameras, is a concern for me. I have freely shared my DNA with genealogy websites. I 
don't care if my DNA is used for genealogy, data analysis of disease in the population, or 
identifying violent criminals. I am concerned with identifying low level/non-violent 
criminals. The potential for the law to misuse it is high, but due to the high number of 
innocent people convicted, I am willing to accept that risk. Your text box needs to be 
bigger for us chatty people. 

8. The only biometrics I've done is on my smartphone and fingerprint background checks for 
my jobs that work with kids. 
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9. If Biometrics were able to be 100% secured, I still believe that it should only be used for 
certain things. But since any cell, smart watch, computer, and servers alike are vulnerable to 
hacking. It's not really safe to put your Personal Identifying Information out there per say. 

10. I am surprised I do not seem to know the complete definition of what biometrics is 
11. Now I have a better idea on what biometric actually means. And maybe I should be a little 

more concerned. Thanks! :) 
12. One thing not reflected in your survey; is the importance it be an option not a requirement. 
13. I think biometric collection should be entirely voluntary 
14. This survey shines light on the "What If's", I have had on the Biometrics in technology, but 

I didn't know about everything else I’ve used biometrics to authenticate myself. In a world 
fueled by technology it only seems fitting to ask this question. I too question the future use 
of my biometric footprint. 

15. I am not very familiar with biometric information, so I used context clues and background 
knowledge to answer the best I could. 

16. I am scared now because I use my face as my passcode for everything It feels like 
17. This is a great survey! Hope you get all the data you need and more. 
18. Thank you for searching in this area. There is a question regarding getting Government 

Services. I want to add. Saudi Arabia require every citizen to be fingerprinted at the age of 
10 to get passport issued, issue government id. For resident, fingerprints are required by the 
age of 6. Additionally, the government is making a tremendous effort to switch to an Egov. 
You can’t access any pf that information till you have a fingerprint in the government system. 
Additionally, electronic information exchange system is impended with banks, healthcare 
provider, education, etc. to be able to pull all your information with a single unique number. 
This only happen when you activate the egov. When the fingerprint required 10 years ago, 
the government were able to identify criminal with a crime committed 20 years. Starting 
2023, Saudi Arabia will start collecting DNA and store it in EGOV Cloud system. Good 
luck, it is very interesting to see where you research leads. 

19. I would be more comfortable with using biometrics for government items such as birth 
certificates and to be able to receive benefits if there were stringent security measures in 
place. A benefit of using biometrics could be less opportunities of identity theft, at least for 
a little while. 

20. N/A 
21. I used DNA website to see my genetic make up 
22. Private and government are now working together solving crimes with data from the ancestry 

DNA sites, narrowing it down to family members. At this point not sure who to trust less 
private companies or government, if they use it ethically, we are fine, if they don't we are all 
in trouble.  Tough topic but I'm sure with the easy of bio identification, this technology will 
continue to increase, creeping into more and more components of our lives... 

23. It’s hard to explain my concerns in a single answer. If it’s for the greater good then I’m ok, I 
just don’t like when it could be used for commercial purposes or tracking my location without 
my permission. 

24. The question about "giving out biometric information" for things like social media ads, etc. 
was confusing or easily misunderstood. When I use biometric information, it's on my own 
device, so my device is the only thing that is "Getting" the biometric information. It then 
authenticates to the other services for me. I just thought it was confusing wording. 
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25. This should be a personal choice. However, the government tends to take what it wants 
anyway so if you have this info stored in your devices, they probably already have it. They 
at least let you think it was your choice. 

26. An individual's biometric information should only be acquired through permission from that 
individual. 

27. Have not encountered a definition of biometric data narrowly defined as an identification 
tool before. 

28. Some of the questions are a bit poorly worded. You're not "giving out" biometric data when 
you use TouchID on an iPad or whatever. You're only storing it on that one device. Apple 
doesn't have it, and nothing can get it off the device. Furthermore, you're not giving the 
biometric data when you authenticate a payment or login to something using it. The app asks 
if you're you, and the security system checks in whatever way(s) it can. Apple doesn't have 
your fingerprints or face scans. That's not how the technology works. 

29. Fingerprints don't tend to be as unique as people believe them to be. They can also change 
over time. I'm fine with my phone using my fingerprints for this reason (and also because 
they are stored locally on the device), but I am more protective of other biometrics and in 
other circumstances. 

30. I love biometrics because I hate trying to make and remember acceptable passwords. 
31. This technology is still flawed. I also believe I can lead to racial profiling. 
32. I think biometric data is a great service for people to opt into for the sake of security, ease, 

and speed, but should not be an obligation or requirement to access basic records and 
services. 

33. I wish there was more transparency on how biometric data was kept that was not a massive 
terms and agreement page. 
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TEST RESULTS 
 
 
FIRST HYPOTHESIS RESULTS  
Descriptive Statistics     

Private Organization  Government Agency 
Mean 3.77  Mean 3.33 
Standard Error 0.07  Standard Error 0.08 
Median 4  Median 4 
Mode 5  Mode 4 
Standard Deviation 1.17  Standard Deviation 1.29 
Sample Variance 1.38  Sample Variance 1.66 
Kurtosis -0.23  Kurtosis -0.86 
Skewness -0.84  Skewness -0.44 
Range 4  Range 4 
Minimum 1  Minimum 1 
Maximum 5  Maximum 5 
Sum 963  Sum 848 
Count 255  Count 255 

 
F-Test Two-Sample for Variances   

  Private Organization Government Agency 
Mean 3.77 3.33 
Variance 1.38 1.66 
Observations 255 255 
df 254 254 
F 0.83  
P(F<=f) one-tail 0.07  
F Critical one-tail 0.81   

 
t-Test: Two-Sample Assuming Equal Variances  

  Private Organization Government Agency 
Mean 3.77 3.33 
Variance 1.38 1.66 
Observations 255 255 
Pooled Variance 1.52  
Hypothesized Mean Difference 0.00  
df 508  
t Stat 4.11  
P(T<=t) one-tail 0.000023  
t Critical one-tail 1.65  
P(T<=t) two-tail 0.000045  
t Critical two-tail 1.96   
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Source Dependent Variable Type III Sum of Squares df Mean Square F Sig. Partial Eta Squared
Government 24.744a 1 24.744 15.799 0.000 0.059

Private 17.849b 1 17.849 13.584 0.000 0.051

Government 2757.697 1 2757.697 1760.796 0.000 0.874
Private 3566.649 1 3566.649 2714.398 0.000 0.915
Government 24.744 1 24.744 15.80 0.00009 0.059
Private 17.849 1 17.849 13.58 0.00028 0.051
Government 396.240 253 1.566
Private 332.435 253 1.314
Government 3241.000 255
Private 3983.250 255
Government 420.984 254
Private 350.284 254

Tests of Between-Subjects Effects

Corrected Model

Intercept

Respondents

Error

Total

Corrected Total

a. R Squared = .059 (Adjusted R Squared = .055)
b. R Squared = .051 (Adjusted R Squared = .047)
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SECOND HYPOTHESIS RESULTS  
Descriptive Statistics     

Undergraduate Students  Campus Community  
Mean 1.00  Mean 1.10 
Standard Error 0.02  Standard Error 0.03 
Median 1  Median 1 
Mode 1  Mode 1 
Standard Deviation 0.21  Standard Deviation 0.30 
Sample Variance 0.04  Sample Variance 0.09 
Kurtosis 21.62  Kurtosis 5.51 
Skewness 0  Skewness 2.73 
Range 2  Range 1 
Minimum 0  Minimum 1 
Maximum 2  Maximum 2 
Sum 143  Sum 145 
Count 143  Count 132 

 
F-Test Two-Sample for Variances  

  Undergraduate Students Campus Community  
Mean 1 1.10 
Variance 0.04 0.09 
Observations 143 132 
df 142 131 
F 0.47  
P(F<=f) one-tail 0.0000070  
F Critical one-tail 0.75   

 
 
t-Test: Two-Sample Assuming Unequal Variances  

  Undergraduate Students Campus Community  
Mean 1 1.10 
Variance 0.04 0.09 
Observations 143 132 
Hypothesized Mean Difference 0  
df 230  
t Stat -3.16  
P(T<=t) one-tail 0.001  
t Critical one-tail 1.65  
P(T<=t) two-tail 0.00181  
t Critical two-tail 1.97   

 
 

 



 77 

APPENDIX D (continued) 
 
 
THIRD HYPOTHESIS RESULTS 
Descriptive Statistics     

Undergraduate Students  Campus Community 
Mean 3.16  Mean 2.76 
Standard Error 0.08  Standard Error 0.08 
Median 3  Median 3 
Mode 3  Mode 3 
Standard Deviation 0.90  Standard Deviation 0.91 
Sample Variance 0.81  Sample Variance 0.83 
Kurtosis 0.10  Kurtosis -0.53 
Skewness -0.46  Skewness -0.19 
Range 4  Range 4 
Minimum 1  Minimum 1 
Maximum 5  Maximum 5 
Sum 439  Sum 328 
Count 139  Count 119 

 
F-Test Two-Sample for Variances  

  Undergraduate Students Campus Community 
Mean 3.16 2.76 
Variance 0.81 0.83 
Observations 139 119 
df 138 118 
F 0.98  
P(F<=f) one-tail 0.46  
F Critical one-tail 0.75   

 
t-Test: Two-Sample Assuming Equal Variances  

  Undergraduate Students Campus Community 
Mean 3.16 2.76 
Variance 0.81 0.83 
Observations 139 119 
Pooled Variance 0.82  
Hypothesized Mean Difference 0  
df 256  
t Stat 3.50  
P(T<=t) one-tail 0.00027  
t Critical one-tail 1.65  
P(T<=t) two-tail 0.00055  
t Critical two-tail 1.97   
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THIRD HYPOTHESIS RESULTS (I.) 
 
 

 

 
 

THIRD HYPOTHESIS RESULTS (II.) 
 
 

 

Dependent Variable: Willingness to Share

Source Type III Sum of Squares df Mean Square F Sig. Partial Eta Squared
Corrected Model 8.874a 4 2.218 2.666 0.033 0.040

Intercept 1659.646 1 1659.646 1994.266 0.000 0.887
Education 8.874 4 2.218 2.666 0.033 0.040
Error 210.549 253 0.832
Total 2499.612 258
Corrected Total 219.422 257

Tests of Between-Subjects Effects

a. R Squared = .040 (Adjusted R Squared = .025)

Dependent Variable: Willingness to Share

Source Type III Sum of Squares df Mean Square F Sig. Partial Eta Squared
Corrected Model 7.768a 4 1.942 2.321 0.057 0.035

Intercept 1514.136 1 1514.136 1809.665 0.000 0.877
Age 7.768 4 1.942 2.321 0.057 0.035
Error 211.684 253 0.837
Total 2499.998 258
Corrected Total 219.452 257

Tests of Between-Subjects Effects

a. R Squared = .035 (Adjusted R Squared = .020)


