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ABSTRACT  

The exponential growth of the Internet from the last decade till the present has resulted in 

the generation of big data from billions of connected devices. Yet, big data are not readily available 

in many application domains. The available data are small and may be unlabeled or lack sufficient 

information. Hence, there is a need for collaboration among clients. However, such collaboration 

may lead to a breach of privacy or result in the exposure of trade secrets. This has led to the concept 

of federated learning, where a federation of clients can collaborate among themselves while 

preserving their data. There are still some challenges faced with federated learning. Some of these 

challenges are addressed in this dissertation.  

This dissertation proposes a fully decentralized federated learning architecture where the 

central server is removed. This architecture helps to eliminate congestion that occurs when 

multiple clients communicate with the central server. To avoid the reconstruction of shared models 

that can expose clients’ data, this dissertation reinforces federated learning with local differential 

privacy. All proposed algorithms in this dissertation are based on online mirror descent which has 

better efficiency than the stochastic gradient descent-based federated learning algorithms in the 

literature. Due to the online nature of the proposed algorithms, they are inherently capable of 

coping with time-varying data. This is very useful in real-time monitoring systems. Theoretical 

and simulation results show that the proposed algorithms have better performance than existing 

federated learning algorithms.  
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CHAPTER 1

INTRODUCTION

1.1 Introduction

The proliferation of smart devices and the emerging Internet of Things have led to the

generation of a vast amount of data generally referred to as ”big data”. Big data have been

responsible for the success of machine learning and deep learning technologies in some

artificial intelligence application domains [29, 62]. However, big data are not available in

many other application domains. The available data are small in size, and maybe unlabeled

or lack sufficient information. Labeling data often requires domain expertise, which may

take years to acquire. This poses a challenge to many institutions. The solution to many

real-life problems often lies in collaboration among institutions with differing expertise.

However, these institutions may be reluctant to share their data among themselves to

preserve their competitive advantage. For tech companies, legal restrictions are limiting how

they can store, sell and share their customers’ data to avoid privacy breaches, such as the

California Consumer Privacy Act (CCPA)[61]. To overcome these challenges, McMahan et.

al. proposed the concept of federated learning in 2016 while working at Google [50]. It was

a huge breakthrough to overcome privacy challenges and collaboration bottlenecks. Ever

since federated learning has grown to become an interesting area of research with many

diverse applications.
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1.2 History of Federated Learning

There is early cryptographic work in the literature that predates federated learning

[64, 88]. The goal of this early work is to provide data privacy while learning from

data distributed among various data owners. Edge computing, fog computing, and cloud

computing have long been studied in the area of wireless sensor networks [4, 46]. There

was no adequate privacy guarantee provided by the early cryptographic techniques. Also,

communication and bandwidth challenges soon became the bottlenecks with the early

work on edge computing and fog/cloud computing, as smart devices grew exponentially.

To overcome privacy and communication challenges, federated learning was proposed

[50]. Federated learning involves the federation of clients collaborating to solve a machine

learning task. The word ”client” is generic and refers to an entity such as a smart device,

hospital, financial institution, etc.

1.3 What is Federated Learning?

Federated learning is a distributed learning paradigm in machine learning, where clients

collaboratively train a shared model while preserving their local data [50]. Federated

learning early design includes a central server that does the coordination. The central

server acts as the master and the clients act as the workers. The clients send only their

model updates and not their local data to the server at each iteration. This way, the central

server does not have access to the clients’ local data. The central server aggregates the

received model updates from all clients at every time slot. Then, it broadcasts a global

model back to all the clients at the end of that timeslot. This continues until the clients
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converge to the global optimal model. Federated learning has successfully been applied for

next word prediction in natural language processing [28], emoji prediction [63], vocabulary

estimation [11], vehicle-to-vehicle and wireless communication [54, 65, 70], social networks

[31, 38, 94], and healthcare predictions [7, 13].

1.4 Features of Federated Learning

Federated learning is often classified into two categories. When the participating clients

are a vast amount of smart devices collaborating to learn a task, then it is referred to as

cross-device federated learning. On the other hand, when the participating clients are few

in number [50], such as medical departments collaborating to produce a vaccine [15, 36],

then it is referred to as the cross-silo federated learning. In cross-silo federated learning,

the clients are always readily available for communication. In cross-device federated

learning, clients may opt of out communication either due to battery failure, bandwidth

limitation, or bad communication channel. Straggling clients may still be interested in

collaborating with other clients. However, the straggling clients may undesirably slow

down collaborations with the fast clients [73, 86]. There are also two types of federated

learning architectures. When there is a central server, the architecture is commonly referred

to as the centralized federated learning architecture. On the other hand, when there is no

central server, the architecture is referred to as the fully decentralized architecture. While

the centralized architecture is prevalent, recent work has shown that it is susceptible to

communication bottlenecks, such as latency and bandwidth challenges, at the central server

[80]. In federated learning, the data of the clients are generated locally and decentralized
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among the clients. The nature of the data is generally non-independent-and-identically (non-

iid) distributed [93]. The mode of communication among the clients can be synchronous

[92] or asynchronous [56]. Synchronous federated learning is more common because it

allows for the use of simple consensus algorithms to aggregate the clients’ model update,

although it is more susceptible to straggler problems.

1.5 Review of Federated Learning

McMahan et. al. [50] proposed the Federated Averaging (FedAvg) algorithm which

performs local stochastic gradients on each client. The model updates are sent to a server

that performs model averaging. Li et. al. [41] showed that the convergence rate of FedAvg

is poor especially when the clients’ datasets are highly heterogeneous. FedAvg algorithm

could not cope with stragglers; hence stragglers were dropped in each round of computation.

To improve the convergence rate of the algorithm and to handle stragglers, Li et. al. proposed

the FedProx algorithm. FedProx simply added a proximal term to the convex objective

function to improve its stability. This provided a subtle way to accept partial results from

the stragglers. The problem of data heterogeneity was further studied by Zhao et. al [93].

It was shown experimentally that neural networks can have their accuracy reduced by 55

percent if trained on skewed non-iid datasets. The cause of this reduced accuracy was

found to be the weight divergence among the clients’ local data. Zhao et. al. proposed

solutions to overcome this in neural networks. Also, a federated stochastic variance reduced

gradient (FSVRG) algorithm was proposed in [37] to handle the case of sparse features

present in a few clients’ datasets. The major idea behind the algorithm is to compute
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an expensive stochastic gradient at the central server, and then perform many distributed

stochastic gradient computations on the clients. Another efficient algorithm that copes well

with the system and statistical heterogeneity is MOCHA [73]. It uses the multi-task learning

framework. All the aforementioned well-known algorithms work well on fixed datasets and

not on time-varying datasets.

To further protect the global model updates at the central server in federated learn-

ing, some privacy techniques such as differential privacy [22], homomorphic encryption

[55], secure function evaluation (SFE), and multiparty computation (MPC) [5] have been

considered. Of these privacy techniques, differential privacy is favored because of its

information-theoretic guarantee, algorithmic simplicity, and low computational overhead.

Regardless of the method chosen, there is usually a trade-off between privacy and tight

convergence of the bounds. Due to the popularity of differential privacy, this dissertation

focuses on this privacy technique. There is a vast amount of study at the intersection of

federated learning and differential privacy [3, 25, 32, 45, 77, 82]. The proposed differ-

entially private algorithms for federated learning in the literature have been used in both

the cross-device and the cross-silo settings for diverse artificial intelligence applications

[32, 45, 60]. However, these proposed algorithms are mostly based on stochastic gradient,

which is not a generalized first-order optimization technique. This affects the convergence

rate of these algorithms. Moreover, the data distribution is fixed and not time-varying for

many such algorithms.

In the fully decentralized architecture, differential privacy fails to protect the local model

updates of the clients when combined with federated learning. This has led to recent interest
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in local differential privacy [18]. Recent work at the intersection of federated learning

and local differential privacy can be found in [10, 67, 75, 78, 95]. The proposed local

is differentially private federated learning algorithms in the literature are also based on

stochastic gradient and are mostly focused on fixed data distribution.

To cope with time-varying data distribution, online learning techniques are well-suited

[6, 8, 69]. Online learning is a heuristic of the traditional optimization technique. It

has been shown to possess a very good convergence bound on sequential data. It is also

computationally efficient. The metric commonly used to measure the performance of

online learning algorithms is Regret. Online learning is a popular technique in the field

of optimization, and it has been applied extensively to multi-agent and control systems;

however, it has only recently gained interest in federated learning. Some of the recent work

at the intersection of online learning and federated learning can be found in [12, 16, 27,

44, 71]. The proposed online federated learning algorithms in the literature are based on

the online version of the stochastic gradient algorithm, which is not a generalized first-

order optimization algorithm. Literature is scarce at the intersection of federated learning,

differential privacy, and online learning. The only work seen so far is [17]. The proposed

algorithm in this existing work focused on the linear bandit, which is only a variant of online

learning.

Clients are often faced with communication constraints in federated learning such as

power constraint, quantization constraint, time constraint, etc. Many research works focused

on ensuring the convergence of the clients to the global optimal model in the presence of

these constraints. Some of the existing work in this area can be found in [72, 81, 85, 87].
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Differentially private federated learning algorithms under some budget constraints have

also been proposed in [83]. However, these algorithms do not work with time-varying

data distribution. Moreover, they are only applicable in the centralized federated learning

architecture. Again, there seems not to be any work in the literature at the intersection

of online learning, differential privacy, and federated learning that can handle budget

constraints in the fully decentralized architecture.

1.6 Objectives of the Research

A lot of work in the literature focused on federated learning with a central server.

However, this is prone to communication and computational bottlenecks at the central

server when a large number of clients are involved [43]. The work in this dissertation

overcomes these bottlenecks by considering a fully decentralized federated learning system

with no central server. Fully decentralized federated learning has recently been considered

in [7, 49, 66, 80, 84].

Most works on federated learning assumed fixed data distribution for each client where

a random mini-batch data is drawn at each time and a stochastic gradient is computed. This

indicates that the entire training data is assumed not to be time-varying. However, there are

cases where the data distribution is time-varying [12]. Each client draws mini-batch data at

random from this time-varying data distribution. This is different from the non-iid bottleneck

associated with fixed training data [93]. The work in this dissertation also incorporates

the non-iid data distribution bottleneck into the time-varying data distribution framework.

An application of time-varying data distribution is in real-time traffic monitoring, where
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the data generated is time-varying [26, 79]. To capture time-varying data distribution, this

work incorporates online learning into its problem formulation. Online learning has shown

to be effective in capturing the minimizer in a time-varying environment [40]. The regret

definition in this work uses either static regret or dynamic regret depending on the problem

set. The proposed algorithms are based on online learning and they capture the time-varying

data distribution with low regret.

Even though federated learning was designed to provide privacy to the training data

of clients, privacy breaches may still occur when a powerful adversary gains access to the

uploaded model updates at the central server [82]. Hence, differential privacy is included in

the federated learning setting to protect the uploaded model updates. Differential privacy is

a rigorous theoretical guarantee for privacy [20, 22], that has been successfully incorporated

into federated learning design with central server [25, 77, 82]. Due to the absence of

a central server in the federated learning design in this work, local differential privacy,

rather than differential privacy, is used. Local differential privacy guarantees the privacy

of the local model update of each client. This is achieved by adding Laplace noise to each

component of the loss gradient vector of each client before communication proceeds with

other clients within a neighborhood.

One practical issue with federated learning is when communication is placed under some

budget constraints. Such budget constraints may be power or energy constraint in wireless

communication, time constraint, money cost constraint [81], quantization constraint [72]

etc. This work also considers long-term budget constraints placed on the sequential decision

made by the clients. This means that the communication among the clients must satisfy
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some long-term constraints. Although some prior work considered per round constraints, it

is more interesting to consider the long-term constraints [85]. Take, for instance, energy

constraint, where an engineer is more interested in the total number of packets sent before

the battery power is completely used up, rather than the number of packets sent per round

of battery usage. This means that even if the clients fail to satisfy any imposed per round

constraints, they must collectively satisfy the long-term constraints.

Another practical issue with federated learning is the presence of stragglers. This occurs

because the computational speed of the clients differs. This means that while some clients

can process computations faster, some others are slow. Some clients may decide to opt-out

of communication or make themselves unavailable for communication. This has been

addressed in federated learning under the fixed data distribution, and in the centralized

federated learning architecture, [41, 50]. However, when data becomes time-varying, it

becomes more challenging to synchronize clients with the different computational speeds in

the fully decentralized architecture. This work addresses this problem when the data is both

time-varying and non-iid, without dropping off stragglers during any round of computation.

In summary, this work considers a fully decentralized federated learning architecture

where the clients have time-varying data distribution. Long-term budget constraints are

placed on the communication among the clients. To provide privacy to the local model

update of each client, local differential privacy is incorporated into the setting. Also, this

work considers the presence of stragglers among the clients. The proposed differentially

private online learning algorithms ensure that the clients converge to the global optimal

model. The algorithms proposed in this dissertation lie at the intersection of federated
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learning, local differential privacy, and online learning. This means that the proposed

algorithms can solve many challenging problems simultaneously. Also, the proposed

algorithms in this research work are based on mirror-descent, which is a generalized first-

order optimization technique already proven to have a better convergence. Most probably,

this entire body of work is the first to propose differentially private online federated learning

algorithms that can handle long-term budget constraints, and cope with clients opting out of

communication at will in the fully decentralized architecture.

1.7 Organization of this Work

The succeeding Chapters of this work are described as follows: Chapter 2 discusses

how clients can converge to the global optimal model in a fully decentralized federated

learning architecture. The graph structure is a fixed graph network with directed edges. The

adjacency matrix of the graph is column stochastic. There is no budget constraint placed on

the communication among the clients. The proposed differentially private online learning

algorithms are based on mirror-descent. Chapter 3 introduces budget constraints placed

on the communication among the clients. The global optimal vector used in this Chapter

belongs to a set of per-round benchmark comparators. The proposed differentially private

online learning algorithm is based on a saddle-point convex-concave optimization that

allows for the introduction of a Lagrangian dual parameter [57]. Chapter 4 is an extension

of Chapter 3 where the global optimal vector belongs to a set of a more general benchmark

comparator [58]. The Lagrangian relaxation of the regret definition in its offline version

can be mathematically analyzed by a metric called the drift plus loss plus smoothness plus
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noise (DPLPSN). Chapter 5 uses the dynamic regret to better capture the time-varying

data distribution. Also, it discusses the situation where their clients are free to opt-out of

communication at any round at will. To effectively capture this situation where some clients

are unavailable for communication, Chapter 5 uses a time-varying graph network that is

column-stochastic and strongly connected over a fixed interval of time. The Appendices

show the proofs of the Lemmas and Theorems proposed in this work.
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CHAPTER 2

SYNCHRONOUS DIFFERENTIALLY PRIVATE FEDERATED LEARNING

There has been much work on federated learning with a central server as a coordina-

tor. However, this design is prone to communication and computational bottlenecks at

the central server, especially when a large number of clients are involved [43]. Thus, a

decentralized model where clients communicate directly among themselves is favored [80].

This means that the central server is removed from this design. The clients can commu-

nicate synchronously [59] or asynchronously [14]. In 20 synchronous communication,

the clients form a graph network and all clients communicate with their neighbors in the

graph network at every time instance. Synchronous communication is applicable in social

networks, recommender systems, or collaborations among health service providers. In

asynchronous communication, only two random clients can communicate simultaneously

at any time. The common algorithm used for asynchronous communication is the gossip

algorithm. Synchronous communication can easily combine with differential privacy unlike

asynchronous communication [35].

This Chapter focuses on synchronous communication among clients that form a graph

network. Much existing literature on federated learning with synchronous communication

considered a scenario where mutual trust is required between any two clients before com-

12



munication can proceed through an edge in the graph network [7, 49, 66, 84]. That is, the

graph network is assumed to be undirected. However, this Chapter considers a scenario

where only one-sided trust is required. That is, if client A trusts client B, then client A

shares its local model with client B. But, if client B does not trust client A, then client B

does not share its local model with client A. This is referred to as single-sided trust and it

necessitates the use of a directed graph [31].

2.1 Problem Setting
2.1.1 Assumptions and Definitions

Definition 1: Given a strongly convex and differentiable distance-generating function

R : X → R defined on a closed convex set X ⊆ Rd, the Bregman’s divergence is defined

as:

BR(~x||~y) := R(~x)−R(~y)− 〈OR(~y), ~x− ~y〉 (2.1)

for any ~x, ~y ∈ X .

Assumption 1: R is α-strongly convex with respect to a norm || · ||, for any two points

~x, ~y ∈ Rd. That is

R(~x) ≥ R(~y) + 〈OR(~y), ~x− ~y〉+
α

2
||~x− ~y||2. (2.2)

This yields an important property of Bregman’s divergence BR(~x||~y) ≥ α
2
||~x− ~y||2. The

well-known examples are the Euclidean distance BR(~x||~y) = ||~x − ~y||22 obtained from

R(~x) = 1
2
||~x||22, and the Kullback-Leibler’s divergence BR(~x||~y) =

∑d
i=1[~x]i ln

[~x]i
[~y]i

ob-
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tained from the negative entropy function R(~x) =
∑d

i=1[~x]i ln[~x]i with respect to the L1

norm, given that the convex set X is a probability simplex4d defined as4d :=

{
~x ∈ Rd :∑d

i=1[~x]i = 1; [~x]i ≥ 0; i ∈ {1, ..., d}
}

.

Assumption 2: For any client u ∈ {1, ..., V }, the loss function fu,t is Lipschitz contin-

uous on X with a uniform constant L. That is

|fu,t(~x)− fu,t(~y)| ≤ L||~x− ~y||. (2.3)

Remark 1: Assumption 2 implies that the ||Ofu,t(~x)||∗ ≤ L.

The choice of mirror descent for the proposed algorithm is due to the generalization of

the Bregman’s divergence to distance generating metrics such as the Euclidean distance with

L2 norm and the Manhattan distance with L1 norm. This makes the algorithm applicable to

a wider range of problems. However, in this Chapter, we are more interested in the L1 norm

which corresponds to the probability simplex settings.

2.1.2 Network Topology

The network topology of the federated learning system is important to guarantee conver-

gence. The weight of the edge [W]vu from any client v to any other client u in the graph

network G forms a weight matrix W, which is column stochastic. That is

V∑
v=1

[W]vu = 1. ∀u ∈ V (2.4)
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If there is no directed edge from v to u, then [W]vu = 0 for that edge. The in-neighborhood

of a particular client u is defined as N in
u := {v : [W]vu > 0} ∪ {u : [W]uu > 0}, u 6= v;

and the out-neighborhood of the client u is defined as N out
u := {v : [W]uv > 0} ∪ {u :

[W]uu > 0}, u 6= v. This means that the client u is a member of its in-neighborhood and

out-neighborhood.

2.1.3 Online Learning Framework

Consider a federated learning system with V number of clients that form a directed

graph G = (V , E), where V = {1, ..., V } is the set of clients and E ⊆ V × V is the set of

edges. Such clients could represent mobile phones, computing devices, or even a group of

collaborative health care providers. Two clients u and v can communicate in a one-way

direction, i.e., (u, v) ∈ E refers to direct communication from client u to v in a one-way

direction. Similarly, (v, u) ∈ E refers to client v sending information to client u directly

in a one-way direction. Each client sequentially receives private local data and stores its

updated local model at each time instance. For instance, the client u stores its updated

local model vector parameter ~xu,t at time t. Then, this updated local model vector is used

to make some predictions in the next time instance, such as recommending an item in an

online recommender system.The loss function fu,t(·) is observed and a loss fu,t(~xu,t) is

incurred at each time t for the client u. The performance of any randomized algorithm for

online federated learning is measured against an oracle with the knowledge of the global

optimal vector over the time horizon. This performance metric is called regret. Formally, it

is defined as follows:
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RegT :=
T∑
t=1

V∑
u=1

(
fu,t(~xu,t)− fu,t(~x∗)

)
(2.5)

where ~x∗ = arg min~x
∑T

t=1

∑V
u=1 fu,t(~x) is the global optimal vector. A more general

online learning setting will be to consider the randomness of the data of each client drawn

from a time-varying data distribution. This will account for the randomness of the mini-

batch data size used in each iteration. Hence, the loss function fu,t(·, ξu,t) is parameterized

by the random variable ξu,t drawn from the time-varying distribution Du,t. Thus, the regret

is redefined as follows:

RegT := EE∼D

[
T∑
t=1

V∑
u=1

(
fu,t(~xu,t; ξu,t)− fu,t(~x∗; ξu,t)

)]
(2.6)

where E = {ξu,t}1≤u≤V ;1≤t≤T and D = {Du,t}1≤u≤V ;1≤t≤T . The expectation EE∼D[ · ]

is taken over the randomness of all past random actions (i.e., random choices of mini-

batches) and incurred losses. The global optimal model ~x∗ = arg min~x EE∼D
∑T

t=1

∑V
u=1 fu,t(~x; ξu,t).

The above definition of regret handles the non-independently-and-identically-distributed

(non-IID) data bottleneck in federated learning [93]. Henceforth, fu,t(·; ξu,t) will be repre-

sented as fu,t for ease of notation and the loss gradient will be represented as Ofu,t.

2.1.4 Differential Privacy and Local Differential Privacy

Dwork et al. [20, 22] proposed differential privacy to ensure that two databases that

differ in only one record generate randomized results with identical probability distributions
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by using a private mechanism. A modified version of the original definition of differential

privacy that applies to sequential data is defined below.

Definition 2: A randomized algorithm A on the convex set X and the loss function set

Y is (ε, δ)-differentially private up to round T for the agent u, if for any two loss function

sequences F = (fu,1, · · · , fu,T ) ⊆ YT and F ′ = (f ′u,1, · · · , f ′u,T ) ⊆ YT differing in at

most one loss function, i.e, ∃t0 ∈ {1, · · · , T}, ∀t ∈ {1, · · · , T} − {t0}, fu,t = f ′u,t for all

S ∈ X T , and it holds that

P(A(F ) ∈ S) ≤ exp(ε)P(A(F ′) ∈ S) + δ (2.7)

Remark 2: This is a standard definition of differential privacy in the online learning

setting [1, 33]. It ensures that the entire sequence of actions chosen by any client is

differentially private. When δ = 0, then, we say that the randomized algorithm is ε-

differentially private.

Definition 3: Given the privacy parameter ε, the private loss gradient Of̂u,t is a ε-locally

differentially private version of the loss gradient Ofu,t, if for all previous private loss

gradients Of̂u,1, · · · ,Of̂u,t−1, and Ofu,t,Of ′u,tdiffering in at most one component, we have

supS∈σ(Of̂u,t)

P(Of̂u,t ∈ S|Ofu,t,Of̂u,1, · · · ,Of̂u,t−1)

P(Of̂u,t ∈ S|Of ′u,t,Of̂u,1, · · · ,Of̂u,t−1)

≤ exp(ε)

(2.8)

where P is the conditional probability distribution specified by the private mechanism and

σ(Of̂u,t) is an appropriate σ-field on Of̂u,t.
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Remark 3: Definition 3 is a modified version of Definition 1 in [19] applicable to

gradient-based algorithms in the online learning setting. Definition 3 applies to local

differential privacy in the setting discussed throughout this work. In local differential

privacy, each client runs the randomized algorithm and shares a noisy update with its

neighbors. Hence, no adversary or spy among the neighbors can decode the true loss

gradient.

2.2 Proposed Algorithms

In this section, the differentially private online mirror descent algorithm for the federated

learning system is described. Algorithm 1 is a generalized algorithm that covers Euclidean

and non-Euclidean regularization functions R(~x). Algorithm 1 is a modification of the

online mirror descent algorithm proposed in [30, 53, 74]. All clients u ∈ V run this

algorithm. The inputs to the algorithm are the time horizon T , time-varying step size ηt and

the initial local model vector ~xu,1 for the agent u.The essence of a time-varying step-size

is to provide a fine descent towards the global optimal vector; hence, the global optimal

vector becomes trackable with high accuracy. To provide local differential privacy, Laplace

noise drawn from the Laplace distribution Lap(4F/ε), is added to the loss gradient Ofu,t

to make it noisy. 4F is called the local sensitivity, which is the maximum change that

can occur between any two components of a loss gradient. This will become clearer when

describing Algorithm 3.

Algorithm 2 is a variant of Algorithm 1. In Algorithm 2, the regularization function is

the negative entropy function. It is also possible to obtain a variant of Algorithm 1 with
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the Euclidean regularization function. This will result in the differentially private online

gradient descent algorithm.

Algorithm 3 is a special case of Algorithm 2 when the convex set X is a probability

simplex. This gives the differentially private exponential gradient algorithm similar to

the Hedge algorithm in follow-the-expert settings. It is seen that the initialization is a

uniform distribution over each component of the initial local model vector, i.e., [~xu,1]j = 1
d

∀ j ∈ {1, · · · , d}; thus, the entropy is maximum. From time t = 1 to T , the following

steps are taken: In step 5, The client u draws a time-varying mini-batch data ξu,t from its

time-varying data distribution Du,t. The client u plays ~xu,t at time t in step 6 and observes

the loss function in step 7. In step 8, the loss gradient is computed and the norm of the

loss gradient is bounded by 1. In step 9, a Laplace noise vector ~NL = [NL,1, · · · , NL,d]
T

drawn from the Laplace distribution Lap(1/ε) is added to the loss gradient. Precisely, the

addition is such that each component of the Laplace noise vector NL,i, with i ∈ {1, ..., d},

is drawn independently from Lap(1/ε) for a value of ε between 0 and 1. Each Laplace

noise component is bounded in the range [−b, b] for any arbitrary value of b. To scale the

magnitude of each component of the noisy loss gradient such that it does not exceed 1, step

11 is introduced. Each component of the noisy loss gradient vector is kept in the range

of [0, 1] to preserve local sensitivity defined in Definition 3. The norm of the noisy loss

gradient may still exceed 1. Therefore, the noisy loss gradient is normalized with the L2

norm in step 12. The expected value of this normalized noisy loss gradient is equal to

the true loss gradient. An intermediate local vector ~zu,t+1 is obtained in step 13 using the

exponential gradient update equation. In step 14, the local model vector update ~xu,t+1 is
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Algorithm 1: Differentially-Private Online Mirror Descent for Agent u
1. Input: Time horizon T , step size ηt = 1

t

2. Initialize such that OR(~yu,1) = ~0 and ~xu,1 = arg min~x∈X BR(~x||~yu,1).
3. Output: ~xu,T .
4. For each round t ∈ {1, · · · , T}
5. Draw ξu,t ∼ Du,t.
6. Play ~xu,t.
7. Observe the loss function fu,t.
8. Compute the gradient Ofu,t. Note that Ofu,t(~xu,t; ξu,t) ≡ Ofu,t for ease of notation.
9. Add Laplace noise drawn from Lap(∆F/ε) to obtain Of̂u,t such that
E[Of̂u,t] = Ofu,t.

10. Update according to the update rule below
OR(~yu,t+1) = OR(~xu,t)− ηtOf̂u,t
~zu,t+1 = arg min~x∈X BR(~x||~yu,t+1).

11. ~xu,t+1 =
∑

v∈N inu [W]vu~zv,t+1 + [W]uu~zu,t+1.
12. End

computed from the collaboration of client u with its neighbors. Steps 5-14 continue until the

time horizon is reached and the client’s local model vector converges to the global optimal

vector. The algorithm stops in step 15.

Definition 4: If the loss gradient Ofu,t and Of ′u,t differs in only one component, then ,

the local sensitivity per round is given as

∆F = max||Ofu,t − Of ′u,t||1 = 1 (2.9)

The maximum change that can occur in the loss gradient is 1, because each loss gradient

component is bounded by 1.

2.3 Theoretical Results

In this section we present the theoretical results.
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Theorem 1: If algorithm 1 is run with Laplace noise drawn from Lap(1/ε) with

regularization functionR(~x) and decision set X and loss gradient Ofu,1, · · · ,Ofu,T , then

the regret of algorithm 1 is bounded by

RegT ≤

√√√√DR

T∑
t=1

V∑
u=1

max
~x∈X

(||Ofu,t||∗O2R(~x))
2 +DLap (2.10)

where

DLap = E~Z∼LapT (1/ε)

[
max
~x∈X

~ZT~x−min
~x∈X

~ZT~x

]

and

DR = max
~x∈X
R(~x)−min

~x∈X
R(~x)

where ~Z is the sequence of Laplace noise vectors from time t = 1 to time t = T and

LapT (1/ε) indicates that Laplace distribution is used from time t = 1 to time t = T .

|| · ||∗O2R(~x) is the dual norm with respect to the Hessian of R(~x). Theorem 1 is similar to

Theorem 3.1 in [1]. The difference is that the tree-based aggregation technique proposed by

Dwork [21] is used in [1]. Refer to Appendix A.

Corollary 1: The regret for the online federated exponential gradient algorithm with

R(~x) =
∑d

i=1[~x]i log[~x]i

Regret ≤ O
(√

T log d+
log T log d

ε

)
(2.11)

Theorem 2: The sequence of noisy loss gradients (Of̂u,t, · · · ,Of̂u,T ) in Algorithms 3

are ε-locally differentially private.
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Algorithm 2: Differentially-Private Online Mirror Descent with Entropic Regularizer
1. Input: Time horizon T , step size ηt = 1

t ,
regularization functionR(~x) = ~x log ~x =

∑d
i=1[~x]i log[~x]i

OR(~x) = 1 + log ~x, BR(~x||~y) =
∑d

i [~x]i log [~x]i
[~y]i
−
∑d

i=1[x]i +
∑d

i=1[y]i .
2. Initialize OR(~yu,1) = ~0 and ~xu,1 = arg min~x∈X BR(~x||~yu,1)
3. Output: ~xu,T .
4. For each round t ∈ {1, · · · , T}
5. Draw ξu,t ∼ Du,t.
6. Play ~xu,t.
7. Observe the loss function fu,t.
8. Compute the loss gradient Ofu,t
9. Add Laplace noise drawn from Lap(∆F/ε) to obtain Of̂u,t such that
E[Of̂u,t] = Ofu,t.

10. Update
log ~yu,t+1 = log ~xu,t − ηtOf̂u,t
~zu,t+1 = arg min~x∈X BR(~x||~yu,t+1)

11. ~xu,t+1 =
∑

v∈N inu [W]vu~zv,t+1 + [W]uu~zu,t+1.
12. End

Proof: By applying Definition 2 and the composition theorem in [22], the noisy loss

gradients are ε-locally differentially private from t = 1 to t = T .

2.4 Simulation Results

We use synthetic testing for the simulation and apply Algorithm 3 as follows: consider a

group of three clients receiving data sequentially and whose goal is to learn a global model

~x∗. Assume the weight matrix W, is given as:

W =


0.2 0.2 0.8

0.5 0.4 0.1

0.3 0.4 0.1

.

Online logistic regression is considered and the convex set X is the probability simplex.

The loss function fu,t = log(1 + exp(−yu,t~dTu,t~xu,t)) + γ
2
||~xu,t||22. The local model vector of

the client u is ~xu,t ∈ R5 and γ is a hyper-parameter. The vector ~du,t is the normalized time-
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Algorithm 3: Differentially-Private Exponential Gradient Algorithm
1. Input: Time horizon T , step size ηt = 1

t .
X = 4d = {~x ∈ Rd+|

∑d
i=1[~x]i = 1},R(~x) =

∑d
i=1[~x]i log[~x]i

BR(~x||~y) =
∑d

i=1[~x]i log [~x]i
[~y]i

.
2. Initialize [~xu,1]j = 1

d ∀j ∈ {1, · · · , d}.
3. Output: ~xu,T .
4. For each round t ∈ {1, · · · , T}
5. Draw ξu,t ∼ Du,t.
6. Play ~xu,t.
7. Observe the loss function fu,t.
8. Compute the loss gradient Ofu,t. For online logistic regression ||Ofu,t||2 ≤ 1.
9. Draw NL,i ∼ Lap(1/ε) independently to form NL = [NL,1, · · · , NL,d]

T ∀i ∈ {1, ..., d}.
If any NL,i ∈ [−b, b] with i ∈ {1, ..., d} for some fixed number b ∈ R then

use the exact value of NL,i .
Else Use NL,i = b

2

10. Compute [Of̂u,t]i = [Ofu,t]i +NL,i ∀i ∈ {1, .., d}.
11. Scale each component [Of̂u,t]i to [0, 1] using [Of̂u,t]i =

[Of̂u,t]i+b
2b+1

12. Compute Of̂u,t ← Of̂u,t
||Of̂u,t||2

to keep ||Of̂u,t||2 ≤ 1,

and ensure that E[Of̂u,t] = Ofu,t.

13. Update [~zu,t+1]j =
[~xu,t]j exp(−ηt[Of̂u,t]j)∑d
i=1[~xu,t]i exp(−ηt[Of̂u,t]i)

∀j ∈ {1, · · · , d}
14. Compute ~xu,t+1 =

∑
v∈N inu [W]vu~zv,t+1 + [W]uu~zu,t+1.

15. End

varying mini-batch data i.e., ~du,t = ~au,t
||~au,t||2 , where ~au,t ∈ R5 is the time-varying mini-batch

data, and the label of ~au,t is yu,t ∈ {1,−1}. The normalized data ~du,t is used in the loss

gradient instead of ~au,t to ensure that ||Ofu,t||2 ≤ 1. The label yu,t is generated uniformly

at random. When yu,t = 1, each component of the data i.e., [~au,t]i, is drawn independently

from the time-varying Gaussian distribution N (1 + 0.5t, 1). However, when yu,t = −1,

each component of the data, i.e., [~au,t]i, is drawn independently fromN (−1 + 0.5t, 1). The

learning rate η = 1
t
, b = (log T )2

ε
, ε = 0.1, γ = 0.1 and the time horizon T = 50. Laplace

noise is drawn independently from Lap(1/ε) and added to each component of the loss
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Figure 2.1

Convergence of the each component of the clients’ local model vector to each component
of the global optimal vector model with initial uniform distribution .

gradient to form a noisy loss gradient. The Laplace noise is bounded by the parameter b as

discussed in Section 2.2. The noisy loss gradient is normalized to maintain ||Of̂u,t||2 ≤ 1.

In the simulation, the initial distribution is a uniform distribution. For instance in Fig.

1, the initial local model vector of client 1 is ~x1,1 = [1
5
, 1

5
, 1

5
, 1

5
, 1

5
]T, the initial local model

vector for client 2 is ~x2,1 = [1
5
, 1

5
, 1

5
, 1

5
, 1

5
]T, and also, the initial local model for client 3 is

~x3,1 = [1
5
, 1

5
, 1

5
, 1

5
, 2

5
]T. The plots in Fig. 1 shows how each component [xu,t]i of the clients’

local model vector converge to each component of the global optimal model vector [~x∗]i over

time. The global optimal model vector is ~x∗ = [0.1657, 0.1429, 0.1605, 0.2360, 0.2949]T.

The simulation is repeated over 50 iterations. One observation is that the global optimal

model vector varies with each iteration. This is because of two reasons. The first reason

is that the mini-batch data ~au,t is time-varying over the time horizon in any one iteration

for each client. The second reason is that the sequence of time-varying mini-batch data
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~au,1, · · · ,~au,T for each client varies when any two iterations are compared. Thus, the

global model vector is averaged over 50 iterations to obtain an average global model vector

~x∗avg = [0.2352, 0.1994, 0.2079, 0.1703, 0.1871]T.

Now, the simulation is conducted with a non-uniform initial distribution for the clients.

The essence of using non-uniform distribution is to show that regardless of the initialization

for each client’s local model vector, the clients are able to converge to the global optimal

model vector of the federated network, with privacy guarantee. The initial local model

vector for client 1 is ~x1,1 = [1
2
, 0, 0, 1

4
, 1

4
]T, the initial local model vector for client 2 is

~x2,1 = [1
4
, 1

8
, 1

8
, 1

4
, 1

4
]T, and the initial local model vector for agent 3 is ~x3,1 = [1

5
, 1

10
, 2

5
, 1

5
, 1

10
]T.

Fig. 2 shows the plots of each component of the local model vector of the clients’ converging

to the component of the global model vector for the first iteration. The global model vector

for the first iteration is ~x∗ = [0.3945, 0.0894, 0.1124, 0.1532, 0.2505]T, while the average

global model over 50 iterations is ~x∗avg = [0.2339, 0.0678, 0.1618, 0.25, 0.2864]T.

The regret bound of Algorithm 3 grows at a sublinear rate of O(
√
t
t

), if other parameters

are kept constant. Sublinearity is defined as limt→∞
Regt
t

= 0. We compare the growth of

the regret bound of Algorithm 3 with the regret bound of two other algorithms proposed

for online federated learning. The first is the online push-sum algorithm with a sublinear

regret growth rate ofO(
√
t
t

) proposed in [31]; the second is the decentralized online gradient

algorithm with sublinear regret growth rate of O(
√
t
t

) as observed from corollary 1 in [94].

Thus, our regret bound matches the best regret bound in the literature, despite the addition

of Laplace noise.
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Convergence of the each component of the clients’ local model vector to each component
of the global optimal vector model with a non-uniform initial distribution.

2.5 Conclusion

This chapter proposed an online mirror descent algorithm that generalizes first-order

algorithms and takes advantage of the convexity of the loss functions. To provide additional

privacy to the loss gradients, local differential privacy has been considered. Simulation

results are based on a proposed differentially private exponential gradient algorithm, which

is a variant of the differentially private online mirror descent algorithm with an entropic

regularizer. The clients converge to the global optimal vector over the time horizon in

each iteration. Due to the time-varying nature of the data distribution, the global optimal

vector is time-varying over the number of iterations. The regret bound of the proposed

online federated exponential gradient algorithm is compared with the regret bounds of some

state-of-the-art online federated learning algorithms found in the literature.
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CHAPTER 3

DIFFERENTIALLY PRIVATE FEDERATED LEARNING WITH BUDGET

CONSTRAINTS USING PER-ROUND BENCHMARK COMPARATOR

This chapter considers online federated learning in a fully decentralized setting. Long-

term constraints are placed on the communication among the clients. To provide added

privacy, local differential privacy is introduced into the setting.

3.1 Online Learning with Constraints

Each client u sequentially receives a private time-varying local data ξu,t drawn from a

time-varying data distribution Du,t at every time t. The client u uses its time-varying data,

together with cooperation from its neighbors to update its stored local model ~xu,t every

time t. A convex loss function fu,t(.; ξu,t) : X → R≥0 is received together with a convex

constraint cu,t(·; ξu,t). The client u incurred loss is fu,t(~xu,t; ξu,t). The goal of the clients

is to apply this randomized algorithm both to minimize the regret and also to satisfy the

long-term constraints. Formally, the regret is defined as:
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RegT := EE∼D

[
T∑
t=1

V∑
u=1

(
fu,t(~xu,t; ξu,t)− fu,t(~x∗; ξu,t)

)]

subject to EE∼D
[ T∑
t=1

V∑
u=1

cu,t(~xu,t; ξu,t)

]
≤ 0

(3.1)

whereE = {ξu,t}1≤u≤V ;1≤t≤T andD = {Du,t}1≤u≤V ;1≤t≤T . The expectation EE∼D[ · ]

is taken over the randomness of all past random actions (i.e., random choices of mini-

batches) and incurred losses. Losses are adversarial in nature, due to the randomness of the

data distribution. The global optimal model ~x∗ = arg min~x∼O EE∼D
∑T

t=1

∑V
u=1 fu,t(~x; ξu,t).

The set O := {~x ∈ X : cu,t(~x; ξu,t) ≤ 0,∀t,∀u ∈ V} 6= ∅. One may expect the global

optimal model to be a member of the set O′ = {~x ∈ X :
∑T

t=1 cu,t(~x; ξu,t) ≤ 0,∀u ∈ V}

that satisfies the long-term constraints. However, it has been proven in Proposition 4

of [48] and Proposition 2.1 of [76] that no algorithm can obtain a sublinear regret if it

competes against O′ instead of O; hence, the oracle satisfies only per-round constraints

but the clients satisfy the long-term constraints. The above definition of regret resolves

the non-independently-and-identically-distributed (non-IID) data bottleneck inherent in

federated learning [93]. For ease of notation, we sometimes represent fu,t(·; ξu,t) as fu,t

and cu,t(·; ξu,t) as cu,t. Also, we sometimes represent the loss gradient O~xfu,t(~xu,t; ξu,t) as

O~xfu,t.

3.2 Online Learning based on Saddle Point Formulation

We reformulate (3.1) as a saddle-point convex-concave optimization problem [34, 47,

76]. This allows for the introduction of a Lagrangian dual parameter λu,t ∈ R+ to the loss
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function, which caters for the long-term constraints. Thus, the loss function becomes a

composite loss function. The offline composite loss function is given as:

Lu,t(~xu, λu,t; ξu,t) = fu,t(~xu; ξu,t) + λu,tcu,t(~xu; ξu,t)−

γηt
2
λ2
u,t

(3.2)

where γ ∈ R+ is a regularization parameter and ηt is the learning rate. The effect of this

reformulation is an online algorithm that performs online mirror descent on ~xu,t and online

gradient ascent on the dual parameter λu,t. This is described below.

3.3 Proposed Algorithm

The proposed algorithm referred to as algorithm 4 works as follows: The input to

the algorithms are the total iteration time T known to every client before the start of the

algorithm, the adaptive step size ηt, the parameter γ from (3.2), the sensitivity ∆S, and the

privacy loss parameter ε. The sensitivity is the maximum value that can occur when there

is a change by at most one component in the loss gradient, i.e., max ||O~xfu,t − O~xf
′
u,t||1.

The output of the algorithm is ~xu,T . The local model vector at time t = 1, which is ~xu,1, is

initialized before the start of the algorithm.

From time t = 1 to T , the following steps are observed. In step 5, the client u draws a

random mini-batch from the time-varying data distribution. In step 6, the client u plays ~xu,t,

In step 7, the client observes the loss function fu,t and the constraint cu,t. In step 8, the client

incurs the loss fu,t(~xu,t; ξu,t) and the constraint cu,t(~xu,t; ξu,t). In step 9, Laplace noise NL,i

∀i ∈ {1, ..., d} is drawn independently from Lap(∆S/ε) to form a Laplace noise vector
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NL = {NL,1, · · · , NL,d}T. In step 10, a noisy composite loss gradient O~xL̂u,t(~xu,t, λu,t; ξu,t)

is obtained. Actually, the Laplace noise vector is added to the loss gradient O~xfu,t(~xu,t; ξu,t)

to obtain O~xf̂u,t(~xu,t; ξu,t), such that E[O~xf̂u,t(~xu,t; ξu,t)] = O~xfu,t(~xu,t; ξu,t). This is cap-

tured in the noisy composite loss gradient O~xL̂u,t(~xu,t, λu,t; ξu,t), where the partial differen-

tiation is with respect to ~xu,t. In step 11, the composite loss is partially-differentiated with

respect to λu,t. No noise is added in step 11, because we are more interested in protecting

the composite loss gradient, which will be used for the update in step 12; and by extension

steps 13 and 15. Steps 12 and 13 follow the conventional equations for online mirror descent

to compute an intermediate local vector ~zu,t+1. In step 14, a gradient ascent update is done

on the Lagrange dual parameter λu,t. In step 15, the client u cooperates with other clients in

its neighborhood to obtain its updated local model ~xu,t+1. Step 5 - 15 continues until the

iteration limit is reached. Then, the algorithm ends as indicated in step 16.

The algorithm should be seen as running two no-regret procedures i.e., running online

mirror descent on the sequence of composite losses {L̂u,t(~xu, λu,t; ξu,t)}t with respect to ~xu,

and running online gradient ascent on the sequence of composite losses {Lu,t(~xu,t, λu; ξu,t)}t

with respect to λu.

If R(~yu,1) = 1
2
||~yu,1||22 in step 3, which represents the Euclidean norm, then steps 12

and 13 merge to form

~zu,t+1 = ΠB(~xu,t − ηtO~xL̂u,t(~xu,t, λu,t; ξu,t)). (3.3)
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Algorithm 1: Differentially-Private Online Mirror Descent with Sequential Constraints
1. Input: Total iteration limit T , step size ηt, parameter γ, sensitivity = ∆S, privacy parameter ε = (0, 1).
2. Output: ~xu,T .
3. Initialize such that OR(~yu,1) = ~0 and ~xu,1 = arg min~x∈X BR(~x||~yu,1); λu,1 = 0.
4. For each round t ∈ {1, · · · , T}
5. Draw ξu,t from Du,t.
6. Play ~xu,t.
7. Observe the loss function fu,t and the constraint cu,t.
8. Incur the loss fu,t(~xu,t; ξu,t) and constraint cu,t(~xu,t; ξu,t).
9. Draw Laplace noise NL,i ∼ Lap(∆S/ε) ∀i ∈ {1, .., d}, such that NL = {NL,1, · · · , NL,d}T .

10. Compute O~xL̂u,t(~xu,t, λu,t; ξu,t) = O~x

[
fu,t(~xu,t; ξu,t) + λu,tcu,t(~xu,t; ξu,t)− γηt

2 λ2
u,t

]
+NL ,

where O~xf̂u,t(~xu,t; ξu,t) = O~xfu,t(~xu,t; ξu,t) +NL.
11. Compute OλLu,t(~xu,t, λu,t; ξu,t).
12. Update OR(~yu,t+1) = OR(~xu,t)− ηtO~xL̂u,t(~xu,t, λu,t; ξu,t).
13. Projection: ~zu,t+1 = arg min~x∈X BR(~x||~yu,t+1).
14. Update λu,t+1 = max{0, λu,t + ηtOλLu,t(~xu,t, λu,t; ξu,t)}
15. Compute ~xu,t+1 =

∑
v∈Nu [W]vu~zv,t+1 + [W]uu~zu,t+1.

16. End

where ΠB is the Euclidean projection unto the Euclidean ball B such that X ⊆ B = {~x ∈

Rd : ||~x||2 ≤ R}, R > 0 is the radius of the ball. This results in differentially-private Online

Gradient Descent with Sequential Constraints Algorithm [47].

Similarly, ifR(~yu,1) = ~yu,1 log ~yu,1 =
∑d

i=1[~yu,1]i log[~yu,1]i in step 3 and the convex set

X = 4d = {~x ∈ Rd
+|
∑d

i=1[~x]i = 1}, where4d is a d-dimensional simplex; then steps 12

and 13 reduces to an exponential gradient update shown below:

[~zu,t+1]i =
[~xu,t]i exp(−ηt[O~xL̂u,t(~xu,t, λu,t; ξu,t)]i)∑d
j=1[~xu,t]j exp(−ηt[O~xL̂u,t(~xu,t, λu,t; ξu,t)]j)

. (3.4)

This is the Differentially-Private Exponential Gradient with Sequential Constraints Algo-

rithm.
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3.4 Theoretical Results

Theorem 1: LetR(·) be an α-strongly convex function such that ηt =
√

b
t(D2+G2/α)

and

γ = 2G2

α
, where b ≥ max~x,~y∈X BR(~x||~y); |cu,t(·; ξu,t)| ≤ D ∈ R+; |fu,t(·; ξu,t)| ≤ J ∈ R+

and max{||O~xfu,t(·; ξu,t)||∗, ||O~xcu,t(·; ξu,t)||∗} ≤ G. Algorithm 1 achieves

RegT ≤ O(
V T

εmax[W]uu
) (3.5)

for all clients with constraint violation O(T−1/4); where ε is the privacy loss parameter.

Proof Sketch: We will use some clues from conventional online mirror descent and

online gradient descent for the proof of the proposed algorithm. From [9], we get

T∑
t=1

(Lu,t(~xu,t, λu,t; ξu,t)− Lu,t(~xu, λu,t; ξu,t))

≤ BR(~x||~yu,1)

ηt
+
ηt
2α

T∑
t=1

||O~xLu,t(~xu,t, λu,t; ξu,t)||2∗ (3.6)

Also, from [96], we have

T∑
t=1

(Lu,t(~xu,t, λu; ξu,t)− Lu,t(~xu,t, λu,t; ξu,t))

≤ 1

ηt
λ2
u +

ηt
2

T∑
t=1

(
∂Lu,t(~xu,t, λu,t; ξu,t)

∂λu,t

)2

(3.7)
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By combining Equations (3.6) and (3.7) and bounding
(
∂Lu,t(~xu,t,λu,t;ξu,t)

∂λu,t

)2

, ||O~xLu,t(~xu,t, λu,t; ξu,t)||2∗,

and the inclusion of the privacy loss parameter, we can obtain the regret bound. Please refer

to Appendix B for the full Proof.

3.5 Conclusion

This Chapter considered online federated learning with local differential privacy in a

decentralized setting, when there are long-term constraints. An online mirror descent-based

algorithm with sequential constraints is proposed. Regret bound on the algorithm is obtained

and compared with the regret bound of the differentially private version of the decentralized

online gradient descent algorithm proposed in the literature.
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CHAPTER 4

DIFFERENTIALLY PRIVATE FEDERATED LEARNING WITH A

GENERALIZED BENCHMARK COMPARATOR

This Chapter also considers online federated learning in a fully decentralized setting.

Long-term budget constraints are placed on the communication among the clients. However,

the benchmark comparator used in this Chapter and the resulting analyses of the regret

bound is more general than those in Chapter 3.

4.1 Assumptions

Let {fu,t}∞t=0 and {cu,t}∞t=0 be continuous convex function for the client u, defined

over a convex decision set X ⊆ Rd, such that the functions are smooth and continuously

differentiable.

Assumption 1: Given that the decision set X is convex and compact and D ≥ 0

represents the diameter of the set, then

||~x− ~y||2 ≤ D ∀~x, ~y ∈ X (4.1)
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Assumption 2: Let F ≥ 0 be a constant that represents a universal bound on all

functions ∀t and all ~x ∈ X , then

|fu,t(~x)| ≤ F and |cu,t(~x)| ≤ F. (4.2)

Definition 1: The subgradients O~xfu,t(~x) and O~xcu,t(~x) satisfy

fu,t(~y) ≥ fu,t(~x) + O~xfu,t(~x)T(~y − ~x) ∀~x, ~y ∈ X (4.3)

cu,t(~y) ≥ cu,t(~x) + O~xcu,t(~x)T(~y − ~x) ∀~x, ~y ∈ X (4.4)

Assumption 3: The subgradients are bounded such that

||O~xfu,t(~x)||2 ≤ G and ||O~xcu,t(~x)||2 ≤ G ∀~x ∈ X ,∀t (4.5)

4.2 Problem Formulation

Each client u sequentially receives a private time-varying local data ξu,t drawn from a

time-varying data distribution Du,t at every time t. The client u uses its time-varying data,

together with cooperation from its neighbors to update its stored local model ~xu,t every

time t. A convex loss function fu,t(.; ξu,t) : X → R≥0 is received together with a convex

constraint cu,t(·; ξu,t). The client u incurred loss is fu,t(~xu,t; ξu,t). The performance of any

randomized algorithm for online federated learning is measured against an oracle with the

knowledge of the global optimal vector over the time horizon. This performance metric

is called the regret. The goal of the clients is to apply this randomized algorithm both to
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minimize the regret and also to satisfy the long-term budget constraints. Formally, the regret

is defined as:

RegT := EE∼D

[
T∑
t=1

V∑
u=1

(
fu,t(~xu,t; ξu,t)− fu,t(~x∗; ξu,t)

)]

subject to EE∼D
[ T∑
t=1

V∑
u=1

cu,t(~xu,t; ξu,t)

]
≤ 0

(4.6)

whereE = {ξu,t}1≤u≤V ;1≤t≤T andD = {Du,t}1≤u≤V ;1≤t≤T . The expectation EE∼D[ · ]

is taken over the randomness of all past random actions (i.e., random choices of mini-

batches) and incurred losses. Losses are adversarial in nature, due to the randomness of the

data distribution. The global optimal model ~x∗ = arg min~x∼O EE∼D
∑T

t=1

∑V
u=1 fu,t(~x; ξu,t).

The setO := {~x ∈ X :
∑t+K−1

τ=t cu,τ (~x; ξu,τ ) ≤ 0; 1 ≤ t ≤ T−K+1,∀u ∈ V} 6= ∅. This is

referred as the set ofK-benchmark comparators andK ≤ T [42]. One may expect the global

optimal model to be a member of the set O′ = {~x ∈ X :
∑T

t=1 cu,t(~x; ξu,t) ≤ 0,∀u ∈ V}

that satisfies the long-term constraints. However, it has been proven in Proposition 4 of [48]

and Proposition 2.1 of [76] that no algorithm can obtain a sublinear regret if it competes

against O′ instead of O. Some existing work use the per-round benchmark comparator

O′′ = {~x ∈ X : cu,t(~x; ξu,t) ≤ 0,∀t,∀u ∈ V}. Although this benchmark achieves sublinear

regret and produces a vanishingly small constraint residual as the time horizon grows to

infinity as shown in [52] and [76], however, [52] is based on the strict Slater’s condition

[52] that assumes an interior point for all clients. Also, [76] may be practically difficult to

achieve [76] because a small injection of residual constraints by an adversary may results
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in O′′ been an empty set. Moreover, by letting K = T ζ such that ζ = [0, 1], we can still

recover the set O′ and O′′ from O. For instance, when ζ = 0, K = Θ(1) and we recover

O′′. Also, when ζ = 1, K = Θ(T ), we recover O′. Hence, the choice for using the set of

K−benchmark comparators. The global optimal model is a member of this set. The above

definition of regret resolves the non-independently-and-identically-distributed (non-IID)

data bottleneck inherent in federated learning [93]. For ease of notation, we sometimes

represent fu,t(·; ξu,t) as fu,t and cu,t(·; ξu,t) as cu,t. Also, we sometimes represent the loss

gradient O~xfu,t(~xu,t; ξu,t) as O~xfu,t.

4.3 Lagrangian Relaxation

We can reformulate (4.6) in its offline version as a regularized Lagrangian instantaneous

problem. At round t, the Lagrangian is given as follows:

Lu,t(~xu, Qu,t; ξu,t) = V fu,t(~xu; ξu,t) +Qu,tcu,t(~xu; ξu,t)

+α||~xu − ~xu,t−1||2.
(4.7)

where V is a cautiousness parameter used to control the regret and the constraint residual;

Qu,t is a virtual queue that plays the role of the Lagrangian multiplier; the term ||~xu −

~xu,t−1||2 is a L2 regularization that smoothens the difference between consecutive actions,

and α is the strength of the regularization. The main difference between (4.7) and the

traditional Lagrangian relaxations is the cautiousness parameter. Also, α can be used to
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tune the algorithm and keep it robust to fluctuations. Since the functions fu,t and cu,t are

unknown, we can approximate them with their surrogate equivalent.

f̃u,t(~xu; ξu,t) := fu,t−1(~xu,t−1; ξu,t−1)+

〈O~xfu,t−1, ~xu − ~xu,t−1〉,
(4.8)

c̃u,t(~xu; ξu,t) := cu,t−1(~xu,t−1; ξu,t−1)+

〈O~xcu,t−1, ~xu − ~xu,t−1〉.
(4.9)

The subgradient of Lu,t(~xu, Qu,t; ξu,t) called the composite subgradient and denoted by

O~xLu,t(~xu, Qu,t; ξu,t) is given as:

O~xLu,t(~xu, Qu,t; ξu,t) = V O~xfu,t−1(~xu,t−1, ξu,t−1)+

Qu,tO~xcu,t−1(~xu,t−1; ξu,t−1)+

2α(~xu − ~xu,t−1).

(4.10)

where in (4.10) the surrogates are used and subgradient algebra is applied. The proposed

algorithm computes the stationary point of O~xLu,t(~xu, Qu,t; ξu,t) and project it on the

compact convex set X . Also, it computes OQLu,t(~xu, Qu,t; ξu,t) = c̃u,t(~xu; ξu,t) and updates

the queue Qu,t+1 with the surrogate c̃u,t(~xu; ξu,t). This will be discussed further in the next

Section.
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Algorithm 1: Differentially-Private Online Lagrangian Descent Algorithm
1. Input: Total iteration limit T , sensitivity = ∆S, privacy parameter ε ∈ (0, 1).
2. Output: ~xu,T .
3. Initialize xu,0 ∈ X ; Qu,0 = Qu,1 = 0.
4. For each round t ∈ {1, · · · , T}
5. Play ~xu,t−1.
6. Incur the loss fu,t−1(~xu,t−1; ξu,t−1) and constraint cu,t(~xu,t−1; ξu,t−1).
7. Draw Laplace noise NL,i ∼ Lap(∆S/ε) ∀i ∈ {1, .., d}, such that NL = {NL,1, · · · , NL,d}T .
8. Compute O~xL̂u,t(~xu,t, Qu,t; ξu,t) = V O~xfu,t−1(~xu,t−1, ξu,t−1) +Qu,tO~xcu,t−1(~xu,t−1; ξu,t−1)+

2α(~zu,t − ~xu,t−1) +NL

9. Compute OQLu,t(~xu,t, Qu,t; ξu,t) = c̃u,t(~xu,t; ξu,t).

10. ~zu,t =
∏
X

[
~xu,t−1 − V O~xfu,t−1(~xu,t−1,ξu,t−1)+Qu,tO~xcu,t(~xu,t−1;ξu,t−1)+NL

2α

]
11. Update Qu,t+1 = max{0, Qu,t + c̃u,t(~xu,t; ξu,t)}
12. Compute ~xu,t =

∑
v∈Nu [W]vu~zv,t + [W]uu~zu,t.

13. Draw ξu,t from Du,t.
14. Observe the loss function fu,t and the constraint cu,t.
15. End

4.4 The Proposed Algorithm

The proposed algorithm referred to as algorithm 1 works as follows: The input to

the algorithms are the total iteration time T known to every client before the start of the

algorithm, the parameter α, the cautiousness parameter V , the sensitivity ∆S, and the

privacy loss parameter ε. The sensitivity is the maximum value that can occur when there is

a change by at most one component in the loss gradient, i.e., max ||O~xfu,t − O~xf
′
u,t||1. The

output of the algorithm is ~xu,T . The local model vector for client u at time t = 0, which is

~xu,0, is initialized before the start of the algorithm.

From time t = 1 to T , the following steps are observed. In step 5, the client u

plays ~xu,t−1. In step 6, the client incurs the loss fu,t−1(~xu,t−1; ξu,t−1) and the constraint

cu,t−1(~xu,t−1; ξu,t−1). In step 7, Laplace noise NL,i ∀i ∈ {1, ..., d} is drawn independently

from Lap(∆S/ε) to form a Laplace noise vector NL = {NL,1, · · · , NL,d}T. In step 8,
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a noisy composite loss subgradient O~xL̂u,t(~xu,t, λu,t; ξu,t) is obtained. In step 9, the La-

grangian loss is partially-differentiated with respect to Qu,t. No noise is added in step 9,

because we are more interested in protecting O~xL̂u,t(~xu,t, Qu,t; ξu,t) (see step 8 again), since

it contains the loss subgradient fu,t−1(~xu,t−1; ξu,t−1), which will be used for the update of

the local model in step 10 and by extension step 12. Note that it is the local model update of

each client that is shared with the neighbors and must be protected. Step 10 is the projection

it on the compact convex set X used for computing an intermediate local vector ~zu,t. It is

obtained by equating the subgradient O~xL̂u,t(~xu,t, Qu,t; ξu,t) = 0 from step 8 and projecting

to the convex set X . In step 11, the predictor queue Qu,t is updated. In step 12, the client

u cooperates with other clients in its neighborhood to obtain its updated local model ~xu,t.

In step 13, the client u draws a random mini-batch from the time-varying data distribution.

In step 14, the client observes the loss function fu,t and the constraint cu,t. Step 5 - 14

continues until the time horizon is reached. Then, the algorithm ends as indicated in step 15.

4.5 Mathematical Analysis of the Proposed Algorithm

The mathematical analysis of the proposed algorithm is based on an instantaneous

metric called drift plus loss plus smoothness plus noise (DPLPSN ) that measures (i) the

Lyapunov drift (ii) the instantaneous loss and (iii) the L2 regularization (iv) the Laplace

noise. The Lyapunov drift is the change in the quadratic queue length after the local model

update ~xu,t for the client u is computed. Lyapunov drift is formally defined as

∆(~xu,t) =
1

2
[Q2

u,t+1 −Q2
u,t] (4.11)
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Since ~xu,t directly affects c̃u,t(~xu,t; ξu,t) and c̃u,t(~xu,t; ξu,t) directly affects Qu,t+1 in step

11 of algorithm 1, then we can say that ~xu,t implicitly affects the Lyapunov drift in (14).

Hence, as the drift minimizes, the local model updates satisfies the long-term constraint. By

minimizing the drift plus the instantaneous loss in its surrogate form, it satisfies both the

constraint and also ensures sublinearity of the regret. The L2 regularization removes oscil-

lations between extreme actions (see [42]) and the Laplace noise accounts for differential

privacy. Formally, the DPLPSN is given as:

DPLPSN(~xu,t) := ∆(~xu,t) + V f̃u,t(~xu,t; ξu,t)+

α||~xu,t+1 − ~xu,t||2 +NL.

(4.12)

From Lemma 4.2 in [24], the Lyapunov drift is bounded as

∆(~xu,t) ≤ B +Qu,tc̃u,t(~xu,t; ξu,t). (4.13)

where B := (F +GD)2/2 is a constant. Hence,

DPLPSN ≤ B + V f̃u,t(~xu,t; ξu,t) +Qu,tc̃u,t(~xu,t; ξu,t)

+α||~xu,t − ~xu,t−1||22 +NL.

(4.14)

Thus, DPLPSN ≤ Lu,t(~xu,t, Qu,t; ξu,t) + B + NL where Lu,t(~xu,t, Qu,t; ξu,t) uses the

surrogate functions. As shown in Lemma 1, the proposed algorithm minimizes the upper

bound of DPLPSN at every round t.
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Lemma 1: The proposed algorithm minimizes the upper bound of DPLPSN in (4.14).

Proof: Let Hu,t := V O~xfu,t−1(~xu,t−1; ξu,t−1) +Qu,tO~xgu,t−1(~xu,t−1; ξu,t) +NL and let

the upperbound of DPLPSN in (4.14) (i.e., the right-hand-side of (4.14)) be denoted as

ru,t(~xu,t; ξu,t) for simplicity of notation.

〈Hu,t; ~xu,t − ~xu,t−1〉 =

V 〈O~xfu,t−1(~xu,t−1; ξu,t−1), ~xu,t − ~xu,t−1〉

+Qu,t〈O~xgu,t−1(~xu,t−1; ξu,t); ~xu,t − ~xu,t−1〉

+〈NL; ~xu,t − ~xu,t−1〉

(4.15)

Now to prove,

~xu,t := arg min
~xu∈X

(
ru,t(~xu; ξu,t)

)

(a) := arg min
~xu∈X

(
〈Hu,t; ~xu − ~xu,t−1〉+ α||~xu − ~xu,t−1||22

)

(b) = arg min
~xu∈X

(
〈Hu,t; ~xu − ~xu,t−1〉+ α||~xu − ~xu,t−1||22+

||Hu,t||2

2α

)

= arg min
~xu∈X

∣∣∣∣∣∣∣∣Hu,t

2
√
α

+
√
α(~xu − ~xu,t−1)

∣∣∣∣∣∣∣∣2
2

= arg min
~xu∈X

∣∣∣∣∣∣∣∣~xu − (~xu,t−1 −
Hu,t

2α

)∣∣∣∣∣∣∣∣2
2
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(c) =
∏
X

[
~xu,t −

Hu,t

2α

]
(4.16)

where in (a) eqns (4.8) and (4.9) is substituted into ru,t(~xu; ξu,t) and terms that do not depend

on ~xu are discarded; in (b), the added constant term completes the norm but does not change

the minimizer; (c) is the definition of the Euclidean projection on the compact convex set X .

It can be seen that this projection is step 10 of algorithm 1. Hence, the algorithm minimizes

the upperbound of DPLPSN every round.

Theorem 1: If K ≥ 1 such that K = o(T ) and by choosing V ∈ (K,T ) and α =

max{T, V
√
T} and ε ∈ (0, 1), then the regret bound is given as

O

(
KT

V ε
+
√
T

)
and the constraint violation is O(

√
V T ). (4.17)

Proof: Refer to Appendix C.

4.6 Simulation Result

We can compare the regret bound of our proposed algorithm with the regret bound of

the differentially-private version of the proposed algorithms in [91] and [76] with regret

bounds O(
√
T/ε+ T/εV ) and O(T/ε). We let K = 1 and V = 1 for the simulation. Fig.1

shows the plot of the sublinearity of the regret (limt∈∞
regt
t

) with time.

It can be seen from the plot that the regret bound for the proposed algorithm is good. It

decays faster to zero while satisfying the budget constraint.

43



0 10 20 30 40 50 60 70 80 90 100

iteration time

0

2

4

6

8

10

12

14

16

18

20

s
u

b
lin

e
a

ri
ty

 o
f 

th
e

 r
e

g
re

t

proposed

[40]

[34]

Figure 4.1

Comparison of regret bounds.

4.7 Conclusion

This Chapter discusses how to handle time-varying data distribution in a fully decentral-

ized federated learning environment with long-term budget constraints, such as in real-time

traffic monitoring. Most existing work focuses mainly on fixed data distribution with the

inclusion of a central server for aggregation of the uploaded model from all clients. It has

been shown that this setting is computationally inefficient. More so, most existing work

does not cover budget constraints, which are associated with a practical federated learning

setting. To further protect the local model updates of clients, local differential privacy is

introduced. We propose an online Lagrangian descent algorithm and show that the regret is

sublinear while satisfying the budget constraint in the long term.
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CHAPTER 5

DIFFERENTIALLY PRIVATE FEDERATED LEARNING OVER

TIME-VARYING NETWORKS WITH DYNAMIC REGRET

This chapter proposes an online mirror descent-based algorithm that can handle situa-

tions where clients opt out of communication at will. It uses a time-varying graph network

as against a fixed graph network used in previous Chapters. It is realistic for the global

optimal model to be time-varying when the data distribution is not fixed. Hence, this Chapter

uses proposes a dynamic regret definition that can help the clients track the dynamic global

optimal model.

5.1 Definition and Assumptions

Definition 1: Given a strongly convex and differentiable distance-generating function

R : X → R defined on a closed convex set X ⊆ Rd, the Bregman’s divergence is defined

as:

BR(~x||~y) := R(~x)−R(~y)− 〈OR(~y), ~x− ~y〉 (5.1)

for any ~x, ~y ∈ X .
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Assumption 1: R is 1-strongly convex with respect to a norm || · ||, for any two points

~x, ~y ∈ Rd. That is

R(~x) ≥ R(~y) + 〈OR(~y), ~x− ~y〉+
1

2
||~x− ~y||2. (5.2)

This yields an important property of Bregman’s divergence BR(~x||~y) ≥ 1
2
||~x− ~y||2. The

well-known examples are the Euclidean distance BR(~x||~y) = ||~x − ~y||22 obtained from

R(~x) = 1
2
||~x||22, and the Kullback-Leibler’s divergence BR(~x||~y) =

∑d
i=1[~x]i ln

[~x]i
[~y]i

ob-

tained from the negative entropy function R(~x) =
∑d

i=1[~x]i ln[~x]i with respect to the L1

norm, given that the convex set X is a probability simplex4d defined as4d :=

{
~x ∈ Rd :∑d

i=1[~x]i = 1; [~x]i ≥ 0; i ∈ {1, ..., d}
}

.

Assumption 2: For any client u ∈ {1, ..., V }, the loss function fu,t is Lipschitz contin-

uous on X with a uniform constant L. That is

|fu,t(~x)− fu,t(~y)| ≤ L||~x− ~y||. (5.3)

Remark 1: Assumption 2 implies that the ||Ofu,t(~x)||∗ ≤ L.

Assumption 3: (separate convexity) Let ~x and ~yk represent an arbitrary vector in Rd,

the following inequality holds:

BR

(
~x||

K∑
k=1

µk~yk

)
≤

K∑
k=1

µkBR(~x||~yk) (5.4)

where µk ≥ 0 and
∑K

k=1 µk = 1.
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Assumption 4: (Lipschitz continuity) The Bregman’s divergence is Lipschitz continu-

ous, i.e.,

|BR(~x||~z)−BR(~y||~z)| ≤M ||~x− ~y||,∀~x, ~y, ~z ∈ X (5.5)

The choice of mirror descent for the proposed algorithm is due to the generalization of

Bregman’s divergence to distance-generating metrics such as the Euclidean distance with

L2 norm and the Manhattan distance with L1 norm. This makes the proposed algorithm

applicable to a wider range of problems.

5.1.1 Network Topology

The network topology of the federated learning system is important to guarantee conver-

gence.

For a time-varying graph network represented as G(t) = (V , E(t)), its time-varying

weight matrix is denoted asW (t) = {[W (t)]uv} ∈ RV×V . The time-varying in-neighborhood

and out-neighborhood of a particular client u are defined as N in
u,t := {v|[W (t)]vu >

0} ∪ {u|[W (t)]uu > 0}, u 6= v and N out
u,t := {v|[W (t)]uv > 0} ∪ {u|[W (t)]uu > 0}, u 6= v

respectively. We consider a time-varying unbalanced and B-strongly connected graph

network, where the time-varying weight matrix is always column-stochastic and no client

knows the time-varying out-neighborhood of its time-varying in-neighbors.

Assumption 5 [39]: Time-varying unbalanced graphs sequences G(t) are B-strongly

connected, if there exists an integer B > 0, such that the edge set EB(t) = ∪(t+1)B−1
k=tB E(k) is

strongly connected ∀ t ≥ 0 .
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Remark 2: This assumption is very common in distributed time-varying networks.

However, it is applicable in fully decentralized federated learning architecture where clients

form also form a time-varying graph network. This assumption allows time-varying graphs

to be uniformly jointly strongly connected for B duration.

5.1.2 Online Learning Framework

Consider a federated learning system with V number of clients that form a time-varying

directed graph G(t) = (V , E(t)), where V = (1, ..., V ) is the set of clients and E(t) ⊆ V×V

is the set of time-varying edges. Such clients could represent mobile phones, computing

devices, or even a group of collaborative health care providers. Two clients u and v can

communicate in a one-way direction, i.e., (u, v) ∈ E(t) refers to direct communication

from client u to v in a one-way direction at time t. Similarly, (v, u) ∈ E(t) refers to client

v sending information to client u directly in a one-way direction at time t. Each client

sequentially receives private local data and stores its updated local model at each time

instance. For instance, the client u stores its updated local model vector parameter ~xu,t at

time t. Then, this updated local model vector is used to make some predictions in the next

time instance, such as recommending an item in an online recommender system.The loss

function fu,t(·) is observed and a loss fu,t(~xu,t) is incurred at each time t for the client u.

The performance of any randomized algorithm for online federated learning is measured

against an oracle with the knowledge of the sequence of global optimal vectors over the

time horizon. This performance metric is called the dynamic regret. Formally, it is defined

as follows:
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RegdT :=
T∑
t=1

V∑
u=1

(
fu,t(~xu,t)− fu,t(~x∗t )

)
(5.6)

where ~x∗t = arg min~x
∑V

u=1 fu,t(~x) is the global optimal vector at round t. A more general

online learning setting will be to consider the randomness of the data of each client drawn

from a time-varying data distribution. This will account for the randomness of the mini-batch

data size used in each iteration. Hence, the loss function fu,t(·, ξu,t) is parameterized by

the random variable ξu,t drawn from the time-varying distribution Du,t. Thus, the dynamic

regret is redefined as follows:

RegdT := EE∼D

[
T∑
t=1

V∑
u=1

(
fu,t(~xu,t; ξu,t)− fu,t(~x∗t ; ξu,t)

)]
(5.7)

where E = {ξu,t}1≤u≤V ;1≤t≤T and D = {Du,t}1≤u≤V ;1≤t≤T . The expectation EE∼D[ · ]

is taken over the randomness of all past random actions (i.e., random choices of mini-

batches) and incurred losses. The global optimal model ~x∗t = arg min~x EE∼D
∑V

u=1 fu,t(~x; ξu,t)

at round t. The above definition of dynamic regret also handles the non-i.i.d data bot-

tleneck in federated learning [93]. One challenge with using dynamic regret, instead

of static regret, is that it can sometimes make convergence intractable due to arbitrary

fluctuations in the loss function. This makes the problem more challenging than the

use of static regret, where the global optimal model is fixed over the time horizon
(

i.e.,

x∗ = arg min~x EE∼D
∑T

t=1

∑V
u=1 fu,t(~x; ξu,t)

)
. However, it is possible to upper bound the
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dynamic regret in terms of some variations found in the sequence of the global optimal

model. A commonly used quantity is defined below:

AT :=
T∑
t=1

||~x∗t+1 − ~x∗t || (5.8)

where AT is the path length of the sequence that is used as a complexity measure of the

dynamic regret, and shows the hardness of the problem [68]. Henceforth, fu,t(·; ξu,t) will

be represented as fu,t for ease of notation and the loss gradient will be represented as Ofu,t.

5.1.3 Differential Privacy and Local Differential Privacy

Dwork et al. [20, 22] proposed differential privacy to ensure that two databases that

differ in only one record generate randomized results with identical probability distributions

by using a private mechanism. A modified version of the original definition of differential

privacy that applies to sequential data is defined below.

Definition 2: A randomized algorithm A on the convex set X and the loss function set

Y is (ε, δ)-differentially private up to round T for the agent u, if for any two loss function

sequences F = (fu,1, · · · , fu,T ) ⊆ YT and F ′ = (f ′u,1, · · · , f ′u,T ) ⊆ YT differing in at

most one loss function, i.e, ∃t0 ∈ {1, · · · , T}, ∀t ∈ {1, · · · , T} − {t0}, fu,t = f ′u,t for all

S ∈ X T , and it holds that

P(A(F ) ∈ S) ≤ exp(ε)P(A(F ′) ∈ S) + δ (5.9)
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Remark 3: This is a standard definition of differential privacy in the online learning

setting [1, 33]. It ensures that the entire sequence of actions chosen by any client is

differentially private. When δ = 0, then, we say that the randomized algorithm is ε-

differentially private.

Definition 3: Given the privacy parameter ε, the private loss gradient Of̂u,t is a ε-locally

differentially private version of the loss gradient Ofu,t, if for all previous private loss

gradients Of̂u,1, · · · ,Of̂u,t−1, and Ofu,t,Of ′u,t differing in at most one component, we have

supS∈σ(Of̂u,t)

P(Of̂u,t ∈ S|Ofu,t,Of̂u,1, · · · ,Of̂u,t−1)

P(Of̂u,t ∈ S|Of ′u,t,Of̂u,1, · · · ,Of̂u,t−1)

≤ exp(ε)

(5.10)

where P is the conditional probability distribution specified by the private mechanism and

σ(Of̂u,t) is an appropriate σ-field on Of̂u,t.

Remark 4: Definition 3 is a modified version of Definition 1 in [19] applicable to

first-order algorithms in an online learning setting. Definition 3 applies to local differential

privacy in the setting discussed in this paper. In local differential privacy, each client runs

the randomized algorithm and shares a noisy update with its neighbors. Hence, no adversary

or spy among the neighbors can decode the true loss gradient.

Definition 4: Given that OY is the set of loss gradient sequence; If the loss gradient

Ofu,t and Of ′u,t differs in only one component, then, the local sensitivity per round is given

as
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∆F = max||Ofu,t − Of ′u,t||1 (5.11)

The local sensitivity shows the maximum change that can occur in the loss gradient.

There is always a trade-off between the performance of any algorithm and privacy.

5.2 Proposed Algorithm

The proposed algorithm is based on the mirror descent optimization technique. The

mirror descent is a generalized first-order optimization technique that generalizes the

Bregman’s divergence to the Euclidean norm used in the projection of stochastic gradient

algorithm and the Manhattan norm that corresponds to the probability simplex settings.

Mirror descent is optimal among first-order optimization techniques, especially when the

dimension of the decision variable is high [2, 89]. More so, Bregman’s divergence is mildly

dependent on the dimension of the decision variables [2]. In a sequential decision problem

where the decision variables are observed in an online fashion, the online mirror descent

algorithm is effective. The existing online mirror descent-based algorithms proposed for

online learning problems [23, 68, 90] cannot be applied directly to the setting discussed

in this paper because these algorithms assume a time-varying data distribution that is

independent and identically distributed (i.i.d). This assumption is not true in federated

learning where the data distribution is known to be non-i.i.d [93]. More so, the graph

networks used in most of these existing algorithms are either fixed graph networks or time-

varying undirected graph networks [23, 68]. This does not cover the case of single-sided

trust in graph networks. Lastly, these existing algorithms do not provide privacy to the
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clients. This means that the client’s decision variable is liable to attacks. Hence, this paper

proposes a novel differentially private online mirror descent algorithm that works well in

fully decentralized federated learning architecture.

We are now ready to propose the algorithm as follows:

~xu,t+1 = arg min
~x∈X

{
〈~x,Of̂u,t〉+

1

ηt
BR(~x||~yu,t)

}
(5.12)

~yu,t = [W (t)]uu~xu,t +
∑
N inu,t

[W (t)]uv~xv,t (5.13)

where ηt > 0 is the learning rate that is time dependent. The parameter ~yu,t is the local

estimate of the global optimal vector for the agent u at time t. Laplace noise drawn from

the Laplace distribution Lap(∆F/ε) is added to the loss gradient to form the private loss

gradient Of̂u,t. Let Ft denote all prior information of the algorithm up to round t, then

E[Of̂u,t|Ft] = Ofu,t. Equation (12) is such that the client u tries to stay close to ~yu,t as

measured by the Bregman’s divergence while taking a step in the direction of the private loss

gradient to reduce the loss at each round. Equation (13) is the consensus of the weighted

local model vector of client u and the weighted local model vector of its time-varying

in-neighbors. The client u computes the loss gradient at the value of ~x = ~yu,t. Note that ~yu,t

can be written in a more compact form as ~yu,t =
∑V

v=1[W (t)]uv~xv,t for the sake of analysis.
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5.3 Theoretical Results
5.3.1 Privacy Analysis

Theorem 1: Assuming Definition 3 and 4 hold, the proposed algorithm preserve ε−local

differential privacy.

Proof: Let the history of the loss gradient and the private loss gradient up to time t

denoted as σ(Of̂u,t), and the loss gradients Ofu,t and Of ′u,t differs in just one component.

The Laplace distribution is given as:

supS∈σ(Of̂u,t)

P(Of̂u,t ∈ S|Ofu,t,Of̂u,1, · · · ,Of̂u,t−1)

P(Of̂u,t ∈ S|Of ′u,t,Of̂u,1, · · · ,Of̂u,t−1)

=

exp

(
− ||Ofu,t−Of

′′
u,t||1

c(t)

)
exp

(
− ||Of

′
u,t−Of ′′u,t||1
c(t)

)
where the Laplace distribution has the scale c(t) and centered around Of ′′u,t for an arbitrary

client u.

= exp

( ||Of ′u,t − Of ′′u,t||1 − ||Ofu,t − Of ′′u,t||1
c(t)

)

≤(a) exp

( ||Ofu,t − Of ′u,t||1
c(t)

)
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≤(b) exp

(
∆F

c(t)

)
(5.14)

we use triangle inequality in (a) and apply Definition 4 in (b). Using maxt
∆F
c(t)

= ε as given

in Definition 4, we conclude the proof of the Theorem.

5.3.2 Regret Analysis

Lemma 1: [2] Let X be a convex set andR(·) denote the 1−strongly convex function

on X with respect to any norm, and BR(·||·) represents the Bregman’s divergence. Then for

any update of the form

~x = arg min
~x∈X
{〈~a, ~x〉+BR(~x||~c)}

satisfies the following inequality:

〈~x− ~d,~a〉 ≤ BR(~d||~c)−BR(~d||~x)−BR(~x||~c) (5.15)

Lemma 2 : If every client uses a 1−strongly convex regularization functionR(·), then

||~xu,t+1 − yu,t|| ≤ Lηt (5.16)
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Proof: Before starting the proof, we make use of some well-known properties of

Bregman’s divergence and strongly convex functions. We start by stating that for any

primal-dual pair norm, it holds that

〈~yu,t − ~xu,t+1,Ofu,t〉 ≤ ||~yu,t − ~xu,t+1||||Ofu,t||∗

≤ L||~yu,t − ~xu,t+1||.
(5.17)

Exploiting the strong convexity of the regularizer in Assumption 1, we get

R(~xu,t+1)−R(~yu,t)− OR(~yu,t)
T(~xu.t+1 − ~yu,t) ≥

1

2
||~xu,t+1 − ~yu,t||2

Taking gradient with respect to ~xu,t+1 results to

OR(~xu,t+1)− OR(~yu,t) ≥ (~xu,t+1 − ~yu,t). (5.18)

Applying the first-order optimality condition to (12) gives [2]

〈~x− ~xu,t+1, ηtOfu,t + OR(~xu,t+1)− OR(~yu,t)〉 ≥ 0 ∀~x ∈ X (5.19)

By setting ~x = ~yu,t we get

〈~yu,t − ~xu,t+1, ηtOfu,t〉 ≥

〈~xu,t+1 − ~yu,t,OR(~xu,t+1)− OR(~yu,t)〉
(5.20)
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substituting (5.17) and (5.18) into (5.20), we get

ηtL||~xu,t+1 − ~yu,t|| ≥ ||~xu+1 − ~yu,t||2 (5.21)

Hence,

||~xu,t+1 − ~yu,t|| ≤ Lηt

Lemma 3: Suppose that the graph sequence {G(t)} is uniformly strongly connected.

Then, for any integer s ≥ 0, there is a stochastic vector φ(s) such that for all i, j and t ≥ s

|[W (t)W (t− 1) · · ·W (s+ 1)W (s)]ij − φj(s)| ≤ Cλt−s (5.22)

for some constant C ≥ 0 and parameter λ =

(
1− 1

V V B

)1/B

; with V representing the total

number of clients, and B > 0 representing the depth of the strongly connected graph as

indicated in Assumption 3.

Proof: See Lemma 4 in [51].

Lemma 4: Let ~xu,t be the sequence of local model vectors generated by the proposed

algorithm, with the initialization set to zero vectors. If the clients use a strongly-convex

regularization function R(·), then, the upperbound on the deviation of the local model

update of the client u from the exact average is given as

∣∣∣∣∣∣∣∣~xu,t+1 −
1

V

V∑
v=1

~xv,t+1

∣∣∣∣∣∣∣∣ ≤ η0L

(
2 +

CV

1− λ

)
(5.23)
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Proof: See Appendix D.

Remark 5: Lemma 4 is an intermediate result that shows the maximum deviation of

the local model update of each client from the average over the entire network per round.

Lemmas 2 and 3 are used in Lemma 4.

Lemma 5: For a non-increasing learning rate sequence {ηt}, it holds that

V∑
u=1

T∑
t=1

(
1

ηt
BR(~x∗t ||yu,t)−

1

ηt
BR(~x∗t+1||~xu,t+1)

)
≤

2V R2

ηT+1

+
T∑
t=1

MV ||~x∗t+1 − ~x∗t ||
ηt+1

where R2 = sup~x,~y∈X BR(~x||~y).

Proof: See Appendix E.

Lemma 6: The sequence of local estimates {~yu,t} of the global minimizer satisfies

V∑
v=1

T∑
t=1

E
[
fu,t(yu,t; ξu,t)− fu,t(~x∗t ; ξu,t)

]

≤
T∑
t=1

ηtL
2V

2
+

2V R2

ηT+1

+
T∑
t=1

MV E
[
||~x∗t+1 − ~x∗t ||

]
ηt+1

(5.24)

Proof: Refer to Appendix F.

Remark: Lemma 6 is an important result useful in the proof of the Theorem. It depicts

the maximum deviation of the sequence of local estimate {~yu,t}1≤u≤v;1≤t≤T for all the

clients from the actual sequence of global optimal vectors {~x∗t}1≤t≤T over the time horizon.

The result of Lemma 5 is used in Lemma 6.
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Theorem 1: The regret for the proposed algorithm is given as

E
[ T∑
t=1

V∑
u=1

fu,t(~xu,t; ξu,t)− fu,t(~x∗t ; ξu,t)
]
≤

2TL2V η0

(
2 +

CV

1− λ

)
+

T∑
t=1

L2ηt
2

+

2V R2

ηT+1

+
MV E[AT ]

ηT+1

(5.25)

Proof: Refer to Appendix G.

Remark: Lemma 4 and Lemma 6 are essential for the proof of the Theorem. By using

Jensen’s inequality on the last term of Lemma 6, we can introduce the expectation over the

path lengthAT in the regret bound. The sublinearity of the regret bound (i.e. limt→∞
E[RegdT ]

t
)

for the proposed algorithm is comparable to the sublinearity of the regret bounds in [68] and

[23], where [68] and [23] both use an undirected graph, and [68] assumes a fixed network.

Also, none of these existing algorithms considered privacy in their algorithms.

5.4 Conclusion

This paper proposes an online mirror descent-based algorithm for federated optimization

among clients in a fully decentralized federated network. This is atypical of the common

federated learning algorithms that assume the presence of a central aggregator. Recent

research has shown that such a central aggregator is prone to congestion as the number of

clients increases. Hence, the proposed algorithm in this paper does not contain a central

aggregator; rather, the clients form a time-varying directed graph network and communicate

with their in-neighbors. Due to the dependence of the proposed algorithm on the optimal
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online mirror descent technique, the proposed algorithm does not only give an optimal

result but also is a more generalized algorithm. To provide added privacy to the local model

updates of the clients, a local differential privacy technique is employed. The regret bound

for the proposed algorithm is compared to that of two closely related algorithms in the

literature proposed for decentralized learning in undirected graph networks without privacy

considerations.

5.5 Simulation

The simulation compares FedAvg algorithm [50] where clients communicate with a

central server and the proposed algorithm where clients form a fixed graph network in a

fully decentralized federated learning architecture with an edge weight of 0.2. FedAvg uses

the stochastic gradient algorithm for training while the proposed algorithm trains using the

mirror descent approach. Let us discuss the simulation as follows:

Using the MNIST dataset which consists of gray-scale images of numbers from 0 to

9. The data size of each number is 6000. Hence, the training data size is 60000 for all

numbers. The test data size is 10000. Each image has a size of 28 × 28. To account for

non-iid sampling, each digit size of 6000 is divided into 3 shards of size 2000. This means

that there are 30 shards of size 2000 from the training data. Each client is randomly assigned

3 shards while the total number of clients is 10. With this non-iid sampling, a client can

have a maximum of 3 different digits. We can shuffle the clients’ data and further divide

each client’s data size into 90 percent for training and 10 percent for validation. We can
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flatten each image to form a NumPy array and normalize the pixels value to fall within 0

and 1. The label of each image is converted to a vector with one-hot encoding.

The parameters for the simulation are: batch size is 128, privacy loss parameter for Lapla-

cian noise ε = 0.1, total communication round is 150, the learning rate is 0.01. For the sim-

ulation, we assume that all 10 clients are readily available for communication, hence, there

is no drop-off at any round of communication. This necessitates the use of a fixed network

graph. The neural architecture is the convolutional neural network consisting of two 5× 5

convolutional layers. The first layer has 32 channels and the second layer has 64 channels.

Each of the convolution layers has a 2× 2 max-pool layer following it. A fully connected

layer with 512 channels comes after the last convolution layer, then followed by the ReLU ac-

tivation layer. Lastly, a softmax output layer is used for the classification task. The loss func-

tion is cross-entropy. The simulation was done using PyTorch and the Tensorflow-Privacy

package in the Jupyter notebook. I modified the code from https://github.com/

Yangfan-Jiang/Federated-Learning-with-Differential-Privacy for

FedAvg with differential privacy. The plot is shown in Fig. 1 below.

The accuracy score for FedAvg with differential privacy is 91.47% while the accuracy

for the proposed online mirror descent algorithm is 93.28%. We can repeat the simulation

with ε = 0.5 . The result is shown in Fig. 2. The accuracy of fedAvg is 92.59% and the

accuracy of the proposed algorithm is 94.01%. This shows that the proposed algorithm is

better than the benchmark algorithm for federated learning. Although we have used a fixed

data distribution for the simulation, the proposed algorithm would have performed much

better than the FedAvg algorithm had we used a time-varying dataset such as the Twitter
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Figure 5.1

Test Set Accuracy vs Communication Rounds with ε = 0.1.

Figure 5.2

Test Set Accuracy vs Communication Rounds with ε = 0.5.

dataset. However, due to insufficient computing resources, we limit our comparison to a

fixed dataset and we resort to the offline version of our proposed algorithm.
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CHAPTER 6

CONCLUSION AND FUTURE WORK

6.1 Conclusion

Federated learning is a machine learning paradigm that allows multiple clients to

iteratively communicate with a central server to converge to a common global model. The

clients have the benefit of protecting their local data since they share only their local model

updates with the central server. Federated learning is a necessity among tech companies

faced with the challenge of providing privacy to their customers’ sensitive data yet needing

to collaborate among themselves. This dissertation pushed the boundary of knowledge in

federated learning by considering a fully decentralized architecture that eliminated the need

for a central server or aggregator. Also, this dissertation considered a practical scenario in

federated learning where clients’ resources are constrained with limited resources such as

power and time. General and more efficient algorithms based on online mirror descent have

been proposed to overcome the limitation of stochastic gradient algorithms commonly used

in federated learning algorithms. This dissertation also considered the use of time-varying

data distribution as against a fixed data distribution associated with federated learning. This

is beneficial in real-time monitoring systems. The performance metric for the proposed

algorithms is regret - which can further be divided into static regret or dynamic regret

depending on the problem set. Local differential privacy is included in all the proposed
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algorithms to provide privacy to the local model updates of the clients. This comes with a

trade-off between privacy and a better regret bound. In conclusion, this study addressed

some of the challenging problems in federated learning for the first time as of the time of

writing of this dissertation.

6.2 Future Work

There are many applications of federated learning such as in mobile edge computing,

wireless communication, Internet-of-Things, healthcare, recommender systems, etc. Al-

though this dissertation focused on algorithmic development for federated learning, it is

interesting to develop specific algorithms for diverse applications of federated learning.

This will involve domain knowledge of such fields.

Differential privacy can easily combine with Blockchain technology to provide better

privacy. Blockchain is a distributed ledger that records the provenance of digital assets and it

has successfully been used in cybersecurity, healthcare, and bitcoin technology. Combining

both techniques in a novel way is highly desirous.

Other machine learning techniques, such as transfer learning, reinforcement learning,

and meta-learning, can combine easily with federated learning for diverse applications and

efficient training of the clients’ local model. This is worth considering.
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APPENDICES

A. Proof of Theorem 1 for Chapter 2

For the proof of the regret, we consider an algorithm with a one-shot noise injected at the

start of the algorithm. This algorithm incurs same regret with our proposed algorithm where

noise is injected at each round (see [1]). Formally considering sequence of iterates x̂, where

x̂ is a vector for the one shot noise algorithm, and the noise is such that ~Z ∼ LapT (1/ε) at

the start of the algorithm. Let ~xu,1 = x̂u,1. By using Follow-the-Regularized-Leader (FTRL)

analysis in [30], x̂u,1 := arg min~x∈X ηt〈~x, ~Z +
∑t

i=1 fu,i〉+R(~x). We have

E~Z1,..., ~ZT∼LapT (1/ε)

[ T∑
t=1

〈fu,t, ~xu,t〉
]

=

E~Z∼LapT (1/ε)

[ T∑
t=1

〈fu,t, x̂u,t〉
] (6.1)

The equality in the above equation is due to the fact that ~x and x̂ has same distribution.

Therefore it is sufficient to bound the regret on the sequence x̂1, · · · , x̂T . The main idea is

that the added one shot noise will not affect the stability of the FTRL analysis, hence we do

not need to pay for the noise injection at every step. Following the proof for FTRL in [30],

we can formally define an augmented series of loss functions as follow:

fu,0(~x; ξu,0) =
1

η0

R(~x) + 〈Z, ~x〉 (6.2)
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for any ~x ∈ X and u ∈ V . Using the Follow-The-Leader Be-The-Leader Lemma in

Theorem 5.3 of [30], we get

T∑
t=0

fu,t(~p; ξu,t) ≥
T∑
t=0

fu,t(x̂u,t+1; ξu,t) (6.3)

for a fixed ~p ∈ X . Thus, we can conclude that

[ T∑
t=1

fu,t(x̂u,t; ξu,t)−
T∑
t=1

fu,t(p̂; ξu,t)

]

≤
[ T∑
t=1

fu,t(x̂u,t; ξu,t)−
T∑
t=1

fu,t(x̂u,t+1; ξu,t)

]
+

fu,0(~p; ξu,0)− fu,0(x̂u,1; ξu,1)

if p̂∗ ≡ ~x∗ is the global optimal vector, then

[ T∑
t=1

fu,t(x̂u,t; ξu,t)−
T∑
t=1

fu,t(~x
∗; ξu,t)

]

≤
[ T∑
t=1

fu,t(x̂u,t; ξu,t)−
T∑
t=1

fu,t(x̂u,t+1; ξu,t)

]
+

1

ηt
DR +D~Z (6.4)

whereD~Z := max~x∈X (〈~Z, ~x〉)−min~x∈X (〈~Z, ~x〉) andDR = max~x∈X R(~x)−min~x∈X R(~x).

Following the approach in [30] and [1] to bound the stability term fu,t(x̂u,t; ξu,t)−fu,t(x̂u,t+1; ξu,t)

yields

fu,t(x̂u,t; ξu,t)− fu,t(x̂u,t+1; ξu,t) ≤ max
~x∈X

(||ηtfu,t||∗ηO2R(~x))
2 (6.5)
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Combining (6.1), (6.4) and (6.5) and summing over all clients yields the desired regret

bound.

B. Proof of Theorem 1 for Chapter 3

T∑
t=1

(Lu,t(~xu,t, λu,t; ξu,t)− Lu,t(~xu, λu,t; ξu,t))

≤ BR(~x||~yu,1)

ηt
+

T∑
t=1

ηt
2α
||O~xLu,t(~xu,t, λu,t; ξu,t)||2∗ (6.6)

Also, from [96], we have

T∑
t=1

(Lu,t(~xu,t, λu; ξu,t)− Lu,t(~xu,t, λu,t; ξu,t))

≤ 1

ηt
λ2
u +

T∑
t=1

ηt
2

(
∂Lu,t(~xu,t, λu,t; ξu,t)

∂λu,t

)2

(6.7)

By combining Equations (6.6) and (6.7) and bounding
(
∂Lu,t(~xu,t,λu,t;ξu,t)

∂λu,t

)2

, ||O~xLu,t(~xu,t, λu,t; ξu,t)||2∗,

and the inclusion of the privacy loss parameter, we can obtain the regret bound.We proceed

as follows:

(
∂Lu,t(~xu,t, λu,t; ξu,t)

∂λu,t

)2

= (cu,t(~xu,t; ξu,t)− γηtλu,t)2 ≤ cu,t(~xu,t; ξu,t)
2 + (γηtλu,t)

2

≤ D2 + γ2η2
t λ

2
u,t.

(6.8)
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Similarly for ||O~xLu,t(~xu,t, λu,t; ξu,t)||2∗ we have

||O~xLu,t(~xu,t, λu,t; ξu,t)||2 ≤(a)

(
||O~xfu,t(~xu,t; ξu,t)||+ ||λu,tO~xcu,t(~xu,t; ξu,t)||

)2

≤(b) 2||O~xfu,t(~xu,t; ξu,t)||2 + 2||λu,tO~xcu,t(~xu,t; ξu,t)||2 ≤ 2G2(1 + λ2
u,t).

(6.9)

where in (a) we use the triangle law and in (b) we use the inequality (a1 +a2 + · · ·+am)2 ≤

m(a2
1 + a2

2 + · · ·+ a2
m). Summing (6.6) and (6.7) while substituting (6.8) and (6.9) gives

T∑
t=1

Lu,t(~xu,t, λu; ξu,t)−
T∑
t=1

Lu,t(~xu, λu,t; ξu,t)

≤ BR(~x||~yu,1) + λ2
u

ηt
+

T∑
t=1

ηt
2α

2G2(1 + λ2
u,t) +

T∑
t=1

ηt
2

(D2 + γ2η2
t λ

2
u,t)

=
BR(~x||~yu,1) + λ2

u

ηt
+

T∑
t=1

ηt
2

(
2G2

α
+D2) +

T∑
t=1

ηt
2
λ2
u,t(

2G2

α
+ γ2η2

t ).

(6.10)

Using the saddle-point convex and concave formulation for Lu,t, we have

T∑
t=1

Lu,t(~xu,t, λu; ξu,t)−
T∑
t=1

Lu,t(~xu, λu,t; ξu,t) =

T∑
t=1

(
fu,t(~xu,t; ξu,t)− fu,t(~xu; ξu,t)

)
+

T∑
t=1

(
λucu,t(~xu,t; ξu,t)− λu,tcu,t(~xu; ξu,t)

)
+

T∑
t=1

(
γηtλ

2
u,t

2
− γηtλ

2
u

2

)

≤ BR(~x||~yu,1) + λ2
u

ηt
+

T∑
t=1

ηt
2

(
2G2

α
+D2) +

T∑
t=1

ηt
2
λ2
u,t(

2G2

α
+ γ2η2

t )

(6.11)
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T∑
t=1

(
fu,t(~xu,t; ξu,t)− fu,t(~xu; ξu,t)

)
+

T∑
t=1

(
λucu,t(~xu,t; ξu,t)− λu,tcu,t(~xu; ξu,t)

)

≤ BR(~x||~yu,1) + λ2
u

ηt
+

T∑
t=1

ηt(
G2

α
+D2) +

T∑
t=1

ηtλ
2
u,t(

G2

α
+ γ2η2

t )+

T∑
t=1

(γηtλ
2
u − ηtλ2

u,t).

We can show that γ ≥ G2

α
+ γ2η2

t , this is because G2

α
+ γ2η2

t = G2

α
+ 4G4

α2
b

t(D2+G2

α
)
≤

G2

α
+ 4G2b

tα
≤ 2G2

α
= γ for all t ≥ 4b. This means that the terms containing

∑
t λ

2
u,t in (6.11)

will sum to 0 when γ upperbounds G2

α
+ γ2η2

t . Hence we get,

T∑
t=1

(
fu,t(~xu,t; ξu,t)− fu,t(~xu; ξu,t)

)
+

T∑
t=1

(
λucu,t(~xu,t; ξu,t)− λu,tcu,t(~xu; ξu,t)

)
−

(
λ2
u

ηt
+

T∑
t=1

γηtλ
2
u

)
≤ BR(~x||~yu,1)

ηt
+

T∑
t=1

ηt

(
G2

α
+D2

)
.

(6.12)

Set ~xu = ~x∗ and λu = 0. Since cu,t(~x∗; ξu,t) ≤ 0 for all t; we get

T∑
t=1

[
fu,t(~xu,t; ξu,t)−fu,t(~x∗; ξu,t)

]
≤(c) b

ηt
+

T∑
t=1

ηt

(
G2

α
+D2

)
≤(d) b

ηT
+Tη1

(
G2

α
+D2

)
,

(6.13)
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where we use max~x,~y∈X BR(~x||~yu,1) ≤ b in (c) and η1 ≥ · · · ≥ ηT in (d). Sum over all

agents while setting ηt =
√

b

t(D2+G2

α
)
, then taking the expectation gives

E
[ T∑
t=1

V∑
u=1

(fu,t(~xu,t; ξu,t)− fu,t(~x∗; ξu,t)
)]
≤ V

√
bT (D2 +

G2

α
) + TV

√
b(D2 +

G2

α
)

≤ 2TV

√
b(D2 +

G2

α
)

(6.14)

Hence, the expected regret bound grows at a rate of O
(
TV
√
b(D2 + G2

α
)

)
. The effect of

the privacy loss ε and the weight matrix will increase this bound toO
(

TV
εmax[Wuu]

√
b(D2 + G2

α
)

)
.

To find the constraint violation, we need to upperbound
∑

t cu,t(~xu,t; ξu,t). We proceed

by restating (6.12) while substituting the result of (6.13) on the right-hand-side and replacing

~xu with ~x∗.

T∑
t=1

(
fu,t(~xu,t; ξu,t)− fu,t(~xu; ξu,t)

)
+

T∑
t=1

(
λucu,t(~xu,t; ξu,t)− λu,tcu,t(~x∗; ξu,t)

)
−

(
λ2
u

ηt
+

T∑
t=1

γηtλ
2
u

)
≤ b

ηt
+ Tη1

(
G2

α
+D2

)
.

(6.15)
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Lower bounding
∑T

t=1

(
fu,t(~xu,t; ξu,t)−fu,t(~xu; ξu,t)

)
gives

∑T
t=1

(
fu,t(~xu,t; ξu,t)−fu,t(~xu; ξu,t)

)
≥

−2JT where we use |fu,t(·, ξu,t)| ≤ J . Also, note that cu,t(~x∗; ξu,t) ≤ 0. By using the fact

that η1 ≥, · · · ,≥ ηT , we arrive at

T∑
t=1

λucu,t(~xu,t; ξu,t)−
(
λ2
u

ηt
+ γTη1λ

2
u

)
≤ b

ηt
+ Tη1

(
G2

α
+D2

)
+ 2JT (6.16)

By setting λu =
∑T
t=1 cu,t(~xu,t;ξu,t)

2

(
1
ηt

+Tγη1

) , we get

(
∑T

t=1 cu,t(~xu,t; ξu,t))
2(

2
ηt

+ 2Tγη1

) ≤ b

ηt
+ T

η1

2

(
2G2

α
+D2

)
+ 2JT

(
T∑
t=1

V∑
u=1

cu,t(~xu,t; ξu,t))
2 ≤ V

(
b

η1

+ T
η1

2

(
2G2

α
+D2

)
+ 2JT

)(
2

ηT
+ 2Tγη1

)
.

(6.17)

Substitute ηt =
√

b

t(D2+G2

α
)

and taking the square root gives

C. Proof of Theorem 1 for Chapter 4

We start our analysis with the result for the proof of Theorem 1 in [42] in the supple-

mentary material. The goal is to ensure that both the regret bound RK(T ) and the constraint
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violation Cons(T ) are o(T ) respectively. Note that K is a free variable. Hence, we limit

our analysis to the choice of V and α.

Cons(T ) = O

(
V T

α
+

T√
α

+

√
V T + α +

V 2T

α
+
T 3/2

α

(√
V +

V√
α

))
(6.18)

RK(T ) = O

(
KV

T
+
V T

α
+
α

V

)
(6.19)

We can further simplify (6.18) and (6.19) by bounding terms. The terms V T
α

and α
V

can be

bounded as α = o(V T ) and V = o(α) respectively. With 1 ≤ K ≤ T and V ∈ (K,T ) we

have the following dominated terms in the constraint equation

V T
α

= O(
√
V T V

α
); T

α
= O(

√
V T
α

T√
α

); α = o(V T ); V 2T
α

= O(V T ) ; V√
α

= O(V ). Hence

the constraint bound reduces to

Const(T ) = O(
√
V T +

√
V T

T

α
) (6.20)

Comparing (6.20) with (6.19), we can see that if we let α < T , then term KV
T

will dominate

the term α
V

in the regret bound. Since we are interested in the worst-case regret, we let

α ≥ T . This reduces the bound on the constraint to O(
√
V T ). Furthermore, if we select

α − V
√
T , the regret bound reduces to O(KT

V
+
√
T ). Inserting the privacy parameter ε

gives O(KT
V ε

+
√
T ). This concludes the proof.
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D. Proof of Lemma 4 for Chapter 5

LetW (t)W (t−1) · · ·W (s+1)W (s) be denoted asW (t : s), and let ~eu,t = ~xu,t+1−~yu,t

denote the error between the local model vector of the client u and its local estimate between

two consecutive time slots. The update (13) can be rewritten in a recursive form as follows:

~xu,t+1 = ~yu,t + ~eu,t =
V∑
v=1

[W (t)]uv~xv,t + ~eu,t

=
V∑
v=1

[W (t : 0)]uv~xv,0 +
T∑
s=1

V∑
v=1

[W (t : s)]uv~ev,s−1 + ~eu,t. (6.21)

The average over the entire network is given as

1

V

V∑
v=1

~xv,t+1 =
1

V

V∑
u=1

~xu,t+1 =

=
1

V

V∑
v=1

V∑
u=1

[W (t : 0)]uv~xv,0+

1

V

T∑
s=1

V∑
v=1

V∑
u=1

[W (t : s)]uv~ev,s−1 +
1

V

V∑
u=1

~eu,t

=
1

V

V∑
v=1

~xv,0 +
1

V

T∑
s=1

V∑
v=1

~ev,s−1 +
1

V

V∑
u=1

~eu,t

(6.22)
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where in (6.22) we use the properties of column stochastic matrices, i.e.,
∑V

u=1[W (t :

s)]uv =
∑V

u=1[W (t : 0)]uv = 1. By combining (6.21) and (6.22), we get

∣∣∣∣∣∣∣∣~xu,t+1 −
1

V

V∑
v=1

~xv,t+1

∣∣∣∣∣∣∣∣ =

V∑
v=1

∣∣∣∣∣∣∣∣[W (t : 0)]uv −
1

V

∣∣∣∣∣∣∣∣||~xv,0||
+

T∑
s=1

V∑
v=1

∣∣∣∣∣∣∣∣[W (t : s)]uv −
1

V

∣∣∣∣∣∣∣∣||~ev,s−1||

+
1

V

V∑
u=1

||~eu,t||+ ||~eu,t||

Using the result of Lemma 2 and Lemma 3 with W (t)W (t−1) · · ·W (s+ 1)W (s) ≡ W (t :

s), φj(s) = 1
V

, and setting the initial local model update to zero vectors, we get

∣∣∣∣∣∣∣∣~xu,t+1 −
1

V

V∑
v=1

~xv,t+1

∣∣∣∣∣∣∣∣ ≤ T∑
s=1

V∑
v=1

Cλt−sLηs−1 + 2Lηt

≤(a) Lη0

(
2 +

CV

1− λ

) (6.23)

where in (a) we use the relation ηt, ηs−1 ≤ η0.
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E. Proof of Lemma 5 for Chapter 5

We start by adding and subtracting several terms as given below:

1

ηt
BR(~x∗t ||~yu,t)−

1

ηt
BR(~x∗t ||~xu,t+1) =

1

ηt
BR(~x∗t ||~yu,t)−

1

ηt+1

BR(~x∗t+1||~yu,t+1)

+
1

ηt+1

BR(~x∗t+1||~yu,t+1)− 1

ηt+1

BR(~x∗t ||~yu,t+1)

+
1

ηt+1

BR(~x∗t ||~yu,t+1)− 1

ηt+1

BR(~x∗t ||~xu,t+1)

+
1

ηt+1

BR(~x∗t ||~xu,t+1)− 1

ηt
BR(~x∗t ||~xu,t+1)

(6.24)

We can bound every pair of terms in (6.24). The first pair telescopes when summed over the

time horizon T , to give 1
η1
BR(~x∗1||~yu,1) − 1

ηT+1
BR(~x∗T+1||~yu,T+1) ≤ 1

η1
BR(~x∗1||~yu,1). We

can apply Assumption 4 to the second pair to arrive at

1

ηt+1

BR(~x∗t+1||~yu,t+1)− 1

ηt+1

BR(~x∗t ||~yu,t+1)

≤
M ||~x∗t+1 − ~x∗t ||

ηt+1

(6.25)

By using Assumption 3, the third pair can be bounded as follows:

V∑
u=1

(
BR(~x∗t ||~yu,t+1)−BR(~x∗t ||~xu,t+1)

)

=
V∑
u=1

(
BR

(
~x∗t ||

V∑
v=1

[W (t)]uv~xv,t+1

)
−BR

(
~x∗t ||~xu,t+1

))
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≤(a)

V∑
v=1

( V∑
u=1

[W (t)]uv

)
BR(~x∗t ||~xv,t+1)−

BR(~x∗t ||~xu,t+1) = 0

(6.26)

Assumption 3 and the property of column-stochastic matrix is used in (a). The fourth term

can easily subtract each other to give BR(~x∗t ||~xu,t+1)

[
1

ηt+1
− 1

ηt

]
. Summing (6.24) over all

clients and over the time horizon yields

V∑
v=1

T∑
t=1

(
1

ηt
BR(~x∗t ||~yu,t)−

1

ηt
BR(~x∗t ||~xu,t+1)

)

≤(b) V R
2

η1

+
T∑
t=1

MV ||~x∗t+1 − ~x∗t ||
ηt+1

+V R2

T∑
t=1

(
1

ηt+1

− 1

ηt

)

≤(c) 2V R2

ηT+1

+
T∑
t=1

MV ||~x∗t+1 − ~x∗t ||
ηt+1

(6.27)

where in (b) we use R2 := sup~x,~y∈X BR(~x||~y), and in (c), we assume that ηt is non-

increasing.
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F. Proof of Lemma 6 for Chapter 5

We start as follows:

fu,t(~yu,t; ξu,t)− fu,t(~x∗t ; ξu,t)

≤(a) 〈Ofu,t, ~yu,t − ~x∗t 〉

= 〈Ofu,t, ~yu,t − ~xu,t+1 + ~xu,t+1 − ~x∗t 〉

≤(b) L||~yu,t − ~xu,t+1||+ 〈Ofu,t, ~xu,t+1 − ~x∗t 〉

(6.28)

where in (a) we use assumption 1 as follows: R(~y)−R(~y) ≤ +〈OR(~y), ~y − ~x〉 − 1
2
||~x−

~y||2 ≤ 〈OR(~y), ~y − ~x〉; and in (b) we use (17). We can bound the last term of (6.28) as

follows:

〈Ofu,t, ~xu,t+1 − ~x∗t 〉

=≤(c) 1

ηt

[
BR(~x∗t ||~yu,t)−BR(~x∗t ||~xu,t+1)

]
−

1

ηt

[
BR(~xu,t+1||~yu,t)

]

≤(d) 1

ηt

[
BR(~x∗t ||~yu,t)−BR(~x∗t ||~xu,t+1)

]
−

1

2ηt
||~yu,t − ~xu,t+1||2

(6.29)
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where in (c) we use Lemma 1 and dividing with 0 ≤ ηt ≤ 1 still satisfies the inequality; in

(d) we use property of Bregman’s divergence in Assumption 1 whereBR(~x||~y) ≥ 1
2
||~x−~y||2.

Substituting (6.29) into (6.28) gives

fu,t(~yu,t; ξu,t)− fu,t(~x∗t ; ξu,t)

≤ L||~yu,t − ~xu,t+1|| −
1

2ηt
||~yu,t − ~xu,t+1||2+

1

ηt

[
BR(~x∗t ||~yu,t)−BR(~x∗t ||~xu,t+1)

]
≤(e) L

2ηt
2

+
1

ηt

[
BR(~x∗t ||~yu,t)−BR(~x∗t ||~xu,t+1)

]
(6.30)

in (e) we use the elementary completing the squares to deduce the fact that cu− q u2
2
≤ c2

2q
,

where c = L and q = 1
ηt

. Summing (6.30) over all clients and over the time horizon, and

inserting (6.27) into (e), we get

T∑
t=1

V∑
v=1

[
fu,t(~yu,t; ξu,t)− fu,t(~x∗t ; ξu,t)

]
T∑
t=1

L2V ηt
2

+
2V R2

ηT+1

+
T∑
t=1

MV E
[
||~x∗t+1 − ~x∗t ||

]
ηt+1

≤(f)

T∑
t=1

L2V ηt
2

+
2V R2

ηT+1

+
T∑
t=1

MV E
[
||~x∗t+1 − ~x∗t ||

]
ηT+1

(6.31)

where in (f) we assume ηt+1 ≥ ηT .
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G. Proof of Theorem 1 for Chapter 5

We can bound the dynamic regret by adding and subtracting terms as follows:

V∑
u=1

fu,t(~xu,t; ξu,t)−
V∑
u=1

fu,t(~x
∗
t ; ξu,t) =

V∑
u=1

[
fu,t(~xu,t; ξu,t)− fu,t

(
1

V

V∑
u=1

~xu,t; ξu,t

)]

+
V∑
u=1

[
fu,t

(
1

V

V∑
u=1

~xu,t; ξu,t

)
− fu,t(~yu,t; ξu,t)

]

+
V∑
u=1

[
fu,t(~yu,t; ξu,t)− fu,t(~x∗t ; ξu,t)

]
.

(6.32)

Using Assumption 2 in the first two terms of (6.32) gives

≤ L
V∑
u=1

[∣∣∣∣∣∣∣∣~xu,t − 1

V

V∑
u=1

~xu,t

∣∣∣∣∣∣∣∣]

+L
V∑
u=1

[∣∣∣∣∣∣∣∣ 1

V

V∑
u=1

~xu,t − ~yu,t
∣∣∣∣∣∣∣∣]

+
V∑
u=1

[
fu,t(~yu,t; ξu,t)− fu,t(~x∗t ; ξu,t)

]
.

(6.33)

The first term of (6.33) can be bounded using Lemma 4, the third term can be bounded

using Lemma 6. The second can be bounded as follows:

L

V∑
u=1

[∣∣∣∣∣∣∣∣ 1

V

V∑
u=1

~xu,t − ~yu,t
∣∣∣∣∣∣∣∣] =

L

V∑
u=1

[∣∣∣∣∣∣∣∣ 1

V

V∑
u=1

~xu,t −
V∑
v=1

[W (t)]uv~xv,t

∣∣∣∣∣∣∣∣]
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≤ L

V∑
v=1

( V∑
u=1

[W (t)]uv

)[∣∣∣∣∣∣∣∣ 1

V

V∑
u=1

~xu,t − ~xv,t
∣∣∣∣∣∣∣∣]

≤(a) L2V η0

(
2 +

CV

1− λ

) (6.34)

where in (a), we use the property of column stochastic matrix and Lemma 4. We can employ

(6.23), (6.31) and (6.34) in (6.33), sum over time and take expectation to obtain

E
[ T∑
t=1

V∑
u=1

fu,t(~xu,t; ξu,t)− fu,t(~x∗t ; ξu,t)
]
≤

2TL2V η0

(
2 +

CV

1− λ

)
+

T∑
t=1

L2V ηt
2

+

2V R2

ηT+1

+
T∑
t=1

MV E
[
||~x∗t+1 − ~x∗t ||

]
ηT+1

(6.35)

E
[ T∑
t=1

V∑
u=1

fu,t(~xu,t; ξu,t)− fu,t(~x∗t ; ξu,t)
]
≤

2TL2V η0

(
2 +

CV

1− λ

)
+

T∑
t=1

L2V ηt
2

+

2V R2

ηT+1

+
MV E[AT ]

ηT+1

(6.36)

where in (6.36) we use Jensen’s inequality.
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