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ABSTRACT 

This work presents a novel approach to face recognition that recognizes faces both with 

and without facial masks worn during the Covid-19 pandemic. The two-fold contribution of this 

study are: evaluation of the hand-crafted descriptors for facial mask detection and deep learning 

based method for face recognition in the presence of a mask. In this study, Local Binary Pattern 

(LBP), Histogram of Oriented Gradients (HOG), Local Directional Order Pattern (LDOP), have 

been used along with Linear Support Vector Machine (SVM) for facial mask detection and has 

proven to result in a very high success rate of 99.6029 %. This study has classified the Face 

Recognition system into two models: subject dependent (or closed-set) and subject independent 

(or open-set). 

Conventional solutions to face recognition use the entire facial image as the input to their 

algorithms. This thesis presents an approach where hand-crafted feature descriptors are used to 

identify the presence of a mask, If detected, switch to ocular recognition for those subjects wearing 

mask else face recognition is performed. The ensemble method is incorporated which uses two 

CNNs trained with face and ocular region of the identities where the system dynamically switches 

between the CNNs when the mask is detected in the input image. Open-set and closed-set 

approaches followed in experiments are conducted on the Real-World Masked Face Recognition 

Dataset (RMFRD) the database of masked and unmasked faces. Finally, the analysis shows how 

the granularity of this experiment can be leveraged to obtain an improved accuracy rate over the 

traditional full-face recognition approach in the presence of a face covering. 
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1.1 Problem Statement 

CHAPTER 1 

INTRODUCTION 

Facial coverings have been a concern for face recognition systems for many years now. 

The year 2020 with the global pandemic has disrupted man's life, brought about several rapid 

changes to living conditions and human interaction. In the meantime, contactless technology has 

topped the race for maintaining a strategic distance from contacting the virus and its transmission. 

Some of the most commonly used biometrics systems are being challenged during COVID-19 

circumstances [ 1, 2]. 

A fingerprint biometric system in the global pandemic situation is possibly an infection 

transmission vector unless it is contactless, in which case there are challenging equipment 

requirements. Iris recognition isn't affected by facial covering, but it cannot work with currently 

installed normal cameras and requires near-infrared sensors that can be troublesome to procure at 

scale and need the expertise to operate and manage. Face recognition, while surprisingly great 

within the presence of some common facial occlusions like sunglasses, hats, shows a high loss in 

precision and accuracy making the system unreliable for people wearing face masks [3, 4]. 

1.2 Background and Motivation 

Face Recognition is one of the widely adopted biometric traits from unlocking phones, 

surveillance systems, Policing, and other access control systems. The covid-19 outbreak has 

propelled the world to move towards contactless facial recognition technology. It is gaining huge 

traction worldwide owing to the current situation and the ease of implementation. 
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The challenges for the traditional Face Recognition System include poses or face 

orientation, lighting conditions, look-alikes, make-up, facial occlusions like sunglass, hat, scarf, 

and recently the face masks. Due to the surge in the number of Covid-19 cases which spreads 

through the air, everyone is wearing face masks to protect themselves from the virus. 

1.3 Research Objective 

The primary objective of this research is to assess the scenario where facial occlusions are 

challenging the traditional face recognition systems. This study consists of two main tasks: (i) Face 

mask detection, (ii) Face or Ocular Recognition. This work mainly focuses on comparing and 

improving the traditional face recognition systems by dynamically switching between face and 

ocular recognition algorithms based on the subject in reference. To find an effective and efficient 

solution to the matter, through study in this field was made to understand the face recognition 

algorithms, various neural networks, several trials, and error methods were faced in finalizing the 

texture descriptors to be used for the detection of masks. Finally, the face recognition was carried 

out with a deep neural network ResNet-50 which is a state-of-the-art image recognition model. 

1.4 Hand-crafter Feature Descriptor for Facial Mask detection with SVM 

A feature descriptor is a representation of the image that extracts necessary and useful 

information. A feature descriptor converts an image to a feature vector. The feature vector 

generated is further fed into the image classification models built on certain algorithms which in 

this case is a linear SVM as a two-class classifier to detect the face mask. 

1.4.1 Local Binary Patterns (LBP) 

The local binary pattern is a texture descriptor. The algorithm tries to find the local structure 
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of an image, and it does that by comparing each pixel with its neighboring pixels [5, 6] as shown 

in Figure 1. In addition to face and facial expression recognition, the LBP has also been used in 

many other applications of biometrics, including eye localization, iris recognition, fingerprint 

recognition, palmprint recognition, gait recognition, and facial age classification [7]. In this thesis, 

the LBP texture descriptor is used to detect the presence of facial covering. 

Local Binary Patterns 

Input image 

Figure 1. Local Binary Patterns (LBP) 

1.4.2 Histogram Orientation Gradients (HOG) 

LBP image 

HOG is a feature descriptor that is widely used for object detection tasks. It focuses on the 

structure or the shape of an object in the image. It identifies and extracts the gradient and 

orientation ( or magnitude and direction) of the edges based on the localized portions of the image 

as shown in Figure 2. The input image is fragmented into smaller regions, the localized portion is 

this small region of the image where the gradient and orientation are calculated. Finally, the 

histograms are generated using the computed gradient and orientation of each pixel in the image. 

Or in technical terms, The first stage applies an optional global image normalization equalization 

that is designed to reduce the influence of illumination effects. The second stage computes first-
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order image gradients, which identify contours, and texture data. The third stage aims to produce 

an encoding that is sensitive to local image content while remaining resistant to small changes in 

pose or appearance, this step is similar to the gradient localization in SIFT [8]. The fourth stage 

computes normalization, which takes local groups of cells and contrast normalizes their overall 

responses before passing to the next stage. The final step collects the HOG descriptors from all 

blocks of a dense overlapping grid of blocks covering the detection window into a combined 

feature vector for use in the window classifier [9]. 

Histogram Orientation Gradient 

Input image 

Figure 2. Histogram Orientation Gradient (HOG) 

1.4.3 Local Directional Order Patterns (LOOP) 

HOG image 

The local descriptors have gained a wide range of attention due to their enhanced 

discriminative abilities. It has been proved that the consideration of multi-scale local neighborhood 

improves the performance of the descriptor, though at the cost of increased dimension. Whereas 

the LDOP utilizes wider local neighbors without increasing the dimension of the descriptor. The 

directional intensity order indexes are used to encode the relationship among directional neighbors. 

The center pixel values are transformed in the range of directional order indexes to find the LDOP 
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pattern [10]. The final result of the LDOP feature extractor is shown in Figure 3. 

Local Directional Order Patterns 

Input image LOOP image 

Figure 3. Local directional order patterns (LDOP) 

1.4.4 Combination of Histogram Orientation Gradient and Local Binary Patterns (HOG 

+LBP) 

The combination of HOG and LBP with an SVM classifier is proven to deliver high 

performance for object detection, and verification processes in various situations. Both the features 

are stacked together and fed to the support vector machine (SVM) for training and classification. 

Overall, the training on the combination vector outperforms the individual performance of the 

descriptors. 

1.4.5 Support Vector Machine 

Support vector machine or SVM is a linear model used to solve classification and 

regression problems. In this case, the number of classes is two because the classification model 

has to categorize masked faces and unmasked faces. SVM constructs a hyperplane in 

multidimensional space to separate different classes. SVM generates optimal hyperplane in an 
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iterative manner, which is used to minimize an error. The core idea of SVM is to find a maximum 

marginal hyperplane(MMH) that best divides the dataset into classes. A basic structure of an SVM 

classifier is shown in Figure 4. 

Input 
Image 

SVM 
Classifier 

Figure 4. SVM classifier model 

1.5 Face Recognition System vs Ocular Recognition System 

Class 1 

Among all biometric methods for identity recognition, fingerprint and face recognition 

have been used more frequently. Fingerprint recognition is an old approach and has been used for 

a long time, but face recognition has become more popular and is gaining more attention now as a 

contact-less approach. Face recognition is the main biometric used by humans. Face and ocular 

recognition systems are the two contact-less biometric authentication procedures studied in this 

thesis. Whenever two individuals meet, their brains run a variety of biometrics based on height, 

age, hair color and style, skin color, etc. However, the final decision of the other person's identity 

is made based on their face. Therefore, the face is assumed to be the part of the body that carries 

more identity information noticeable to everyone than other parts. Face and ocular recognition 

have several commercial and security applications in identity validation and recognition. 

Ocular biometrics, consisting of regions in the eye and those around it, 1.e., ms, 
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conjunctiva! vasculature, and periocular region, offers a perfect alternate solution over face 

biometrics for person authentication shown in Figure 5. It has obtained significant attention from 

the research community due to its accuracy, security, better robustness against facial expressions, 

and ease of use in mobile devices ( as the ocular region could be scanned using the regular RGB 

camera) without the need for additional hardware and in the presence of facial masks due to 

pandemic situations such as COVID-19. 

Recognition 

System 

Face Recognition 

(Model trained 

on full face 

images) 

Ocular 

Recognition 

(Model trained 

on ocular images) 

1.5.1 ResNet-50- CNN 

Test Images True Identity Predicted Identity 

Caoying Caoying Aidai 

Caoying Caoying 

Caoying 

Figure 5. Full face vs Ocular region 

A convolutional neural network is a deep learning algorithm is shown in Figure 6 that 

accepts the input image data in the numeric form, assigns weights and biases to various features in 

the image, and capable of differentiating one from the other. The pre-processing required in a CNN 
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is much lower as compared to other hand-crafted classification algorithms. While in primitive 

methods filters are hand-crafted, with enough training, CNNs can learn these filters/characteristics. 

Input 
data 

Input 
layer 

Hidden 
layer 

Output 
layer 

Figure 6. Convolutional neural network (CNN or ConvNet) 

ResNet is a convolutional neural network, the ResNet-50 is 50 layers deep. ResNet is a 

state-of-the-art CNN used for image recognition [2], it alleviates the vanishing gradient problem 

with the skip connections shown in Figure 7. ResNet model was the winner of the ImageNet 

challenge in 2015. In general, a deep convolutional neural network has many layers stacked and it 

is trained to accomplish the task at hand. The network learns various low/mid/high-level features 

at the top of its layers. In residual learning, the model attempts to learn some residual. Residual 

may be merely understood as subtraction of features learned from the input of that layer [ 11]. 

Based on experimental results training this kind of network is significantly easier and less 

complicated than training few other simple deep convolutional neural networks, additionally, the 

common issue of degrading accuracy is resolved. 
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ADD 

Figure 7. ResNet-50 model single block skip connection 
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CHAPTER2 

LITERATURE REVIEW 

2.1 Face Detection 

The 5 point face detection algorithm MTCNN [12] and 68 point face detection algorithm 

dlib CNN were used to find the facial landmarks and modify the facial alignment/orientation. The 

face detection algorithm dlib was used to modify the facial orientation in case the face in the 

images is rotated at an angle in [ 4]. An effective way to perform face detection and face recognition 

is proposed in [13]. Face mask detection and the correct strategy to be followed to using the visual 

information available in the image are discussed in [14]. The detection of the face and facial 

landmarks with MTCNN and dlib CNN is shown in Figure 8. Further investigation was conducted 

on the usefulness of multiple off-the-shelf deep-learning models for recognizing the correct 

location of the mask. A pipeline designed was to recognize whether face masks are worn correctly 

or not and the performance of the pipeline was compared with standard face-mask detection 

models. 

Original MTC 

Figure 8. Face detection 
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2.2 Subject-Dependent and Subject-Independent Strategy 

A subject-dependent method is where subjects in the training and testing set overlap. 

Subject-independent is where subjects do not overlap. Subject independent is a more realistic 

scenario and helps to evaluate the generalizability of the model. The subject-independent method 

solves the problems when an unknown subject is introduced in the dataset which is addressed in 

[15]. The paper addresses the issue of facial expression, humans tend to express their emotions 

through facial expressions. For example, when a specific model is trained to analyze the facial 

expression with the following training expression set: happy, sad, confused. The test prediction 

results are restricted to choose between the set of 3 because the model cannot classify a new 

expression as unknown but rather incorrectly classifies it as one of the 3 categories it was trained 

on. Whereas in a subject-independent strategy the new or unknown data are categorized as an 

unknown identity. Subject-independent face recognition using a body-worn camera is discussed 

in [ 16] and gender classification based on ocular biometrics is presented in [ 17]. 

2.3 Face Recognition 

Face recognition continues to be an exigent space of research. This downside becomes 

tougher in an uncontrolled setup, with the presence of many variations like pose, illumination, 

expression, and so on. The challenges faced in face recognition are discussed in [ 18]. Local 

descriptors are widely used for this task. The foremost of the present local descriptors contemplate 

solely a few immediate local neighbors and ineffectual to utilize the wider local data to form the 

enhanced discriminative descriptor. The wider local data-based descriptors primarily suffer due to 

the accrued dimensionality [ 19]. Using local binary patterns for facial recognition has proven to 

result in good precision and accuracy of the model. The success of LBP has recently led to a large 
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number of variants for LBP. The robustness of the texture descriptor is used to detect masks in this 

thesis and once again it has proven to be one of the best descriptors. The performance of the LBP 

in mask detection is discussed further. The power of descriptors is not only with LBP but also with 

HOG. In 2011 a simple yet efficient face recognition model was proposed with HOG features [20]. 

National Institute of Standards and Technology (NIST) is testing face recognition accuracy 

with masks using pre-COVID-19 algorithms. The explanatory study conducted on the effects of 

wearing a mask on face recognition performance [21] has pointed out the significant effect of 

wearing a mask on comparison scores separability between genuine and imposter comparisons in 

all the investigated systems. Furthermore, the study points out a significant drop in the face 

verification performance of the academic face recognition solutions, even on limited evaluation 

data, when considering masked face probes. Figure 9 shows how major areas of the face used for 

facial recognition like the nose, and the chin which shows the shape of the face are blocked by the 

face masks. Thus, addressing the need for another system or additional modifications to the 

traditional face recognition system to improve identity recognition. This work recognizes the 

issues and delivers a remarkable solution without the need for additional hardware resources like 

the Iris scanning technique instead of using the already available resources in face recognition to 

perform ocular recognition. 
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Full face 

(Original Image) 

Ocular region 

(Region of Interest) 

Identity: Caizhuoyan 

Figure 9. Face recognition on masked face 

2.3.1 Face Recognition with Hand-Crafted Features 

For over twenty years, several facial image representation methods have been proposed 

ranging from Principal Component Analysis (PCA) to local image descriptors, such as Local 

Binary Patterns (LBP) [6], Local Directional Order Patterns (LDOP) [10], and Scale Invariant 

Feature Transform (SIFT) [22, 23]. These feature descriptors have proven to be very successful in 

building robust face recognition systems, primarily for the subject-dependent face recognition 

systems. 

2.3.2 Face Recognition with Deep Learning 

Deep learning-based models have been very successful in achieving state-of-the-art results 

in several computer vision, speech recognition, and natural language processing tasks in recent 
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years which is discussed in [24] a survey. In recent years, deep learning has had great success with 

the CNNs, the introduction of various loss function specifically for face recognition and 

authentication systems such as ArcFace [25], CosFace [26], SphereFace [27], and AdaCos [28] 

with small intra-class and large inter-class distance has proven to improve the accuracy of the face 

recognition system. 

2.4 Ocular Recognition 

With the recent COVID-19 crisis, ocular biometrics has a further advantage over face 

biometrics in the presence of a mask. The concept of using the eye's as a biometric started with 

Iris scanning and has led to findings of unique features in the ocular region. Ocular or periocular 

biometrics in the visible spectrum is discussed in [29-31]. Eye's is now recognized as one of the 

mainstream biometric traits [ 1]. Ocular biometrics is now used in multiple use cases [3, 17]. Ocular 

recognition on the unmasked face and masked face is shown in Figure 10. Research on patch

based ocular recognition using the patches from the eye images is discussed in [32] and the results 

are compared on ResNet-50 with OcularNet. Several methods based on hand-crafted textural 

descriptors and deep learning have been proposed for person authentication using ocular images 

[33]. Hand-crafted features such as histogram orientation gradients (HOG), local binary patterns 

(LBP), local phase quantization (LPQ), and binarized statistical image features (BSIF) in 

combination with simple distance metrics such as Euclidean distance or cosine similarity have 

been proposed for ocular recognition. With advances in deep learning, deeply coupled 

autoencoders and convolutional neural networks (CNNs) such as ResNet-50, LightCNN, and 

MobileNet have been fine-tuned for ocular recognition. 

14 



nmasked face 
Ocular region 

(Region of Interest) 

Identity: Caizhuoyan 

Ocular from full face 

Ocular from masked face 

Masked face 

Figure 10. Ocular recognition on the ocular region of the same individual with and without a 
mask 

2.5 ResNet-50 and Other Convolutional Neural Network 

The 50 layer ResNet architecture is shown in the architecture is as shown in Figure 11 and 

[34]. The notion is that Deeper neural networks are more difficult to train. But this paper [2] 

proposes a residual learning framework to ease the training of networks that are substantially 

deeper than those used previously. The layers are explicitly reformulated as learning residual 

functions with reference to the layer inputs, instead of learning unreferenced functions. 

Experimental results and comprehensive empirical evidence prove that these residual networks are 

easier to optimize, and can gain accuracy from considerably increased depth. The concept of 

transfer learning of deep neural networks to train the model based on the residual is shown in and 

[35]. The identity block is the standard block used in ResNets and corresponds to the case where 
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the input activation has the same dimension as the output activation. The convolution block is 

where the input and output dimensions don't match up. Adding additional layers would not affect 

the performance of the model considering regularization will skip over them if those layers were 

not useful. 
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CHAPTER3 

METHODOLOGY 

3.1 Proposed System and Implementation 

The proposed system at first detects whether the face in the input image is wearing a mask 

or not. If the person in the image is not wearing a mask then the algorithm selects and performs 

face recognition on the input image. If the person in the image is wearing a mask then the algorithm 

selects and performs ocular recognition. The face and ocular model uses the ResNet-50 

Convolutional Neural Networks pre-trained on the VGGFACE2 [36] dataset. The VGGFACE2 

dataset contains 3.31 million images of 9131 subjects (facial identities), with an average of 362.6 

images for each subject. The images in the dataset are downloaded from Google Image Search and 

have large variations in pose, age, illumination, ethnicity, and profession. The ResNet-50 model 

has been trained on RMFRD to 97 % training accuracy for the face recognition model and up to 

93 % for the ocular recognition model to avoid overfitting. 

3.1.1 Face Mask Detection 

Three different mask detection techniques were used and five different observations were 

made. The three feature descriptor techniques used were local binary patterns (LBP), histogram 

orientation gradients (HOG), and local directional order patterns. The five observations are (i) 

HOG with a data split training: testing ratio of 20:80, (ii) HOG with a data split training: testing 

ratio of 50:50, (iii) LBP with a data split training: testing ratio of 50:50, (iv) LDOP with a data 

split training: testing ratio of 50:50, (v) HOG + LBP with a data split training: testing ratio of 

50:50, the combination of the two feature vectors was achieved by horizontally stacking the feature 
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vectors before inputting it to the SVM classifier. 

SVM Classifier 

SVM 
Classifier 

SVM 
Classifier 

Figure 12. Face mask detection 

Prediction 

Mask 

The idea of the support vector machine or SVM algorithm is to create a line or a hyperplane 

which separates the data into two classes mask and no mask or unmasked. In Figure 13 the red and 

blue dots represent the classification entities mask and unmasked facial entities in the dataset. The 

line or the hyperplane drawn by the support vector machine separates the dataset in an optimal 

way to get the most efficient classification. 
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Figure 13. SVM - Classification with the hyperplane 

3.1.2 Subject-Dependent and Subject-Independent Methods 

The proposed method includes two training strategies where the ResNet-50 model was 

trained on subject-dependent and subject-independent. RMFRD dataset was used in both the 

training process. 

3.1.2.1 Subject-Dependent Method 

In the subject-dependent method, the dataset is closed meaning the subject in the training 

dataset and testing dataset are common. Here the model knows all the subjects and there will be 

no unknown data in the testing set as shown in Figure 14. 
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Training data 

Facial Identity: Aidai 

Facial Identity: Anhu 

Facial Identity: X, Y, Z 

Subject-Dependent 

Testing data 

Facial Identity: Aidai 

Facial Identity: X, Y, Z 

Figure 14. Subject-Dependent analysis 

3.1.2.2 Subject-Independent Method 

In the subject-independent method, the dataset is open meaning the subject in the training 

dataset and testing dataset belong to different identities. Here the model is trained on one set of 

subjects and tested on similar but different or unknown subjects and there will be no common data 

in the testing set as shown in Figure 15. 
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Training data 

Facial Identity: Anhu 

Facial Identity: X, Y, Z 

Subject-Independent 

Testing data 

Facial Identity: Unknown A, Unknown B, 
Unknown C 

Figure 15. Subject-Independent analysis 

3.1.3 ResNet-50- CNN 

ResNet-50 pre-trained on VGGF ACE2 data was used in this experiment and later fine

tuned on the RMFRD dataset. Finetuning of the ResNet-50, began with a pre-trained model and 

updated all the parameters of the model for the recognition process, basically retraining the whole 

model which is faster and the model knows what are features to choose. The residual network has 

been used to develop a multiclass classifier trained on facial features similar to the multiclass 

classification model shown in Figure 16 as in [37]. 
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In the ResNet-50 model, the first six layers were frozen. When a layer is frozen, it means 

that the weights cannot be modified further, these layers are set to a non-trainable state. Freezing 

the model significantly reduces the computational time of training the model because the network 

will not have to learn to extract facial features from scratch. The network was pre-trained on the 

VGGF ACE2 dataset therefore capable of extracting facial features from the RMFRD dataset. 

3.2 Dataset Description 

The Real-world Masked Face Recognition Dataset (RMFRD or MFRD) [38] contains a 

total of 2203 masked face images and 90000 unmasked face images. The dataset was cleaned to 

eliminate faces when both unmasked face and masked face image pair were not available which 

finally resulted in 426 common pair of facial identities out of the 525 total available identities in 

the dataset. Therefore, the final dataset with the common pair identity contains 1945 masked face 

images and 88500 unmasked face images. This data was collected by the creator from the Google 

Image Search and hence the variations must be addressed. Therefore MTCNN and dlib algorithms 

were used to alter the facial orientation of the face images in the dataset before the training. 

3.2.1 Data Preprocessing 

The images in the Real-world Masked Face Recognition Dataset (RMFRD) are already 
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cropped to fit the face in the frame. For the ResNet-50 model's requirement, the input images were 

resized to 240 x 240. To modify the incorrect poses in facial orientation, the necessary steps were 

taken. Furthermore, the ocular region which is the region of interest in this case to perform ocular 

recognition was cropped from the full face images. 

3.2.1.1 Facial Orientation 

The images in the dataset are already cropped to fit the face and therefore only changes to 

face orientation in terms of rotation are done in the case where the face is rotated to an angle with 

the help of two CNN face detection models: the 68 points dlib-CNN and the 5 points MTCNN 

[12]. Then the rotation angle was set to set the two eye landmarks horizontally flat or 180 degrees. 

3.2.1.2 Cropping Region of Interest - Ocular Area 

The region of interest is the ocular area that includes eyes, eyelids, and eyebrows. MT CNN 

and dlib-CNN were used to find the key facial landmarks. Then the required area was selected and 

cropped from the full image as shown in Figure 17. 

23 



Original MTCNN Dlib-CNN Cropped Ocular 

Figure 17. Facial landmark detection on faces without masks 

One additional observation made during the experiment was that MTCNN and dlib-CNN 

were able to find facial landmarks on the faces with masks as well which is shown in Figure 18. 

Though these two algorithms were not build to find landmarks on masked faces they were powerful 

enough to detect masked faces and find the landmarks on more than half the dataset. Two 

algorithms were used to finally have an intersection of the dataset because not all faces in the 

image were recognized by one particular algorithm. Therefore, using two together gave a larger 

subset of the original dataset. The rest of the images where the face detection algorithms failed to 

detect the face or the facial landmark were manually cropped. 
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Figure 18. Facial landmark detection on faces in the presence of a mask 

3.3 Experimental Protocol 

The experiment was performed in two steps first the face mask detection and second 

recognition/identification of the subject whether face recognition or ocular recognition. In the first 
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step, the RMFRD dataset was split into two different training: testing splits, i.e., 20:80, and 50:50. 

The reason for having two different data split was only to test the difference in results obtained on 

evaluating the feature descriptor. The feature descriptors employed in this experiment were local 

binary patterns (LBP), histogram orientation gradients (HOG), local directional order patterns 

(LDOP), and the combination of HOG and LBP. The combination of the feature vectors was 

performed by horizontally stacking the two feature vectors and then training the SVM. A support 

vector machine or SVM was the classifier used in the experiment and since the classification was 

binary(mask or no mask) the linear support vector classification (SVC) model worked perfectly 

with the data. While the LinearSVC was used with certain user-defined configurations and default 

configurations, such as the regularization parameter was set to 2, and the random state was set to 

42 which controls the pseudo-random number generation for shuffling the data for the dual 

coordinate descent, and the rest at default with few important parameters listed here: the tolerance 

for stopping criteria was set to its default of le-4, the loss function was set to default squared hinge 

which is the square of the hinge loss, penalization was set to default 12. 

Next, the face and ocular recognition models were built with the ResNet-50 model. The 

model was not trained from scratch. The initial weight for the model came directly from the 

VGGFACE2 dataset; meaning the ResNet-50 model was pretrained on the VGGFACE2 dataset. 

A fully connected layer was added to the final output layer with the number of subjects in the 

cleaned, preprocessed, and filtered dataset with 426 subjects. The first 6 layers in the model were 

frozen to set them on a non-trainable state. Because the network was pre-trained on the 

VGGF ACE2 dataset it is capable of extracting facial features from the RMFRD dataset. The cross

entropy loss function was employed and the AdamW optimizer function was incorporated into the 

model with an initial learning rate of 0.0001 or le-4. 
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For the subject-dependent approach, the model was fine-tuned on the RMFRD dataset with 

a data split of training: validation: testing ratio was 50:5 :45 (in percentage). The model was trained 

up to 97.45% training accuracy for the face recognition model and up to 93. 7% for the ocular 

recognition model to avoid overfitting of the data. The validation accuracy topped at 94.3% and 

90.13% for the face recognition model and the ocular recognition model respectively. 

Next, the genuine and impostor scores were computed. A genuine attempt is a single 

attempt by a user to match his/her own stored template and an impostor attempt is the opposite 

wherein a user's template is matched against someone else's template. This procedure is iterated 

throughout the test dataset and the final genuine and impostor score were generated with the Cosine 

similarity function. The generated scores were further used to calculate the true-positive rates 

(TPR), false-positive rates (FPR), and equal error rates for the evaluation of the biometric system. 

Furthermore, the receiver operating characteristic curve (ROC) was plotted on TPR vs FPR to 

obtain the area under the curve for evaluating the model shown in the results section. 

In the case of the subject-independent approach, the model was fine-tuned on the RMFRD 

dataset with an initial dataset split of 150 subjects for fine-tuning and the remaining 310 subjects 

for subject-independent evaluation. On the 150 subjects, a data split of training: validation ratio 

was 90:10 (in percentage). The model was trained up to 95.68% training accuracy for the face 

recognition model and up to 96.48% for the ocular recognition model to avoid overfitting of the 

data. The validation accuracy topped at 89.67% and 92.33% for the face recognition model and 

the ocular recognition model respectively. 

Finally, the genuine and impostor scores were generated. A genuine attempt is a single 

attempt by a user to match his/her own stored template and an impostor attempt is the opposite 

wherein a user's template is matched against someone else's template. This procedure is iterated 
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throughout the subject-independent test dataset and the final genuine and impostor score were 

generated with the Cosine similarity function. Here, the test data consists of the 310 subjects that 

the model has not seen in the fine-tuning phase. The generated scores were further used to calculate 

the true-positive rates (TPR), false-positive rates (FPR), and equal error rates for the evaluation of 

the biometric system. Furthermore, the receiver operating characteristic curve (ROC) was plotted 

on TPR vs FPR to obtain the area under the curve for evaluating the model shown in the results 

section. 
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CHAPTER4 

EVALUATION AND RESULTS 

This thesis presents, mask detection with hand-crafted features - LBP, HOG, and LDOP 

and both subject-dependent and subject-independent face and ocular recognition systems. The 

dataset was split as training: validation: testing 50:5:45. The models are evaluated based on the 

equal error rate, true-positive rate (TPR) at respective false-positive rates (FPR), and area under 

the curve (AUC). 

4.1 Hand-crafted Feature Descriptors for Facial Mask detection 

The feature descriptors were evaluated based on precision, recall, and accuracy values. 

Here precision justifies how precise/accurate the model is, out of the predicted positive, how many 

of them are truly positive, recall computes how many of the actual positives the model found 

through labeling it as positive (wearing mask). Accuracy gives the overall degree of closeness to 

the true values. 

4.1.1 Evaluation of Local Binary Patterns (LBP) 

The LBP histogram finds the local structure of an image, by comparing each pixel with its 

neighboring pixels [39]. The LBP employed in this model was configured to have 24 neighboring 

points and a radius of 8; the number of points in a circularly symmetric neighborhood within the 

radius of the circle, which also works for various scales. The LBP feature descriptor was evaluated 

based on the precision, recall, and accuracy values and the result is shown in Table 1 and the 

comparison graph is sown in Figure 19. 

4.1.2 Evaluation of Histogram Orientation Gradients (HOG) 
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The HOG feature descriptor counts the occurrences of gradient orientation in localized 

portions of an image. The number of orientation bins is set to 9, with 2 cells in each block, and 

power-law compression is set to true, with LI block normalization. Power law compression, also 

known as Gamma correction, is used to reduce the effects of shadowing and illumination 

variations. The compression makes the dark regions brighter. The transform_ sqrt parameter is set 

to boolean True. Therefore, the function computes the square root of each color channel and then 

applies the hog algorithm to the image. The HOG feature descriptor was evaluated based on the 

precision, recall, and accuracy values and the result is shown in Table 1 and the comparison graph 

is sown in Figure 19. 

4.1.3 Evaluation of Local Directional Order Patterns (LOOP) 

The local directional order pattern (LDOP) for a specific element or pixel is calculated by 

finding the relationship between the central pixel and the local directional order indices. It is 

necessary to convert the central value to the area of local neighboring orders. Finally, the LDOP 

histogram is calculated for the entire image. The LDOP feature descriptor was evaluated based on 

the precision, recall, and accuracy values and the result is shown in Table 1 and the comparison 

graph is sown in Figure 19. 

4.1.4 Evaluation of Histogram Orientation Gradients and Local Binary Patterns (HOG+ 

LBP) 

The combination of HOG and LBP feature descriptor was evaluated based on the precision, 

recall, and accuracy values and the result is shown in Table 1, the comparison graph is shown in 

Figure 19. 

4.1.5 Results - Facial Mask Detection 
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Initially, the face mask detection was performed on two different dataset splits. The reason 

for having two different data split was only to test the difference in results obtained on evaluating 

the feature descriptor. Therefore, based on the results obtained from the experiment the comparison 

of the HOG feature descriptor on the 20:80 data split had an accuracy of 98.8393% whereas the 

same descriptor on the 50:50 data split had an accuracy of 98.8769% and outperformed the latter 

by 0.0376. Even though this is a small difference the further experiments were carried out with a 

50: 50 data split. 

Overall, the LDOP outperforms LBP by 0.832, HOG by 0.726, and also the combination 

of HOG and LBP by 0.3776. Though the accuracies of LDOP and the combination of HOG and 

LBP are comparable with a difference of ±0.3776, the precision and recall have a significant 

variation. Therefore, making the LDOP stand out among all the other feature descriptors with an 

accuracy of 99.6029% and the lowest effective among the feature descriptor having the same data 

split was HOG (50:50) 98.8769% (excluding HOG - 20:80 with an accuracy of 98.8393). The 

results obtained from evaluating the facial mask detection methods are shown in Table 1. 

TABLE 1: PRECISION, RECALL, AND ACCURACY OF THE EVALUATED 

HANDCRAFTED DESCRIPTORS INF ACIAL MASK DETECTION 

Feature Descriptor (Train: Test) Precision(%) Recall(%) Accuracy (%) 

HOG (20:80) 79.0598 71.1930 98.8393 

HOG (50:50) 81.0360 75.2855 98.8769 

LBP (50:50) 93.2895 57.8303 98.7709 

LOOP (50:50) 95.7171 87.2051 99.6029 

HOG and LBP (50:50) 88.0035 81.9739 99.2253 

The chart in Figure 19 shows the pictorial representation of the results for a quick 

comparison between the precision, recall, and accuracy of the feature descriptors. 
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Figure 19. Comparison of the hand-crafted descriptors in terms of precision, recall, and accuracy 
for face mask detection. 

4.2 Subject Dependent and Independent Face and Ocular Recognition System 

4.2.1 Evaluation of Subject-Dependent or Closed-Set Face and Ocular Recognition 

System 

Experimental results for the face and ocular recognition models are evaluated in terms of 

true-positive rate (TPR) or genuine match rate (GMR) at lower false-positive rates (FPRs) or false 

match rate (FMRs), equal error rates, and an overall Area Under Curve (AUC). The genuine and 

impostor scores were computed. This procedure was iterated throughout the test dataset (subjects 

in the train and test data overlaps) and the final genuine and impostor scores were generated with 

the Cosine similarity function. The generated scores were further used to calculate the true-positive 

rates (TPR), false-positive rates (FPR), and equal error rates for the evaluation of the biometric 
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system. Furthermore, the receiver operating characteristic curve (ROC) was plotted on TPR vs 

FPR to obtain the area under the curve for evaluating the model. 

4.2.1.1 Evaluation of Face Recognition in the Presence of a Mask 

The evaluation of the masked face was performed with the ResNet-50 model trained on the 

unmasked faces, which address the current scenario of the COVID-19 pandemic, and also for the 

future where people wear masks due to pollution and other reasons. The receiver operating 

characteristic curve or the ROC of the masked face evaluation is shown in Figure 20. 
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Figure 20. ROC of the subject-dependent face recognition on masked faces 

4.2.1.2 Evaluation of Face Recognition in the Absence of a Mask 

The evaluation of the unmasked face was performed with the ResNet-50 model trained on 

the unmasked faces. This evaluation was performed to compare the behavior of the system on the 

masked faces and baseline for other models. The receiver operating characteristic curve or the 

ROC of the unmasked face evaluation is shown in Figure 21. 
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Figure 21. ROC of the subject-dependent face recognition on unmasked faces 

4.2.1.3 Evaluation of Ocular Recognition on Ocular Region in the Presence of a Mask 

The evaluation of the masked ocular was performed with the ResNet-50 model trained on 

the ocular dataset. This evaluation was performed to utilize ocular recognition when the subject is 

wearing a mask and a traditional system is not built to recognize the subjects in masked faces. The 

receiver operating characteristic curve or the ROC of the masked ocular evaluation is shown in 

Figure 22. 

Masked Ocular - ROC 

LO 

0.8 

0.6 
0:: 

I= 
0.4! 

0.2 

0.0 - ROC 

0.0 0.2 0.4 0.6 0.8 LO 
FPR 

Figure 22. ROC of the subject-dependent ocular recognition on masked faces 

4.2.1.4 Evaluation of Face Recognition with and without a Mask 
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The evaluation of the combination of masked face and unmasked face was performed with 

the ResNet-50 model trained on the unmasked face dataset, this acts as a baseline for comparison 

on the proposed system. This evaluation was performed to compare the behavior of the system 

when the population has a mixed opinion on wearing the mask in 2021 with several being 

vaccinated. Therefore this comparison addresses the face recognition model's performance when 

some people are wearing face masks and some are not with the system performing only face 

recognition. The receiver operating characteristic curve or the ROC of the masked face and 

unmasked face evaluation is shown in Figure 23. 

Unmasked Face and Masked Face - ROC 

LO 

0.8 

0.6 
a: 
I= 

0.4 

0.2 

0.0 

0.0 0.2 0.4 0.6 0.8 LO 
FPR 

Figure 23. ROC of the subject-dependent face recognition on both 
unmasked faces and masked faces 

4.2.1.5 Evaluation of Proposed System 

The evaluation of the proposed system which uses only the ocular region in the presence 

of a face mask to perform ocular recognition and face recognition in the absence of a face mask 

was performed with the ResNet-50 model trained on the ocular and unmasked face dataset 

respectively. This evaluation was performed to compare the behavior of the system with baseline 

as the previous model i.e. , masked face and unmasked face. Therefore this comparison addresses 
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the face recognition model's performance when some people are wearing face masks and some are 

not, so the recognition model switches to ocular recognition when the person is wearing a mask, 

otherwise perform face recognition. The receiver operating characteristic curve or the ROC of the 

proposed system is shown in Figure 24. 
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Figure 24. ROC of the subject-dependent face recognition on the unmasked face and ocular 
recognition on masked ocular recognition (Proposed system) 

4.2.1.6 Evaluation of Proposed System with Multimodal CNN 

The Multimodal CNN or m-CNN consists of one face recognition CNN encoding the image 

content and one ocular recognition CNN modeling the joint representation of face and ocular 

recognition. This evaluation was performed to compare the behavior of the system with baseline 

as the masked face and unmasked face. This comparison addresses the face recognition model's 

performance when some people are wearing face masks and some are not, results demonstrate that 

the proposed m-CNN can effectively capture the information necessary for face recognition and 

ocular recognition. The receiver operating characteristic curve or the ROC of the proposed system 

with multimodal CNN is shown in Figure 25. 
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Figure 25. ROC of the multimodal-CNN subject-dependent face recognition 
on the unmasked face and ocular recognition on masked ocular recognition 

4.2.2 Results - Subject-Dependent Face and Ocular Recognition System 

The ROC for the respective subject-dependent evaluation is generated with the true 

positive and false positive rates computed with the genuine and impostor scores on evaluation of 

the model over the real-world mask face recognition dataset, the x-axis denotes the False Positive 

Rate (FPR), also known as False Match Rate (FMR) In the biometric authentication process is the 

probability of incorrectly matching the traits from two different identities/subjects as coming from 

the same subject and the y-axis denotes True Positive Rate (TPR) also known as Genuine Match 

Rate (GMR) in the biometric authentication process is the probability of correctly matching the 

traits from an identity/subject as coming from the same subject. The correctness and accuracy of 

the subject-dependent model are evaluated via the equal error rate (EER) and true-positive rates 

(TPR) at 0%, 0.5%, and 5% false-positive rates and area under the curve (AUC). 

In biometric systems, the equal error rate is a point where the false-positive rate and false

negative rate intersects. An equal error rate of a biometric authentication system is inversely 

proportional to the accuracy of that system. Table 2 shows the results after evaluating the face 
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recognition models on the closed-set database. The certainty of the model can be seen in the chart 

Figure 26 which shows the comparison of the results obtained from the subject-dependent study. 

The EER on the masked face was very high at 0.2626 making it the worst performer in the 

comparison given the current situation at hand it is better to incorporate ocular recognition when 

a person is wearing a mask that resulted in an EER of 0.0905 which was one of the best performers 

in the comparison. Therefore the masked face recognition and ocular recognition was having quite 

a high difference of about 190% or the masked face recognition had an EER of 1.9 times that of 

ocular recognition. Overall, the proposed system - which uses only the ocular region in the 

presence of a face mask to perform ocular recognition and face recognition in the absence of a face 

mask outperformed the baseline model - face recognition on the face with and without a mask with 

an equal error rate of 0.0267 and 0.0318 respectively which is about 0.19 times higher or 19% 

difference. 

TABLE 2 

SHOWS AUC, EER, AND TPR FOR SUBJECT-DEPENDENT FACE AND OCULAR 

RECOGNITION SYSTEM IN THE PRESENCE AND ABSENCE OF MASK 

Evaluation Set AUC EER 
TPRat0% TPR at0.5% TPRat5% 
FPR(o/o) FPR(o/o) FPR(o/o) 

Masked Face 0.8168 0.2626 0.95 17.28 43.13 

Unmasked Face 0.9961 0.0224 77.87 95.82 98.54 

Masked Ocular 0.9699 0.0905 23.85 64.8 86.18 

Masked Face and Unmasked 
0.9449 0.0318 73.99 93.28 97.57 

Face 

Masked Ocular and Unmasked 
0.9953 0.0267 76.28 94.74 98.13 

Face 

Multimodal - Masked Ocular 
0.9830 0.0625 47.86 79.68 92.77 

and Unmasked Face 
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4.2.3 Evaluation of Subject-Independent or Open-Set Face and Ocular Recognition 

System 

Experimental results for the face and ocular recognition models are evaluated in terms of 

true-positive rate (TPR) or genuine match rate (GMR) at lower false-positive rates (FPRs) or false 

match rate (FMRs) and an overall Area Under Curve (AUC). As expected, subject-independent 

results show lower performance but follow a similar trend. 

The genuine and impostor scores were generated. A genuine attempt is a single attempt by 

a user to match his/her own stored template and an impostor attempt is the opposite wherein a 

user's template is matched against someone else's template. This procedure is iterated throughout 

the subject-independent test dataset and the final genuine and impostor score were generated with 

the Cosine similarity function. Here, the test data consists of the 310 subjects that the model has 

not seen in the fine-tuning phase. The generated scores were further used to calculate the true-
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positive rates (TPR), false-positive rates (FPR), and equal error rates for the evaluation of the 

biometric system. Furthermore, the receiver operating characteristic curve (ROC) was plotted on 

TPR vs FPR to obtain the area under the curve for evaluating the model. 

4.2.3.1 Evaluation of Face Recognition in the Presence of a Mask 

The subject-independent evaluation of the masked face was performed with the ResNet-50 

model trained on the unmasked faces meaning the identities in the training set were not present in 

the testing set. Again, this addresses the current scenario of the pandemic, and also for the future 

where people wear masks due to pollution and other reasons. The receiver operating characteristic 

curve or the ROC of the masked face evaluation is shown in Figure 27. 
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Figure 27. ROC of the subject-independent masked face recognition 

4.2.3.2 Evaluation of Face Recognition in the Absence of a Mask 

The subject-independent evaluation of the masked ocular was performed with the ResNet-

50 model trained on the unmasked face dataset meaning the identities in the training set were not 

present in the testing set. This evaluation was performed to compare the behavior of this system 

on the masked faces. The receiver operating characteristic curve or the ROC of the masked ocular 

evaluation is shown in Figure 28. 
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Figure 28. ROC of the subject-independent unmasked face recognition 

4.2.3.3 Evaluation of Ocular Recognition on Ocular Region in the Presence of a Mask 

The subject-independent evaluation of the masked ocular was performed with the ResNet-

50 model trained on the ocular dataset meaning the identities in the training set were not present 

in the testing set. This evaluation was performed to utilize ocular recognition when the subject is 

wearing a mask and a traditional system is not built to recognize the subjects in masked faces. The 

receiver operating characteristic curve or the ROC of the masked ocular evaluation is shown in 

Figure 29. 
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Figure 29. ROC of the subject-independent masked ocular recognition 
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4.2.3.4 Evaluation of Face Recognition with and without a Mask 

The subject-independent evaluation of the combination of masked face and unmasked face 

was performed with the ResNet-50 model trained on the unmasked face dataset meaning the 

identities in the training set were not present in the testing set, and this acts as a baseline for 

comparison on the proposed system. This evaluation was performed to compare the behavior of 

the system when the population has a mixed opinion on wearing the mask in 2021 with several 

being vaccinated. Therefore this comparison addresses the face recognition model's performance 

when some people are wearing face masks and some are not with the system performing only face 

recognition. The receiver operating characteristic curve or the ROC of the masked face and 

unmasked face evaluation is shown in Figure 30. 

Subject Independent Unmasked Face and Masked Face - ROC 
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0.0 0.2 0.4 0.6 0.8 LO 
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Figure 30. ROC of the subject-independent unmasked face and masked face recognition 

4.2.3.5 Evaluation of Proposed System 

The subject-independent evaluation of the proposed system which uses only the ocular 

region in the presence of a face mask to perform ocular recognition and face recognition in the 

absence of a face mask was performed with the ResNet-50 model trained on the ocular and 

unmasked face dataset respectively meaning the identities in the training set were not present in 
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the testing set. This evaluation was performed to compare the behavior of the system with baseline 

as the previous model i.e., masked face and unmasked face. Therefore this comparison addresses 

the face recognition model's performance when some people are wearing face masks and some are 

not, so the recognition model switches to ocular recognition when the person is wearing a mask, 

otherwise perform face recognition. The receiver operating characteristic curve or the ROC of the 

proposed system is shown in Figure 31. 
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Figure 31. ROC of the subject-independent 
unmasked face and masked ocular recognition 

4.2.4 Results - Subject-Independent Face and Ocular Recognition System 

The ROC for the respective subject-independent evaluation is generated with the true 

positive and false positive rates computed with the genuine and impostor scores on evaluation of 

the model over the real-world mask face recognition dataset, the x-axis denotes the False Positive 

Rate (FPR), also known as False Match Rate (FMR) In the biometric authentication process is the 

probability of incorrectly matching the traits from two different identities/subjects as coming from 

the same subject and the y-axis denotes True Positive Rate (TPR) also known as Genuine Match 

Rate (GMR) in the biometric authentication process is the probability of correctly matching the 
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traits from an identity/subject as coming from the same subject. The correctness and accuracy of 

the subject-dependent model are evaluated via the equal error rate (EER) and true-positive rates 

(TPR) at 0%, 0.5%, and 5% false-positive rates and area under the curve (AUC). In biometric 

systems, the equal error rate is a point where the false-positive rate and false-negative rate 

intersects. An equal error rate of a biometric authentication system is inversely proportional to the 

accuracy of that system. Table 3 shows the results after evaluating the face recognition models on 

the open-set database. Figure 32 shows the comparison of the results from the subject-independent 

study. The certainty of the model can be seen in the chart. 

The EER on the masked face was very high at 0.3 making it the worst performer in the 

results Table 3 given the current situation at hand it is better to incorporate ocular recognition when 

a person is wearing a mask that resulted in an EER of 0.21 which was one of the best performers 

in the comparison. Therefore the masked face recognition and ocular recognition was having quite 

a high difference of about 43% or the masked face recognition had an EER of 0.43 times that of 

ocular recognition. Overall, the proposed system - which uses only the ocular region in the 

presence of a face mask to perform ocular recognition and face recognition in the absence of a face 

mask outperformed the baseline model - face recognition on the face with and without a mask with 

an equal error rate of 0.0659 and 0.4616 respectively which is about 6 times higher. The proposed 

system outperformed not only with the EER but also with AUC and TPR scores. 
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TABLE 3 

SHOWS AUC, EER, AND TPR FOR SUBJECT-INDEPENDENT FACE AND OCULAR 

RECOGNITION SYSTEM IN THE PRESENCE AND ABSENCE OF MASK 

Evaluation Set AUC EER 
TPRat TPRat0.5% TPRat5% TPRat 10% 

0%FPR FPR FPR FPR 

Masked Face 0.7802 0.3000 I 16.35 0 49.29 

Unmasked Face 0.9845 0.0642 17.22 70.49 91.99 87.86 

Masked Ocular 0.8700 0.2100 0.25 26.66 77.8 92.5 

Unmasked Face 
and Masked 0.5860 0.4616 0.12 1.17 4.38 8.16 

Face 
Masked Ocular 
and Unmasked 0.9809 0.0659 0.07 69.8 91.87 95.33 

Face 

Result Comparison - Subject-Independent Study 
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Figure 32. Result comparison - Subject-independent study 
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CHAPTERS 

CONCLUSION AND FUTURE WORK 

The proposed method improves the conventional face recognition system in the presence 

of the mask. Based on the comparative study, the proposed framework has shown promising 

results. Though this thesis presents the solution of ocular biometrics due to the pandemic outbreak. 

This can be applied further in cases where people wear facial covering like a scarf, anti-pollution 

masks, or could be used to recognize the identity of the criminal subjects during a burglary with 

face coverings. Both face recognition and ocular recognition can sometimes be used together to 

further improve the accuracy of the system, but using the ocular region for ocular recognition when 

face recognition fails is an efficient way to manage the reliability of the system. Furthermore, as 

future work in this area face mask segmentation can be implemented where the system will 

automatically segment the mask and find the region of interest i.e. , the ocular region. But there are 

some challenges to be considered in mask segmentation as there are several different types of face 

masks now available such as surgical masks, KF94, N95, printed designer masks, and very 

recently masks with their face image printed on them. 
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