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ABSTRACT

About two decades ago, the internet emerged as a highly disruptive technology. In today’s
word, Blockchain has gained much hype as a disruptive technology like the internet. Thus, this
thesis investigates the technology using a SWOT analysis, which is a hallmark of a strategic plan
and enables industries such as the Healthcare Industry, Food Industry, Automotive Industry, and
Financial Industry to tackle possible handicaps of Blockchain within their supply chain. The
research method used in achieving the analysis is a qualitative content analysis using Atlas.ti
software. In conclusion the strengths found in the study can be used to mitigate the risks of internal
weaknesses, hinge against external threats and optimize the opportunities Blockchain technology
present in industrial supply chain.

Keywords: Blockchain, Cryptocurrency, smart contracts, supply chain, Healthcare, Food Industry,
automotive industry, Financial Industry, SWOT Analysis.
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CHAPTER 1
INTRODUCTION
Supply-chain management effectively combines the flow of products, information, and services to
achieve high performance and mitigate risks throughout the life of a product for optimal consumer
satisfaction. Technological advancements have led industries to adopt use of the internet for both
Businesses to Business (B2B) and Business to Consumer (B2C) commerce via Electronic Data
Interchange (EDI) for administration, commerce, and transport purposes, for example, to achieve business
process integration (Lancioni et al., 2003).
In the past, most industries found it challenging to reduce bureaucracy and effectively utilize
consumer data without compromising personal information to fraudulent activities. Tracking of products
by consumers was laborious, communication by members along the supply chain (such as vendors,
logistics carriers, and retailers) was inconvenient, and there was difficulty in collecting, storing, and time
stamping the data collected. While many industries have started storing an enormous amount of data with
advancements in EDI technologies, the telecommunications industry was one of the first to adopt data
mining technology.
The availability of big data and cloud-based technologies have had a tremendous impact on the
performance of supply chains, by providing greater insight and by driving collaboration among supplychain members (Columbus, 2015). Nowadays, blockchain, smart contracts, and cryptocurrencies are
trending, becoming essential discussion elements for supply-chain-integration models. Blockchain
technology is a decentralized, open-source network that facilitates the sharing of data across organizations
in a pair-to-pair ecosystem, aiming to reduce bureaucracy and promote efficiency (Simon, 2018). Smart
contracts are compulsorily used in businesses to execute contracts without intermediaries. The use of smart
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contracts provides real-time, verifiable records that help buyers and sellers enter into trustworthy contracts
that do not give the option of backing out by either party. Cryptocurrencies are digitized agreements made
in transactions that involve terms and methods of payments in a blockchain. Cryptocurrencies allow for
anonymity, privacy, confidentiality, and endpoint security within smart contracts (Ratan, 2019).
Among the big financial industries, JPMorgan Chase, in their headquarters in New York, have
started a new division called Quorum, where a smart contract platform is used to support speedy
transactions and to solve challenges faced by the finance industry, banks and beyond (Pratap 2018). In
early 2019, the company successfully tested the use of JPM coin, a cryptocurrency based on blockchain
technology, enabling the instantaneous transfer of payments between institutional financial records (JP
Morgan Chase, 2019).
The shipping company, UPS, joined the blockchain in Transport Alliance (BiTA) in November
2017, hoping for increased transparency throughout its supply chain (UPS pressroom, 2017). In the
healthcare industry, St. Joseph Healthcare created a lumedic network to secure methods of sharing
information between payers and providers where collaboration is optimized, and smart contracts are used
for more reliable and automated transactions. Walmart, a multinational retail corporation, has already run
two experiments using blockchain in partnership with International Business Machines (IBM) to track
food in its supply chain. The first experiment involved digital tracking of pork in China, and the second
traced mangoes in Mexico (Hackett, 2017). The experiments proved that the temperature of products could
be monitored, and the technology created a shared forum enabling secure transactions between companies.
1.1

Objectives and Significance of the Study
Blockchain has become a sensational technology since Nakamoto (2008) first introduced it with

the conception of Bitcoin. It has received significant interest from researchers and practitioners trying to
understand its impact and future use. Most companies and their supply chains lack strategies to achieve
2

better alignment and meet business initiatives and lack end-to-end visibility to maximize the value of their
supply chain. Blockchain has the potential to create end-to-end visibility and give everyone within the
supply chain a sense of transparency for any transaction involving a product, thereby preventing any form
of illegality and counterfeit products. Not only does blockchain hold records of smart assets in digitized
form and update them in real-time, but its decentralization also allows multiple parties in any supply chain
to partake in shared security by using smart contracts.
While companies strive to become more efficient, they should consider the strengths, weaknesses,
threats, and opportunities blockchain technology offers. This study aims to
●

perform a detailed review of existing literature and identify current tools, methods, and impact
of blockchain technology;

●

explore different relationships in blockchain, cryptocurrencies, and smart contracts in
industries;

●

explore their uses across different industries, namely healthcare, automotive, financial, and
food industries, and

●

conduct a Strengths, Weaknesses, Opportunities, and Threats (SWOT) analysis of blockchain
technology.
o

What are the strengths of blockchain, smart contracts, and cryptocurrencies within the
supply chain of a company?

o

What threats will blockchain, smart contracts, and cryptocurrencies pose within the
supply chain of a company?

o

What weaknesses would blockchain, smart contracts, and cryptocurrencies have in the
supply chain of a company?
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o

What opportunities will blockchain, smart contracts, and cryptocurrencies create within
the supply chain of a company?

The findings of the study will
●

help companies/organizations highlight the value of adopting blockchain as models in their
companies/organizations, and develop insights into the activities involved;

●

guide managers on how they could capitalize on the opportunities blockchain technology
offers, build their infrastructure to benefit from its strengths, and utilize their capabilities to
overcome the weaknesses and threats stemming from blockchain technology; and

●

1.2

serve as a basis for empirical studies for future researchers.

Structure of the Thesis
The second chapter presents a review of literature related to blockchain technology and its

derivatives, such as smart contracts and cryptocurrencies. It also investigates cases of their technological
use in the healthcare, financial, automotive, and food industries. Chapter three explores the methods used
in conducting a SWOT analysis of blockchain technology using content analysis. Chapter four presents
the result of the analysis. The thesis concludes with chapter five.
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CHAPTER 2
LITERATURE REVIEW
As the economy spirals, industries are aggressively fighting to survive the competition. They are
continuously cutting costs by introducing new technologies (like the combination of AI, IoT, and
blockchain) or removing ‘muda’ within their supply chains (Moeuf, 2018). Big brands, including
multinationals, struggle to uphold their names because of the complexity of managing supply chains,
which involves tracking records, eliminating fraud and errors, resolving customer-related issues,
improving inventory management, and facing lack of transparency throughout the supply chain (Blume,
2019). The call for a digital ecosystem where there is an emphasis on outstanding performance in
satisfying consumer needs, collaboration amongst multiple parties in a supply chain, and where there is
increased trust during transactions between the people, systems, and parties across multiple boundaries
must be managed effectively and efficiently. Most industries turn to network-like, collaborative
ecosystems, and opportunities to leverage new technologies to augment traditional supply-chain
management practices that limit the challenge and increase cost in an orchestrated traditional supply chain.
As industries require trusted transactions and increased transparency throughout their supply chain, they
should investigate the benefits of using blockchain, smart contracts, and cryptocurrencies.
The literature reveals different types of relationships and concepts that exist in blockchain, smart
contracts, and cryptocurrencies; outlines the role they play; and sheds light on how they can enhance trust
within an industry’s supply chain. In this chapter, the literature on each of these will be visited.
2.1

Blockchain
Blockchain, as the name implies, is a digital transaction executed on serials of blocks encrypted

by cryptography. It serves as an open-source network on a distributed ledger that executes transactions
and keeps verifiable, real-time, and permanent records between two parties efficiently and effectively
5

(Ratan, 2019). Although each party has a unique code that helps distinguish stored information, all
participants involved in a transaction are notified when a new block is created. Blockchain offers an
ingenious way of passing information where verification within a block is made by different computers
around the world, which enables a fully automated and safer method of storing/executing information
among parties.
Blockchain technology is based on a distributed ledger system created for efficient, reliable, costeffective, and secure transactions that the legacy systems fail to execute. According to Don & Alex
Tapscott (2016), “Blockchain is an incorruptible digital ledger of economic transactions that can be
programmed to record not just financial transactions but virtually everything of value.” Fabricating
information or data on a block would mean forging entire chains of blocks already in existence, which
seems impossible for now. It also seals the real date and time of digital documentation so that they cannot
be backdated or changed (Lastovetska, 2019).
A blockchain has a sequence of data records that describes transactions already in place. Data
records cannot be changed, and additional data can only be added to the blockchain as extensions. These
extensions are possible because at least half of the participants are convinced that the increasing extension
is correct. Therefore, attempts to defraud participants are excluded on the assumption that most of the
participants have no fraudulent intentions. Blockchain technology is viewed as "the next big thing" for the
modern world (Meitinger, 2017).
The presence of blockchain technology goes back to the 1990s when the world suffered from
protective measures that could prevent fraudulent activities in storing documents (Gupta 2017). Haber and
Stornetta (1991) proposed the use of a blockchain-distributed ledger to mitigate these drawbacks.
Blockchain technology made its mark near the end of the last decade with the introduction of Bitcoin
software to implement digital currencies, based on a proof-of-work algorithmic system during transactions
6

and a distinctive signature from participants (Youteams, 2018; Sharilov, 2019). The increased market
value of Bitcoin in 2011 aided its popularity and soon led to the development of other digital currencies
(Wallance, 2011). In 2014, people realized that blockchain could be used beyond cryptocurrencies, which
led to investigation into smart contracts (Marr, 2018). By 2017, most companies had started exploring the
technology and its applications, and according to the world’s leading research report: ‘Gartner,’
“blockchain could create more than $176 billion worth of business value by 2025 and $3.1 by 2030”
(Consensys, 2019). Figure 2.1 demonstrates the historical evolution of blockchain technology.

Figure 2.1 Evolution of Blockchain Technology (Source: Sharilov, 2019)

2.1.1

Characteristics of Blockchain
The features of blockchain make it an ideal technology for industries to gain security while

executing transactions (Yaga et al., 2018). Blockchain technology guarantees trust in any corresponding
transaction, even when parties involved do not know each other. An intermediary, such as a bank or
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marketplace is not required. Blockchains have two characteristics that create confidence in the managed
operation: transparency and the confidence of most participants in the blockchain. The relevance of the
majority is crucial when updating the blockchain because with computational control, storage of the data
makes tampering much more difficult. Among the characteristics of a blockchain are its trustworthiness,
transparency, immutability, finality, decentralization, and its consensus-driven system.
●

Trustworthy/Cryptography: Transactions executed by blockchain are validated and
trustworthy because of the technology’s complex computations and cryptographic proof
among involved parties on a transaction. Each participant holds two different keys: a public
key and a private key (Virivasitavat and Hoonsopon, 2017). The public and private keys on a
blockchain are essential elements that enable participants to execute transactions with an
additional layer of security by using signatures (Liquid, 2019).

●

Transparency: Transactions in a blockchain can be accessed and audited by members
involved in the transaction. The openness of the file creates provenance, which not only
enables participants to execute transactions without the need for third parties but also to know
the origin, history, and changes made to the file over time (Wust and Gervais, 2016). The
blockchain technology can validate and verify the transaction while maintaining the integrity
of parties on the transaction.

●

Immutability: The technology is known for its permanent and tamper-proof nature. No user
on a transaction can tamper with its execution after it has been recorded on a block (Sultan et
al., 2018). Once a block is added within a chain, it cannot be altered because of the proof-ofwork of the block that records the transaction. Miners can rebuild transactions on the Merkle
tree where the next block takes place but changing a transaction from a block of history means
re-mining all the transactions along the chain where it is reflected in every copy of the ledger
8

in the network. Logs of transactions that are created by consensus among a chain’s participants
cannot be modified; therefore, it creates trust in the transaction record.
●

Finality and Chain-code: Transactions are confined in a block according to the business
participants. Due to transactions being encapsulated within blocks, they are easy to find. In a
blockchain setting, the finality in the chain grants participants confidence in their transaction;
once the transactions go through there is no room for reversal. However, in the consensus based
Nakamoto system there have been 51% attacks and evidence of selfish mining; these threats
show the possibility of blocks being revoked (Gauba, 2018).

●

Decentralization: Transactions on the blockchain are distributed among its users rather than
controlled by one group or one specific party. Figure 2.2 illustrates the difference in network
controls between a centralized and decentralized network. It also describes the anonymity of
users in public and private distributed ledgers. Information about transactions is stored in files
which are reliably and consistently spread across nodes on several networks. By spreading that
information across a network, every computer on the network updates its blockchain to reflect
the change, thereby making it more difficult to tamper with— compared to information stored
in a central database. The difference between a centralized system and a decentralized system
is based on the participant in authority. In a centralized system a decision is made by a single
entity, and the information is shared throughout a controlled node. In the case of a distributed
ledger, a consensus is essential. However, developers in a blockchain can use multiple methods
to achieve a consensus, including proof-of-stake (PoS) and proof-of-work (PoW) (Xiao et al.,
2020). Not all distributed ledgers necessarily employ blocks or chain transactions; thus, a
blockchain is one of many data structures that provide a secure and valid method of distributed
consensus.
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Consensus-Driven: Blockchain’s ability to use a consensus-driven mechanism, enabling
nodes to continually validate and audit transactions, is crucial for its function. The consensus
mechanism ensures the synchronization of legitimate, existing transactions and the newly
added ones on the blockchain. Participants within a network must agree upon the validity of a
transaction in order for it to be recognized and trusted (Saltan el at, 2018).

Figure 2.2 Differences Between Networks (Source; Lastovetska, 2019)

2.1.2

Types of Blockchain
Literature reveals three major types of blockchains: public, private, and consortium blockchains—

which have the option of a hybrid structure.
2.1.2.1 Public Blockchain
A public blockchain is accessible to anyone willing to participate in the transaction. Figure 2.3
depicts the general structure of a public blockchain. This type of blockchain is open-source and uses proofof-work consensus. Participants can access and download codes on their devices while running a public
10

node to authenticate transactions within the network. A proof-of-work consensus process takes place when
deciding both the current state of the transaction and the next added block on the chain, thereby making
information accessible for anyone to read and create a new block or ledger of information within the
transaction network (Guegan, 2017).

Figure 2.3 Public Blockchain Structure

2.1.2.2 Private Blockchain
Unlike the public blockchain, a private blockchain is not accessible to anyone. Figure 2.4 provides
a typical private blockchain structure. In it, nodes represent the computers which are controlled by one
person who grants authority to participants during transactions. Its nodes and miners, the node evaluators,
are controlled by one in the organization. It requires strict permission for reading or creating a new block
or ledger. Each time a new participant wants to join the network, access to and control of transactions of
the trusted node are allowed by a single authority when necessary. This provides a sense of restriction of
data/information and therefore, a sense of privacy for participants. Although this approach puts this type
11

of blockchain closer to the centralized database, it adds a certain degree of cryptographic accountability
and auditability.

Figure 2.4 Typical Structure for Private Blockchain

2.1.2.3 Consortium Blockchain
This type of blockchain tries to remove the single authority in control of a network that the private
blockchain provides. This type of structure is displayed in Figure 2.5. The consortium blockchain provides
participants accessibility and control on the network through a group of individuals or organizations. Thus,
rather than an individual granting control over or access to transactions, a group or an organization decides
which participants can read or create a new block or ledger. Members of the consortium blockchain make
all the decisions and transactions on the chain together, run full nodes, and start mining, which helps
achieve a validated ecosystem of transactions.
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Figure 2.5 Typical Structure for Consortium Blockchain

2.1.2.4 Hybrid Blockchain
The hybrid blockchain combines features of the public and private blockchain. A hybrid
blockchain allows participants to generate independently verifiable proof that an invoice or purchase order
in a transaction is a valid receivable asset though the system (Manian et al., 2017). The hybrid system
gives parties privacy when validating a transaction and grants parties control over whom they allow to
participate in the transactions. The authorization on this network is not open to everyone; instead, members
grant access to participants. By using the combined properties of the public and private blockchain for
transactions, it creates a customizable type of blockchain that offers features like transparency and
security. Once an existing member grants a new participant access, they have the full right to read or create
a new block or ledger. However, identities of users are kept hidden to provide privacy in transactions. One
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of the leading hybrids blockchain platforms is Xinfin, which developed a unique network for Ramco
systems to manage supply-chain logistics (Sharma, 2018).

Figure 2.6 Hybrid Blockchain Structure (see Autor)

2.2

How Blockchain Works?
When a request is placed, a user or computer has an independent copy of the information in the

blockchain ledger, which serves as a node. The transactions occur in the sequential order of blocks, which
depends on the type of blockchain. Miners act as specific node evaluators who perform the block
verification process before adding anything to the blockchain structure.
The new block or data structure stores and distributes the information to other nodes in the
network. Each transaction must follow a consensus protocol and be digitally signed (to ensure its
genuineness many nodes must verify each block) before operations are confirmed and completed. For
each block to work, there are two keys involved, a private key and a public key. The two keys are combined
14

and serve as a signature to unlock and access information. The private key signature is always private and
can be seen by only the owner of the generated key, while the public key serves as a verification signature
to people authorized on the transactions (Liquid, 2019; Asolo, 2019). On each block, there is a block
header (consisting of a key), a hash of a previous block header, and a Merkle root. Spillebeen (2008)
defines a Merkle tree or root as “a tree in which every labeled node consists of the hash of a data block,
and every non-leaf node is labeled with a cryptographic hash or a digital fingerprint of the labels of its
sub-nodes.” The first block in a chain is known as a genesis block (Tardi, 2019). As Figure 2.7 illustrates,
once a request for a block is received, miners compete amongst themselves by running a block’s header
through a hash function while modifying the null value to impact the hash value, just like quickly guessing
answers to puzzles. Once any miner successfully finds a hash that matches the target, it becomes widely
accepted across the network of each node for parties to validate and add to the existing copy of the ledger.
It takes approximately 12 to 15 seconds for a miner to solve the puzzle and validate a block (Ali, 2019).
In a case where transactions on the chain are not validated, (maybe because the requested
cryptocurrency might be too small and the request occurred during a congested network) the funds
requested automatically go back to the person that generated the request, and it does not appear on the
blockchain (Jimi, 2018).
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Figure 2.7 Process Flow for Blockchain Technology

The profit margins and accomplishments of any business providing products and services to
consumers are tied inextricably to the cost, speed, accuracy, quality and efficiencies of its delivery system.
Truthfulness and transparency are the rewards of blockchain, and hijacking blockchain is almost
impossible. However, in the “51% attack,” hackers stole one million from Ethereum classic blockchain.
Since 2017, hackers have stolen nearly two billion worth of cryptocurrency (Orcutt, 2019a). The
vulnerability of a network lies with its miners because they control 50% of the network’s computing
capacity (Orcutt, 2019b).
2.2.1

Blockchain Algorithms
The mechanism adding to the chain of records and validating transactions in their entirety is

referred to as a blockchain algorithm (Ali, 2019). Algorithms have the power to direct human action and
impact what information is considered authentic. Algorithms confirm each party or participant's
16

transactional balances, establishes the procedure for telling a block to move, helps the system determine
consensus, and helps miners determine how they validate a block. There are different types of blockchain
algorithm such as:
●

Consensus Algorithms: This type of algorithm is responsible for the extreme security of
transactions in each block. Table 2.1 compares the five consensus algorithms (proof-of-work,
proof-of-stake, delegated proof-of-stake, practical Byzantine Fault Tolerance, raft consensus
algorithm) to features that brought about the adjustment of the consensus algorithm. For each
consensus algorithm, the percentage indicates its level of reaching a consensus (even when the
system fails) and its ability to perform (even in the presence of malicious actors). A consensus
algorithm is the process parties use to achieve an agreement (having multiple nodes) and
achieve reliability on a transaction in the distributed system. Consensus algorithms are
complex but help when purchasing coins or running a node.

Table 2.1 COMPARISON OF THE FIVE CONSENSUS ALGORITHMS (Source: Ali, 2019).
Consensus Algorithms
Characteristics
POW

POS

DPoS

PBFT

RAFT

Byzantine Fault
tolerance

50%

50%

50%

33%

N/A

Crash fault tolerance

50%

50%

50%

33%

50%

Verification speed

>100s

<100s

<100s

<10s

<10s

Throughput (TPS)

<100

<100

<1000

<2000

>10k

Scalability

Strong

Strong

Strong

Weak

weak
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●

Mining Algorithm: The mining algorithm is a computer process responsible for discovering
patterns in a large data set. Data mining has three components. They include: clustering or
classification, which examines a set of grouping principles that could help the grouping of
future data; an association rule, which are regulations that determine specific relationship
unions among a set of objects in a database; and a sequence analysis, which is an examination
of sequential patterns (Ali, 2019).

●

Traceability Chain Algorithms: Traceability chain algorithms determine the provenance of
a transaction with extra data that enhances the internal process performance and planning
activity of nodes in a supply chain. The algorithm is responsible for a quick decision of
transactions to be verifiable; thus, the blockchain acts on big data that is streaming and highdimensional data from distributed computing networks. The traceability chain algorithm helps
improve coordination and enhances control of transactions on the chain. For a blockchain to
have a complete traceability system, there must be a virtual identity, which exists between the
transacting block and the existing block where links are created with sensors, or a tag that can
store information about the transaction.
There are three sub-processes in traceability algorithms.
a) The traceability chain algorithm is responsible for identifying and labelling to facilitate

product identification.
b) The algorithm enhances data-capturing and record-scanning capabilities with

electronic information flow to optimize the retrieval of data.
c) The traceability chain algorithm facilitates linkage and communication to streamline

data sharing between supply-chain partners and protocols.
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The timestamp function assures the precision of information stored in the ledger. The
collaboration between traditional traceability tools and the blockchain guarantees continuous
monitoring of transactions throughout the supply chain, acting as an essential barrier against
poorly performing markets.
2.3

Smart Contracts
Smart contracts are automated digital protocols that execute contracts with the terms of the

agreement between one party (the buyer) and another (the seller), or the peers of transactions, directly
written into lines of code and is executed on a decentralized blockchain platform. This agreement
facilitates the exchange of any digital assets such as shares, money, or properties. This blockchain-based
platform gives a democratic system where most of the participants authorize the transaction, and the
identity of the participant is also kept anonymous (Meitinger, 2017). However, unlike in traditional
contracts, there are no third parties in smart contracts, such as the government or attorneys (Mazero, 2018).
The work of these specialists is rendered obsolete by smart contracts because smart contracts are
automated, programmable, and thus can be prepared in a very short period of time with a defined approach.
The security is cryptographically secure, the cost is low, and transparency is a hundred percent available
so that people can review, audit, and validate actions executed by smart contracts. In an insurance
company, for instance, it can take days or weeks for a claim to be passed and paid because of the lack of
automated administration. Smart contracts simplify and streamline the procedure by automatically
triggering a claim when certain events occur. AXA, a multinational insurance firm, uses smart contracts
to offer flight-delay insurance to its customers. A customer’s purchased insurance is recorded on the
Ethereum blockchain, which connects to their global air traffic databases, and in the case of a flight delay,
compensation is triggered automatically.
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Smart contracts have also helped the diamond industry improve its supply chain (Laurent, 2018).
Very recently, DeBeers, a diamond company, explored the use of a blockchain-based project called Tracr
to improve its supply and the handling of diamond production. By using smart contracts, the company
wants to observe production processes and the traceability of diamonds; increase visibility in the entire
supply chain; predict uncertainties revolving around authentication of product values, privacy, and
security concerns concerning end-user supply; and reduce costs due to inconsistency in the processes
(Laurent, 2018). With the introduction of Tracr, the company has a chance to mitigate challenges while
enabling privacy for sensitive data. Tracr guarantees a digital fingertip that enables anyone to track
diamond production efficiently. Some other smart contract supply-chain examples include Maersk, IBM
(WASS, 2019; Tomcar (Hussein et al., 2018).
On the other hand, with the use of smart contracts, blockchain can revolutionize the traditional,
inefficient way of shipping with a standardized and transparent process by allowing participants along the
value chain to track orders in real-time. Traver (2020) defined a bill of lading as a legal document that
serves as a shipping receipt of a product between a seller, carrier, and receiver. The bill of lading is
essential for parties who are involved and obligated to ship a product and has immediate information (from
the time the goods leave the place of origin to the delivery destination) on the product being shipped.
Blockchain technology also permits a record of the bill of lading and the shipment's transport history to
be transparent and maintained (Yang, 2020). For instance, when a shipper signs for a product, the signature
will be recorded to the blockchain technology. The technology possesses the critical transparency
necessary for maximized efficiency, making that record available anywhere with an appropriate
timestamp. The recipient can see shipper information in real-time and exactly where the shipper last signed
for it. Shipping agreements are often complicated, sometimes bundled together or even subcontracted.
Thus, the company responsible for the shipment lacks knowledge of the entity in real-time. In blockchain
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technology, parties involved can see each completed block in the chain to identify what issue transpired
and evaluate options for an appropriate solution. Blockchain also has an added benefit, which is
certification. Rather than trusting the shipping company to deliver goods safely, blockchain provides an
automated certification of delivery, security for the authenticity of a shipment's contents, and tamper
protection of the product. According to BitDegree (2020), Nick Szabo is the first person to introduce the
concept of smart contracts in 1994 and described a smart contract as “a computerized transaction protocol
that executes the terms of a contract.” He suggested translating contractual clauses (such as collateral or
bonding clauses) into code and embedding them into a property (in hardware or software) that can selfenforce them in order to minimize the need for a third party between transacting parties and the occurrence
of malicious or accidental exceptions.
Since smart contracts reside on a chain-like structure, they have a unique address (Konstantinos
and Devetsikiotis, 2016). Transactions on smart contracts are prompted by directing transactions on the
network where they execute independently and automatically in a prescribed manner, involving every
node on the network and basing their information on the data that was included in initiating a transaction.
Smart contracts allow the use of general-purpose computations that occur on a chain. They excel and are
acceptable when they are tasked with managing data-driven interactions between entities on the network.
An explanation of a smart contract can be illustrated with an example of a vending machine. A
customer inserts change into a vending machine, and then presses the "A3" button for the candy they want
to buy. The preprogrammed lever in the vending machine moves and pushes out the candy. So, a smart
contract is very similar to the process of a vending machine. Many of the proposed smart contract
applications are usually recurring requests with minor variations in parameters from one instance to the
next. However, contracts often require encoded components for payment actions (Murphy and Cooper,
2016), and legal jurisdiction if disagreements will be settled (Lauritsen and Gordon, 2008). In order to
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validate a smart contract, human legal expertise and specialized knowledge are necessary to represent the
understanding and intentions of each party. Justification for automating such expert advice into smart
contracts using artificial intelligence (AI) algorithms is important. Such a task requires formal
representation of both the smart contract program and the natural language contract, via the creation and
application of a descriptive mark-up language for legal agreements that would tag the terms of deals with
formal machine-readable semantics.
2.3.1

Platforms and Languages for Smart Contracts
Solidity and Serpent are programming languages used by Smart contacts. Serpent is an advanced

level programming language similar to a scripting language, like JavaScript, that aids in automating tasks
while Solidity is similar to a python that aids productivity within a smart contract (Knecht and Stiller,
2019). The first and best-known platform for smart contracts based on blockchains is Ethereum
(Bitdegree, 2020). Accounts on Ethereum can be created to manage Ether, the virtual currency of the
Ethereum platform, and smart contracts. The account holder mainly produces intelligent contracts. The
cryptocurrency Ether is required to pay for the execution of the smart contracts. The account bearer must
pay for his quick agreement to be executed. More Ether is needed for complex smart contracts than for
less complex ones. A smart contract could be written in a low-level language close to the machine or a
high-level programming language for easier reading. At the beginning of Ethereum, Serpent was the
official high-level programming language for the Ethereum platform; today, it is a high-level
programming language called Solidity. An alternative to Ethereum is Al Lisk, a JavaScript-based platform
for smart contracts based on blockchain technology (Moeller, 2018).
In addition to the virtual currency of the Ethereum platform, there are many other blockchainbased digital currencies. The best known is Bitcoin. Virtual currencies are "private" money, and they are
not legitimized or guaranteed by any country. There are no bitcoin notes or coins; instead, the currency is
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made up of a sequence of data records that correspond to individual transactions. The whole series
represents all money transfers made with bitcoins. The multitude of parallel cryptocurrencies may require
a "currency change."
Due to the currency change, bitcoins are blocked to receive a certain amount of the desired target
digital currency. Digital currency transactions can be carried out in recognition of Bitcoin's low-level
programming language script. Simple smart contracts can therefore be programmed with Bitcoin.
Otherwise, smart contracts have not yet experienced any significant spread or acceptance. So far, its
existent realizations can be seen more as "proof of concept” (Meitinger 2017).
For instance, using blockchain in the voting process can reduce malpractice as predefined
conditions are set in the agreement. A centralized voting system deals with many problems when it comes
to tracking votes, including manipulation of identity, manipulation of counting, or biased decisionmaking.
2.4

Cryptocurrencies
Frankenfield (2019) defines cryptocurrency as a virtual or digital currency that is impossible to

counterfeit or double-spend because of its cryptography, making it secure. Cryptocurrencies use
cryptographic conventions, or extremely complex code frameworks, that encode data moves to ѕесurе
units of exchange. Cryptographic money speaks to computerized cash that one cannot feel; most
individuals cannot grasp it, which can be mistaken for many individuals, particularly the individuals who
are not ready to follow all the progressions that brought about crypto innovation. Cryptographic money
developers construct conventions based on аdvаnсеd science and соmрutеr engineering рrinсiрlеѕ which
render thеm practically imроѕѕiblе tо brеаk, and thuѕ tо copy оr соuntеrfеit. Such conventions likewise
mаѕk the idеntitiеѕ оf cryptographic money users, making transactions and support flows difficult to trace
to ѕресifiс individuals or groups (Ratan, 2019).
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Furneaux (2018) defines cryptography as "secret writing" from its Greek meaning. Today, it is
characterized as the creation of codes that permit data to stay discreet. With digital money, transaction
processes are not hidden. Rather, systems are applied to empower an individual to demonstrate that they
are the legitimate proprietor of monies or, even more precisely, that they are the legitimate proprietor of
an exchange where they are endorsed collectors of cash. Bitcoin, for instance, utilizes a blend of SHA256
hashing, Elliptic Curve, and other cryptography to verify an exchange and continue to verify it over and
over, until the end of time.
Cryptocurrencies can be affected by the activities of clients interested in dealing in such currency,
which requires highly complex protocols incorporated with overseeing codes, instead of the conscious
decisions of central banks or other regulatory specialists. In particular, the exercises of miners—
cryptocurrency users who leverage vast amounts of computing power to record exchanges and receive
newly-created digital money units or transaction expenses paid by other users—are critical to the stability
and smooth function of cryptocurrencies. Also, cryptocurrencies can be traded for fiat monetary standards
in unique online markets, mеаning еасh hаѕ a vаriаblе еxсhаngе rаtе with significant world сurrеnсiеѕ
(ѕuсh as thе U.S. dоllаr, British pound, Eurореаn еurо, аnd Japanese уеn). Chen (2020) defined fiat money
as a non-governed currency that bases its value on the relationship between the supply and demand of a
commodity. Limited supply of Crурtосurrеnсу mаkеѕ it inhеrеntlу dеflаtiоnаrу, more akin tо gоld and
other рrесiоuѕ mеtаlѕ thаn fiаt сurrеnсiеѕ, which central banks саn theoretically рrоduсе boundlessly.
Duе to cryptocurrency’s political indереndеnсе and essentially impenetrable information ѕесuritу,
сrурtосurrеnсу clients appreciate benefits not available tо uѕеrѕ оf trаditiоnаl fiat сurrеnсiеѕ, and the
financial ѕуѕtеmѕ they support, such as the U.S. dоllаr. Fоr inѕtаnсе, while a government can frееzе or
hold a bank account under its jurisdiction, it is complicated tо do the ѕаmе with funds held in digital
currency еvеn when the holder iѕ an American resident or citizen.
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On the other hand, сrурtосurrеnсiеѕ соmе with a host of risks, including liquidity and esteem
volatility, that do not influence numerous fiаt сurrеnсiеѕ (Gem, 2019). As сrурtосurrеnсiеѕ аrе
occasionally uѕеd tо fасilitаtе grау- and blасk-mаrkеt trаnѕасtiоnѕ, ѕо numerous соuntriеѕ view them with
diѕtruѕt or аnimоѕitу. Additionally, whilе ѕоmе рrороnеntѕ tоut digital forms of money аѕ роtеntiаllу
luсrаtivе elective invеѕtmеntѕ, fеw financial рrоfеѕѕiоnаlѕ view them аѕ reasonable fоr аnуthing оthеr thаn
ѕресulаtiоn. The first and most mainstream digital currency was Bitcoin in 2009. Although it did not
recover the consideration it held at that point, now it can be difficult to get around it. A few people sold
their homes and properties to purchase bitcoins with the desire to wake up rich the following day. Some
did it; some are still dealing with it. Others have the conviction that there is no pain-free income without
difficult work, which is genuinely how our medieval family lived.
Blockchain is a scalable base of software infrastructure supporting decentralized global peers with
economic incentives and security of digital assets (Sultan et al., 2018). It offers end-to-end transparency
with a contractual agreement that clearly defines the governing rule within the agreed-upon value.
Blockchain, in its digital form, and shared computer code serves as the backbone of cryptocurrencies.
Although research on cryptocurrency has long existed in the field of academia, decentralized
cryptocurrency took the world aback with the introduction of Bitcoin.
2.4.1

How Does Cryptocurrency Work?
According to “A Peer-To-Peer Electronic Cash System Report” by Nakamoto (2008), the

functionality of a cryptocurrency depends on the general public, which act as “miners.” Their
responsibility is to utilize their PCs for approval and timestamp exchanges, as they add them to the record
while utilizing a unique timestamping plan. Furthermore, they get a major impetus for these activities.
Sufficiently genuine digital money has a long history, and it has progressed significantly from how it
began to how it is displayed and utilized in advanced occasions.
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To understand how it functions, it is useful to dissect the component, which controls the databases
of digital forms of money. Digital forms of money are supported by a system of individuals. Every single
individual at that point has documentation of the entire history of the considerable number of exchanges
they made as the parity of each record.
In cryptocurrency, a transaction is a file indicating that person A gave several coins to person B
and then, it is signed by the private key of person A. Essentially, it makes use of public-key cryptography.
After the transaction has been signed, it is then transmitted to all the other people in the network. The
whole network of people is then informed of the transaction, but it is only confirmed after a specified
amount of time. It would be good to note that confirmation is a vital part of cryptocurrency. The job of
the miners, or excavators, is to confirm transactions in a network of cryptocurrencies. If the transaction is
not confirmed and verified as legitimate, it remains in a pending status, making it prone to being forged.
As soon as a transaction has been confirmed, it is already permanent. It cannot be forged or undone, as it
has already been documented in the transaction record of blockchain technology (Evans, 2018).
2.4.2

Types of Cryptocurrencies
Cryptographic forms of money can be differentiated with those that have a place with a

decentralized framework or focal points, or those that do not have focal points on the blockchain
framework (centralized). Concerning decentralized frameworks, which implies that each PC is a working
unit for itself, no establishment approves it. One of the primary attributes of this framework is that it is
mysterious in exchanges, and everyone controls it, yet no one has complete control over it. Furthermore,
in frameworks that are brought together, there is usually a gathering of individuals that deal with the
money, and they ensure the achievement of the cash. There are different types of cryptocurrencies.
●

Bitcoin - It showed up available in 2009, yet it did not pull in much consideration in those
days. It was spoken to by an individual—or a group, yet obscure, who use or uses the nom-de26

plume, Nakamoto—in a logical report called Bitcoin: A Peer-to-Peer Electronic Cash System
(2008). A ton of organizations from everywhere throughout the world, including South Korea,
India, Australia, and Japan, began to scrutinize Bitcoin as a possible fiscal framework. They
have a supposition that if it continues developing like this, it could turn into hold money rather
than the American dollar. At first, everyone felt that Bitcoin was only a ground-breaking
resource that assists criminals with doing their illegal tax avoidance. However, that picture
changed when everyone began putting their cash into the currency.
Presently, everyone needs a piece of it, since it is mysterious, and the exchanges cannot be
followed. Japan is one of the countries that has become a pioneer about receiving along these
lines of exchange.
●

Ethereum (ETH)- The main bitcoin elective on our rundown, Ethereum, is a decentralized
programming stage that allows smart contracts and decentralized applications (DApps) to be
fabricated and run with no vacation, blackmail, control, or impedance from a pariah. The
implementation of Ethereum is run on its establishment unequivocal cryptographic token, called
Ether. Ether is similar to a vehicle when moving around on Ethereum, where it is organized and is
searched for by general engineers wanting to make and run applications inside Ethereum or by
speculators hoping to acquire other computerized monetary standards by utilizing Ether. First
appearing in 2015, Ether is now the second-biggest computerized cash by showcase top after
Bitcoin, even though it lingers behind by a noteworthy amount. As of January 2020, Ether's market
top is about one tenth the size of Bitcoin's (Reiff, 2020).
During 2014, Ethereum spurred a pre-deal for Ether, which got a staggering reaction; this assisted
in introducing the age of the underlying coin offering (ICO) (Investopedia, 2020). As stipulated
by Ethereum, it may be used to "group, decentralize, secure, and trade virtually anything.”
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According to Nathan Reiff (2020), After the attack on the DAO in 2016, Ethereum was part of
Ethereum (ETH) and Ethereum Classic (ETC). However, currently, as of Jan. 8, 2020, Ethereum
(ETH) had a market top of $15.6 billion and for every token an estimation of $142.54 (Reiff, 2020).
●

Ripple (XRP)- Ripple is an ongoing, worldwide settlement arrangement that offers a moment,
precise, and eases global installments. Propelled in 2012, Ripple "empowers banks to settle crossoutskirt installments continuously, with a start to finish straightforwardness, and at lower costs."
Ripple's agreement record (its technique for compliance) is unique in that it does not require
mining. Without a doubt, the entirety of Ripple's XRP tokens were "pre-mined" before dispatch,
implying that there is no creation of XRP after some time, just the presentation and expulsion of
XRP from the market supply as indicated by the system's rules. Right now, the structure of Ripple
does not require mining; therefore, it separates itself from Bitcoin and numerous different altcoins.
It decreases the utilization of figuring power and it limits arrange dormancy.
Up until now, Ripple has seen accomplishment with its immediate plan of action; it stays one of
the most tempting, advanced, monetary standards among customary money-related organizations
searching for approaches to reform cross-outskirt installments. It is the third-biggest digital money
on the planet by market top at present. On Jan. 8, 2020, Ripple had a market top of $9.2 billion
and an estimation of $0.217 for each token (Reiff, 2020).

●

Tether (USDT)- Tether was one of the first centralized cryptocurrency for gathering supposedly
stable coins, where cryptographic forms of money, which expect to peg their reasonable value in
cash or others outside reference points, decrease instability. Since most computerized monetary
standards, even significant ones like Bitcoin, have encountered times of sensational instability,
Tether and other stable coins endeavor to smooth out value changes and pull in clients.
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First appearing in 2014, Tether depicts itself as "a blockchain-empowered stage intended to
encourage the utilization of fiat monetary standards in a computerized way” (Reiff, 2020).
Effectively, this cryptographic money permits people to use a blockchain arrangement and related
advancements to execute conventional monetary standards while limiting the unpredictability and
multifaceted nature frequently connected with advanced monetary standards. On Jan. 8, 2020,
Tether was the fourth-biggest digital currency based on advertising, topping the market by $4.6
billion and with an estimation of $1.00 for every token (Reiff, 2020).
2.5

Blockchain in the Supply Chain of the Healthcare Industry
One of the most sensitive and crucial components in a healthcare system is the security of the

medical records and information of patients. Every patient is unique, and so are their medical profiles,
where each history is analyzed and aggregated to make current discoveries better and come up with test
research hypotheses. Clinical research industries (like pharmaceutical firms and research institutions) try
to come up with the best ways to treat, predict, and prevent future disease outbreaks, such as the 2019
coronavirus outbreak in Wuhan, China—which has so far killed more than three thousand people in
mainland China and caused the deaths of over 100 thousand more living in other parts of the world
(Thomala, 2020). However, a significant barrier exists in securing and efficiently sharing patient data in
the lack of motivation for patients to share their medical information, their lack of trust that sensitive
medical information will be secured, the lack of digital health record interoperability, and the difficulty of
aggregating data.
The traditional system of keeping data prompts the need for an evolutionary system digitizing
patient data into the electronic medical record (EMR). However, there are still other obstacles while
sharing information among financial institutions, healthcare providers, and healthcare-related
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organizations, such as security and privacy issues. According to Kalakota (2013a), the United States spent
more than three trillion dollars on this in 2015, which is almost ten times what it spent in the 1980s.
Implementing blockchain technology guarantees a secure and private use of EMR among various
healthcare organizations in a given health care supply chain, as illustrated in Figure 2.8. Companies like
GEM came up with blockchain-based networks that merge healthcare applications and universal,
healthcare data infrastructure. Also, Tierion Inc, a startup company, developed a platform that stores data
for healthcare institutions.
Blockchain technology has the potential to reshape not only the way information is transferred,
stored, and shared but also could help in the supply chain and operational system of healthcare industries.

Figure 2.8 Tiers in a Typical Healthcare Supply Chain (Source: Kalakota, 2013a)

Estonia is a country that has successfully utilized blockchain technology to secure healthcare data
and process transactions. About 95% of patients’ health information is ledger-based, and all prescription
information is digital (Daley, 2019).
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Throughout the history of the traditional supply chains of healthcare systems, manufacturing
companies deemed the management and control of individual processes a necessity in order to remain
competitive. They deemed operation management of hospitals to be the primary concentration when it
came to the periodic automatic replenishment (PAR) of inventories. The flaws (including
miscommunication along the chain) called for the integration and coordination of processes, information
flows, planning, market approach, and market development.
During transactions in a traditional supply chain, a patient must pay monthly premiums to
healthcare providers alongside accumulating payments from pharmacies. There are middlemen like
pharmaceutical benefit managers, who negotiate rebates, the percentage of profitability, and drug prices.
Pharmaceuticals, on the other hand, design the terms and conditions of purchasing drugs directly from
manufacturers, where they receive rebates (sharing some percentage with healthcare providers). Health
payers reimburse pharmacy managers and receive claims from healthcare providers. There is a need for
transparency throughout the ecosystem, especially within the chain, including hospitals, manufacturers,
and pharmaceuticals, in order to mitigate the risk of low PAR.
In a blockchain model for a healthcare supply-chain system, patients and drug manufacturers can
directly negotiate prices without patients worrying about extra accumulated costs. When the contract is
entered into a smart-contract-based blockchain, the platform ensures encryption, validates, and authorizes
access to the item being purchased. The manufacturer will also be able to acquire reimbursements directly
from patients or any healthcare payer, a process that is triggered when requirements are met on the
blockchain. The transactions on the chain do not have to be repeatedly inputted because providers have
existing contracts on the chain that are triggered each time a patient receives care.
Most hospitals invest a vast amount of their operating expenses in order to manage their supply
chain. Therefore, they need different strategies to mitigate direct and indirect costs, like costs associated
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with error-ridden manuals, tracking the PAR inventory system and unmeasured data. Automating these
processes can help reduce costs, enhance time management, and keep records of standardized products.

Figure 2.9 Pharmaceutical supply chain: Traditional vs. Blockchain (Source: Srinivasan, 2017)

Figure 2.9 demonstrates a payment transaction between healthcare providers and a patient across
traditional versus block-chain-based supply chains. According to Srinivasan (2017), “the blockchain
model for a healthcare-supply-chain system stands to upend the entire healthcare industry and can
significantly cut costs for the end customer.” The shared-ledger capability of blockchain could solve the
problem of transparency in healthcare transactions.
The healthcare cryptocurrencies that most hospitals use is Ethereum, which helps execute contract
terms faster. Examples of these include ensuring hospital supply orders are filled, shipped, and paid at a
specific volume threshold (within hours), versus waiting for a signature, invoices, payments, and final
delivery (which could take days to weeks). It uses a proof-of-work algorithm called “ethic” and provides
an Ethereum Virtual Machine or EVM. MIT Media Lab researchers developed a prototype that uses a
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private blockchain based on Ethereum called “MedRec” (MIT Media Lab, 2016). A new proposed form
of incentives was suggested, where researchers and miners are granted access to anonymized patient data
for epidemiology studies. Another advantage of this proposal is the ability to know when a contract is
executed without requiring countless rounds of negation, which facilitates management, delivery, and
advanced healthcare services.
With the existence of a smartphone app like Omron (cardiovascular blood pressure watch),
blockchain patients will feel more secure with their data. Transactions will be made in real-time with no
additional or hidden fees. Blockchain in healthcare can improve medical conformance. However,
according to Bean in Forbes Magazine (2018) in his interview with John Halamka, the Chief Information
Officer of Beth Israel Deaconess Medical Center in Boston, sees “blockchain as a technology that is not
meant for storage of large data sets.” “He further explains that blockchain is not an analytics platform, and
it has a prolonged transactional performance. Nevertheless, as a tamper-proof public ledger, blockchain is
ideal for proof-of-work, and it is highly resilient.”
2.6

Blockchain in the Supply Chain of the Financial Industry
In the financial industry, transactions and contract law are vital to both the customer and banking

institution, and it needs guardianship for a smooth and execution of contracts. Thus, it is significant to
recognize technologies such as blockchain that will help utilize banking ledger records, clearing,
settlement of financial assets, and other banking insurance records, such as loss databases and customer
records, to execute transactions with confidence. Tapscott and Tapscott (2017) report that financial
intermediaries significantly suffer more from economic crime, compared to the entire economy,
professional services, and technology sectors. Regulatory costs also continue to climb and remain a top
concern for bankers, for which consumers ultimately bear the burden.
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Large and small firms struggle to access and adopt financial resources bedded in adverse economic
circumstances, a complex environment with limiting working capital and liquidity, which calls for
innovative technologies and increased information availability in supply-chain finance. The use of
blockchain technology allows liability for funds to be distributed throughout the network in the financial
world. At the same time, centralized systems of finance are more vulnerable because customers are only
given limited access to entry and one point to exit, and enforced trust is imposed. In the traditional banking
system, it takes days, and sometimes weeks, to complete an international transaction. In blockchain
banking there is a faster global trade across time zones. In a traditional system there is a high-interest rate,
but while a crypto-market might fluctuate, the potential return on investment for owning digital assets is
infinitely higher. (Cryptocurrency value is determined by how many peers are using that currency and
network.)

Figure 2.10 The Supply-Chain Structure of the Finance Industry (Source Kalakota,2013b)
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Erik et al. (2018) explain how blockchain, as a cutting-edge technology, can facilitate supply-chain
finance programs. For instance, because the financial supply chain is the central sector of the bank, where
the logistics service providers (LSP) have a crucial role to play, if there is an increased need to manage
invoices, LSPs cannot provide a cross-functional strategy that mitigates the risks of monitoring the status
of goods continuously. Risks become more visible and limit the necessary collaboration with financial
institutions that would develop innovative services to satisfy end customers. When there is a bridge within
the invoicing process by LSPs, there will be an added payment processing time. Therefore, not only is an
automated transaction, invoice, and payment system required, there is also a need for the information to
be transparent and accurate in real-time. Blockchain can help maintain the integrity of data by protecting
transactions from invalid modifications, the insertion of unknown information, and deletion of existing
data. Figure 2.10 represents a financial service value chain, where the channels (Agents, Brokers) act as
the LSPs, as discussed.
As of January 2019, J.P. Morgan was the first U.S. bank to create and successfully test a digital
coin representing a fiat currency (J.P. Morgan, 2019), Called JPM coin, the blockchain-based coin
facilities instant transactional execution. They also use an Ethereum-based “Quorum blockchain to support
speedy transactions and throughput” (Alison, 2019). Also, according to a white paper published by the
world economic forum in 2019, over 40 central banks are thinking of using blockchain technology in
different iterations.
Omran et al. (2018) proposed two approaches, “reverse factoring” and a “dynamic discounting
system,” illustrated in Figure 2.11. The approaches are two instruments of SCF within post-shipment (after
an invoice is released), which aim to relieve buyer- and supplier-payment tension. reverse factoring is a
buyer-centric approach where buyers work closely with financial institutions to provide cheap and short-
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term financing for their suppliers, while dynamic discounting system enables customers and sellers to be
directly connected to the same platform enabling them to transact directly.

.

Figure 2.11 Finance Supply Chain: Traditional Vs. Blockchain (Source: Omran et al. 2018)
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2.7

Blockchain in the Supply Chain of the Automotive Industry
In the automotive industry, the supply-chain sector contributes to achieving excellence in quality,

cost, lean, and its just-in-time distribution system. The industry’s capable and efficient execution of both
the inbound and outbound supply of products ensures the shipment of quality goods and the satisfaction
of customer needs at a competitive price, while also meeting the on-target goals. Continuous improvement
and the adaptation of new technologies by most OEMs have become core supply capabilities
Any modern supply-chain ecosystem needs to run on a digital backbone in order to enable all other
technologies to bear fruit. When businesses lack technologies in the operation of their supply chain, only
utilizing paper-based orders and invoices, they lack benefits such as flexibility, elasticity, and access to
real-time information that these technologies provide. In the car market, Coy and Kharif (2016) reported
that worldwide sales hit a record of 88 million sold cars in 2016, which increased by 4.8% from 2015, and
surplus profit margins for OEMs and suppliers are at ten years high. The process of manufacturing a car
requires thousands of parts, which require an extensive network of individuals, distributors, dealers,
OEMs, resources, and activities. Due to the rigorous complexity of managing data and the supply chain,
parts are at risk of being damaged, illegally replaced, or lost. If there is a delay of a moving part along the
chain, there is a possibility of the production line being shut down which adds to the lead-times of the
final product. Although the automotive industry adopts technological advancements quickly, (like the
introduction of electric vehicles, autonomous vehicles, connected vehicles) Giffi and Vitale (2020)
analyzed that consumers of connected vehicles are cautious about their data being collected and shared by
their vehicle, and they find it difficult to decide who is trustworthy to manage the data generated and
shared by the vehicle.
Wallace (2019) reports that blockchain is estimated to be utilized for various use-cases by 2021 in
the automotive industry. As the future of the automotive industry (especially autonomous cars) relies on
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communication, it requires an efficient and secure transaction on a shared database with high authorization
access. To address consumer skepticism, it is necessary to have a shared ledger where everyone on the
chain (like the OEMs, distributors, mechanics, insurance organizations) has a collaborative, trustless and
transparent system that aims at satisfying consumers' needs. Blockchain technology, due to its nature,
would be the best candidate to solve this problem. A real-life use-case of the above was done by a French
automaker (Higgins, 2017). The French automaker used blockchain as a shared ledger to log all car repair
and maintenance history in one place. Koopman Company partnered with IBM to enable transparency as
parts move throughout its supply chain (Dobrva, 2019). The company was the first to build a vehicle
delivery in a digital process, which will reduce lead times on parts. Figure 2.12 represents the supplychain structure of the automotive industry.

Figure 2.12 The Supply Chain of the Automotive Industry (Source: https://slideplayer.com/slide/4817461/)
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Sharma et al. (2019) developed a framework for a company model to meet the fast-shifting
digitalization of the automotive industry, the manufacturing process, and the current business model. The
proposed framework model suggests that a blockchain model that allows the development of secure
digital-product memory records from its entire supply chain (raw material, historical maintenance and the
recycling phase) be implemented in the automotive industry.

Figure 2.13 A Blockchain-based Distributed Framework for the Automotive Industry
(Source: Sharma et al. 2019)

Figure 2.13 shows the phases involved in a blockchain-based distributed framework for the
automotive industry. It is categorized into seven phases. The first phase, “Regulator,” is based on
government regulation and is accountable for creating vehicle registration and adding it into the shared
ledger in the network. The second phase, “Manufacturer,” receives the certified documents created in
phase one where there is a consensus between the manufacturer and the regulator. In this phase, the
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manufacturer is responsible for making the vehicle model, ID, and template accessible for relevant parties
within the network. The third and fourth phases involve the transfer of the vehicle to the “Dealer” and
“Leasing Company” through the use of smart contracts in the supply chain. The buyer gets the vehicle
after the fourth stage, which subsequently passes through the fifth, “Maintenance,” and sixth, “Recycle,”
phases in the supply-chain lifecycle. In the fifth phase, there is an automated payment process, insurance,
dynamic, and real-time data for the smart transportation system. In the sixth phase, the scrap merchant is
allowed to scrap the car at the end of its life cycle. The synchronization processes can increase trust among
organizations across the supply chain.
Blockchain provides an opportunity to compare car specifications from all over the world for best
results and trades. Buyers and retailers no longer have to wait to evaluate a car because the information is
accessible via a peer-to-peer network, which evaluates without bias. The technology also offers users the
chance to access real-time information to enhance decision making.
Automotive industries can use blockchain to verify steps in their customer banking validations
including the know-your-customer data, reviews of multiple documents sourced from different locations,
and the creation of a firm legal structure. The technology has the potential to allow multiple parties
involved in any supply chain to participate in a network shared with its decentralization nature.
According to GlobeNewswire (2019), Sino United Worldwide Consolidated Ltd.—with a joint
venture with Sinoway International Corp—aims to create a universal platform for exchanging auto-related
products, services, and vehicles between a buyer and a seller by using a cryptocurrency called “Autocoin.”
Autocoin uses the PoW algorithm and is a hybrid token. With hybrid blockchains, one can employ a public
blockchain to make the ledger accessible to every single person in the world, with a private blockchain
running in the background that can control access to the modifications in the ledger. The company Carvana
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is one of the first to open the world’s fully automated, coin-operated, car vending machine in Nashville,
Tennessee, although the original concept was created in Atlanta in 2013 (Williams, 2015).
2.8

Blockchain in the Supply Chain of the Food Industry
Generally, effective communication, transparency throughout the supply chain, and inter-

organizational collaboration play an essential role in enhancing both agricultural and food industry
applications. In the traditional food supply chain, end-users cannot trust the quality, source, and hygiene
of their food. The Center for Disease Control (2010) reported that every year, one in six Americans get
sick, more than 120,000 are hospitalized, and over 2,000 die from foodborne diseases. The food supply
chain relies on multi-actors like farmers, wholesalers, retailers, and JIT distribution—like shipping
companies, third- and fourth-party logistics. Due to the need to meet customer experience, consumers
expect to have their exotic foods fresh every year. The food industry’s supply chain has extended
geographically, and many more parties are integrated, making the supply chain longer and more
complicated. All parties along the supply chain, from the farmers to the logistics providers, are pressured
to meet the demands of the market more quickly, safely, and in the best possible condition.
Currently, customers are demanding more insights into food sources, processing information, realtime tracking information, and ingredients added to their food. The absence of traceability and
transparency in the supply chain of the food industry is caused mostly by companies continuing to utilize
outdated systems, paper tracking methods, and manual inspections, which introduces errors and delays
while sharing information with the organization. The inability to have visuals along the supply chain can
create blind spots which create exposure and no chance to mitigate unnecessary risk. Another problem the
industry faces in their supply chain is the ability to manage inventory. In order to have control, maintain
quality, and facilitate the balance of supply and demand; inventory has to be carefully and effectively
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controlled. To successfully manage the forward and reverse flow in the supply chain, organizations have
to allot upstream supplier exchanges and downstream customer demands.
Most agri-commodities being transported to the bulk holding sites are usually done by trucks or
trains. The flow of products through the site impacts the profit margins of the business and can add to the
cost of site operation (depending on the country); by depending on the queue times of truckers through
the bulk handling sites, the owner of the business is at risk of losing to other sites that operate more
efficiently. Most bulk sites suffer from a lack of automation with agriculture supply-chain software, which
leads to errors along the supply chain, increased cost, and fluctuation in throughput. Figure 2.14 represents
a consumer-goods value chain illustrating the flow of products along its supply chain.
Applying blockchain in the supply chain of the food industry helps to establish trust among
participants, provide transparency and traceability to improve operations, enhance food flow, make the
supply-chain processes leaner, and strengthen supply-chain operations. The giant retailer Walmart worked
together with IBM and Tsinghua University of Beijing to develop a blockchain-based, supply-chain
application that would help in tracking food in their pork market (Hackett, 2016). The application of
blockchain technology helps to monitor the steps involved in food safety, which can increase customer
trust and lead to prolonged loyalty. IBM trusted community would help any organization automate
(tracking expiration dates, storage conditions, and reducing data wastage) while combining atmospheric
conditions that shape the globally verifiable ecosystem for product quality. The organizations that choose
IBM food trust automate decision making using smart contracts in a private channel where only the parties
interested in maintaining the contracts have access.
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Figure 2.14 The Supply Chain of the Food Industry (Source: Kalakota, 2011)

The traditional business model of a food-brand, agricultural corporation has led to a push of smalland medium-scale producers out of the local markets. Most farmers (especially those in rural areas) do
not have any access to banking services and are excluded from the modern economic processes. The foodcoin ecosystem (2017) provides a platform that uses cryptocurrency tokens to help create a balance and
to provide similar access to a global market of production and distribution of consumer durables to farmers
and consumers in conjunction with modern financial instruments.
Blockchain, combined with information and communication technology (ICT), such as RFID, can
help develop a supply-chain traceability system in the agri-food sector (Tian, 2016). The combination of
these two technologies can help consumers track the sources of their food or help managers identify and
mitigate risks in a particular supply chain if there is a disease outbreak. For instance, if a group of
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customers is poisoned from a meat source purchased in a particular store, instead of the manager changing
his supplier, he has two additional options. He can report the case to the supplier, and the supplier can
identify the particular manufacturing warehouse in which the meat came from, or he can track and identify
the manufacturing warehouse of the meat (depending on the type of business model the manager is using
between vendor-managed inventory or consignment inventory). Al-Jaroodi and Mohamed (2019)
concluded that ICT enables e-agriculture, a farming system supporting market structure, food safety,
reliability, and promotes the mitigation of risks. E-agriculture depends on permitting sharing of
agricultural knowledge to help farms be more prolific, safer, and to avoid potential risks.
Caro et al. (2018) propose a layered architecture that allows dependency on the block and IoT
technologies to achieve transparency, auditability, and immutability of stored records in a trustless
environment. The architecture enables the traditional agri-systems (ERP, CRM) to be integrated into an
AgriBlockIoT making the system blockchain-independent. The implementation in the blockchain module
was over private, six-node-based implementations, namely Ethereum and Hyperledger sawtooth. CasadoVara et al. (2018) also propose a new model for agricultural tracking, which consists of blockchain, smart
contracts, and a multi-agent system to synchronize the tracking of food in the agriculture supply chain and
the execution of transactions. The new proposed model is said to enable a circular economy and eliminates
many of the drawbacks in the current supply chain.
Salah et al. (2019) demonstrate how the agricultural supply-chain workflows and transactions are
smoothly integrated by using blockchain and Ethereum smart contracts, which can be efficiently traceable
and provide visibility. Figure 2.15 exemplifies a framework using a soybean supply chain. In the proposed
framework, the execution of smart contracts and codes are carried out by thousands of mining nodes that
are globally distributed, and all of the mining nodes agree with the execution outcome. Once transactions
are received, events are triggered that enable participating entities to track and get alerts when there is a
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violation. This framework includes the seed company, farmer, grain elevator, grain processor, distributor,
retailer, the end customer, and the blockchain that has the EVM executing the smart contract. ConsenSys
(2016) explains three main use cases for events, which can be when a smart contract returns values for the
User Interface (UI), asynchronous trigger with data, or a cheaper form of storage.

Figure 2.15 Soybean Supply chain: Traditional vs. Blockchain (Source: Salah et al., 2019)

In the proposed context design, each party has a role, association, and interaction with the smart
contract. The flow starts at the soybean company where the seed sold is recognized using standardized
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identifiers such as a serialized global trade identification number (GTIN) or its equivalent, which contains
the specific prefix. The seed company acts as the farmers’ facilitator access to gaining the raw material.
Farmers buy the seeds with traceable standard identifiers for the batch of seeds, and the company involved
in the transaction prepares the crops and creates the smart contract. The responsibility of tracking,
recording growth, and saving it on the decentralized file interplanetary file system or IPFS falls on the
farmer. At the grain elevator, the agrarian provision determines the quality of the grain, and negotiates the
price before buying the grain from the farmer. The grain processor is responsible for treatment and
processing, as well as for processes checking the nature of the grain (such as refining the grain, analyzing
the grain moisture). The distributor serves as a warehouse where the food product is distributed to the
customers. Retailers buy finished products from the distributors in bulks or batches using traceable
identifiers and sell to the end customers who are the consumers.
Furthermore, other models, such as a hierarchical multi-domain blockchain network structure is
proposed for a potential correction and replacement of mischievous supervision nodes by regional cogovernance. The model helps the entire industry chain to perform automated quality checks (Tao, 2019).
2.9

Summary
The literature about blockchain technology already focuses on some essential requirements for

supply chains across industries to gain trust, secure customer information, and pave the way for
transparency. From the above literature, the enormous impact of blockchain technology will lead
industries to rely heavily on the technology to protect and help acquire KYC data and to stay competitive
in the evolving business world. Blockchain technology provides real-time tracking information of a
product along with any given supply chain and helps parties execute a creditable transaction while
establishing trust. As there have been a series of studies and reports, where different industries are
experimenting with its applications and implementation, blockchain serves as a significant technology and
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is regathered, for now, as a crucial global technology for various industries. There is a possibility that
most end-users might not trust industries enough to perform transactions, especially sectors that are not
blockchain-based.
The industrial chain calls for a need for a high degree of information sharing, security, provenance
tracking, collaboration, and trust throughout a transactional process. Thus, SWOT analysis of the
technology is vital for industries to develop a strategic planning process in order to recognize critical
internal and external influences that might have an impact on the industry’s current position, with the
potential of identifying where it will go.
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CHAPTER 3
RESEARCH METHODS
Qualitative content analysis has been chosen to allow the researcher to find the deeper meaning of
content, and to explore similarities and differences between contexts. Content analysis is used to identify
patterns and systematically collect data from a set of texts. Different types of literature about blockchain
technology were considered and interpreted to evaluate the inner strengths, weaknesses, external
opportunities, and threats that blockchain technology possesses. Mayring (2000 & 2008), initially
explained qualitative content analysis as the type of analysis several scholars use, and they have modified
most of the analysis. For instance, Glaser and Laudel (2009) highlight that Mayring’s technique is the
beginning of developing their procedure, which allows for the extraction of complex information needed
for distilling and assessing cause-and-effect mechanisms between variables and categories. Glaser and
Laudel (2009) also use the technique to keep the analysis scheme open for modifications and amendments
during the entire process of data analysis.
Buyer-supplier relationships and partnerships are a popular topic that has been researched using
the content-analysis method (Mir et al., 2017). Fawcett et al. (2008) use a content-analysis method to
investigate practices and requirements for supply-chain collaboration. Applying the inductive approach,
Fugate et al. (2006) have developed a proposition about coordination strategies between partners based
on a series of interviews. In the domain of third-party logistics, or 3PL, research, Foggin et al. (2004)
leverage content-analysis tools to help 3PL providers determine the viability of serving clients by looking
at possible problem areas in the client’s supply chain. Davis-Sramek et al. (2007) collected 3PL and
manufacturer’s data to highlight the non-alignment of values between buyers and sellers.
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The content analysis method is used because it allows researchers to collect unobtrusive data that
is analyzed and communicated without the results being influenced or biased by the researcher. The
method also offers a systematic procedure that is transparent, comparable, and replicable by other
researchers, yielding results with high reliability (Seuring and Gold Stefan, 2012). However, this type of
qualitative method can sometimes be overly reductive and involves some level of subjective interpretation
(Luo, 2019). Since the material in text may derive different meaning from its context, an in-depth analysis
of context is necessary in order to interpret information correctly (Wester et al., 2006)
The integrity of a study lies within the design, information gathering, and results, which must have
a degree of “truth” so that the results are confidently accurate. Lincoln & Guba (1981) describe this “truth”
as having four dimensions: credibility, transferability, dependability, and confirmability. Credibility is
comparable to internal validity, where the analysis of data evaluates the research question. Transferability
can be compared to external validity, where analyzed data is relevant between references. Dependability
ensures that the investigation can be replicated, and examining interrater reliability assesses
confirmability. It helps establish the objective of the researcher, such that there is a conceptual consistency
between the analysis and the result (White & Marsh, 2006).
3.1

Research Process
Inductive coding was used to generate codes that emerged from the data. Chandra & Shang (2019)

define inductive coding as an approach which a researcher uses to organize and analyze data through a
process known as open coding where passages of texts are categorized into codes. Using these codes,
words were individually checked by their percentages, and the most occurrences throughout the dataset
are displayed in Appendix A. The words in the quotation are kept if their grounded frequency occurred
more than three times. The results will be qualitatively interpreted to find essential matters that could be
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defined and explained. The flow process in Figure 3.1 illustrates the steps carried out, from an intensive
literature review to a recommendation.

Literature Review

Data Collection

Content Analysis:
Coding

Word Cloud

SWOT Analysis

Recommendations

Figure 3.1 Research Process

3.2

Sample

The sample size of data collection used is based on published information collected from journals,
books, and websites about blockchain or the supply chains of selected industries, such as the healthcare,
financial, automotive, and food industries—because of their complex supply-chain nature. The unit of
analysis is from the literature where data from a group of authors is analyzed.
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A purposive sampling method is used to collect information from publications. Foley (2018)
defined Purposive sampling as a non-probability sampling in which researchers rely on their judgment
while choosing the sample size. The type of purposive sampling technique that is used is the homogeneous
sampling technique, which allowed the researcher to choose the published data by similar characteristics
to achieve the objectives of the study.
The data from the online content of blockchain (generated from keywords) is evaluated and
categorized by industries. Of the 200 samples, 50 are related to the healthcare industry, 50 to the finance
industry, 50 to the automotive industry, 50 to the food industry, and the rest are related to other industries.
These 200 publications are uploaded as PDF files to ATLAS.ti. Table 3.1 summarizes the samples used
across industries.
Table 3.1
SAMPLES USED IN THE ANALYSIS
Distribution of Sample size to Industries
Sample
Healthcare Automotive Food
Financial
Size
Industry
industry
Industry Industry
Journal Articles

158

40

31

47

40

Website

12

4

4

1

3

Magazines

3

2

Books

6

1

1

White Paper

21

3

14

2

2

TOTAL

200

50

50

50

50

1

51

4

3.3

Data Collection
The composition of the dataset was a demanding task that was performed with caution. Therefore,

the following strategies were used. First, to identify the use of blockchain on the supply chain of the
various industries, a common keyword-based search was performed through google and google-scholar
search, the following keynotes were used: blockchain, the supply chain of the chosen industries. The focus
here was on the capability of industries to use blockchain in their supply chain. Second, relevant content
to the blockchain was considered and converted into organized PDF files, which in turn were uploaded
into ATLAS.ti. Each data, file in this case, was categorized into the industry it represents.

Figure 3.2 Illustration of Code in the Automotive Industry
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3.4

Interpreting Data Through Content Analysis
The application of content analysis ensures an establishment of replicable and valid inferences

from the text and other meaningful sources. According to Krippendorff (2012), content analysis is a
research technique to make correct assumptions from data that is verbal, written, or visual to find context,
insights, knowledge, facts, and actions. Through content analysis, words and phrases that share the same
meaning can be classified into the same categories (Weber, 1990; Burnard, 1996; Cavanagh, 1997).
Qualitative content analysis applies inductive reasoning, where themes and categories emerge
from the data through the researcher’s careful investigation and constant comparison (Hashemnezhad,
2015). The technique is partly based on the “grounded theory” approach, where coding categories are
derived directly and inductively from the raw data under investigation. The initial analysis is executed on
the data existing out of open coding, by reading each individual data file, understanding all the content,
and checking if certain concepts repeat.
The second analysis is created through a coding scheme that connects the first open coding results
with the literature. In this process, core variables (words resulting from open coding) are checked for any
links, differences, or affiliation with the blockchain. The ATLAS.ti software enables one to simplify the
coding scheme process and generate networks and relations, and to show the links between specific labels
and certain words in a sentence or the whole text. Codes can be categorized or grouped by ordering them
into “code families.” The software also gives the option to further process themes into aggregated, broader
themes.
The program not only gives an overview of qualitative analysis results, but it also provides
occurrence frequencies of specific codes allowing a Pareto analysis showing the importance of themes in
descending order. In the ATLAS.ti, a word cloud provides an opportunity to visualize the results and map
out the quotations. The counting or grouping of words extends the analysis to include latent meanings and
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themes. A list of the top frequent codes from the word clouds could be implemented in a cross-sectional
design to compare two or more data sets. In this way, conclusions could be drawn about the key themes
where differences, comparisons, and classification are noted across the data set.
3.4.1

Coding Framework
The analysis of the data involves different rounds of coding, where the first round requires in-

depth investigation, and the second-round codes the highlighted texts via the “in-vivo” method. The first
explorative round includes reading and understanding the data one at a time and checking if any specific
items stand out and are relevant to the study. Data is organized by a word or a short phrase representing
its context. The segment highlighted in the text is then associated with code names such as “Trust,”
“Legal,” “Markets,” “Safety,” “Attacks,” “Regulations,” “Disruptor,” “Scalability,” “Third-party,”
“Transparency,” “Policy,” “Cost,” “Ownership,” “Volatility,” “Immutability,” “Visibility,” “Security,”
“Crowdfunding,” “Economical,” “Global,” and “Complexity.” In the second round, in-vivo codes are used
to fully capture the expression in its best form. After each data is investigated, the word cloud in the
software is used to determine the significant codes based on the number of times it occurred throughout
the whole data.
3.5

Atlas.ti Software
ATLAS.ti is a sophisticated tool that helps arrange, reassemble, and manage data in a creative, yet

systematic, way and presents a set of tools and features that are well-built and flexible enough to get to
the foundation of even the most complex data material (ATLAS.ti, n.d.). The program provides an
unsurpassed range of media that allows hundreds of documents, auto clips, and photos to be run through
a coding process, while text documents in all major formats can be fully automated, and searched
(ATLAS.ti, n.d.). The software is a powerful utility for qualitative analysis, and it can be of great help in
any field where analysis is used to determine the elements that comprise primary data material (Friese,n.d).
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Figure 3.3 compares the use of ATLAS.ti to competitor NVivo across different disciplines. In the
supply chain domain Berning and Venter (2015) utilized ATLAS.ti to collect data that established the
progress of a prominent South African retailer regarding their sustainable supply-chain management and
collaboration with suppliers. Weber (2019) used the software to collect and study food- and beverageindustry leaders in the United States, implementing sustainable water-consumption practices to improve
operational efficiency. Also, ATLAS.ti gave Hecht (2018) an edge during the collection and investigation
of data in a study of potential threats in food-system organizations where analyzing vulnerabilities in
multiple operations within the organization improves resilience in continuing and growing threats.

Figure 3.3 Subject Disciplines Publishing using ATLAS.ti vs. NVivo (Source: Woods et al. 2015)
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Among the vital features in ATLAS.ti, the word cloud or word list feature is essential, indicating
the importance of themes (codes) in relation to frequencies. The feature makes it possible to compare the
literature with the words and their correspondence within the data set being analyzed. Each word within a
file in the word cloud can also be compared with each other, where similarities or differences are
established. Once the codes are classified into groups of strengths, weaknesses, threats, and opportunities,
network structures showing systematic linkage among the codes and quotations are obtained from the
software.
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CHAPTER 4
RESULTS
In this chapter, a SWOT analysis is presented, using the results from the dataset in Atlas.ti.
Considering the novelty of the topic of blockchain, which is subject to constant change and new
developments, a SWOT analysis analyzes the outcome in the research based on the comparison of word
clouds generated by Atlas.ti software and performs semantic linkage of the codes based on categorization.
The researcher also considers most quotations that clearly qualify a theme as a strength, weakness,
opportunity, or threat. A visual representation of a semantic linkage of quotations and the researcher’s
notes and memos are also discussed.
4.1

SWOT Analysis
This section describes the characteristics of SWOT analysis to understand the strengths,

weaknesses, opportunities, and threats of industries. The analysis is suitable for a strategic planning
process to prepare industries adequately before moving forward with an opportunity or mitigating risks.
The analysis can serve as a tool for new and existing industries that wish to assess the competition in their
respective markets. With a SWOT analysis, industrial leaders stop or change their current business model
and assess the future possibilities of new business models in their industries. Having a SWOT analysis, a
hallmark of a strategic plan, enables industries to tackle the possible handicaps of blockchain, smart
contracts, and cryptocurrencies within their supply chain.
SWOT analysis uses the knowledge of an industry’s environment to formulate and implement
necessary strategies according to both internal and external environments. The use of this analysis
provides a clear understanding of the present condition, along with areas for improvement. Before the
technology goes into full adoption, it is crucial to understand “where we are” and how this impacts supply
chains. One way to go about this is by analyzing the internal factors which will help identify core
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competencies, resources, and competitive advantages inherent to the industry. Another way to perform
the analysis is by examining the external factors which will help identify market opportunities and threats
by evaluating a competitor’s resources and the industrial environment.
The Coca-Cola company’s results from its value line SWOT analysis in 2015 exposed the strengths
(its global brand name), its weakness (foreign currency fluctuations), threats (growing public interest in
healthy beverages and competition, other healthy beverage providers) (DeFranco, 2015). The analysis
enabled the company to create thorough questions about their current strategy, and then a strategic plan.
The company concluded that they would probably maintain position as the top-tier beverage provider in
terms of bringing investors returns on investments. Also, the giant multinational company, Apple,
identified where its strengths lie; in its operating performance, which has increased market position and
investors’ confidence using a SWOT analysis.
Industrial resources are classified as tangible or intangible assets needed for the production or
completing a service of a product. Resources can be combined and developed into capabilities, which in
turn creates core competences. Examples of tangible assets include raw materials and equipment, while
intangible include human capital and supplier channels.
●

Strengths- The early dictation of an industry’s capabilities to have a competitive advantage is
vital in order to meet demands and sell its products of equal value at a lower price. Competitive
advantage varies from one industry to another; one industry might have a well-recognized
brand name while another could have loyal customers or unique technology. Either way, to
avoid a buildup in lead times, or the occurrence of a bullwhip effect, each industry must be
able to identify, capitalize, and implement its strengths when making decisions on how to
attract new investors and use blockchain, smart contracts, and cryptocurrencies.
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●

Weaknesses- One of the most significant strengths of an arm's-length supply chain is its ability
to be flexible. Most industries find it difficult to find stability and flexibility within their supply
chain, which makes them vulnerable to weak performance (such as accumulated lead time in
the supply chain, the false practice of lean, increased supply chain volatility, and lack of
support during the transition into new sectors). Industrial weaknesses (if not early identified
and tackled) will limit the industry’s performance to reach its optimal level. There are areas
where industries need to consider improving to stay competitive: a weak brand, higher-thanaverage turnover, high levels of debt, and technological advances.

●

Opportunities- Each industry’s favorable external factors could bring rise to optimal
competitive advantage. For example, just as the United States of America cut their tariffs with
China, Chinese manufacturers could explore new markets, increasing sales and market shares
in another country. Industries using these metrics could gain a general idea of the size of its
industry concerning its market and competitors. The existing relationship methodologies have
not been effective in implementing external factors such as the use of smart contracts,
cryptocurrencies, and blockchain technology in supply chains. Hence, there exists an
opportunity to create a methodology that explores these factors and creates a strategy for
implementing smart contracts, cryptocurrencies, and blockchain in the industrial supply chain.

●

Threats- An industry could suffer from potential harm, which would negatively affect an
industry from the outside. Examples of such threats include shifts in market requirements,
supply chain security concerns (like thefts, piracy, counterfeit goods, and smuggling), and the
rising cost of raw material. It is vital to anticipate threats, especially before implementing new
technologies in order to act against them. Most threats occur in the form of the quality standard
for a product in the market. Sometimes, due to cutting down on agreed-upon prices with
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suppliers, the quality of a product is reduced, which leads to poor customer satisfaction and a
decline in market share. Thus, sub-optimization for short-term profits leads to a long-term loss.
4.2

SWOT Analysis of Blockchain
Table 4.1 summarizes the codes associated with strengths, weaknesses, opportunities, and threats

for blockchain technology adaptation. In this section, each trait of these groups is discussed in detail.
Table 4.1
SWOT QUADRANT
Strengths
• Cost Reduction
• Immutability
• Ownership
• Real-time
• Safety
• Security
• Third-party
• Traceability
• Transparency
• Trust
• Visibility
Opportunity
• Crowdfunding
• Global possibilities
• International
• Markets
• Business Model

Weakness
• Complexity
• Challenges of cryptocurrencies
• Non-acceptance of the Technology
• Scalability
• Immaturity of the Technology

Threat
• Attacks
• Cryptocurrency Volatility
• Legal
• Regulation
• Mining issues
• Disruptor
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4.2.1
•

Strengths of Blockchain
Cost Reduction- Every company aims at reducing the overall expenses, developing cost control
techniques, and adapting to new technologies that will not only aid in creating a competitive price
for products or services, but will help increase market share in the industry and profit returns. In
the supply-chain field, industries that primarily deal with large database payments and need realtime information to eliminate third parties will benefit significantly from the use of blockchain
because the technology allows products within supply chains to be tracked. Blockchain technology
also aids the execution of transactions without the use of mediators, thereby reducing the
acuminated costs of moving products along the supply chain. As reported by a survey of supply
chain workers conducted by APQC and the Digital Supply Chain Institute (DSCI), over one third
of people cited the reduction of costs as the prominent benefit of the application of blockchain in
supply-chain management (Pratap, 2018). In Figure 4.1, there are twelve quotations from the
dataset that point to blockchain technology being capable of reducing cost. However, only two
quotations oppose the fact that blockchain could contribute to cost reduction.
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Figure 4.1 Semantic Linkage of Quotations in the Cost-Reduction Code
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●

Immutability- Blockchain grants industries the ability to have unaltered and indelible
information, such as facts or transaction details, proceed using a cryptographic principle or a
hash value. For example, in the healthcare industry, the immutability nature of blockchain
allows drugs to be traced from manufacturers to patients. Blockchain technology can save data
or transaction records in a network of computers, which provides integrity and anticounterfeiting of products by smaller retailers and operators along the supply chain. Figure 4.2
shows nine quotations from the dataset that points to the immutability of the technology, where
only one quotation sees the technology’s immutability nature as a problem.

Figure 4.2 Semantic Linkage of Quotations in the Immutability Code
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●

Ownership- Blockchain, as a decentralized database, provides ownership of data to users or
participants that adopt it. The technology makes sure that users have full ownership of their
data independent of code that runs the application or the companies, servers, service providers,
or whoever else that owns the code. The technology allows users to control their data through
private and public keys, allowing them to own it. Users can choose which application will have
access to their data and how much information they are willing to share. Figure 4.3 illustrates
ten quotations that prove that the technology is capable of granting possession to users.

Figure 4.3 Semantic Linkage of Quotations in the Ownership Code
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●

Real-time- With the use of blockchain, participants within the supply chain can access realtime information on executed values or assets being transacted. According to Nakamoto
(2008), every transaction has a timestamp that determines accurately when the transaction was
made. Thus, the technology would aid in reducing lead times and accumulated management
costs because of its timestamp-hash algorithms or a cryptographic string that is representative
of a piece of data. In figure 4.4, eight quotations support the technology’s ability to provide
real-time information.

Figure 4.4 Semantic Linkage of Quotations in the Real-time Code
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●

Safety- Blockchain’s ability to have encrypted and a justifiable means of confirming data
authentication makes it a safe technology for transactions. For example, In the food industry,
blockchain is very crucial and addresses consumer concern over food safety. The technology
provides consumers a guarded approach to execute transactions and also acquire the originality
of products along the value chain. In the healthcare industry, patient data can securely and
efficiently be transferable both nationally and across borders among healthcare systems. Figure
4.5 displays the four quotations identified in the research that supports blockchain’s ability to
be a safe technology when used in supply chains.

Figure 4.5 Semantic Linkage of Quotations in the Safety Code
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●

Security- Blockchain eliminates the need for centralized control, whereby transactions are
verifiable by nodes that ensure data security. Figure 4.6 displays the twenty-four quotations
identified in the research that supports blockchain’s ability to provide security in supply chains.

Figure 4.6 Semantic Linkage of Quotations Used for the Security Code
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●

Third-party- In the financial department of any company, processing payments often rely on
intermediaries for bookkeeping, transaction reconciliation, and payment initiation, which can
be time-consuming and costly. Using smart contracts to execute transactions on blockchain
where assets exchanged are permanently entered in all ledgers not only reduces costs and saves
time but also eliminates the need for intermediaries. Due to transactions executed on the
blockchain are within a cryptographic ecosystem, users executing transactions only within
these ecosystems do not need mediators. Figure 4.7 represents a twenty-one quotation from
the dataset that acknowledges the technology as mediators.

Figure 4.7 Semantic Linkage of Quotations Used for the Third-party Code
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●

Traceability- Blockchain enables the identification and tracking of products from raw materials
to finished products throughout any supply chain. The technology allows manufacturers to recall
products quickly, track production, and match replacement parts. However, most companies are
not willing to implement technology, no matter the technology’s ability to track transactions.
According to Basel Ismail, the CEO of Blockgram, the technology enables companies to trace
products throughout their entire lifecycle in a safe, predictable, and secure manner (Derek Korte,
2018). In figure 4.8, twenty-nine quotations identify blockchain as a technology that can enhance
the tracing of products while two quotations found the technology as possible problems.

Figure 4.8 Semantic Linkage of Quotations Used for the Traceability Code
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●

Transparency- A blockchain-based supply chain management provides transparent and
traceable access to everyone within the supply chain like manufacturers, transporters, and endusers. As a less corruptible and better automated alternative to centralized databases,
blockchain is a credible technology for total transparency (depending on the level of access to
participants on the block.) Information is stored in a way that everyone can have access
provided that the participant has the required access key, thus, granting full transparency to
participants. There are twenty-four from that dataset that agrees to blockchain enabling
transparency in supply chains in figure 4.9.

Figure 4.9 Semantic Linkage of Quotations Used for the Transparency Code.
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●

Trust- Blockchain can help connect parties in a complex supply chain while providing trusted
transactions throughout a supply chain. The technology’s ability to verify relationships
between blocks, nodes, and participants creates a trustless flow of transactions that can identify
past transactions and newly created ones. The technology’s ability to provide transparency
builds trust by capturing critical data points, such as certifications and claims, provides open
access to the data, which creates confidence among participants. In Figure 4.10, 27 quotations
point to blockchain as a technological benefit that enables trusted transactions.

Figure 4.10 Semantic Linkage of Quotations Used for the Trust Code
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●

Visibility- Blockchain helps different industries to have an in-depth Data-Informed Operations
which aids customer loyalty because vital information of a product is passed down to the end-user.
The technology creates a more detailed and reliable means for data to be analyzed and increased
transparency among all participants in the supply chain network. In figure 4.11, twenty-seven
quotation pointed blockchain as a technological benefit that enables visibility in transactions and
throughout supply chains. Quotations used for strengths are semantically shown in Figure 4.12.

Figure 4.11 Semantic Linkage of Quotations Used for the Visibility Code
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Figure 4.12 Semantic Linkage of Quotations Used for Strengths

4.2.2

Weakness of Blockchain
•

Complexity- Although blockchain has potential benefits, industries may find its complex
nature, such as principles of encryption and distributed ledgering behind blockchain, hard to
grasp. To develop blockchain applications, a specialized skill set is required, which not every
industry is willing to invest money in achieving. In figure 4.13, six quotations acknowledge
blockchain technology as a challenge to industries.
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Figure 4.13 Semantic Linkage of Quotations Used for the Complexity Code

•

Challenges of Cryptocurrencies- Industries willing to adopt blockchain will face difficulty
because the acceptance rate of cryptocurrency is continuously declining. Most transactions
being executed along the supply chain, industries may have a problem of identifying a supplier
or merchant that accepts cryptocurrency in order for products to flow within the value chain to
reach end customers and increase the level of trust among businesses and suppliers. Figure
4.14 shows quotations from the dataset that points to cryptocurrency as a challenge within the
chosen industry.
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Figure 4.14 Semantic Linkage of Quotations Used for the Challenges of Cryptocurrencies

•

Non-Acceptance of the Technology- Due to blockchain’s characteristic nature, employees may
not be willing to invest time in learning and understanding the technology. Most companies do not
believe that blockchain could improve transactional conditions, grant privacy, or independence
from institutions (like intermediaries); therefore, they rather stick to the current way of executing
transactions. Also, most companies lack adequate knowledge about blockchain; instead, they have
a skimmed knowledge about the drawbacks of Bitcoin, which sums up their assumption that
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blockchain is fake. Figure 4.15 illustrates four quotation from the dataset of a non-acceptance of
blockchain.

Figure 4.15 Semantic Linkage of Quotations used for Non-acceptance of the Technology Code

•

Scalability-Scalability is a significant challenge faced by blockchain technology. Blockchain’s

consensus-based validation mechanism, its continuous replication, and the ever-growing amount of stored
data means that the more significant the growth of transactions within a blockchain, the higher the
requirements for storage, speed, and computational power. Thus, leading to an unstable decentralized
process if the blockchain becomes so large that only a few nodes can process a block. Below are eleven
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quotations from the dataset that illustrates scalability as a problem of blockchain. Figure 4.16 demonstrates
eleven quotations that shows Blockchain as a scalable technology.

Figure 4.16 Semantic Linkage of Quotations used for Scalability of the Technology Code

•

Immaturity of the Technology- Blockchain is relatively new to most companies despite the
hype, and its immaturity would increase the switching costs considerably given to other system
components. Organizations need a trusted enterprise solution, mainly because most cost
benefits will not be realized until old systems are decommissioned. Figure 4.17 shows 10
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quotations from the dataset illustrate the technology in its infancy stage. Quotations used for
weaknesses are semantically shown in Figure 4.18.

Figure 4.17 Semantic Linkage of Quotations used for Immaturity of the Technology Code
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Figure 4.18 Semantic Linkage of Quotations used for Weakness

4.2.3
•

Opportunities of Blockchain
Crowdfunding- With the use of cryptocurrencies, blockchain helps raise money from a large
number of users through the use of software or digital-based value tokens offered to investors as
the reward. Blockchain assigns token to an investor through its open-source, decentralized
network, where value token is liquidated funds at the investor’s convenience. Figure 4.19
demonstrates eleven quotations from the dataset identified the capability of the technology to
provide funding. Also, since blockchain serves as intermediaries, when it comes to debt-based
crowdfunding, companies using the technology did not have to worry about the debit percentage
of loan and charge of a loan servicing fee within the network.
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Figure 4.19 Semantic Linkage of Quotations used for Crowdfunding Code

•

Global Possibilities- Blockchain technology gives companies willing to adopt it the
opportunity to access a mixture of resources and assets which is strategically chosen to balance
stability and growth through Global blockchain companies. With the use of blockchain
portfolio managers would not have to worry about the latitude of moving fund’s investments
among the non-U.S. markets and U.S. markets because blockchain presents added security and
relative opportunities within markets. The technology grants business models a chance to be
flexible enough to operate facilities in different countries. With the benefits the technology
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offers, like in Figure 4.10 and Figure 4.11, a company’s supply chain could streamline product
recall across facilities. Figure 4.20 demonstrates eleven quotations that technology would
benefit companies globally.

Figure 4.20 Semantic Linkage of Quotations used for the Global Code

•

International- Blockchain without regulatory bodies (for now) enables companies to trade
products or transactions along their supply chain across-borders between two or more
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countries. Where the technology guarantees immutability and real-time information, industries
with a very complex supply chain like the automotive would benefit the most because
blockchain helps procurement in such industries streamlines the international supply chains.
According to the World Economic Forum report, the World Trade Organization suggests that
“the removal of barriers due to blockchain could result in more than USD 1 trillion of new
trade in the next decade” (The Paypers news, 2018). Four quotations in figure 4.21 suggest that
blockchain could benefit industries.

Figure 4.21 Semantic Linkage of Quotations used for the International Code

•

Markets- Blockchain creates more convenient access to the market for companies willing to
explore it, where entry barriers such as high start-up costs are reduced, and the overall value
chain is streamlined with direct communication without the need for intermediaries. According
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to the markets and market reports, the blockchain market is expected to increase from $1.2
billion in 2018 to $23.3 billion by 2023 at a compound annual growth rate (CAGR) of 80.2%
(markets and markets, 2018). This will give early adopters an advantageous opportunity to
explore the market. Figure 4.22 illustrates the technological benefits in the market with 14
quotations.

Figure 4.22 Semantic Linkage of Quotations used for the Market Code.

•

Business Model- In Figure 4.23, while twenty quotations from the dataset indicate that the
technology has the potential to change business models, three quotations were found to
contradict this fact. Blockchain can offer execution of transactions in a decentralized way,
which has the potential for companies to improve their business model. This aids in markets
where its competitive advantage creates outstanding opportunities. For instance, blockchain
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technology has created ways to integrate other technologies and also created an opportunity
for companies to use decentralized applications where transactions are executed. Codes used
to categorize opportunities are illustrated in Figure 4.24.

Figure 4.23 Semantic Linkage of Quotations used for the Business Model Code
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Figure 4.24 Semantic Linkage of Codes Used for Opportunities

4.2.4
•

Threats of Blockchain
Attacks on Supply Chain- Although blockchain creates various opportunities for companies, its
cryptocurrencies are subject to being hacked by miners or participants having the most control
over the network. Within the supply chain, companies have to ask specific questions like who will
take major control over the entire network because such power can interrupt the recording of new
blocks by preventing other miners from completing blocks. Thus, putting participants at risk during
transactions where the network hash-rate to revise transaction history and prevent new transactions
from confirming is a peril to existing relationships. Figure 4.25 below are 11 quotations that show
the technology is hackable.
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Figure 4.25 Semantic Linkage of Quotations used for the Attacks Code

•

Cryptocurrency Volatility- Companies have no control over daily market trades that might
be influenced by a pandemic disease such as coronavirus or traditional markets by the
Volatility Index, also known as the CBOE Volatility Index. Therefore, since, cryptocurrencies
have smaller market sizes as compared to established forms of currency, using cryptocurrency
creates the potential for high price volatility and manipulation of assets. Where the fluctuating
traded currency is not only determined by the relationship between supply and demand but
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also trades dominated by emotional investors. Figure 4.26 demonstrates four quotations that
illustrates cryptocurrency volatility.

Figure 4.26 Semantic Linkage of Quotations used for the Volatility Code

•

Legal- Blockchain decentralized nature, where nodes that make up a blockchain have no law
surrounding it, unlike the fundamental rights and rules governing national borders. When it
comes to blockchain, with the use of the internet, there is no legal framework that governs
from the level of information and communication to the level of executed transactions and
contracts. In any supply chain, all a customer wants is an end product, whereas a seller wants
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to profit from the transaction: hence, the legality of the product is irrelevant. Figure 4.27
demonstrates eight quotations.

Figure 4.27 Semantic Linkage of Quotations Used for the Legal Code

•

Regulation- In a blockchain network, there is no regulated body, which increases skepticism
from merchants and leads to a decline in accepting digital currencies. The absence of a
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governing body that understands the technical and economic issues driving cryptocurrencies
puts companies in danger of falling prey to fraudulent schemes that might use those
cryptocurrencies during transactions. There were 12 quotations, a researcher’s memo, and
three criticizing quotations from the dataset in Figure 4.28.

Figure 4.28 Semantic Linkage of Quotations Used for the Regulation Code

•

Mining Issues- During this categorization, the researcher considered miners as external factors
in most industries that have enough power to mine each block. Therefore, when miners try to

89

create a new block, the speed of transactions on a blockchain is reduced, leaving blocks
unvalidated and prone to hackers. Cyber thieves have adopted a ransomware-like tactic to
extract cryptocurrencies from people’s computers remotely, leaving participants along the
value chain vulnerable. Figure 4.29 illustrates quotations from the dataset, four quotations that
outline these issues.

Figure 4.29 Semantic Linkage of Quotations Used for the Mining Issues Code

•

Disruptors- Figure 4.30 illustrates 19 quotations indicating that blockchain will revolutionize
each industry. The technology’s application has deemed itself to affect the way the market or
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industry functions significantly. Blockchain’s presence will alter the way companies conduct
business and negatively impact those unwilling to adopt it. Quatations used to categorize threat
are shown in Figure 4.31.

Figure 4.30 Semantic Linkage of Quotations Used for the Disruptors Code
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Figure 4.31 Semantic Linkage of Codes Used for Threats
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CHAPTER 5
CONCLUSION
This chapter summarizes the overall findings of the study and provides recommendations to chosen
industries. The relationship between variables or codes was investigated and discussed using the Atlas.ti
analysis tools in the code co-occurrence table. Also, using the Atlas.ti analysis tools, a code-document
table was used to compare the strengths, weakness, opportunity, and threats among chosen industries.
Based on Figure 5.1, the study of this thesis concludes with the following conclusion per industry under
consideration.

Figure 5.1 A Comparison of SWOT Analysis Across Chosen Industries
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•

Automotive Industry: The automotive industry had 153 quotations, where Atlas.ti identified
the strengths of the technology as 94.63, weaknesses as 5.05, threats as 13.88, and
opportunities as 21.45. This means that the strengths of blockchain technology would help the
automotive industrial supply chain where each identified strength aids in creating vast
opportunities for the industry. Blockchain technology in the automotive industry would solve
the current problem of industrial safety, not only within transactions but also in giving
authentication to components used by OEMs or car manufacturers, which could solve most
quality and performance issues related to the industry. However, the industrial chain should
be mindful of the risks involved in using the technology, such as low adoption from existing
vendors and unwillingness from customers to learn how to use the technology.

•

Finance Industry: The finance industry had 145 quotations, where Atlas.ti identified the
strengths of the technology as 58.87, weakness as 12.18, threats as 43.65, and opportunities as
20.3. This means that the strengths of blockchain technology in the finance industry will help
its supply chain while creating significant opportunities for the industry. Blockchain in the
finance industry would enable customers to have transparent and real-time information on
transactions. The technology would create transparency along its value chain and increase
security. Also, the technology saves the industry money: rather than spend billions to access
and store KYC, blockchain’s immutable nature performs this function by cryptographically
collecting data from multiple service providers authorized to be on the network. However, the
industrial chain should be conscious of the risks such as the technology’s currency being
subject to attacks and the lack of a regulatory body that governs the exchange currencies.
Internally; companies should be aware of constraints posed by the technology.
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•

Food Industry: The food industry had 145 quotations, where Atlas.ti identified the strengths
of the technology as 73.76, weakness as 16.7, threats as 25.05, and opportunities as 19.48. This
means that blockchain technology strengths will help the food industry’s supply chain where
such strengths can help create favorable external opportunities for the industry. Everyone along
the supply chain in the food industry using blockchain will gain from its use because the
technology provides end-to-end traceability, visibility, and trusted means to handle products.
The technology allows transparency of products along the value chain, which in turn promotes
safety. However, the industrial chain should be aware of the risks involved in using technology,
such as low adoption from existing vendors and unknown legal rights of the technology. Even
though mining could take place in any country or state, where products are tempered with,
there will be nobody to sue. Internally, companies should be on the lookout for constraints,
which the technology could create as a result of unpreparedness.

•

Healthcare Industry: The healthcare industry had 185 quotations, where Atlas.ti identified
the strengths of the technology as 74, weakness 8, threats 33, and opportunity 20. This means
that the strengths of blockchain technology will help the healthcare industry supply chain
where such strengths can help minimize risks and take possible advantage of opportunities for
the industry. With the use of blockchain, inventories along the supply chain are visible and can
be tracked in real-time, thereby making the periodic automatic replenishment (PAR) level
easily available when needed. Blockchain provides patients control over their data. However,
the industrial chain should be aware of the risks such as: low adoption from existing vendors,
cryptocurrency volatility, and unknown issues from miners of the technology. Internally,
companies should be on the lookout for constraints, which blockchain technology could create
as a result of a lack of proper risk analysis.
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5.1

Recommendations
In general, the strengths of the technology outweigh the weakness; although there are potential

threats, there are also potential opportunities created by blockchain. Therefore, companies willing to adopt
the technology will have a competitive advantage, varying from one industry to another. Thus, such
companies might have a well-recognized brand name while another could have loyal customers as an
added advantage from the technology. Blockchain technology would also revolutionize the strategies
companies are currently using.
Blockchain technology will play a critical part in improving efficiency; therefore, industrial chains
must assess the above SWOT analysis before implementing the technology in order to develop
contingency plans while using the technology. Currently, there is a need to reduce supply-chain costs
where blockchain could help solve and offer tailored strategies leading to competitive market advantages.
The study has presented possible industrial weaknesses that if not identified and tackled early will limit
the industry’s performance and prevent it from reaching its optimal level. Therefore, the chosen industries
should consider improving the identified weaknesses to stay competitive while using blockchain
technology. The study also presented favorable external factors that could bring rise to optimal
competitive advantage for industries and help develop plans that would protect value chains from potential
harm. Where extra measures are put into play to prevent negatively affecting factors occurring externally;
thus, it is any company’s responsibility to hinge against these factors presented in this study.
The future research intended to test the framework statistically should collect data by developing
a set of survey questions and sending it across different organizations within the healthcare, financial,
automotive, and food industries supply chains. Where a relationship between variables or codes
investigated using the Atlas.ti analysis tool in the code co-occurrence table presents variables such as
blockchain as an opportunity for the development of a business model as a disruptor, it increases
transparency, traceability, security, and eliminates intermediaries. An unbiased analysis is possible by
96

maintaining equal proportions of the small, medium, and large firms in the dataset. The survey questions
are developed in a way to be able to scale each variable, either numerically or categorically. Based on the
response rate for the survey, interviews can also be conducted to gather the required data. Regression can
be used to understand the relation between the dependent and independent variables.
Also, another area for research would be collecting data by developing a set of survey questions
and sending across different organizations to check for blockchain technological barriers of adoption
within supply chains. In a rudimentary analysis of the binary output variable, i.e., Adoption of the
blockchain, logistic regression can be useful as a primary tool.
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