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The method broadly includes generating a frequency hopping pattern spanning a number of time hops and signal
frequencies, generating a signal incorporating the frequency
hopping pattern, and transmitting the signal. The frequency
5 hopping pattern may be adaptively dependent upon channel
FEDERALLY SPONSORED RESEARCH OR
state information for each of the signal frequencies.
DEVELOPMENT
An additional embodiment of the present invention is
directed to another method of transmitting data over a
This invention was made with government support under
wireless communication network. The method includes genGrant #R51249 awarded by the U.S. Air Force Research
Laboratory, Grant #R51255 awarded by the United States 10 erating a signal, encrypting the signal, modulating the signal
via an M-ary phase shift keying scheme, generating an initial
Air Force Asian Office of Aerospace Research and Develfrequency hopping pattern spanning a number of signal
opment (AOARD), and the 2015 Air Force Summer Faculty
frequencies and time hops, incorporating the frequency
Fellowship. The United States government has certain rights
hopping pattern into the signal, transmitting the signal,
in the invention.
15 adapting the signal according to a channel statistics depenFIELD
dent frequency hopping pattern influenced by partial band
tone interference, and continuing to transmit the signal
The present invention relates to systems and methods for
according to the channel statistics dependent frequency
generating adaptive frequency hopping patterns for wireless
hopping pattern.
20
communications.
This s=ary is provided to introduce a selection of
concepts in a simplified form that are further described
BACKGROUND
below in the detailed description. This s=ary is not
intended to identify key features or essential features of the
Frequency hopping refers to the transmission of wireless
claimed subject matter, nor is it intended to be used to limit
signals by rapidly switching frequencies using a pattern 25 the scope of the claimed subject matter. Other aspects and
known to both the transmitter and the receiver. Most existing
advantages of the present invention will be apparent from
frequency hopping patterns are determined by two encrypthe following detailed description of the embodiments and
tion keys, including one for the frequency domain and
the accompanying drawing figures.
another for time permutation in the time domain. Such
frequency hopping is beneficial because it reduces interfer- 30
BRIEF DESCRIPTION OF THE DRAWING
ence and/or noise and, thus, improves the success rate of
FIGURES
signal packet transmission when transmitting a signal over a
wireless communication network.
Embodiments of the present invention are described in
Both frequency-hopping and time-permutation keys used
detail below with reference to the attached drawing figures,
in the communications can reduce the probability of detec- 35 wherein:
FIG. 1 is a schematic illustration of a transmitting unit, a
tion by malicious interferers or eavesdroppers; however,
they cannot reduce the probability of hits in frequency by an
satellite, and a receiving unit communicating over a wireless
communication network in accordance with an embodiment
interferer. This is because the frequency hopping pattern
of the present invention;
generated by the existing methods is generally random (i.e.,
uniformly distributed over the entire spectruni) and inde- 40
FIG. 2 is a flow diagram of signal transmission over the
wireless communication network of FIG. 1;
pendent of channel conditions.
FIG. 3 is a continuation of the flow diagram of FIG. 2;
Recently, a dynamic frequency hopping pattern instead of
a fixed frequency hopping pattern was adopted in the IEEE
FIG. 4 is a graph of an exemplary frequency hopping
802.22 standard for cognitive radio-based wireless area
pattern; and
network (WRAN) applications. A multiple-access (MA) 45
FIG. 5 is a flow diagram of channel statistics frequency
user's signal hops between frequencies sequentially and
hopping pattern generation in accordance with an embodicyclically in the entire spectrum, and different MA users use
ment of the present invention;
different sequence start times to avoid collisions. However,
FIG. 6 is a flow diagram of interference frequency hopping probability vector generation in accordance with an
such dynamic frequency hopping patterns are independent
of interference conditions, and a user's signal spectruni 50 embodiment of the present invention; and
FIG. 7 is a flow diagram of signal frequency hopping
occupies the entire spectruni. Therefore, the spectrum can
cause interference with the same probability as the random
probability vector generation in accordance with an embodifrequency hopping pattern by partial band tone interference
ment of the present invention.
(PBTI). In addition, the frequency hopping pattern is cyclic,
The drawing figures do not limit the present invention to
and thus an interferer can detect the frequency hopping 55 the specific embodiments disclosed and described herein.
The drawings are not necessarily to scale, emphasis instead
pattern of a user with high probability.
being placed upon clearly illustrating the principles of the
SUMMARY
invention.
SYSTEM AND METHOD FOR CHANNEL
PROBABILITY MASS FUNCTION
DEPENDENT FREQUENCY HOPPING

The present invention solves the above-described prob!ems and provides a distinct advance in the art of frequency
hopping sequence generation. More particularly, the present
invention provides a system and method for transmitting
signals via adaptive channel statistics dependent frequency
hopping.
An embodiment of the present invention is a method of
transmitting data over a wireless communication network.

60
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DETAILED DESCRIPTION OF THE
EMBODIMENTS
The following detailed description of the invention references the accompanying drawings that illustrate specific
embodiments in which the invention can be practiced. The
embodiments are intended to describe aspects of the invention in sufficient detail to enable those skilled in the art to
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practice the invention. Other embodiments can be utilized
medium. More specific, although not inclusive, examples of
and changes can be made without departing from the scope
the computer readable medium would include the following:
a portable computer diskette, a random access memory
of the present invention. The following detailed description
is, therefore, not to be taken in a limiting sense. The scope
(RAM), a read only memory (ROM), an erasable, programof the present invention is defined only by the appended s mable, read only memory (EPROM or flash memory), and
claims, along with the full scope of equivalents to which
a portable compact disk read only memory (CDROM), and
combinations thereof.
such claims are entitled.
In this description, references to "one embodiment", "an
The intermediate nodes may be cellular towers, satellites
embodiment", or "embodiments" mean that the feature or
(as shown in FIG. 1), relay stations, repeaters, computing
features being referred to are included in at least one 10 devices (such as the ones described above) acting as relays,
or any other unit configured to receive a wireless commuembodiment of the technology. Separate references to "one
embodiment", "an embodiment", or "embodiments" in this
nication signal and transmit the signal to another relay or to
description do not necessarily refer to the same embodiment
one of the receiving units 14. The intermediate nodes may
and are also not mutually exclusive unless so stated and/or
also be environmental objects such as buildings, ground
except as will be readily apparent to those skilled in the art 15 surfaces, clouds, and other objects.
from the description. For example, a feature, structure, act,
The receiving units 14 may be any computing device such
etc. described in one embodiment may also be included in
as the computing devices described above and are configother embodiments, but is not necessarily included. Thus,
ured to receive communication signals. For example, the
receiving units 14 may be a "ground station" or other
the present technology can include a variety of combinations
and/or integrations of the embodiments described herein. 20 computing device including a processor, memory, transmitTurning now to the drawing figures, and particularly
ter (e.g., transceiver), and/or other electronic circuitry or
FIGS. 1-3, a wireless communication system 10 constructed
hardware or computer software (as described above) for
in accordance with an embodiment of the invention is
receiving signals, decoding signals, and demodulating sigillustrated. The wireless communication system 10 broadly
nals. The receiving units 14 may also generate frequency
includes one or more transmitting units 12 and one or more 25 hopping patterns as described below.
receiving units 14. The wireless communication system 10
Turning again to FIGS. 2 and 3, a signal may be transmay employ intermediate communication nodes between
mitted according to the following steps. It will be understood
the transmitting units 12 and the receiving units 14 for
that steps may be performed in different orders or simultacommunicating over a wireless communication network 16,
neously. Some steps may be omitted in certain embodiments
as described below.
30 and additional steps may be incorporated without limiting
The transmitting units 12 may be mobile smartphone
the scope of the invention.
devices, cellular devices, personal digital assistants, tablets,
First, a transmitting unit 12 generates a signal to be
transmitted from user i (reference number 100), as shown by
laptops, computers, radios, walkie-talkies, or any other
block 102.
device configured to communicate over the wireless com35
The transmitting unit 12 then encodes the signal via
munication network 16.
encryption or other suitable encoding protocol, as shown by
The wireless communication network 16 may be any
wireless communication network such as a local area netblock 104.
The transmitting unit 12 also modulates the signal via
work, a wide area network, the internet, an intranet, or
M-ary phase shift keying (MPSK) or other suitable moduwireless networks such as the ones operated by AT&T,
Verizon, or Sprint. The wireless communication network 16 40 lation scheme, as shown by block 106.
The transmitting unit 12 also receives a channel statistics
may also be combined or implemented with several different
networks.
dependent frequency hopping pattern and superimposes or
The transmitting units 12 generate and transmit wireless
embeds the frequency hopping pattern onto the signal, as
communication signals and may be a "ground station" or
shown by block 108.
other computing device including a processor, memory, 45
The transmitting unit 12 then transmits the signal over the
wireless network 16, as shown by block 110.
transmitter 18 (e.g., transceiver), and/or other electronic
The signal may be subjected to fading, additive white
circuitry or hardware or computer software for encoding the
signals, modulating the signals, and transmitting the signals.
Gausian noise, and/or interference, as shown by block 112.
The processor may implement an application or computer
The receiving unit 14 receives the signal and generates a
program to perform some of the functions described herein. so channel statistics dependent frequency hopping pattern, as
The application may comprise a listing of executable
shown by block 114. Generation of the adaptive channel
instructions for implementing logical functions in the user
statistics dependent frequency hopping pattern is described
in more detail below.
device. The application can be embodied in any computer
The frequency hopping pattern is then transmitted from
readable medium for use by or in connection with an
instruction execution system, apparatus, or device. The 55 the receiving unit 14 and to the transmitting unit 12, as
various actions and calculations described herein as being
shown by block 116. The transmitting unit 12 may then
apply the adaptive channel statistics frequency hopping
performed by or using the application may actually be
performed by one or more computers, processors, or other
pattern to the signal as the transmitting unit 12 continues to
computational devices, independently or cooperatively
transmit over the wireless communication network 16.
60
Turning to FIG. 4, a simplified graphical example of a
executing portions of the application.
The memory may be any computer-readable medium that
frequency hopping pattern is shown. The frequency hopping
can contain, store, communicate, propagate, or transport the
pattern (shown in solid linetype) spans eight time slots (e.g.,
application for use by or in connection with the instruction
a frame) and two frequency channels. The frequency hopexecution system, apparatus, or device. The computer readping pattern also has one symbol (data chunk) per time hop.
able medium can be, for example, but not limited to, an 65 An interference pattern (shown in dashed linetype) is shown
electronic, magnetic, optical, electro magnetic, infrared, or
spanning the same frequencies and occasionally interfering
semiconductor system, apparatus, device or propagation
with the signal by occupying the same frequency and time
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slot as the signal (represented by "hits"). Adapting the signal
according to the channel statistics influenced by the interference pattern is one of the goals achieved by the present
invention.
Turning to FIGS. 5-7, generation of the adaptive channel
statistics dependent frequency hopping pattern will now be
described. First, an interference frequency hopping probability vector may be determined, as shown by block 200 of
FIG. 5 and in more detail in FIG. 6.
Next, a signal frequency hopping probability vector may
be determined based on the interference frequency hopping
probability vector, as shown by block 202 of FIG. 5 and in
more detail in FIG. 7.
A frequency hopping pattern based on the interference
frequency hopping probability vector and signal frequency
hopping probability vector may then be determined, as
shown by block 204.
The signal may then be modified according to the frequency hopping pattern, as shown by block 206.
Determination of the interference frequency hopping
probability vector will now be described. First the signal
energy received in each time hop is calculated, as shown by
block 300 (FIG. 6). That is, the signal-to-noise ratio is
measured at each time hop.
The received signal-to-noise ratio (SNR) for the signal for
time hop may be compared to a threshold, as shown by block
302. If the received SNR for the signal in a given frequency
is greater than the predetermined threshold, that frequency is
deemed to be uncompromised, as shown by block 302A. If
the received SNR from the frequency is less than a predetermined threshold, that frequency is deemed to be compromised, e.g., via interference, as shown by 302B.
The number of frequency hops that are compromised for
each frequency during a frame of multiple time hops is
counted, as shown by block 304.
The probability that a frequency itself is compromised is
then determined, as shown by block 306. For example, the
probability that a frequency is compromised may be equal to
the number of time hops compromised divided by the
number of frequency hops per frame.
Determination of the signal frequency hopping probability vector will now be described. First, an actual number of
time hops is calculated based on the number of frequency
hops per frame, as shown by block 400 (FIG. 7).
The number of signal frequencies with negligible probabilities of being compromised may then be counted, as
shown by block 402. If this number is not zero, then a signal
frequency hopping probability vector based on the interference frequency hopping probability vector may then be
determined using a Typical Sequence such that the chance of
using any one of the signal frequencies with negligible
probabilities of being compromised is equal to the chance of
using any other one of the signal frequencies with negligible
probabilities of being compromised, as shown in block 404.
Conversely, if the number of signal frequencies with negligible probabilities of being compromised is zero, then a
Typical Sequence may be generated such that the chance of
using any one of the signal frequencies is inverse of the
probability of any one of the signal frequencies being
compromised 406.
In determining the Typical Sequences above, Core Typical Sequences may be used. That is, if the number of signal
frequencies with negligible probabilities of being compromised is not zero, a Core Typical Sequence may be used
such that the chance of using any one of the signal frequencies with negligible probabilities of being compromised
multiplied by the number of time hops per frame is equal to

the number of time hops per frame divided by the number of
signal frequencies with negligible probabilities of being
compromised. If the number of signal frequencies with
negligible probabilities of being compromised is zero, a
Core Typical Sequence may be used such that the chance of
using any one of the signal frequencies is inverse of the
probability of any one of the signal frequencies being
compromised multiplied by the number of time hops per
frame.
Turning again to FIGS. 2-6, an analytical discussion of the
generation of the channel statistics dependent frequency
hopping pattern (described above) follows. It will be understood that many of the equations, parameters, and assumptions used herein are merely for illustration purposes and are
not intended to limit the scope of the invention.
In the following discussion, neither instantaneous channel
state information (CSI) nor quasi-static CSI is assumed.
Instead, the statistical information of CSI at each tone
frequency may be used. At the end of each data frame, the
number of time hops that are compromised at each tone
frequency in the entire spectrum may be counted. The SNR
may be measured at each time hop. If the measured SNR is
lower than a predetermined threshold, it can be assumed that
the frequency hop has been compromised. In practice, a
frequency hopping system may employ multiple hops per
frame such as 320 hops/frame. This number would be
sufficient to approximate the probabilities of each tone
frequency having interference by taking a single frame or a
certain number of data frames (i.e., an epoch). These probabilities are not likely to change quickly. Hence, channel
statistics are available for use in generating a channel
statistic dependent frequency hopping sequence.
Notations for the following discussion are as follows. The
expectation of a random variable X may be denoted as E[X];
a vector is denoted by the bold lower case, e.g., x; the
transpose of a vector is denoted as xr; the norm of a vector
is denoted as llxll; the magnitude of a complex number is
denoted as lxl; the largest integer smaller than or equal to a
number is denoted as lx J; the inner product between two
vectors is denoted as ( x,y) .
In reference to the signal transmitted between the transmitting unit 12 and receiving unit 14, a message Wis drawn
from the index set {1, 2, ... , 2R}, where R denotes the
transmission data rate, and a channel encoder maps the
drawn message into a codeword Xn(W) and transmits it
through a discrete memoryless channel (DMC) p(ylx). Then,
the receiving unit 14 receives a random sequence yn with
channel transition probability p(ynlxn). This can be written
as
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The decoder then decodes the received codeword yn into an
estimate of message W.
In this discussion, a DMC model is adopted and one
symbol (of multiple bits) transmission per hop is assumed.
The results are still applicable for multiple symbols per hop
because each transmitted and received symbol is independent of each other due to a memoryless channel. Also, the
DMC model assumes a hard decision value at the demodulator, where each received symbol signal is demodulated
individually for the decoder instead of using the received
soft value.
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For numerical results, an MPSK symbol may be assumed
to be transmitted through a Rician fading channel with
Rician factor K under additive white Gausian noise
(AWGN) and partial band tone interference (PBTI) environments (block 112 of FIG. 3). Other modulations such as
M-ary quadrature amplitude modulation (MQAM) and other
fading such as Rayleigh and Nakagami may also be
included. Furthermore, it may be assumed that the receiver
14 measures the SNR at every hop (block 300 of FIG. 5) and
compares it with the required SNR threshold Th (block 302).
If the received SNR over a hop is smaller than Th, then it is
assumed that the signal during the hop is interfered with by
PBTI or friendly multiple access (MA) users. The receiving
unit 14 counts the number of compromised hops at each
frequency hopping tone frequency f,, i=0, ... , Nrl (block
304), and calculates the ratio of the number of compromised
hops over the total number of hops at the end of a certain
period such as an epoch or a data frame of Nh =320 hops
(sufficient to represent the compromised probability). The
ratio at the frequency hopping tone frequency f,, for
i=0, ... , Nrl is denoted asp/ (306). This probability may
be represented as

ability 1 is the same as the tone location of PBTI with
minimum probability. This can be written as

Pr(tone f; is compromised via a PET/)
1

P;

=

=

where
10
.

J = arg

= argmin (p 1 , PS)

15
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45

PS

under probability constraints p/2:0, i=0, ... , Nrl, and
( 1,ps) =~,~ 0N1- 1 p,S=l where 1=(1, ... , If.
An optimum signal frequency hopping probability vector

.

nun

ic{o.1 ..... Nr1)

Number of hops compromised at tone f;
Total number of hops in a data frame ·

The interference probability frequency hopping vector pJ=
(p/, ... , PN /l may be constructed, as shown in block
200, and it mfy be assumed that the interference probability
is available at the transmitting unit 12 for the next data frame
transmission through feedback from the receiving unit 14.
Having calculated an interference probability frequency
hopping vector, a signal frequency hopping probability
vector may be calculated (block 202). For illustrative purposes, an optimum signal frequency hopping probability
vector ps=(p 0 s, ... , PN 1 sir may be constructed, which
maximizes the channel ciq,acity and minimizes the symbol
error rate (SER) of the frequency hopping signal for a given
interference probability. This can be written as

P~pt

5

50

J

P;.

If there are multiple tones in pJ with minimum probability,
then any one of them can be used for the single-tone location
with probability 1. The optimum signal frequency hopping
pattern therefore is just a single tone (i.e., no frequency
hopping) located at the tone frequency used by PBTI with a
minimum probability. If the transmitting unit 12 employs
this optimum strategy, then both the probability of hits
(interference) and the SER can be minimized. However, a
malicious interferer can detect with high probability which
single tone the transmitting unit 12 is using. The signal in
this case would be exposed to the interferer or an eavesdropper with a high probability of detection. Hence, another
frequency hopping pattern that can achieve both a low
probability of hits and a low probability of detection may be
desired.
Typical Sequence based signal frequency hopping patterns (discussed in blocks 402-406) overcome this problem.
A signal frequency hopping probability vector psis denoted
by Puniform s and P,nvers/ for Core Typical or Typical
Sequence based frequency hopping pattern generations,
respectively. The i'h component Pi,invers/ of P,nvers/ represents the ratio (or probability) of the number of hops that the
channel frequency f, is used by the transmitter over the total
number of hops in a data frame. The P,nvers/ is obtained by
taking the inverse of the interference frequency vector pJ.
Typical Sequences, and the special cases of Core Typical
Sequences, will now be defined. For a Typical Sequence, the
Typical set AE (n) with respect to the probability mass function p(x) is the set of sequences (x 1 , . . . , xn)E X n having the
property 2-n(H(X)+E)sp(x 1 , . . . , xn)s2-n(H(X)-E) where E is a
positive small number, x is the alphabet of random variable
X, and H(X) is the entropy ofX, such that H(X)=-~xExp(x)
log 2 p(x). Here, the random variable X does not represent the
transmitted symbol but rather the frequency channel used by
the frequency hopping system at the current hop. Also, the
alphabet ofX is x={f0 , . . . , fN 1 }. The sequence length is
n=Nh number of hops in a data frame, which is a sufficiently
large number. The Typical Sequence with the empirical
entropy

55

which simultaneously maximizes the channel capacity and
minimizes the SER for a given frequency hopping probability vector, and satisfies the probability constraints

60
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may be found by using a single-tone frequency with probability 1. The location of the single signal tone with prob-

is E-close to the true entropy H(X). Entropy means the
uncertainty, and it is desirable to enhance the uncertainty of
the frequency hopping pattern so that an interferer may have
a low detection probability.
The number of Typical Sequences is approximately equal
to rH(X) and is bounded between rCH(X)-E) and rCH(X)+E).
Hence, the number of Typical Sequences is exponentially
growing with the frequency hopping pattern length n. How-
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ever, it is not necessary to search all of these Typical
Sequences for a finite number of multiple access users.
Instead, the search can be restricted to a set of Core Typical
Sequences. The number of frequencies f, being used in a data
frame of Nh can be denoted as n,. If n,=lp,SNhJ, i.e.,

being used, and j=O, ... , Nurl. Alternatively, a Core
Typical Sequence may be generated using

5

S
S
=Prr,···,Prr
(
0

S

llj

P; "Nh

10

for all i=O, 1, ... , Nrl and ~,~ 0Nr 1n,""Nh, then the Typical
Sequence is a Core Typical Sequence. All Core Typical
Sequences have the same properties. For example, all Core
Typical Sequences have the same probability of being hit by
partial band tone interference, and they are the E-closest to
the true entropy H(X), i.e.,

15

)T =(l/Nw, ...

Nw-1

T

,1/Nw).

That is, a tone frequency f,, where p,,s·Nframe=NframiN UJ is
1
used. A uniform number generator or hopping keystream
from an end cryptographic unit (e.g., receiving unit 14) may
be used to find a time hop location of f,, in frame for
j=O, ... , Nurl. If the number ofuncomproinised frequencies in the entire spectrum is zero (refer to block 406), then
inverse probabilities are computed and used as signal frequency hopping probabilities where

1 / pf
Nrl

.Z.: 1 / P}

20

is the smallest among all Typical Sequences oflength Nh for
a given probability mass function of p(x) of X. When
n,=lp,SNhJ is ordered with Ila as the largest, the number of
Core Typical Sequences is calculated as

25

30

Thus, an empirical partial band tone interference frequency
hopping probability mass vector pJ with low complexity
may be obtained.
With reference to FIG. 5 and the above Typical Sequence
analysis, a signal frequency hopping probability mass vector
ps of signal frequency hopping random variable X may be
determined as follows. First, an interference frequency hopping statistics vector pJ=(p/, ... , PN /l is obtained for
every data frame (or epoch) using a fignal to noise ratio
threshold test performed at every hop, where p/ denotes the
ratio of number of compromised hops at frequency f, over
total number of hops per frame (or epoch) (block 300). Then
frequencies f,, with negligible probabilities Osp,,JsE for
1
small positive E maybe found (blocks 302-306). In other
words, uncompromised frequencies that an interfering actor
has never used or has used with very low probability may be
found. The number of uncompromised frequencies in the
entire spectrum may be denoted Nw (block 402). If the
number of uncompromised frequencies in the entire spectrum is not zero (refer to block 404), then entropy H(X) may
be computed and a Typical Sequence using

35

40

j=O

for i=O, ... , Nrl. Then, entropy H(X) ofX using P,nvers/
is computed. A Typical Sequence of which values are in the
range between f0 and fN 1 with probabilities P,nvers/
i=O, ... , Nrl is generated. Alternatively, a Core Typical
Sequence using P,nvers/ may be generated. That is, tone
frequency f, with P,nvers/·Nframe number of times during
frame i=O, ... , Nrl is used, where the number of hops per
frame is denoted as Nframe· A uniform number generator or
hopping keystream coming from an end cryptographic unit
(e.g., receiving unit 14) may be used to find hop location of
f, for i=O, ... , Nrl.
Note that for multiple frequency hopping pattern generations for Nu number of multiple access users, Hamming
distances between generated frequency hopping patterns for
user k and user 1 should be as maximum as possible in order
to minimize or avoid multiple access interference (MAI).
Note also that when all multiple access users (MAU) generate their frequency hopping patterns using the same signal
frequency hopping vector ps=(p/, . . . , PN 1 sir, the
maximum number of multiple access users that can be
supported by the frequency hopping system with no multiple
access interference may be calculated as

45

Nu.max

with= MAI

=

l~{ j
SJ

max Pi
;

50

where i=O, ... , Nrl.
Symbol error probability of frequency hopping M-ary
phase shift keying (MPSK) under Rician fading and partial
band tone interference can be determined as

55
S

S

= ( Prro• •··, PrrNur!

)T = (1/Nw,

... , 1/Nw)

T
1

1

Pee= "

may be generated. Values of which are in the range between
~~

~
UJ

Pu

I
I

M-!)rr/M

0
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o

0
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Slll

r

(1 +K)
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7r

with equal probabilities p,,s=l!Nw. In this case, X denotes
a random variable of frequency hopping tone frequency

(1 + K) + -.-2-Y1

(M-!)H/M

1

exp

g

Slll

(1

+ K) +

j

r

(1 + K)
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~nd YJ and YN denote, respectively, the average signal-tomterference-plus-noise ratio (SINR) when compromised
and the average SNR when uncompromised. These are

12

probability at each hopping frequency of said signal
probability mass function, wherein the hopping
sequence is a core typical sequence;
permuting said core typical sequence;
generating a frequency hopping pattern according to the
_
1 l ),;;-f'ieK
_12 [(l+K)lo-)+Kfi(-)]and
(K
K
permuted core typical sequence;
Y1=(
l
---+-2
2
defining a pool of all frequency hopping pattern candif3Es IN 1
Es IN o
dates via said signal probability mass function and an
information theory based typical sequence;
2
Es ,Y
(K)
K
YN = No
selecting a subsequent frequency hopping pattern from
2 e-K/ (1 + K)lo 2 + K/1( 2 )],
the pool of frequency hopping pattern candidates such
that said subsequent frequency hopping pattern is adapwhere Io(x) and 11 (x) are the zeroth-order and first-order
tively dependent upon said interference probability
modi~e~ Bessel function of the first kind, respectively, K is
mass function spanning over said plurality of signal
the R1crnn factor, EJN0 =(log 2 M) Eb/N0 is the symbol- 15
frequencies;
energy-to-~oise power spectral density ratio. EJNJ=(log 2
incorporating said subsequent frequency hopping pattern
M) Eb/NJ 1s the symbol-energy-to-interference power specinto said signal; and
tral density ratio, Eb is the bit energy, and~ denotes the PBTI
transmitting the signal.
fraction ratio, which is related to the probability of being
2. The method of claim 1, wherein the signal is received
20
interfered with_or hit_through ~=(l-Nu~f).
by
a receiving unit and the subsequent frequency hopping
The present mvent10n advantageously improves the propatterns are generated by the receiving unit via the generated
cess_ of wi:eless signal transmission. For example, the presfrequency hopping pattern index information upon receiving
e~t 1_nvent10n may be used for reducing the probability of
the signal.
h~ts 1~ frequency by an interferer and safeguarding commu~. The method of claim 1, wherein the step of determining
n~catJ~ns more effectively. The present invention also pro- 25
an mterference frequency hopping probability mass function
v1des improved performance under multiple access interferincludes the steps of:
ence.
measuring a signal-to-noise ratio at each time hop and at
Although the invention has been described with reference
each frequency; and
to the embodiments illustrated in the attached drawing
if the measured signal-to-noise ratio is lower than a
figures, it is noted that equivalents may be employed and 30
predetermined threshold, count the current time hop as
substitutions made herein without departing from the scope
being compromise,
of the invention as recited in the claims.
wherein an interference frequency hopping probability
Having thus described various embodiments of the invenmass function value at a given frequency during a
tion, what is claimed as new and desired to be protected by
current epoch time interval is the ratio of the number of
35
Letters Patent includes the following:
compromised hops over the total number of hops at the
1. A method of transmitting data over a wireless commugiven frequency in the current epoch time interval.
nication network, the method comprising the steps of:
4. The method of claim 1, wherein groups of time hops
generating a signal divided into epoch time intervals and
co1?prise an epoch time interval, and the step of determining
further divided into time hop intervals;
performing a compromised measurement at each of said 40 an mterference frequency hopping probability mass function
includes the step of counting a number of time hops comtime hop intervals of one of said epoch time intervals;
promised at each signal frequency.
determi~ing an interference probability mass function by
5. The method of claim 3, wherein the step of measuring
countmg a number of compromised time hops at the
a signal-to-noise ratio is measured at the end of each time
one of said epoch time intervals;
determin_ing a signal probability mass function having a 45 hop, and the value of said interference frequency hopping
~robabil)ty mass function at each frequency for each epoch
small inner product between said signal and said intermterval 1s measured at the end of each epoch time interval.
ference probability mass function;
~- The method of claim 4, wherein the step of determining
applying an inverse method to said interference probabilan
mterference frequency hopping probability mass function
ity mass function to find said signal probability mass
50 is performed for an individual epoch time interval.
function;
7_. The method of claim 4, wherein the step of determining
generating a hopping sequence by determining a number
an mterference frequency hopping probability mass function
of time hops to be used during said epoch time interval
is performed over a number of epoch time intervals.
at each hopping frequency, the time hops being determined by multiplying said epoch time length to the
* * * * *
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