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ABSTRACT
Mobile phone use is ubiquitous in the healthcare setting and as a result, mobile
health applications targeted for clinician use have proliferated. However, there is currently
a lack of guidance to evaluate these types of applications (Dwivedi et al., 2017). This study
used an eight-step method to develop and validate a heuristic checklist to evaluate clinicaldecision-support mobile applications (mCDSapps) for their usability and safety for point of
care use. The new mCDSapp checklist was evaluated against a control checklist specific to
mobile interfaces through heuristic evaluation of two mCDSapps (MDCalc Medical
Calculator and Evidencio). Evaluators using the mCDSapp-specific checklist identified more
usability issues, including mCDSapp domain-specific issues, and issues that were
considered critical to the evaluation of mCDSapps, than the evaluators using the control
checklist. Feedback received during validation resulted in 83 adaptations, six eliminations,
and five new questions. The new checklist was also evaluated through expert judgment by
a Human Factors Practitioner from the healthcare domain and two attending physician
hospitalists with human-factors knowledge. Based on feedback at this stage in the
validation process, eight adaptations were made, and one question was eliminated. User
testing was conducted with representative users on MDCalc and Evidencio to compare
usability issues found with those identified through heuristic evaluation. Usability issues
identified in the user testing mostly overlapped with the issues detected during the
heuristic evaluation, however, unique findings contributed to the addition of three new
checklist questions. The final mCDSapp heuristic checklist includes 282 questions grouped
into 13 heuristic categories.
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CHAPTER 1
INTRODUCTION
Healthcare is a dynamic system that continues to grow in complexity as it advances.
One of the most vital components of high-quality patient care is effective clinical decision
making (Croskerry, 2002), which requires clinicians to evaluate both clinical and
nonclinical information to determine their next step in patient care. This process is made
more complex due to variability of available information and clinical expertise (Hine,
Farion, Michalowski, & Wilk, 2009). With the growth of new technology in the medical field,
two rising areas of increasing complexity are interconnected healthcare information
technology, such as clinical decision support which aids a clinician in diagnosis and
treatment decisions, and sociotechnical systems, which is the interaction between people
and technology (Carayon, 2006; Pelayo & Santos, 2016). These areas are interdependent
and made more complicated by other factors, such as work practices and the physical
environments of healthcare (Pelayo & Santos, 2016). There has also been a surge in
smartphone use within the medical setting (Statista, 2018) and as a result, an increase in
the number of mobile health applications available to clinicians (Boulos, Brewer,
Karimkhani, Buller, & Dellavalle, 2014) and physician adoption of these apps (Physicians
Practice Staff, 2018).
At the intersection of traditional clinical decision support and smartphone use in
clinical settings is the development of clinical decision support mobile applications, which
is a steadily increasing area within mobile health (Dwivedi, Ghahramani, & Mahapatra,
2017). These applications typically fall within categories related to patient screening and
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diagnosis as well as decision support and recommendations, and although some research
lists potential benefits in improving clinical outcomes, there is a lack of proper evaluation
of their usability and effectiveness (Dwivedi et al., 2017). In addition to evaluating the
design of the application, the healthcare environment and limitations of a mobile device
should also be considered in the evaluation process. The healthcare setting is prone to
interruptions (Grundgeiger & Sanderson, 2009) and mobile phones have the potential to
exacerbate this issue given that they can be used anywhere, anytime, for both personal and
professional purposes. Additionally, mobile phones have a small screen, limited bandwidth
and battery, connectivity issues, and have potential for security issues (Al Ayubi et al.,
2016; Bertini et al., 2009). Mobile phones have also been reported to be a distraction from
patient care (Nerminathan, Harrison, Phelps, Scott, & Alexander, 2017; Valle, Godby, Paul
III, Smith, & Coustasse, 2017), indicating that the context of use should also be considered
in the mobile health application evaluation process.
One easy and cost-effective way to test the usability of these applications is through
heuristic evaluation, an informal process typically completed by usability experts that can
be performed throughout the development process (Nielsen, 1992). The most commonly
used set of heuristics is Nielsen’s 10, which includes categories of usability principles with
short descriptions as a guide for evaluating design (Nielsen, 1995). This type of evaluation
has now been adapted to both mobile devices (Inostroza, Rusu, Roncagliolo, Rusu, &
Collazos, 2016) and mobile applications (Johnston & Pickrell, 2016; Thitichaimongkhol &
Senivongse, 2016), as well as to specific domains, such as video games (Yáñez-Gómez, Font,
Cascado-Caballero, & Sevillano, 2018), medical devices (Katre, Bhutkar, & Karmarkar,
2010; Zhang, Johnson, Patel, Paige, & Kubose, 2003), and mobile maps (Kuparinen, 2016).
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Often, these adaptations are simply revisions of Nielsen’s 10 to fit the features of the
specific domain, sometimes with the addition of new heuristic categories, rather than a
new set of heuristics (Hermawati & Lawson, 2016). Consequently, evaluators using
traditional heuristics may not always identify usability issues unique to a specific domain
(Rusu, Roncagliolo, Rusu, & Collazos, 2011). In fact, in a recent attempt to map successful
components of clinical-decision-support design to Nielsen’s 10 heuristics, 22 of the 42
recommendations were left unmatched, highlighting the need for a domain-specific set of
heuristics (Miller et al., 2018). Additionally, Miller et al. (2018) stated that some of
Nielsen’s heuristic descriptions were too narrow, and that the description of the heuristics
needed to be altered to encompass more of the clinical-decision-support recommendations
they were trying to map. Other researchers have pointed out that traditional heuristic
descriptions, such as Nielsen’s, lack specificity, leading to poor interrater reliability
(Chattratichart & Lindgaard, 2008; Thitichaimongkhol & Senivongse, 2016). As a result,
some researchers have developed their own heuristic checklists, which are intended to give
evaluators a specific, refined list of questions related to heuristic categories, eliminating the
need for personal interpretation and making the evaluation process easier for non-usability
experts (Thitichaimongkhol & Senivongse, 2016). These checklists are typically mapped
back to general heuristic categories; however, the addition of yes/no questions used for
evaluation reduces the ambiguity in comparison to a category and short description that is
left up to the evaluator to interpret.
Although heuristic checklists specific to mobile devices and their applications have
been developed (Thitichaimongkhol & Senivongse, 2016; Yáñez-Gómez, Cascado Caballero,
& Sevillano, 2014), they focus on the design of the device and general applications. These
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checklists do not encompass design recommendations for clinical decision support within
the literature concerning accuracy of information, integration to clinical workflow, and
timeliness of the decision support. As clinical-decision-support mobile applications
(mCDSapps) continue to become more prevalent and complex, such as those that will
integrate with mobile electronic-medical-system applications and therefore, patient data,
the need for a specific evaluation process is critical (Bertini et al., 2009; Boulos et al., 2014).
Poor and otherwise improper design of cognitive aids can lead to unintended and
potentially harmful actions within healthcare (Marshall, 2013) and poorly designed user
interfaces have been recognized as potential hazards to patient safety, increasing the risk of
medical errors (Kushniruk, Monkman, Borycki, & Kannry, 2015). Further, many mobile
health applications currently available have been identified as unsafe or dangerous for
clinical use, with the potential of causing patient harm (Lewis & Wyatt, 2014).
The purpose of this dissertation is to develop and validate a heuristic checklist
specific to clinical decision support mobile applications, henceforth referred to as
mCDSapps, that will promote usable and safe design. The remainder of this document will
provide an in-depth review of clinical decision making, traditional clinical-decision-support
systems and their design, mobile-phone and mobile-health (mHealth) application use in the
clinical setting, and traditional heuristics and heuristic checklists. Next, an eight-step
heuristic development and validation procedure will be outlined, followed by the results
from each step, the final heuristic checklist, and discussion.
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CHAPTER 2
LITERATURE REVIEW
Clinical decision making
Clinical decisions are decisions made about patient care by someone in a clinical
role (e.g., physician, nurse, surgeon, etc.) and often made in a clinical setting (e.g., hospital,
doctor’s office). For example, when a patient reports any symptoms of an illness, a
physician will take this, any physical examination data, and patient history into account to
make a decision about further testing to be completed or drugs to be prescribed.
Clinical decision making is multifaceted, including but not limited to factors such as,
physical examination, test ordering, interpretation of data, diagnosis, and treatment
(Croskerry, 2002). An error in any or all of these areas can result in substantial morbidity,
mortality, and financial burdens (Kohn, Corrigan, & Donaldson, 2000). Medical decisions
are also often made under uncertainty (Agoritsas et al., 2015; Hunink et al., 2014). Many
factors contribute to the uncertainty a clinician faces during decision making, such as the
current state of the patient, accuracy of tests, ambiguity of data, and effects of the possible
treatments (Hunink et al., 2014).
As clinical expertise increases, physicians are typically able to process information
in a more simple, qualitative, and categorical way, which according to fuzzy-trace theory,
allows them to arrive at a gist-based, or bottom line meaning, within their current task
constraints (Reyna & Lloyd, 2006). Clinicians use a number of different decision-making
approaches, including trying to find patterns similar to other patients, using mental
projections, such as simulating what another physician might do, intuition, which relies on
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sensitivity to patterns and cues that clinicians develop over time, using decision tools or
aids, and decision-making heuristics, which are mental shortcuts (Islam, Weir, & Del Fiol,
2014; Muoni, 2012). As task complexity increases, such as in decision-making scenarios
with large amounts of information, working-memory load increases and in turn, decision
making accuracy decreases (Richardson, 2014; Speier, Vessey, & Valacich, 2003). Clinicians
often use heuristics to make timely decisions in complex cases by simplifying information,
which can help alleviate high cognitive workload from multiple demands, interruptions,
and limited attentional resources (Islam et al., 2014; Muoni, 2012). However, heuristics can
lead to errors without factual information present (Muoni, 2012). The majority of these
decision-making methods rely on clinical expertise that a novice clinician might not yet
possess, but also on imperfect memory and the need to process, comprehend, and compare
a large amount of information (Hunink et al., 2014; Richardson, 2014). Cognitive aids, such
as a checklist or flowchart, are intended to reduce uncertainty and simplify complex
processes like the methods described above, but also provide an evidence-based guide
using the most efficient sequence of steps to prevent omissions and unnecessary actions
(Marshall, 2013).
Cognitive aids in healthcare. Cognitive aids have been used for years in other
high-reliability domains, such as nuclear plants and aviation, to help standardize processes
and better mitigate emergency situations when cognitive resources are strained (Merry &
Mitchell, 2016). In more recent years, the healthcare field has begun adopting cognitive
aids to help with issues of poor performance and fallible memory (Evans et al., 2015). Most
noteably, they have been developed for use in operating rooms, such as the World
Healthcare Organization Surgical Safety Checklist meant for use by the entire surgical team,
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(Clebone et al., 2017; Evans et al., 2015) and the Anesthesia Patient Safety Foundation’s
Pre-anesthetic Induction Patient Safety checklist, which can be used by anesthesia
professionals or groups (Merry & Mitchell, 2016), and are being tested for their safety and
effectiveness in clinical settings (Jenkins, 2014; Long, Fitzpatrick, Cincotta, Grindlay, &
Barrett, 2016).
Although not a replacement for clinical education and expertise, cognitive aids can
supplement decision making in their specified context (Goldhaber-Fiebert & Howard,
2013). Cognitive aids have been shown to enhance task performance (Ward, Johnson,
Mulligan, Ward, & Jones, 1997), promote retention of skills (Jenkins, 2014), optimize
patient care (Eberl, Koers, Van Haperen, & Preckel, 2017), reduce errors of omission (Long
et al., 2016), and reduce surgery-related morbidity and mortality (Jenkins, 2014). The use
of digital, hand-held cognitive aids has also been shown to increase resident performance
during simulated crises, indicating that their use may improve healthcare quality (Lelaidier
et al., 2017). However, poor design of cognitive aids has been associated with risk of
unintentional actions that could cause patient harm (Marshall, 2013). Thus, proper
experimental design, usability testing, and simulation and observational research are
paramount to facilitate improved outcomes through their use (Marshall, 2017).
Cognitive aid design. Cognitive aids differ from clinical guidelines and protocols
because they are “created to guide users while they are performing a task, or group of
tasks, with the goal of reducing errors and omissions and increasing the speed and fluidity
of performance” (Marshall, 2013, p. 1162). In healthcare, this means they are typically used
at the point of care and often in emergency settings (Marshall, 2013). At a minimum,
decision tools and aids should aim to reduce complexity through highlighting the most
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relevant steps of a task or tasks (Islam et al., 2014). Marshall (2013, pp. 1162–1163)
indicated four key areas that should be adhered to for proper cognitive-aid design:
•

Content must be derived from “best practice” guidelines or protocols

•

Its design should be appropriate for use in the context of an emergency setting

•

It should be familiar, in a format that has been used in practice and training

•

It should also assist other team members to perform their tasks in a coordinated
manner

The Cognitive aids in Medicine Assessment Tool (Evans et al., 2015) was developed more
recently to assess medical emergency cognitive aids. It was adapted from the UK Civil
Aviation Authority’s Checklist Assessment Tool to assess aviation checklists and is
intended to be used during the design of cognitive aids. Categories assessed are broken into
two domains: (1) physical characteristics, such as document size, font type, and contrast
and color; and (2) content, such as structure, memory items, action items, layout and
format, figures and tables, and abbreviations and consistency. During use of the Cognitive
aids in Medicine Assessment Tool to assess neonatal resuscitation algorithms, McLanders,
Marshall, Sanderson, and Liley (2017) pointed out its weaknesses, such as not scoring the
cognitive aid for content, but rather the visual presentation of information, which violates
the first of the four key areas Marshall (2013) lists for design. Additionally, the Cognitive
aids in Medicine Assessment Tool does not have categories to rate team coordination or
who is responsible for what action, which is the fourth of Marshall’s key areas (McLanders
et al., 2017). These authors speculate that because the Cognitive aids in Medicine
Assessment Tool is derived from the UK Civil Aviation Authority’s Checklist Assessment
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Tool, and therefore, checklists, it might not be applicable to decision algorithms such as
those evaluated in their study.
Marshall (2017) developed a more comprehensive list of attributes to be used in the
experimental design of cognitive aids, shown in Table 1.
Table 1
Experimental Design of Cognitive Aids (Marshall, 2017)
Number
Experimental Design Recommendation
Research into cognitive aid use should target experienced practitioners and their
1
performance. The purpose of a cognitive aid is to support experts in delivering
the best care possible, not to provide a recipe book of detailed instructions for
an inexperienced novice.
2

3

4

5

Teams that closely replicate the normal dynamics and team members should be
recruited. If team processes and actions are to be measured, then the teams
studied must be representative of the teams that will use them in emergencies
similar to Everett et al.’s study design.
Testing should be undertaken in the actual environment that they work in or a
close replica of it, with similar equipment and layout. This gives the advantage
of observing the environmental and organizational factors that may interfere
with effective implementation; for example instructions spoken aloud might
not be appropriate for circumstances where environmental noise is
problematic.
Learning effects should be minimized and accounted for by study design. The risk
in simulator studies is that exposure to the simulation environment leads to a
learning effect on performance. Studies must be designed to minimize this
learning effect, and statistical analyses designed to account for it as a
confounding factor. Learning effects may be particularly pronounced when
scenarios with similar skills or learning points occur in sequence.
Sophisticated randomization or counterbalancing of scenario order may be
required to minimize the learning effects.
Familiarization and education with the cognitive aid must be undertaken before
testing. Cognitive aids are not intended to be used ‘sight unseen’ and will only
be effective if education in their use and familiarization with them is allowed.
Research into a cognitive aid should include a defined, standardized education
session that is similar in duration and detail to a comparison group.
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Table 1 (continued)
Number
Experimental Design Recommendation
6
Control groups are not always necessary. It is now widely accepted that
cognitive aids improve technical performance in emergencies. Studies
including controls where a group without a cognitive aid is compared with one
with a cognitive aid for a technical outcome are unlikely to add to the current
fund of knowledge on cognitive aids. Invariably, the cognitive aid group will
outperform the control group. More useful comparisons include those between
different team structures, leadership styles, cognitive aid designs or methods
of use.
7
Blinding is desirable but not always possible. Blinding of observers to groups
that do not have a cognitive aid is a significant problem of this type of
simulation-based research and this problem can be solved by the omission of a
control group.
8
Use repeated measures designs if possible. Team and individual performance in
simulation often has a high inter-individual variability making comparison of
intervention groups difficult. Repeated measures designs such as Everett et
al.’s can reduce the sample variance, as multiple comparisons can be made on
the same subject or group of subjects.
9
Comparisons between different scenarios might not be valid. Technical
performance is often easy to measure by observation of number of actions
performed or omitted on a scoring system, or time elapsed to perform a key
action. However, the same scoring system cannot necessarily be used for
different emergencies, nor comparisons made as a result.
10
Choose team behavior scoring systems carefully. When team behaviors are
measured there is often a degree of confusion. A decision must first be made as
to whether the unit of measure is an individual’s team skills or the
performance of the overall team. Scoring systems for team behaviors and team
performance must be relevant and have proven reliability to the context and
the type of participant they are to be used with. Furthermore, it is often
difficult to achieve adequate inter-rater reliability for these scoring systems
without extensive reliability training of the observers with similar cases to
those of the study. As with any observational study attempting to make any
interpretation of the results in the face of poor measurement reliability is
futile.
Marshall (2017) also posited that due to the ubiquity of smartphones and other
electronic devices, a focus should be placed on the design of electronic aids. As part of his
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key factors for cognitive aid design, Marshall (2013) explained that cognitive aids should be
accessible. On mobile devices, cognitive aids would be readily available but might limit
team use due to small screen size or be negatively impacted by interruptions from
notifications or calls to the phone. Marshall (2017) also suggested simulation as the ideal
way to both teach and test cognitive aids for use and noted the benefit of usability testing.
Taken together, these cognitive aid and experimental design guidelines represent the
beginnings of a principled approach to ensure that decision tools and aids are designed
with usability in mind. Despite this, Marshall’s (2017) principles were developed with
paper-based cognitive aids in mind and may not translate to mCDSapps or other electronic
decision support tools. Thus, the design principles applicable to mobile interfaces should
be integrated with clinical decision support and mobile device design considerations.
Clinical decision support (CDS) systems
Clinical decision support (CDS) systems are computer-based systems originally
designed to provide physicians with patient-specific, point-of-care decision making
guidance at the diagnosis, diagnostic process, and management stages of care (Berner,
2009; Berner & La Lande, 2007; Musen, Shahar, & Shortliffe, 2006). Early systems took
advantage of Bayesian probability theory by using data gathered on hundreds or thousands
of patients, some of which were shown to have significantly superior accuracy in the
diagnosing process over senior physicians (Musen et al., 2006). Other systems began using
rule-based approaches to focus specifically on patient management, creating algorithms
that produce guidance and alerts based on patient data (Musen et al., 2006).
There are many different types of CDS systems now available that span the
continuum of patient care, such as computer-based physician order entry systems (Berner
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& La Lande, 2007), preventative care and diagnosis (Berner, 2009), computerized alerts
and reminders, clinical guidelines, condition-specific order sets, focused patient data
reports and summaries, documentation templates, diagnostic support, and contextually
relevant reference information (Centers for Medicare & Medicaid Services, 2014). They are
also often used to target hospital and provider efficiency through care plans that minimize
the length of patient stay and order sets for treatment of specific diagnoses, as well as
through cost reduction and improved patient convenience efforts, such as duplicate testing
alerts and drug formulary guidelines (Berner, 2009). Most CDS systems encompass many
of these features and are either knowledge- or nonknowledge-based. Knowledge-based
CDS systems make use of a bank of compiled information (the knowledge base), an
inference or reasoning engine (formulas used to combine rules in the knowledge base with
patient data), and a communication mechanism with the user (taking patient data in and
outputting useful information to the user). Nonknowledge-based CDS systems, on the other
hand, rely on machine learning, which makes use of large amounts of data and patterns to
learn from past experiences (Berner & La Lande, 2007). Most CDS systems used today are
knowledge-based and incorporate knowledge from the medical literature (Berner & La
Lande, 2007).
The type of clinical decision support can be provided from the system in different
ways, such as pop-up alerts, which are interruptive in nature, information displays or links,
and targeted highlighting of relevant data (Centers for Medicare & Medicaid Services,
2014). These systems are typically integrated with an electronic medical record system but
are also used with pharmacy systems, tied to electronic health record systems to link with
other external systems, and tied to patients’ personal health records, meaning they can
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provide patient-facing decision support through patient portals provided by their doctor
(Centers for Medicare & Medicaid Services, 2014).
These systems have seen a rise in usage and become more specialized as a result of
their positive effects on patient health outcomes (Berner & La Lande, 2007) and clinician
performance (Berner & La Lande, 2007; Garg et al., 2005; Jaspers, Smeulers, Vermeulen, &
Peute, 2011). Greenes (2014) lists 17 driving forces for CDS adoption shown in Table 2.
Table 2
Driving Forces for CDS (Greenes, 2014)
Factor
Technology imperative
Knowledge explosion

New technologies/resources for diagnosis
and treatment
Assimilating discovery and knowledge

The Internet Society

Empowerment of patient and consumer

Medical errors

Importance to CDS
Opening up possibilities for CDS and
stimulating development
Need to find patient-specific, contentspecific resources of high quality, and cope
with “information anxiety”
Need to compare to existing approaches,
assess relative costs and benefits,
determine appropriate use
Need to digest literature, determine best
practices, create evidence-based
knowledge repositories and other
resources
Can find information much more rapidly,
can answer many more questions on the
spot, changed expectations as a result
Better informed public, need for more
bidirectional communication and shared
decision making
Recognition of importance of proactive
support to ensure safety
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Table 2 (continued)
Factor
Variability in quality, access, and adoption
of best practices
Spread of EHRs
Aging of population and increased
complexity of disease

The no-win proposition: decreasing time
and increasing pressure on doctors
Fragmentation and difficulty coordinating
care
Defensive medicine

Health care costs

Pay for performance and pay for value

Demonstrated benefits
Top-down initiatives

Importance to CDS
Need for reminders, alerts,
recommendations and other approaches to
foster highest quality
Providing the substrate needed for CDS
Causing increased stress on health care
system, time and resource demands, needs
for CDS to help manage effectively and
efficiently
Again, need for CDS to help manage
effectively and efficiently
Need for improving problem-specific
transfer of information to/from specialists,
preapproval support
Need to set standards of care, make it
easier to meet those standards, reduce
liability concerns
Need for standards of care, to be able to
determine appropriate tests and
treatments independent of (dis)incentives
imposed by reimbursement plan
Need for CDS to attain the rewards for
achieving practice performance and
outcome goals
Successes of CDS in some settings as driver
for adoption more broadly
Creating a focus on the need for standards,
interoperability, and baseline levels of
functionality, as a substrate for effective
CDS

More recently, a push for CDS systems was made by the US Federal Government
within the Health Information Technology for Economic and Clinical Health Act, as $22.6
billion was designated as incentives through the ‘Meaningful Use’ section to encourage
their implementation and use (Castillo & Kelemen, 2013). In 2013, 72.8% of hospitals
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reported the implementation of “at least 5 Clinical Decision Support (CDS) interventions
related to 4 or more clinical quality measures” (Office of the National Coordinator for
Health Information Technology, 2014, Table 1) and at least 84% of hospitals adopted a
basic electronic-health-records system by 2015 (Henry, 2016).
Effectiveness of clinical decision support. Positive impacts of CDS systems have
been identified in the literature, including the reduction of medication errors and improved
diagnoses (Berner & La Lande, 2007), promotion of preventative screening and increased
use of evidence-based recommendations for prescribing medications (Berner, 2009),
improving health care process measures (Bright et al., 2012), and improved practitioner
performance (Garg et al., 2005; Jaspers et al., 2011). Patient health outcomes, however, are
understudied (Garg et al., 2005) and show inconsistent results (Berner, 2009; Garg et al.,
2005; Jaspers et al., 2011). Positive patient outcomes that have been shown in the
literature are related to medication safety, and specifically, the reduction of medication
errors and adverse drug events (Ammenwerth, Schnell-Inderst, Machan, & Siebert, 2008;
Kaushal, Shojania, & Bates, 2003; Wolfstadt et al., 2008). A CDS Expert Review Panel (Teich,
Osheroff, Pifer, Sittig, & Jenders, 2005) indicated that using CDS has the potential to
achieve:
•

Reduced medication errors and adverse medical events

•

Improved management of specific acute and chronic conditions

•

Improved personalization of care for individual patients

•

Best clinical practices consistent with medical evidence

•

Cost-effective and appropriate prescription medication use
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•

Effective professional and consumer education about medication use

•

Effective communication and collaboration across
clinical/prescribing/dispensing/administering settings

•

Efficient and convenient clinical practice and self-care

•

Better reporting and follow-up of adverse events

•

Compliance with accreditation and regulatory requirements

•

Improved dissemination of expert knowledge from government and professional
bodies to clinicians and patients

The effectiveness of CDS systems is often linked to the design and features of the system. A
number of ‘best practices’ have been highlighted in the literature for design and
implementation. In 2003, Bates et al. developed the ‘Ten Commandments” for effective
clinical decision support displayed in Table 3.
Table 3
Ten Commandments for Effective Clinical Decision Support (Bates et al., 2003)
Commandment
Speed is everything

Description
User satisfaction declines when system speed is slow; the
goal should be subsecond “screen flips” (the time it takes to
transition from one screen to the next)
Anticipate needs and
CDS systems should be capable of anticipating latent needs
deliver in real time
as well as obvious ones, at the time clinicians need it.
Fit into the user’s workflow Success of elements such as, alerts, guidelines, and
algorithms depend on integration with practice; it is
critical for design to be based on clinician workflow
Little things can make a big Usability is key. Usability testing has a tremendous impact
difference
on improving systems and can make the difference
between success and failure.
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Table 3 (continued)
Commandment
Recognize that physicians
will strongly resist
stopping

Changing direction Is
easier than stopping
Simple interventions work
best
Ask for additional
information only when you
really need it

Monitor impact, get
feedback, and respond
Manage and maintain your
knowledge-based systems

Description
Physicians strongly resist suggestions not to carry out an
action when no alternative is present. Clinicians are able to
override reminders and guidelines which may not be
desirable; providing an alternative suggestion or
supporting information for why a test, drug, etc. should or
should not be ordered can impact clinician behavior.
Default settings can impact clinician behavior and should
be monitored to ensure patient safety and costeffectiveness.
If you cannot fit a guideline on a single screen, clinicians
will not be happy about using it. Decision support elements
of a guideline should be prioritized.
Implementation of guidelines is inversely proportional to
the number of extra data elements needed; Design should
account for cases when the provider does not give a piece
of information and over time, require key pieces of info as
routine care.
Achieving the right balance between over-and
underalerting is difficult; there should be a clear system for
alerts based on research of user interaction.
This is critical for success of CDS systems; system alerts,
user responses, and outcomes should be
monitored/tracked and used to evaluate and update
systems. Additionally, medical knowledge should be
continuously updated.

Kawamoto et al.’s (2005) systematic review of literature regarding decision support
system implementation and its ability to improve clinical practice revealed four key
factors: automatic decision support within clinical workflow, timely decision support at the
location of decision making, providing actionable recommendations, and use of a
computer-based system.
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Design considerations for decision support.
Delivery of decision support. Effective delivery of support within a CDS system has
also garnered its own guidelines. Osheroff et al. (2012) promote the “five rights” of CDS,
which are to provide “the right information to the right person in the right format through
the right channel at the right time” (p. 15). This poses a challenge in the design process as
patient care is dynamic and patient needs are often transient. Berner (2009) gave the
example of timing for the reminders of preventative care; should reminders be given in
advance or appear during a patient visit? This and similar scenarios would rely on context
rather than a ‘one size fits all’ approach.
Workflow integration of decision support. Workflow integration is another key
area of design concern because each feature within a CDS system must integrate into the
clinic, patient care, and physician mental workflows in order to have the correct impact on
provider behavior and in turn, patient care (Karsh, 2009). Further, Karsh (2009) posits that
CDS is, itself, a workflow and notes that context can impact use such that the same software
or system is different depending on the workflow it is used within.
Cognitive considerations of decision support. Taft, Staes, Slager, and Weir (2016)
mapped Nielsen’s 10 heuristics to dual cognitive processes (i.e., systems one and two)
(Kahneman & Egan, 2011; Stanovich & West, 2000) using dual process theory for the
purposes of evaluating electronic health record systems, specifically alerts, and to
determine which issues support or interfere with dual cognitive processes. According to
Stanovich and West (2000), system 1 handles the quick cognitive processing that allows
one to make subconscious, automatic responses based on activation by patterns or
schemas, but is often biased. On the contrary, system 2 engages when attention is required
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for a task and is a slower, deliberate process of reasoning that can be interrupted and
overwhelmed easily. The latter is involved in intentional decision making, but both systems
typically work in tandem. Taft et al. (2016) completed a heuristic evaluation of alertrelated artifacts using Nielsen’s 10, and a user study with simulation, observation, and a
semi-structured interview, then mapped usability problems from both to predefined
coding protocols for systems 1 and 2. The high-level category descriptions were:
•

System 1: Does this feature or quality support subconscious, instantaneous
knowledge/response?

•

System 2: Does this feature or quality support conscious intentional analysis and
decision making?
Taft et al. (2016) concluded that this approach may prove useful for health

information technology design processes to ensure the effects of CDS systems on cognition
are considered. This evaluation applied specifically to desktop electronic medical record
systems, but the method could easily be applied to mobile applications.
Usability of decision support. A focus also has been placed on creating usable,
intuitive systems for practitioners (Jaspers et al., 2011; Musen et al., 2006) that “provide
clearer information displays, with intrusiveness proportional to the importance of the
information; and make it easier for the clinician to take action on the information provided”
(Sittig et al., 2008, p. 288). Through evaluation of CDS system usage, Graham et al. (2008)
identified potentially life-threatening mistakes made by providers that were linked to the
usability of the system, concluding that usability engineering principles must be used early
in the design process. Although the U.S. Food and Drug Administration (FDA) requires
usability testing for all medical devices, its oversight of CDS systems has been unclear until
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recently (Clinical Decision Support Coalition, 2016). For medical devices, the FDA requires
usability testing throughout its development to mitigate any risk to the patient (U.S. Food &
Drug Administration, 2016). This includes formative testing, early and often, user risk
assessments, elimination or reduction of any use-related hazards, and formal human
factors validation testing through simulated-use (or actual use, if necessary) of the device.
Once the design is at a state that any use-related risks are deemed acceptable and proper
mitigations are provided for them, a report of the evaluations performed along with details
of the methods and results is sent to the FDA. The device can then be submitted for
premarket approval by the FDA.
The FDA produced a draft guidance on clinical and patient decision support
software in December 2017 clarifying the types of software that are excluded from the
definition of a device, which includes most CDS systems (U.S. Food & Drug Administration,
2017). Consequently, usability testing to ensure the best design is left at the discretion of
developers, who should rely on evidence-based usability and CDS system design principles
available in the literature.
Mobile applications for decision support. An increasing interest in using
smartphones and other mobile computing devices in the clinical setting has driven the
development of mCDSapps. Currently, these are a way of bridging the gap between a
traditional desktop CDS system and the smaller, more portable device, but some
applications are already harnessing the power of patient data. Apple HealthKit, which
launched in 2014, is an iOS application simply called Health on iPhone devices, that
provides patient-generated health data to providers (Genes et al., 2018). This app is a
framework for developers of other mHealth applications to integrate patient data as a
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means to monitor health and provide timely interventions. Currently, for users who have
downloaded the Epic MyChart patient portal application on their iPhone, these patientgenerated health data are able to be integrated with the Epic electronic health record
system (Genes et al., 2018). Additionally, Apple’s ResearchKit, which launched in 2015,
uses patient-generated health data to supplement clinical data regarding fitness and health
from a longitudinal perspective in hopes of improving health management and care
coordination (Genes et al., 2018).
As development and usage of mCDSapps and other mHealth applications increases,
the need for usability and CDS system design principles specific to mobile devices and
mobile applications also grows. Using a smaller keypad has been shown to increase time on
task (Dunsmuir et al., 2014) and the move to a small screen has been highlighted as a
difficulty in the decision-making process (Varshney, 2014), suggesting the need for a
design that takes users’ cognitive workload into account. As previously mentioned, mobile
phone use might also increase the chance for interruptions, given that these devices can be
used anywhere and for any purpose, which emphasizes the consideration of context and
environment in the evaluation process.
Mobile phone use in the clinical setting
Mobile phones are ubiquitous devices and ownership has continued to rise over the
past decade, with 95% of Americans now reporting owning a cellphone of some kind and
77% reporting ownership of a smartphone, specifically (Pew Research Center, 2018). Many
recent studies have also reported high rates of smartphone use in medical settings, with a
range of 84–96% of physicians reporting smartphone use to support clinical
communication (Malkary, 2014), in general for work purposes (Cisco, 2013), and for
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professional purposes (Statista, 2018). In the most recent studies, 88% of physicians
reported frequent use in the clinical setting (Nerminathan et al., 2017) and 75.9% report
using mHealth, specifically, on a weekly basis (Physicians Practice Staff, 2018). According
to Al Ayubi et al. (2016), this high adoption rate for smartphone usage in the clinical setting
is the driving force behind an influx in mHealth and patient care mobile applications.
Smartphones and tablets have been on the rise in healthcare settings due to their
portability and convenience, enhanced communication, and enhanced quality of care (Valle
et al., 2017), as well as the access to resources at the point of care (Ventola, 2014).
Perceptions of the benefit of smartphone use in the clinical setting are also high, with
almost all (96.6%) of the medical students and physicians rating quick information access
as a perceived benefit of smartphone usage in a clinical setting, with simplified access rated
next by 75.5% of respondents (Buchholz, Perry, Weiss, & Cooley, 2016). Perceived barriers
to use from the same study were uncertainty of available applications and inexperience,
rated by 39.4% and 23.4% of respondents, respectively. Nerminathan et al. (2017) found
that some clinicians thought a mobile device might be a distraction from patient care and
other physicians have reported concerns over the Health Insurance Portability and
Accountability Act compliance as a deterant from using mHealth applications (Physicians
Practice Staff, 2018).
Overall, mHealth is growing at a rapid pace with over 100,000 applications available
as of 2015 (Xu & Liu, 2015), up from an estimated 40,000 health-related applications in
2012 (Boulos et al., 2014). Boulos et al. (2014) noted that many apps were targeted toward
healthcare workers rather than the layperson, and that these were typically more
sophisticated, including functions like drug-referencing and CDS tools, education materials,
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communication, and electronic health record system access. Clinicians report using their
smartphones in practice for a wide variety of applications, including to improve learning,
clinical knowledge, and basic science knowledge; for access to drug and treatment
information; for organization, access to calendar, communication ease, and convenience of
medical photography (Nerminathan et al., 2017); for disease diagnosis and management
and clinical calculators (Payne, Wharrad, & Watts, 2012); and emergency surgeons
specifically reporting use of WhatsApp for effective team communication (Johnston et al.,
2015).
One major concern both researchers and clinicians have identified is the lack of
regulation and certification of mHealth applications (Boulos et al., 2014). Applications
targeted to healthcare professionals are also available to the general public and because
they are unregulated, might not be reliable (O’Neill & Brady, 2012; Visvanathan, Hamilton,
& Brady, 2012). Additionally, FDA regulation for these applications has not been fully
defined. Although calls have gone out to the FDA requesting clarification on the difference
between what is considered a wellness and a medical app, a diagnosing and monitoring
app, to establish a risk-level threshold, and generally to provide their plan for oversight
(Strickland, 2018), the FDA has focused on only a small subset of applications thus far
meeting the regulatory definition of device (U.S. Food & Drug Administration, 2016). The
FDA also states that they intend to exercise enforcement discretion on a list of examples of
mHealth applications that would likely include many mCDSapps, but currently only
mHealth applications that fit the current definition of a medical device are subject to FDA
clearance (U.S. Food & Drug Administration, 2016). The FDA defines these apps in three
different categories as those that: “transform a mobile platform into a regulated medical
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device. . . . which use built-in features such as light, vibrations, camera, or other similar
sources to perform medical device functions” (p. 27); “connect to an existing device type
for purposes of controlling its operation, function, or energy source” (p. 28); and “mobile
apps that are used in active patient monitoring or analyzing patient-specific medical device
data from a connected device” (U.S. Food & Drug Administration, 2016, p. 29). Examples
are:
•

Mobile apps that use a sensor or lead that is connected to a mobile platform to
measure and display the electrical signal produced by the heart (electrocardiograph
or ECG).

•

Mobile apps that use an attachment to the mobile platform to measure blood oxygen
saturation for diagnosis of specific disease or condition.

•

Mobile apps that analyze an image of a skin lesion using mathematical algorithms,
such as fractal analysis, and provide the user with an assessment of the risk of the
lesion.

•

Mobile apps that alter the function or settings of an infusion pump.

•

Mobile apps that act as wireless remote controls or synchronization devices for
computed tomography (CT) or X-Ray machines.

•

Mobile apps that calibrate, control, or change settings of a cochlear implant.

•

Mobile apps that connect to a nursing central station and display medical device
data to a physician’s mobile platform for review (i.e., a medical device data system
or MDDS).

•

Mobile apps that connect to bedside (or cardiac) monitors and transfer the data to a
central viewing station for display and active patient monitoring.
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Although the FDA also lists examples of medical mobile applications they do not
consider meeting the definition of a medical device (see the Medical Mobile Applications
draft guidance for a full review), there is still a gray area for developers to navigate when
creating mHealth, and specifically mCDSapps. However, as stated above, the FDA states that
they intend to exercise discretion for other mobile apps, such as those that “are marketed,
promoted or intended for use in the diagnosis of disease or other conditions, or in the cure,
mitigation, treatment, or prevention of disease, or otherwise meet the definition of medical
device” (U.S. Food & Drug Administration, 2016, p. 25). This leaves the same gray area as it
does for traditional CDS systems in terms of regulation, and likewise, the same onus on the
developers to insure quality design. An evaluation process specifically developed for
mCDSapps will help developers ensure design principles are recognized and adhered to,
helping to ensure patient safety regardless of official regulation.
Mobile clinical decision support applications
Falling under the general umbrella of mHealth, mCDSapps are targeted at healthcare
professionals to provide aid for point-of-care tasks (Ventola, 2014). These applications
vary in purpose and could be used to improve workflow efficiencies and diagnoses and or
assist with screening, treatment, and counseling (Agarwal et al., 2018). They can be stand
alone or integrated with an electronic medical or health record system and will also vary in
how information is presented and their functionality, such as using algorithms or rules like
a traditional CDS system, displaying clinical practice guidelines, protocols, and checklists,
or a general step-by-step instruction for a process (Agarwal et al., 2018). There are many
mCDSapps already in use developed for a wide range of specialties, most of which can be
found using the Google Play store for Android and the App Store for iOS mobile devices
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(Martinez-Perez et al., 2014). As previously stated, 75.9% of physicians in one study
reported using mHealth apps, such as staff and patient communication, electronic health
record system access, medical reference, and physician collaboration on at least a weekly
basis (Physicians Practice Staff, 2018), indicating a high adoption rate despite the lack of
formal regulation. The most frequently used mHealth apps from that survey were
Epocrates, which is a medical references app, UpToDate, which is a clinical decision
support resource, QuantiaMD, which is an online community and collaboration platform for
physicians, electronic medical or health record system applications, and VIP Access, which
is their remote login app for their electronic medical or health record system.
Need for usability testing. As previously noted, many mCDSapps may not meet the
FDA’s definition of a mobile medical app, meaning no usability testing is required
throughout the design process. Further, anyone can develop an application and make it
available on mobile app stores and since many medical apps lack authenticity details and
references (Buijink, Visser, & Marshall, 2013), there is no way to verify if an mCDSapp has
undergone usability testing without contacting the developer. Although there are design
principles and guidelines in the literature specific to mobile devices and applications
(Brown, Yen, Rojas, & Schnall, 2013; Lumsden, 2011; Park, Han, Kang, Park, & Chun, 2011),
there is a general lack of formal usability testing of mHealth apps in the literature (Brown
et al., 2013). As previously mentioned, usability testing can often detect issues that could
lead to a mistake with potential to cause patient harm (Graham et al., 2008), so it is a
necessary and important step in the development process for mCDSapps which can be
achieved using HE throughout the design and subsequent user testing.
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Mobile phones also present a different set of challenges than traditional CDS
systems that are typically used on a desktop computer (Bertini et al., 2009; Brown et al.,
2013), which are:
•

Smaller screen size/resolution

•

No physical mouse or keyboard

•

Internet/connectivity issues

•

Battery

•

Heterogeneity of device properties (operating system, size, weight, etc.)

Moreover, mCDSapps can be used anywhere and are met with the additional challenges of
variable context and environment, potential interruptions, privacy and security issues
(Bertini et al., 2009) and if integrated with electronic health record data, Health Insurance
Portability and Accountability Act compliance should also be taken into consideration in
the design (Boulos et al., 2014).
Usability evaluation of technology design has been widely adopted in the healthcare
field (Alexander & Staggers, 2009) as well as for electronic medical record systems (Zahabi,
Kaber, & Swangnetr, 2015), and medical devices (Wiklund, Kendler, & Strochlic, 2015).
These evaluations are meant to ensure patient safety through assuring a usable interface of
the product. Mobile devices have also garnered a high level of usability testing (Coursaris &
Kim, 2011) as well as mobile applications, with mobile specific usability evaluation models
developed for their testing (Harrison, Flood, & Duce, 2013). The natural progression would
be that heuristic evalation and usability testing become routine for mHealth apps,
specifically, those that have implications for direct patient care, such as mCDSapps.
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Heuristic evaluation (HE)
A quick, easy, and cost-effective way to test user interfaces throughout the design
process is heuristic evaluation (HE), originally developed by Nielsen and Molich (1990).
This is an informal method for testing user interface usability by having usability experts
evaluate the system using a set of rules based on usability principles. This is different than
traditional usability testing, which is when representative end users are asked to complete
representative tasks with the item being evaluated. These users are also observed and
rated for performance and asked about their perceptions regarding design and
functionality. The original heuristic set developed by Nielsen and Molich (1990) comprised
nine heuristics, which was later revised to include the 10 that are widely used today (see
Table 4).
Table 4
Nielsen’s 10 heuristics (Nielsen, 1995)
Heuristic
Visibility of system
status
Match between system
and the real world

User control and
freedom

Consistency and
standards

Description
The system should always keep users informed about what is
going on, through appropriate feedback within reasonable
time.
The system should speak the users' language, with words,
phrases and concepts familiar to the user, rather than systemoriented terms. Follow real-world conventions, making
information appear in a natural and logical order.
Users often choose system functions by mistake and will need
a clearly marked "emergency exit" to leave the unwanted state
without having to go through an extended dialogue. Support
undo and redo.
Users should not have to wonder whether different words,
situations, or actions mean the same thing. Follow platform
conventions.
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Table 4 (continued)
Heuristic
Error prevention

Recognition rather than
recall

Flexibility and
efficiency of use

Aesthetic and
minimalist design

Help users recognize,
diagnose, and recover
from errors
Help and
documentation

Description
Even better than good error messages is a careful design
which prevents a problem from occurring in the first place.
Either eliminate error-prone conditions or check for them and
present users with a confirmation option before they commit
to the action.
Minimize the user's memory load by making objects, actions,
and options visible. The user should not have to remember
information from one part of the dialogue to another.
Instructions for use of the system should be visible or easily
retrievable whenever appropriate.
Accelerators -- unseen by the novice user -- may often speed
up the interaction for the expert user such that the system can
cater to both inexperienced and experienced users. Allow
users to tailor frequent actions.
Dialogues should not contain information which is irrelevant
or rarely needed. Every extra unit of information in a dialogue
competes with the relevant units of information and
diminishes their relative visibility.
Error messages should be expressed in plain language (no
codes), precisely indicate the problem, and constructively
suggest a solution.
Even though it is better if the system can be used without
documentation, it may be necessary to provide help and
documentation. Any such information should be easy to
search, focused on the user's task, list concrete steps to be
carried out, and not be too large.

With only a small set of evaluators trained on HE, roughly 75% of usability problems
can be detected (Nielsen, 1992). Nielsen (1992) originally used two levels of severity for
rating the usability problems found (minor and major), but later added the following rating
scale (Nielsen, 1994):
•

0 = this is not a usability problem at all
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•

1 = cosmetic problem only – need not be fixed unless extra time is available on
project

•

2 = minor usability problem – fixing this should be given low priority

•

3 = major usability problem – important to fix, so should be given high priority

•

4 = usability catastrophe – imperative to fix this before product can be released

However, this method was originally developed for computer software and does not fully
translate to the evaluation of mobile devices and their applications due to the unique
challenges previously presented, such as smaller screen size, environment and context of
use, etc. Mobile devices are, by definition, mobile, so the nature of use and interaction is
different than traditional computer software (Bertini et al., 2009). The context and
environment can change during use, tasks might be interrupted, and because interaction
might not take place in fixed settings, users should be able to complete steps quickly and
will minimal cognitive effort (Bertini et al., 2009).
Although Nielsen’s 10 is the most common set of heuristics used for completing HEs,
many other domain specific sets of heuristics have been developed, such as for a medical
device touchscreen (Katre et al., 2010), medical devices in general (Zhang et al., 2003),
mobile maps (Kuparinen, 2016), and video games (Paavilainen, 2010; Pinelle, Wong, &
Stach, 2008). Appendix A lists heuristic examples from the literature and any unique
heuristic categories they created in addition to Nielsen’s 10.
Miller et al. (2018) attempted to map CDS design recommendations to Nielsen’s 10
to highlight usability areas that need additional attention in the design and evaluation
process. Through this, they were able to match 20 of the 42 recommendations for CDS from
the literature, attributing the lower number partially to the heuristic set being outdated in
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terms of current technology. The authors also created one new heuristic for interaction,
which is defined as “Integration into real-time workflow to consider the needs of the enduser in the clinical space” (Miller at al., 2018, p. 17). These authors noted that heuristics for
evaluating CDS remain under-researched, even though CDS design optimization is a key
factor in the implementation and success of these systems.
A few methods exist to guide the development and validation of new sets of
heuristics (Jimenez, Cid, & Figueroa, 2017; Rusu, et al., 2011; Van Greunen, Yeratziotis, &
Pottas, 2011), with a newly established eight-step method published by Quiñones et al.
(2018) being the most comprehensive to date.
Heuristic evaluation of mobile devices and applications. Mobile devices and
applications differ from desktop computers and software on elements such as screen size,
capacity, connectivity, etc., and require different considerations in the design process. Many
researchers have adapted Nielsen’s 10 traditional heuristics to mobile devices (Bertini et
al., 2009; Billi et al., 2010; Dringus & Cohen, 2005; Inostroza & Rusu, 2014; Inostroza et al.,
2016; Ji, Park, Lee, & Yun, 2006; Salazar, Lacerda, Nunes, & Gresse von Wangenheim, 2013)
and Android applications (Thitichaimongkhol & Senivongse, 2016). However, there are no
heuristics specific to mCDSapps or decision support aids in general.
Checklists. Traditional heuristics have been criticized for being too vague for
evaluators to rate a system with consensus, meaning that there is potential of false alarms,
missed usability issues, and unreliable results due to lack of evaluator agreement
(Chattratichart & Lindgaard, 2008). Heuristic category descriptions are broad and even
though Nielsen (1995) provides further guidance for interpretation of his list, raters ideally
need to meet and come to a consensus for each of the usability problems found, the
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heuristic violated, and the severity ratings given for each. Heuristic checklists, however,
provide a more well-defined approach for completing a heuristic evaluation and can be
more easily tailored to the specific features of a device and or application. Multiple
heuristic checklists have been developed for mobile devices (Gresse von Wangenheim et
al., 2016; Inostroza, Rusu, Roncagliolo, Jimenez, & Rusu, 2012; Ji et al., 2006; Park & Yun,
2006; Thitichaimongkhol & Senivongse, 2016; Yáñez-Gómez et al., 2014), specific purposes,
such as accessibility (Mi, Cavuoto, Benson, Smith-Jackson, & Nussbaum, 2013), and specific
domains, such as online education courses (Dringus & Cohen, 2005); however, a checklist
specifically designed for mCDSapps does not yet exist. Table 5 depicts an example of
Nielsen’s 10 heuristics alongside an example of a heuristic checklist developed for mobile
interfaces (Yáñez-Gómez et al., 2014).
Table 5
Example of Traditional Heuristics (Nielsen, 1995) and a Heuristic Checklist (Y. Gómez et al.,
2014)
Nielsen’s 10
Category
Description
Visibility of
The system
system status
should always
keep users
informed about
what is going on,
through
appropriate
feedback within
reasonable time.

Y. Gómez
Category
Subcategory Checklist Question
Visibility of
System
Is there some form of
system status status
system feedback for
feedback
every operator
action?
Location
Is the logo
information
meaningful,
identifiable and
sufficiently visible?
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Table 5 (continued)

Category

Nielsen’s 10
Description

Match between
system and the
real world

The system
should speak the
users' language,
with words,
phrases and
concepts
familiar to the
user, rather than
system-oriented
terms. Follow
real-world
conventions,
making
information
appear in a
natural and
logical order.

Category

Match
between
system and
the real
world
(Mental
model
accuracy)
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Y. Gómez
Subcategory Checklist Question
Selection/
Is there visual
input of data feedback in menus or
dialog boxes about
which choices are
selectable?
Metaphors/
Mental
models

Are metaphors
properly used as
visual cues

Menus

Are menu choices
ordered in the most
logical way, given the
user, the item names,
and the task
variables?

Simplicity

Do related and
interdependent fields
appear on the same
screen?

Table 1 (continued)
Nielsen’s 10
Category
Description
Recognition rather Minimize the
than recall
user's memory
load by making
objects, actions,
and options
visible. The user
should not have
to remember
information
from one part of
the dialogue to
another.
Instructions for
use of the
system should
be visible or
easily
retrievable
whenever
appropriate.

Category
Recognition
rather than
recall

Y. Gómez
Subcategory Checklist Question
Memory load Are high levels of
reduction
concentration not
required and
remembering
information doesn’t
take more than two
to fifteen seconds?

General
visual cues

For question and
answer interfaces,
are visual cues and
white space used to
distinguish
questions, prompts,
instructions, and
user input?

Input/output
data

On data entry
screens and dialog
boxes, are dependent
fields displayed only
when necessary?

The current project aimed to address the gap in current methods and tools available
to evaluate mCDSapps through development and validation of a domain-specific heuristic
checklist. Miller et al. (2018) highlighted the disparity in evaluating CDS with a traditional
set of heuristics as well as the need for something more specific for this process. They also
call attention to the fact that there are currently no evidence-based guidelines for
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evaluating CDS design and function, demonstrating the need for this study. Although
traditional heuristic evaluation is a cheap, easy, and fast way to evaluate a user interface
(Bertini et al., 2009; Yáñez-Gómez et al., 2014) and has been proven effective in detecting
usability problems (Jimenez, Cid, & Figueroa, 2017; Nielsen, 1994), traditional heuristic
sets are often broad enough that they can be applied to any user interface (Hermawati &
Lawson, 2016), and do not typically capture domain specific usability issues (Rusu,
Roncagliolo, Rusu, & Collazos, 2011). Also, the heuristic sets previously created to evaluate
medical devices (Katre et al., 2010; Zhang et al., 2003) and patient safety in health
information systems (Carvalho, Borycki, & Kushniruk, 2009) are not tailored to mobile
devices, and nothing currently available focuses on decision making.
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CHAPTER 3
THE CURRENT STUDY

Mobile phone usage, specifically smartphones, has continued to increase in clinical
settings and healthcare workers are using mHealth applications at the point of care (Boulos
et al., 2014). Ensuring the best design and usability of these applications is paramount to
ensuring patient safety (Dwivedi et al., 2017). A heuristic checklist specific to mCDSapps
will reduce ambiguity for evaluators during the design process while preserving the
benefits of a quick and easy heuristic evaluation tool.
This study used of an eight-step process to develop and validate heuristics
(Quiñones et al., 2018). This process aimed to answer the following research questions:
1. Will an mCDSapp-specific heuristic checklist identify more usability/user
experience (UX) issues than a control heuristic checklist for mCDSapp
interfaces?
2. Will an mCDSapp-specific heuristic checklist identify more domain specific
issues than a control heuristic checklist for mCDSapp interfaces?
3. Will an mCDSapp-specific heuristic checklist identify more issues that qualify as
critical than a control checklist for mCDSapp interfaces?
4. Will an mCDSapp-specific heuristic checklist identify usability/UX issues that are
also issues for actual users in a usability study of the same applications?
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Heuristic Checklist Development and Validation Methodology and Results
The heuristic checklist generation is a multi-stage, iterative procedure based on an
established heuristic development process created by Quiñones et al. (2018). This method
is adapted from the original 6-stage process published by Rusu et al. (2011), which has
been widely cited in the literature. Adaptations to this method were made based on
recommendations found within other existing development tools and mobile application
design principles and will be noted as such throughout. The steps taken to complete the
heuristic development and validation process are listed in Table 6 with full descriptions.
Table 6
Eight Step Method for Developing and Validating Heuristics (Quiñones et al.,2018)
Step
1: Exploratory stage
2: Experimental stage

3: Descriptive stage

4: Correlation stage

5: Selection stage

6: Specification stage

Description
Perform a literature review
Analyze data that are obtained in different
experiments to collect additional
information that has not been identified in
the previous stage
Select and prioritize the most important
topics of all information that was collected
in the previous stages
Match the features of the specific
application domain with the usability/UX
attributes and existing heuristics (and/or
other relevant elements)
Keep, adapt, and/or discard the existing
sets of usability/UX heuristics that were
selected in Step 3 (and/or other relevant
elements
Formally specify the new set of
usability/UX heuristics
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Table 6 (continued)
Step

Description
Validate the set of heuristics through
several experiments in terms of their
effectiveness and efficiency in evaluating
the specific application
Refine and improve the new set of
heuristics based on the feedback that was
obtained in Step 7

7: Validation stage

8: Refinement stage

Step 1: Exploratory stage.
Method. This stage consisted of performing a literature review to collect relevant
information, including definitions and features about the specific domain of mCDSapps,
current usability heuristics, CDS design recommendations, as well as the usability and user
experience (UX) principles that pertain to the design of mobile devices and applications.
The search terms used for finding usability heuristics included Usability AND
(heuristics OR principles OR guidelines). To find usability heuristics and design principles for
mobile interfaces, the search terms used were Usability AND (heuristics OR design principles
OR guidelines) AND (mobile interfaces OR mobile applications OR mobile apps OR
smartphone applications OR smartphone apps).
For the definitions, features, and attributes of mCDSapps, the search terms used
were Clinical Decision Support Mobile Applications AND (design recommendations OR design
principles OR development guidelines).
For the CDS design recommendations, the search terms used were Clinical Decision
Support AND (design recommendations OR design principles OR development guidelines).
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To find usability and UX principles for the design of mobile devices and applications,
the search terms used were Usability OR User Experience AND (design recommendations OR
design principles OR development guidelines) AND (mobile interfaces OR mobile devices OR
mobile applications OR mobile apps OR smartphone applications OR smartphone apps).
All search terms and strings were used to search relevant literature using multiple
digital sources, including: SpringerLink, PubMed, The Journal of Usability Studies, IEEE,
Google Scholar, and Google.
Attributes found to be indicative of usability/UX for an mCDSapp to be evaluated
with the new heuristic checklist were compiled, along with previously developed usability
heuristics, and established design recommendations for CDS and mobile smartphones and
applications.
Results.
Heuristics literature review. The literature search resulted in a list of 48 separate
sets of heuristics, 11 of which were checklists. These heuristics were compiled into a table
showing the authors, domain, heuristic categories and subcategories unique from Nielsen’s
10, and examples from those categories. Table 7 is a sample from the full table, which can
be found in Appendix A.
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Table 7
Sample of List of Heuristics Identified in the Literature

Author(s)
Alsumait
& AlOsaimi
(2009)

Domain
Child Elearning
Applications

Jeong &
Kim
(2017)

Smartphones

Unique Heuristic
Categories
Design attractive
screen layout
Use appropriate
hardware devices
Challenge the child
Evoke child mental
imagery
Support child
curiosity
Learning content
design
Assessment
Motivation to learn
Interactivity
Accessibility
Customization and
shortcuts
Efficiency of use and
performance
Physical interaction
and ergonomics
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mCDS relevant heuristics
Design attractive screen
layout:
“The screen layout is efficient
and visually pleasing.
The font choice, colors and
sizes are consistent with
good child screen design.
The screen design appears
simple, i.e., uncluttered,
readable, and memorable.”
(Accessibility is related to
using it on multiple devices)

Customization and
shortcuts:
“The device should provide
basic and advanced
configuration
options, allow definition and
customization of (or to
provide) shortcuts to frequent
actions.”
Efficiency of use and
performance:
“The device should be able to
load and display the required
information in a reasonable
time and minimize the
required steps to perform a
task. Animations and
transitions should be
displayed smoothly.”

Table 7 (continued)

Author(s)
Rusu et al.
(2011b)

Domain
Virtual
Worlds

Unique Heuristic
Categories
Clarity
Simplicity
Camera control
Visualization
Avatar's
customization
Orientation and
navigation
World interaction
Communication
between avatars

mCDS relevant heuristics
Clarity:
“A VW should offer an easy to
understand user control panel,
using clear graphic elements,
text and language, grouping
elements by their purposes,
and offering
easy access to the main
functionality.”
Simplicity:
A VW should provide easy and
intuitive interaction with the
environment’s virtual objects.
Only relevant information
should be given, in order to
avoid the control panel’s
overload.

Definitions, features, and attributes of mCDSapps literature review. The literature
search yielded 12 categories related to mCDSapps, which were further analyzed for use in
applicability in the mCDSapp heuristic checklist. Table 8 displays a sample of categories
found and the full table can be viewed in Appendix B.
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Table 8
Sample of List of mCDSapp Definitions, Features, and Attributes Identified in the Literature
Author(s)
Baig, GholamHosseini, &
Connolly (2015); Boulos
et al. (2014); Buijink,
Visser, & Marshall
(2013); Owens et al.
(2018);
Baig, GholamHosseini, &
Connolly (2015);
Mansoor et al. (2017);
Visvanathan, Hamilton, &
Brady (2012)

Category
Accuracy of content

Examples
Content should be updated
regularly with reference to the
most recent clinical guidelines

Privacy/Security

Owens et al. (2018)

Evidence of science

App should adhere to any
firewall/encryption process
necessary for patient data
security. If identifying
information isn’t used, privacy
and security should be
maintained while using the
application.
• App contains terminology (or
other form of) evidence,
research, science, and/or study
• App contains scientific
reference for the app strategy
• App contains evidence that it
was developed by an established
institution that conducts
research

CDS recommendations literature review. The literature search resulted in 44
categories, 14 of which were specific to medication ordering. Tables 9 and 10 depict
samples from the CDS recommendations and CDS system medication ordering
recommendations gathered. The full tables can be found in Appendix C and Appendix D,
respectively.
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Table 9
Sample of List of CDS Recommendations Identified in the Literature
Author(s) Recommendation
Description
Bates et
Fit into user’s
App workflow should
al. (2003) workflow
match the workflow a
clinician would be
using for this process
normally

Osheroff
et al.
(2012);
Campbell
(2013)
Horsky et
al. (2012)

Right
information

Consistent
terminology

Additional explanation
This can come from the
clinical practice guideline
or from using clinician
input and observation of
the process being carried
out without the app to
create a formal task
analysis
Ensure all
Information must be
information is correct verified for accuracy
within the application regularly

Tests, procedures,
orders and sets,
alerts, menus should
use consistent
language

Table 10
Sample of List of Medication Ordering-Specific CDS Recommendations Identified in the
Literature
Author(s)
Horsky et al. (2012)

Horsky et al. (2012)

Horsky et al. (2012)

Recommendation
Description
Consistent
Adverse reactions, problems,
terminology
procedures, medical concepts,
assessments, drug and drug class
names
Emphasize
Avoid adjacent look-or-sound-alike
differences in
names in lists and excessive
similar drug
abbreviation. Use Tall man lettering
names
Clinical context
Show relevant patient information
on ordering screens; use contextual
information to refine rules
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CDS recommendations literature review. The literature search resulted in four sets of
usability/UX design principles with a total of 23 categories between them. Table 11 shows
a sample from the full table of these principles found in Appendix E. Additionally, a set of
principles specific to mobile interfaces was identified with 20 categories in total. Table 12
gives samples from these compiled principles, with the full table found in Appendix F.
Table 2
Sample of List of Usability and UX Principles Identified in the Literature
Design
principle set
Usability
(Nielsen)

Design
principles
Learnability
Efficiency
Memorability
Errors
Satisfaction

Definitions
Learnability: How easy is it for users to accomplish
basic tasks the first time they encounter the design?
Efficiency: Once users have learned the design, how
quickly can they perform tasks?
Memorability: When users return to the design after a
period of not using it, how easily can they reestablish
proficiency?
Errors: How many errors do users make, how severe
are these errors, and how easily can they recover from
the errors?
Satisfaction: How pleasant is it to use the design?
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Table 11 (continued)
Design
Design
principle set
principles
UX (Morville) Useful
Usable
Desirable
Findable
Credible
Accessible
Valuable

Definitions
Useful: As practitioners, we can’t be content to paint
within the lines drawn by managers. We must have the
courage and creativity to ask whether our products
and systems are useful, and to apply our knowledge of
craft + medium to define innovative solutions that are
more useful.
Usable: Ease of use remains vital, and yet the interfacecentered methods and perspectives of humancomputer interaction do not address all dimensions of
web design. In short, usability is necessary but not
sufficient.
Desirable: Our quest for efficiency must be tempered
by an appreciation for the power and value of image,
identity, brand, and other elements of emotional
design.
Findable: We must strive to design navigable web sites
and locatable objects, so users can find what they need.
Accessible: Just as our buildings have elevators and
ramps, our web sites should be accessible to people
with disabilities (more than 10% of the population).
Today, it’s good business and the ethical thing to do.
Eventually, it will become the law.
Credible: Thanks to the Web Credibility Project, we’re
beginning to understand the design elements that
influence whether users trust and believe what we tell
them.
Valuable: Our sites must deliver value to our sponsors.
For non-profits, the user experience must advance the
mission. With for-profits, it must contribute to the
bottom line and improve customer satisfaction.

45

Table 3
Sample of List of Mobile Device-Specific Design Principles Identified in the Literature
Author(s)
Park et al. (2011)

Category
Simplicity

Park et al. (2011)

User control

Park et al. (2011)

Informativeness

Description
The user interfaces and
interaction methods of a
product should be simple,
plain, and intuitively
recognizable (cognitive load,
explicitness, modelessness,
nonoverwhelming)
Authority to control all the
functions and the appearance
of user interfaces should be
given to a user
The meaning of user
interfaces should be easy to
understand and clear
(expressive, understandable,
meaningful, clear, concise,
accurate, correct,
comprehensibility)

Discussion.
This step focused on gathering the previously developed heuristics and heuristic
checklists in the literature, usability/UX design principles, as well as any information
relevant to mCDSapps. Further, analysis of the literature regarding heuristics developed for
mobile interfaces and applications and medical devices, specifically, informed the
development of the new mCDSapp heuristic checklist. The usability/UX and mobile
interface design principles were key to formulating the heuristic checklist questions
specific to mobile device usability that were missing from previously developed checklists.
Additionally, the CDS design recommendations provided the foundation for developing
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questions that were applicable to both the currently available mCDSapps that do not
integrate with an electronic health record system and the forthcoming applications that do
integrated with it and other systems.
Step 2: Experimental stage.
Method. Experiment results from mCDSapp usability studies were identified to
further understand the domain. Criteria for selection included: relevancy to the specific
features of the application, any usability problems identified through testing, and problems
with existing heuristics for the domain. This step was considered optional in the Quiñones
et al. (2018) process but provided additional insight specific to the clinical domain that
might have been overlooked during other checklist generation processes.
The search terms used for finding mCDSapp usability studies included: Usability
AND (clinical decision support OR medical decision support) AND (mobile applications OR
mobile apps OR smartphone applications OR smartphone apps). These search terms and
strings were used to search relevant literature using multiple digital sources, including:
PubMed, SpringerLink, The Journal of Usability Studies, IEEE, and Google Scholar.
The studies identified were assessed to identify usability issues that were then
mapped to existing heuristics (See Appendix G). Next, usability issues were grouped into
categories to help compare them to existing heuristics and CDS recommendations.
Results. Nineteen usability assessment studies of mHealth applications were
identified, seven of which were clinician facing. Of the remaining 12 studies, seven were
systematic reviews or covered an area of applications (e.g., Alzheimer’s applications) and
the other five were assessments of patient-facing mHealth applications. Table 13 depicts
the categories and specific mobile user interface issues that emerged through analysis of
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the results from these studies and a full list of the studies identified and their usability
issues identified can be found in Appendix G.
Table 4
List of mHealth Application Usability Issue Categories and Specific Mobile User Interface
Issues
Categories
Terminology

Layout & Navigation

Accessibility

Cultural considerations
Workflow integration

Specific mobile UI issues
Above 8th grade level (specific to
patient facing apps but should be a
priority if doctors are using app with
patient involved)
Technical jargon
Inconsistent terminology
Need clear terminology for
messaging/labeling
Issues finding information on screen
Menu/other options hidden
Wanting landscape view for tablet
Button placement
Avoid complex structure
Provide progress indicator where
applicable
Font size too small (offer scaling)
Need high color contrast
Need big enough buttons/icons for
tapping
Lack of clear navigation
Lack of clear indicators for additional
information and scrolling
On screen keyboard too small
Color
Terminology
Information must be manageable for
use at point of care
Should anticipate user needs/match
standard workflow for process being
completed
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Table 13 (continued)
Categories
Cognitive considerations

Flexibility/User control

Content

Specific mobile UI issues
Neither too little or too much
information to read in time sensitive
setting
Do not have too much information on
one screen
Learnability/operability of app should
be simple
Provide training/tutorials
Customizability
Have access to a full algorithm on one
screen for processes that are broken
into steps
Should be evidence-based
Should indicate where content is
derived/provide references
Should provide clear information about
updates (e.g., to info and app
separately)

Usability issues in the workflow integration, cognitive considerations, and content
categories were not encompassed in previous heuristics identified in the literature and
were specific to mHealth applications. Additionally, the issue of needing to display the full
algorithm for a process on one screen under the ‘Flexibility and User Control’ category was
unique to mCDSapps.
Discussion. The assessment of previous mHealth application usability studies
provided insight about issues that users might encounter while completing tasks on the
application that may go unnoticed when completing a heuristic evaluation. User testing is
completed by representative users of the application, so their knowledge is different than
that of a developer or usability expert and, thus, their feedback is typically complementary
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to the heuristic evaluation. Although the findings in this step overlapped with the findings
in Step 1, it indeed provided additional considerations for new checklist questions to be
created in Step 3. Specifically, the usability issues grouped into workflow integration,
cognitive considerations, and content categories were reflective of the CDS
recommendations provided and highlight their importance for the new checklist.
Step 3: Descriptive stage.
Method. This step was a multi-stage process that consisted of selecting, organizing,
and prioritizing the domain specific information, existing heuristics, and checklists found in
the literature. Information was grouped based on:
1.

Relevance to mCDSapps (i.e., definitions, classifications, context, areas of use,

and research justification)
2.

Features specific to mCDSapps (i.e., what they do and how they do it)

3.

Usability/UX attributes (i.e., what will be evaluated with the heuristic

checklist)
4.

Existing heuristic lists or other relevant elements (e.g., heuristics developed

for other domains, guidelines, best practices, recommendations, etc.)
5.

Usability problems identified in Step 2

The list generated by this step was then evaluated to determine if it was sufficient to
evaluate mCDSapps. Specifically, the existing checklist chosen to use as a control checklist
was examined to determine if the current questions evaluated the features specific to
mCDSapps (i.e., CDS recommendations) and the usability issues identified in Step 2.
Results. After completing this step, it was determined that additional heuristic
checklist questions should be developed based on specific aspects not covered in the
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existing heuristic checklists found in the literature. The output of this step is Table 14,
which lists the relevant features, usability/UX attributes, heuristic sets and checklists, and
other attributes (i.e., usability problems identified in the literature) with an additional
column ranking their importance for mCDSapp design based on the scale above. The most
comprehensive heuristic checklist for a similar domain area (i.e., mobile interfaces) was
chosen from the literature (Y. Gómez et al., 2014) to use as a base for the new checklist
development. This heuristic checklist included 13 categories totalling 230 checklist
questions.
Table 5
Domain-Specific Information and Features, Usability and UX Attributes, Heuristic Checklists,
and Usability Issues Collected and Selected for Use
Topic
Collected Information
Information There is no formal definition for mobile
about
clinical decision support applications, so
mCDSapps one was created that incorporates a
simple definition of traditional CDS.
Electronic clinical decision support
(ECDS) has been defined by McCulloh et
al. (2018) as tools that “provide
clinicians with information meant to aid
in the diagnosis, treatment, and care of
patients.” Although, electronic is not
unique to mobile devices.
Mobile health (mHealth) has been
defined as referring to “the use of mobile
devices, personal digital assistants, and
other wireless devices for patient selfmanagement, as a complement to
physicians’ interventions, and to
support shared decision making”
(Rahimi et al., 2017). It is also defined by
WHO (2011) as, “medical and public
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Selected Information
Mobile applications (apps) are
designed to run on a mobile
device (e.g., smartphone and
tablet) and function similar to
a computer. Clinical decision
support “provides timely
information, usually at the
point of care, to help inform
decisions about a patient's
care” (AHRQ, 2018). Therefore,
a mobile clinical decision
support application
(mCDSapp) is software
designed specifically for a
mobile device that provides
timely information to support
decision-making at the point of
care.

Features
specific to
mCDSapps
(general
and specific
features)

Usability
and UX
attributes

health practice supported by mobile
devices, such as mobile phones, patient
monitoring devices, personal digital
assistants (PDAs), and other wireless
devices.
A distinction is not made for using
smartphone and tablet devices
specifically, within these definitions,
which is the aim of the new mCDSapp
heuristic checklist, thus it should be
incorporated into the formal definition.
General features of mobile devices and
applications: Simplicity, Directness,
Accessibility, User control, Learnability,
Memorability, Familiarity, Predictability,
Consistency, Informativeness, Visibility,
Flexibility, Adaptability, Error prevention
and recovery, Forgiveness, Helpfulness,
Feedback, Effectiveness (Park et al.,
2011)
Specific features of mCDSapps: Content
accuracy (evidence-based, references
provided, evidence of science),
privacy/security of patient data, energy
usage/battery life, data quality, data
transfer, reliability, platform variability,
decision-making/support, workflow
integration, context/environment
ISO standard: effectiveness, efficiency,
and satisfaction
Usability attributes (Nielsen):
learnability, efficiency, memorability,
errors, satisfaction
UX (Morville): useful, usable, desirable,
findable, credible, accessible, valuable
Usable design (Usability BOK):
Usefulness, consistency, simplicity,
communication, error prevention and
handling, efficiency, workload reduction,
usability judgment
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Both general and specific
features will be kept and used
for the mCDSapp heuristic
checklist as the general
features will ensure the
usability of the mobile device
and application overall and
the specific will ensure safety,
usability, and usefulness of
the application as it pertains
to decision-making.

Nielsen’s, Morville, and the
Usability BOK will be
combined and used for
Usability and UX attributes.
Each are more comprehensive
than the ISO standard for
usability and while they have
some overlap, each have
unique components.

Existing
sets of
heuristics
(including
checklists)

Inostroza et al., 2015; Machado Neto &
Pimentel, 2013; Mi et al., 2014; Nielsen,
1995; Pierotti, 1995; Thitichaimongkhol
& Senivongse, 2016; Von Wangenheim et
al., 2016; Y. Gómez et al., 2014; Zhang et
al., 2003

Known
usability
problems
(from Step
2)

Terminology, layout and navigation,
accessibility, cultural considerations,
workflow integration, cognitive
considerations, flexibility and user
control, and content were all found to be
issues for the usability of mHeatlh
applications.

The mobile interface heuristic
checklist created by Y. Gómez
et al. (2014) was selected
because it is the most
comprehensive checklist for
mobile applications and is
developed based on and
matched to Nielsen’s 10
heuristic set.
Each of the usability issue
categories identified overlap
with the recommendations
and design principles already
identified through heuristics
and usability and UX
attributes and will be taken
into consideration for the new
mCDSapp heuristic checklist.

Discussion. This step helped identify key areas that the new heuristic checklist
needed to address regarding the usability and patient safety aspects of mCDSapps. The
information necessary from each of the five categories that guided Steps 1 and 2 were
compiled into a table and the most important information was selected to guide the
checklist formulation. One of key aspects of this step was the selection of the base heuristic
checklist, which was chosen for its comprehensiveness in evaluating mobile interfaces. It
was also chosen to be the control checklist to be used in the validation phase. An in-depth
evaulation of this checklist for appropriateness in evaluating mCDSapps occured in Step 4.
Step 4: Correlational stage.
Method. Using the selected information, features, attributes, and heuristics
compiled in Step 3, features specific to mCDSapps were matched with usability/UX
attributes and existing heuristics to help identify gaps in what the base checklist currently
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evaluates compared to what the mCDSapp specific features that needed to be evaluated.
Specifically, the matching process was guided by features, and attributes were associated
with each feature. The list of features and their attributes was then matched with the base
heuristic checklist categories.
Results. The matched mCDSapp specific features with usability/UX principles and
existing heuristic categories is shown in Table 15. The heuristic categories used were from
the selected base heuristic checklist from Step 3 (Y. Gómez et al., 2014). The mCDSapp
features were considered to be partially covered by checklist questions in the heuristic
categories listed and two mCDSapp specific features (i.e., energy usage/baterry life and
platform variability) were left unmatched.
Table 6
mCDSapp Features Mapped to Usability and UX Attributes and Heuristics from Y. Gómez et al.,
(2014)

mCDSapp Feature
Content accuracy

Usability/UX Attribute
Credible (UX)

Privacy/Security of
patient data
Energy
usage/battery life
Data quality

Credible (UX)

Data transfer
Reliability

Platform variability

Heuristic Category (Y. Gómez et al.,
2014)
MI1 Visibility of system status
(partially covered)
MI13 Privacy (partially covered)

Simplicity (UX)
Credible, Consistency
(UX)
Credible, Consistency
(UX)
Credible, Consistency
(UX)

MI13 Privacy (partially covered)
MI13 Privacy (partially covered)
MI4 Consistency and standards
(partially covered)

Consistency (UX)
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Table 15 (continued)

mCDSapp Feature
Decisionmaking/support

Workflow integration

Usability/UX Attribute
Learnability, Efficiency,
Memorability, Errors,
Satisfaction (Usability)
Credible, Efficiency,
Valuable, Usefulness,
Workload Reduction
(UX)
Learnability, Efficiency,
Memorability, Errors,
Satisfaction (Usability)
Usable, Desirable,
Usefulness, Consistency
(UX)

Context/Environment Error Prevention and
Handling, Efficiency
(UX)

Heuristic Category (Y. Gómez et al.,
2014)
MI8 Aesthetic and minimalist design
(partially covered)

MI1 Visibility of system status
(partially covered)
MI3 User control and freedom
(partially covered)
MI6 Recognition rather than recall
(partially covered)
M12 Pleasurable and respectful
interaction (partially covered)
M2 Match between system and the real
world (partially covered)
MI3 User control and freedom
(partially covered)
MI4 Consistency and standards
(partially covered)
MI5 Error prevention (partially
covered)
MI6 Recognition rather than recall
(partially covered)
MI7 Flexibility and efficiency of use
(partially covered)
MI8 Aesthetic and minimalist design
(partially covered)
MI13 Privacy (partially covered)

Discussion. This step required the review of each checklist question from the
control checklist used as a base (Y. Gómez et al., 2014) and a determination made about
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whether the entirety of each mCDSapp specific feature was covered or not. Although many
of the control checklist questions helped evaluate aspects of the mCDSapp features, there
were many usability/UX and CDS recommendations that were not evaluated and required
new questions to address them. As a result, new checklist questions are proposed in Step 5.
Step 5: Selection stage.
Method. Each heuristic identified in the previous step was evaluated and a
determination made to either keep it without any changes, adapt it to better evaulate
mCDSapps, or eliminate it completely. Questions were eliminated only if they did not
pertain to the evaluation of mCDSapps (i.e., questions about shopping and websites) or if
they were found to be redundant to other questions. Additionally, any relevant elements
identified that were not matched to an existing heuristic in Step 4 were used to create
heuristics and checklist questions to evaluate them. Redundant heuristics and checklist
questions were combined into a single heuristic and or checklist question.
Results. Ninety-three new checklist questions were developed to address elements
of the features not currently evaluated and a new category for Clinical Decision Support
was added for questions that did not fit into existing categories. Subcategories were then
created to group the questions within this category. Additionally, the existing Privacy
cateogry was adapted to be called Privacy/Security. Table 16 shows a sample of the new
checklist questions, their category, and subcategory. The full table can be found in
Appendix H.
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Table 7
Sample of New Checklist Questions, Their Heuristic Categories, and Subcategories
Checklist Question
Are all fonts sans serif? (serif,
novelty, and display fonts
should be avoided)
Are lengthy documents
broken into short sections?
Is content updated regularly
to the most recent clinical
guidelines?

Category
Consistency and standards

Subcategory
Accessibility (new)

Recognition rather than
recall
Clinical decision support

Memory load reduction
Patient safety

Next, a new table with all features and heuristic checklist questions grouped into
their heuristic category was created to evaluate each question for an action to be taken (i.e.,
keep, adapt, or eliminate). A total of 323 questions were grouped into 14 separate
categories. Most categories also included subcategories to further qualify the questions’
intent. Table 17 depicts a sample from the full table found in Appendix I.
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Table 8
Sample Heuristic Categories, Subcategories, Checklist Questions, and Determination of
Keeping, Adapting, or Eliminating Each Question
ID

MI1

MI5

MI2

Heuristic
Name/Explanation
Visibility of system
status:
The system should
always keep users
informed about what
is going on, through
appropriate
feedback within
reasonable time.
Error prevention:
Even better than
good error messages
is a careful design
which prevents a
problem from
occurring in the first
place. Either
eliminate errorprone conditions or
check for them and
present users with a
confirmation option
before they commit
to the action.
Pleasurable and
respectful
interaction:
"Simplicity
principle"
"Simple and natural
dialogue"
"Speak the user's
language"
"this point also
includes any
accessibility
questions that could
enrich usability
allowing a more
universal access,
such as 'color
blindness'"

Subcategory

System
status
feedback

Checklist
Question
Is there some
form of
system
feedback for
every
operator
action?

Are menu
choices
logical,
distinctive,
and mutually
exclusive?

Shopping

When a list of
products is
presented, are
image
thumbnails
big enough for
the user to get
some
information
out of them?
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Action
Adapt (need
to include
appropriate
amount of
time for
feedback)

Keep

Eliminate

Set of Existing
Heuristics

Aspect or Feature
Covered

Y. Gómez et
al., 2014

Memorability,
Usable,
Simplicity,
Communication

(3)
Critical

Y. Gómez et
al., 2014

Efficiency, Errors,
Usable,
Accessible,
Simplicity,
Communication,
Error Prevention

(2)
Important

Y. Gómez et
al.. 2014

Simplicity,
Satisfaction,
Accessibility,
Consistency,
Usefulness

(2)
Important

Applicability

After assessment of the full list of questions, eliminations and adaptations to
questions resulted in 272 remaining questions.
Discussion. In this step, new checklist questions created to evaluate mCDSapp
specific features were grouped within existing categories when applicable; however, many
questions related specifically to mCDSapps were left uncategorized. Careful review of the
CDS recommendations in the literature informed the creation of new questions that were
grouped into the new Clinical Decision Support category. Questions generated specific to
security were nested in an adapted version of the existing Privacy category from the
control checklist, revised to be called Privacy/Security. All checklist questions from the
control checklist and the new checklist were then evaluated for action. This step was one of
the most important in the development steps because it ensured that features unique to
evaluating mCDSapps were accounted for and provided a chance to evaluate the control
checklist thoroughly for revisions that made them appropriate to the evaluation of a mobile
application. The control checklist was developed for mobile interfaces as a whole, so
changes were made to reflect evaluation of an mCDSapp, specifically.
Step 6: Specification stage.
Method. The new set of usability/UX heuristics was formally defined during this
stage, including the number, categories, and which elements were included in the
specifications, such as definitions and examples. Quiñones et al. (2018) proposed this
template for the process:
•

Id: Heuristic’s identifier.

•

Priority: Value that identifies how important the heuristic is in the evaluation of a
specific aspect or feature. The value can be (3) Critical: Heuristic evaluates a crucial
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aspect; (2) Important: Heuristic evaluates a relevant aspect; or (1) Useful: Heuristic
further improves the usability/UX.
•

Name: Heuristic’s name.

•

Definition: A brief but concise definition of the heuristic.

•

Explanation: Detailed explanation of the heuristic.

•

Application feature: Feature or aspect of the specific application domain that is
evaluated with the heuristic.

•

Examples: Examples of violation of and compliance with the heuristic. Include an
image that graphically explains the problem.

•

Benefits: Expected usability/UX benefits when the heuristic is satisfied.

•

Problems: Anticipated problems of heuristic misunderstanding.

•

Checklist: Items or criteria that are associated with the heuristic.

•

Usability/UX attribute: Usability/UX attribute that is evaluated with the heuristic.

•

Heuristics related: Set (or sets) of heuristics on which the heuristic is based, along
with the authors and the references.
Results. The output of this step was a formal checklist that included all of the

identifiers above. A sample from the full list of identifiers is found in Table 18 and the full
set of identifiers can be found in Appendix J.
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Table 9
Sample Heuristic Identification Information
ID
Priority
Name
Definition

CDS11
(2) Important
Skills
User language that both novices and experts can understand. Ensure that
both novice and experienced users are support by providing multiple
levels of detail. Prepare workarounds and or shortcuts for frequent users.
Explanation At the initial use of an application, users will need to have all steps of a
process available to them in a systematic way. As a user becomes more
familiar with the application and its expectations, they should be able to
bypass unnecessary information using shortcuts.
Application General features: User Control, Flexibility, Adaptability, Efficiency
feature
Examples
Design for the user to learn the application as a novice (e.g., including
progressive disclosure, tool tips for first time use, use simple design and
language). Provide efficient options for the expert user, such as menus to
skip ahead in applicable processes or provide some level of
customizability.
Benefits
Novices will learn the application easily and experts will appreciate not
needing to complete unnecessary tasks in a process.
Problems
Misunderstanding this heuristic could potentially lead to user frustration
when having to complete steps in a process that can be streamlined for
experienced users.
Checklist
1. If the application supports both novice and expert users, are
multiple levels of detail available?
2. Does the system correctly anticipate and prompt for the user's
probable next activity?
3. Are shortcuts provided for more experienced users? (e.g., favorites,
my specialty, recents, etc.)
a. If shortcuts are provided, are they easy to find?
b. If shortcuts are provided, are they easy to navigate?
4.
Is the users' work protected? For example, for data entry screens
with many fields or in which source documents may be incomplete,
can users save a partially filled screen?
Usability
Efficiency, Satisfaction
attributes
UX factors
Simplicity
Set of
Heuristics for mobile interfaces (Y. Gomez et al., 2014)
heuristics
related
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Discussion. This step formalized each of the heuristic categories and the resulting
tables provided context for each of the categories for use in evaluation. Priority values are
stated at the top of each of the heuristic definition tables, which inform the evaluator of
how to prioritize potential violations. The definitions, explanations, and examples are
provided to help evaluators understand what to look for and possible violations. The
benefits and problems sections help the evaluator understand why the heuristic is
important and how misunderstanding it could impact the user experience of an mCDSapp.
The usability/UX attributes are also listed, which inform the evaluator of what design
principles are associated with the heuristic.
Step 7. Validation stage. Validation of the heuristic checklist took place in three
separate phases.
Heuristic Evaluation.
Method.
The new heuristic checklist was compared to a control heuristic checklist created
for the evaluation of mobile interfaces (Y. Gómez et al., 2014). Two different mCDSapps
were chosen as case studies for this phase of the validation.
Evaluators. Six human factors experts previously trained to complete heuristic
evaluations independently evaluated the applications based on the following structure:
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Table 19
Heuristic Evaluation Groups and Checklist Used for Evaluations
Group
Evaluator 1
Evaluator 2
Evaluator 3
Evaluator 4
Evaluator 5
Evaluator 6

Control
Control
Control
Experimental
Experimental
Experimental

MDCalc Medical
Calculator
Y. Gómez Checklist
Y. Gómez Checklist
Y. Gómez Checklist
New Checklist
New Checklist
New Checklist

Evidencio
Y. Gómez Checklist
Y. Gómez Checklist
Y. Gómez Checklist
New Checklist
New Checklist
New Checklist

Materials.
Evaluators were instructed to use their own mobile device for the evaluations. The
two applications evaluated were MDCalc Medical Calculator and Evidencio. The
applications were chosen based on the following criteria:
•

Both applications were labeled as “Clinical Decision Support” and or “Medical
Decision Support” in the Apple App Store and the Google Play Store

•

Both applications were available for both iOS and Android platforms

•

Both applications were consistent in features and functionality across the iOS
and Android operating systems

•

Both applications were similar in that they provided multiple clinical
decision support process and therefore required approximately the same
amount of time to evaluate

The applicatons were determined to be different enough in layout, input methods,
and overall usability that between the two, the majority of checklist questions would be
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used and, therefore, receive feedback from evaluators Screenshots of the MDCalc and
Evidencio applications are displayed in Figure 1.

Figure 1. MDCalc ‘All’ tab and Evidencio ‘Models’ screen.
Each heuristic checklist (i.e., the control and the new checklist) was formatted in a
Microsoft Excel document with a sheet for instructions and a sheet to complete the
evaluation. Instructions and representative tasks were the same for both checklists but
different between applications.
Procedure.
Each evaluator was assigned either the new checklist or the control checklist to
avoid any bias that might occur as a result of using both lists. Every evaluator completed
their respective checklist for both mCDSapps. Evaluators were given representative tasks
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(See Appendix K for a full list) for each application to complete and were instructed to
spend at least 15 additional minutes reviewing the application prior to starting the
evaluation to ensure they were comfortable using it. Each checklist question was answered
with yes, no, or not applicable and questions were phrased positively such that a yes
answer is desireable and evaluators were asked to provide feedback about the checklist
questions, cateogories, and subcategories regarding the wording and clarity. The two
applications were counterbalanced across all evaluators to ensure that each application
was the first application evaluated three times.
Analysis.
Evaluators were asked to provide feedback unique to each checklist question along
with general feedback about the checklist. This feedback was used to make changes to the
final version of the checklist.
The completed heuristic evaluations were also evaluated to determine if more
usability/UX issues, more domain specific issues, and more issues qualifying as critical (i.e.,
based on their assigned priority value in Step 6) were identified with the new checklist
than with the control checklist.
Inter-rater reliability was tested using Krippendorff’s alpha, where an alpha > 0.8 is
considered strong, 0.67 to 0.8 is considered low, and < 0.67 is considered really low (Hayes
& Krippendorff, 2007).
Results. Feedback received during this stage resulted in 83 adaptations and six
eliminations to the heuristic checklist questions. The majority of the adaptations were for
clarification purposes (i.e., updated wording) and others to correct small mistakes. Four of
the six eliminations were due to redundancy and the other two were determined to be
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unhelpful in the evaluation process. Four questions were also earmarked as ‘Development
Team’ questions that might not be easily answered by other evaluators of the application
but are still important. Samples of both adapted and eliminated checklist questions can be
found in Table 20 and a full list can be found in Appendix L. Feedback from the evaluators
additionally resulted in changes to one of the main categories (i.e., help users recognize,
diagnose, and recover from errors was moved to be a subcategory under error prevention),
six heuristic subcategories, the movement of 13 questions to new categories, and six new
questions due to breaking two questions into multiple questions. Five new questions were
developed to evaluate usability/UX and mCDSapp attributes that were not originally
accounted for in the checklist.
Table 10
Changes to the Heuristic Checklist Based on Feedback from Evaluators
Heuristic
category
Visibility of
system
status

Heuristic
subcategory
Response
times

Consistency Design
and
consistency
Standards

Visibility of
system
status

System
status
feedback

Original checklist
question
Are response
times appropriate
for the users
cognitive
processing?
-

If a list contains
only one item, is
the user taken
directly to that
item?

66

Change(s)
made
Adapted:
Updated
wording
Adapted:
Updated
subcategory
name
Added new
question
Eliminated

Updated question
Are response times
under 3 seconds to
support cognitive
processing?
Changed from
“Designing consistency”
to “Design consistency”
Is the application free
from spelling errors
and typos?
Users might be
confused if they cannot
see that there was only
one option available
and think they have
made a mistake

Within the MDCalc application, a dialog box allowed the user to select a ‘Next’
button to move through input fields and at the last field, the ‘Next’ button became a ‘Done’
button. Once the evaluator clicked ‘Done’ a score was calculated, however, there were still
questions to answer that impacted the index score for the decision tool being used. Based
on this feedback, the checklist question, “Can users move forward and backward between
fields or dialog box options?” was adapted to include, “without skipping fields” at the end.
Evaluators also reported various places with missing content in the Evidencio application,
which they stated made them lose trust in the application. One of the places with missing
content was the introduction video for the application, although all other videos were
present in their respecitve locations. This issue resulted in the addition of the question,
“Does the app ensure there is no missing content? (i.e., if there is a heading for content it
should not be empty or users might be confused as to why there is no content)” These
usability issues are displayed in Figure 2.
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Figure 2. MDCalc dialog box covering additional questions usability issue and Evidencio
missing content issue.
Evaluators in the control group collectively reported 88 violations (i.e., ‘No’ answer
for a checklist question) (38% of the total questions) for the MDCalc application and 127
(55% of the total questions) violations for the Evidencio application. Of the total 230
questions, 43 (35%) questions were unique to the control checklist. Fifteen of the unique
questions were collectively rated as violations on the MDCalc application and 20 (47%)
were rated as violations on the Evidencio application. Evaluators in the experimental group
collectively reported 175 (64% of the total questions) violations for the MDCalc application
and 192 (71% of the total questions) violations for the Evidencio application. Of the 272
questions in the experimental checklist, 74 were unique. Evaluators in this group rated 39
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(53%) of these as violations for the MDCalc application and 51 (69%) as violations for the
Evidencio application. Table 21 provides a breakdown of the violations identified for both
checklists and applications by violation type (i.e., usability/UX, domain specific, from a
critical category).
Table 11
Number (Percentage) of Heuristic Violations for Each Checklist and Application by Type
Checklist
Control
Experimental
Domain
Critical Usability/UX
Domain
Specific
Specific
88 (38%)
7 (39%) 3 (30%) 175 (64%)
34 (61%)
127 (55%) 12 (67%) 6 (60%) 192 (71%)
44 (79%)

Application Usability/UX
MDCalc
Evidencio

Critical
29 (60%)
38 (79%)

Inter-rater reliability was determined to be low for both checklists, regardless of
application. Evaluator four’s data was dissimilar enough from other evaluators' data in
their group (i.e., the experimental group) that inter-rater reliability was tested again
without their data. The Krippendorff’s alpha for MDCalc and Evidencio with only evaluators
five and six was .47 and .46, respectively. Table 22 summarizes these data. Confidence
intervals are reported in Appendix M.
Table 12
Krippendorff’s Alpha for Inter-rater Reliability of Heuristic Evaluations
Checklist

Application
MDCalc
Evidencio

Control

.30
.33

Experimental

.13
.26
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Experimental
Without Evaluator
4

.47
.46

Discucssion. This phase of the validation step produced valuable feedback about the
checklist and changes that needed to be made for clarification and utility. Evaulators from
both groups stated in their general feedback that they thought the checklist was long, yet
thorough, and that it covered the aspects needed. Two of the six evaulators asked for a
Likert scale for ratings to have ‘Yes-always’ and ‘Yes-sometimes’ rather than just yes, no, or
not applicable. Evaluators’ feedback resulted in many changes that should reduce
confusion and ease of use of the new checklist.
Interestingly, there were no changes suggested to the Clinical Decision Support
category from the evaluators in the experimental group. This is likely due to them being
human factors experts and having little to no clinical knowledge.
More usability/UX, domain specific, and critical category violations were found
using the experimental checklist. The experimental checklist included the clinical decision
support category, which is considered a critical category, indicating that without it, many
issues related to patient safety and recommendations for CDS design were overlooked.
The inter-rater reliability was considered very low for both checklists, which is
similar to another study assessing video games through heuristic evaluation (White et al.,
2011). That study reported a Krippendorff’s alpha of .34 and the authors reported
variability due to the complexity of the video games evaluated. In the current study,
evaluator four from the experimental group self-reported spending much more time
completing the evaluations than the other evaluators reported (i.e., 10 hours versus 3-5
hours). This additional amount of time spent allowed them to be thorough, and they
indicated looking for the one time there was a violation rather than saying yes to a question
after finding it to be met a few times. As a usability/UX expert, this evaluator has a higher
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level of expertise than the other evaluators, which may have been why they chose to spend
more time using the applications than the other evaluators.
Expert Judgment.
Method. One usability expert practitioner and two attending hospitalist physicians
reviewed the proposed mCDSapp-specific heuristic checklist. The practitioner was chosen
based on their expertise in conducting heuristic evaluations and their understanding of
how to correctly apply heuristics to identify usability problems. Physicians were included
in addition to the usability expert to ensure that the heuristic checklist encompassed the
appropriate elements regarding patient safety and the clinical decision-making process.
The usability expert reviewer evaluated one of the two applications (MDCalc) used for the
heuristic evaluation case study in the previous phase and provided feedback about
usefulness, efficiency, and effectiveness of the heuristic checklist for evaluating mCDS
usability. The physicians evaluated the heuristic checklist questions in the clinical decision
support section only and gave verbal feedback about clarity, usefulness, and effectiveness
of the questions. All expert judges provided suggested changes to the heuristic checklist
along with their feedback.
The usability expert practioner completed a questionnaire developed by Quiñones
et al. (2018) that assessed perceptions of the new heuristic checklist on four dimensions
and three questions using 5-point Likert scales. A few modifications were made such that
the expert was asked for feedback along with each of the ratings to ensure proper changes
were made. Additionally, each dimension related Likert scale was made specific to its
dimension (e.g. for ‘Utility’ 1 (not at all useful) to 5 (extremely useful) rather than the
proposed 1 (does not comply with the dimension) to 5 (fully complies with the dimension).
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The four dimensions and the 5-point Likert scales unique to each of the three overall
questions are shown below:
•

D1 – Utility: How useful the usability/UX heuristic is

•

D2 – Clarity: How clear the usability/UX heuristic is

•

D3 – Ease of use: How easy it was to associate identified problems with the
usability/UX heuristic

•

D4 – Necessity of an additional checklist: How necessary is it to complement the
usability/UX heuristic with a checklist

•

Q1 – Easiness – How easy is was to perform the heuristic evaluation, based on this
set of usability/UX heuristics? (Likert scale: 1 (not at all easy) to 5 (extremely easy))

•

Q2 – Intention: Would you use the same set of usability/UX heuristics when
evaluating similar software products in the future? (Likert scale: 1 (I am not at all
likely to use this set) to 5 (I am extremely likely to use this set))

•

Q3 – Completeness: Do you think the set of usability/UX heuristics covers all
usability aspects for this type of software product? (Likert scale: 1 (does not cover
these aspects at all) to 5 (covers these aspects extremely well))

The survey also included an area to rate the importance level of each heuristic based on
the three levels defined under ‘Priority’ in Step 6 of the methodology: [(3) Critical:
Heuristic evaluates a crucial aspect; (2) Important: Heuristic evaluates a relevant aspect; or
(1) Useful: Heuristic further improves the usability/UX.], as well as a comment area to list
issues and potential solutions. Results of the survey are used during the refinement stage
(Step 8) to determine which heuristics to refine, keep unchanged, or remove.
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Results. The usability expert practioner provided feedback that resulted in nine
changes to checklist questions, all of which were updated wording for clarity except two;
one question was broken into two questions and one question was eliminated. One
question was also earmarked with ‘Development Team’ which might not be able to be
answered by evaluators easily but is still important. Table 23 displays the updated
questions based on this feedback.
Table 13
Changes to the Heuristic Checklist Based on Feedback from the Usability Expert Practitioner
Heuristic
category
Visibility of
system status

Heuristic
subcategory
System
status
feedback

Original checklist
question
If alerts are built into
the app, are they
salient?

Change(s)
made
Adapted:
Updated
wording

Match between Metaphors/
system and the mental
real world
models

Are metaphors
properly used as
visual clues?

Adapted:
Updated
wording

Consistency
and standards

Is constraining screen
orientation avoided?
(Users tend to switch
orientation when an
impasse occurs and, if
the app doesn’t
support them, their
flow is going to be
disrupted and they
are going to wonder
why it’s not working)

Adapted:
Updated
wording

Orientation
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Updated question
If alerts are built
into the app, are
they salient?
(alerts are for
important
information that
needs attention)
Are metaphors
properly used as
visual clues? (e.g.,
envelope for the
mail button)
Can users switch
between screen
orientations?
(Users tend to
switch orientation
when an impasse
occurs and, if the
app doesn't
change
orientation, the
user wonders why
and flow is
disrupted)

Table 23 (continued)
Heuristic
category
Consistency
and standards

Heuristic
subcategory
Input fields

Consistency
and standards

Input fields

Consistency
and standards

Functional
goals
consistency

Error
prevention

Input fields

Help and
documentation

-

Clinical
decision
support

Patient
safety

Original checklist
question
Do field labels appear
to the left of single
fields and above list
fields?
Do field labels appear
to the left of single
fields and above list
fields?
Is the application
being updated
frequently?

Change(s)
made
Adapted:
Broken into
two
questions
Adapted:
Broken into
two
questions
Adapted:
Updated
wording

Do fields in data entry
screens and dialog
boxes contain default
values when
appropriate?
Is there contextsensitive help?

Eliminated:
Redundant

Is content updated
regularly to the most
recent clinical
guidelines?

Adapted:
Updated
wording
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Adapted:
Updated
wording

Updated question
Do field labels
appear to the left
of single fields?
Do field labels
appear above list
fields?
Does the
application
provide
information
about when and
why it was last
updated?
-

Is there contextsensitive help?
(i.e., "quick help"
within a process
or task in the
application
instead of only a
help section)
Does the
application state
the last update to
each clinical
guideline
provided? (Users
should know they
are using the
most recent
information
available)

Table 23 (continued)
Heuristic
category
Clinical
decision
support

Heuristic
subcategory
Patient
safety

Original checklist
question

Change(s)
made

Updated question

Are clinicians
required to review
default information
rather than bypass it?
(An error in a default
setting could impact
patient safety)

Adapted:
Earmarked
for
developme
nt team

Development
team: Are
clinicians
required to
review default
information
rather than
bypass it? (An
error in a default
setting could
impact patient
safety)

Results from the expert judgment survey are displayed in Table 24. Category
importance was assigned using the same scale used in Step 6. Category importance differed
across five categories from what was assigned to the checklist at development, as seen in
the table.
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Table 14
Usability Expert Practitioner Survey Results
Dimension
Ease
of
Use
1

Necessity
of a
checklist
5

Category
importance
3 - Critical

Originally
assigned
category
importance
3 - Critical

Utility Clarity
Visibility of
5
4
system status
Match between
5
5
1
5
3 - Critical
2 - Important
system and the
real world
User control and
4
5
1
4
2 - Important 2 - Important
freedom
Consistency and
5
5
1
4
2 - Important 2 - Important
standards
Error
5
4
1
5
2 - Important 2 - Important
prevention
Recognition
3
5
2
3
1 - Useful
3 - Critical
rather than
recall
Flexibility and
4
5
1
4
2 - Important 2 - Important
efficiency of use
Aesthetic and
3
5
1
3
1 - Useful
1 - Useful
minimalist
design
Help users
5
5
1
5
3 - Critical
2 - Important
recognize,
diagnose, and
recover from
errors
Help and
3
4
3
3
2 - Important 2 - Important
documentation
Skills
2
4
1
2
1 -Useful
2 - Important
Pleasurable and
3
4
2
2
1 - Useful
2 - Important
respectful
interaction
Privacy/security
5
5
1
5
3 - Critical
3 - Critical
Clinical decision
5
4
2
5
3 – Critical
3 - Critical
support
Note. Items rated on a Likert scale for Utility, Clarity, and Necessity for a Checklist (1 =
Not at all [useful, clear, necessary]–5 = Extremely [useful, clear, necessary). Likert Scale
for Ease of use (1 = Very Easy–5 = Very Difficult). Importance scale was 3 (Critical), 2
(Important), and 1 (Useful).
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For the global survey about the checklist, the usability expert practitioner rated the
checklist was easy to use, that it is extremely likely that they would use it, and that it is
extremely complete.
The two attending physicians provided feedback for the clinical decision support
category, which resulted in changes to 20 questions. Nineteen changes were to update the
wording and one elimination was made. In addition, two new checklist questions were
added. Samples of the changes are depicted in Table 25 and the full table can be found in
Appendix N.
Table 15
Changes to the Heuristic Checklist Based on Feedback from the Usability Expert Practitioner
Heuristic
category
Clinical
decision
support

Heuristic
subcategory
Clinical
workflow

Clinical
decision
support

Target
user

Visibility
of
system
status

System
status
feedback

Original checklist question

Change(s
) made

Updated question

Does the application
provide accurate timing
information if it is needed
for a diagnostic/treatment
process? (e.g., providing a
timer for a process that
should be timed or at least
displaying the amount of
time that it should be
completed in)
Does the application
specify who should be
using the application for
diagnosis/treatment?
-

Adapted:
Updated
wording

Does the application
provide accurate
instructions and/or
tools for timing a
diagnostic process, if
needed?

Eliminated
Redundant

-

Added
new
question

If diagnostic and/or
treatment
recommendations have
multiple sections of
information, is there
indication that user will
need to navigate
multiple screens/scroll
to get to all options?
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Discussion. The usability expert practitioner and attending physicians indicated that
the checklist was easy to use and would be helpful in their field. The practitioner also
indicated in their feedback that some categories would be extremely helpful for some
clinical applications and not for others, making it difficult to rate them on the survey. The
example given was that for a clinical application that integrated with an electronic health
record system and, thus, patient data, the privacy/security heuristic is extremely
important; however, for a clinical reference tool, the privacy/security section might not be
as applicable.
There were many changes made to the checklist questions based on feedback
received during this phase, especially within the clinical decision support category.
Although these changes were made mostly for clarification purposes, having someone in a
clinical role assess the checklist was valuable to ensure that the questions were useful and
that they assessed areas of concern for mCDSapps.
The differences in category importance selections provided by the practitioner are
reasonable and will be considered during Step 8 for finalizing the checklist.
User Testing. User testing was performed on both mCDSapps used in the case study
during phase one of the validation. This phase of validation was considered complementary
to the other two methods in the Quiñones et al. (2018) methodology. The purpose of this
testing was to determine any problems that might rise during user testing so that
additional heuristic checklist questions could be added to evaluate them. Heuristic
evaluation and user testing have different purposes and are complementary, therefore both
should be conducted during the design process to minimize usabilty issues.
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Method.
Participants. Ten paramedics with previous smart phone experience were recruited
to participate in the user testing via online survey. Both the app and the physical website
for Evidencio were down for a few hours one day, resulting in one participant only
completing tasks on the MDCalc app. Their data for the other appplication was thrown out,
resulting in nine total participants. Each participant received a $20 Visa gift card for their
participation.
Materials. Participants completed a background screener (see Appendix O) to
ensure they were representative users of the mCDSapps (i.e., clinician with previous smart
phone experience). A predefined list of six representative tasks were created for each
mCDSapp, two of which were the same used during the heuristic evaluation phase for each
mCDSapp. These tasks were developed to be similar in the number of steps completed and
total time to complete all tasks, however, since the two applications did not provide the
same decision tools, the processes completed are different for each application. Although
difficulty of each task was assumed to be similar based on the number of steps and input
methods, perceived difficulty is subjective and therefore users might have had different
opinions based on their previous knowledge and experience with the applications used. A
clinician consulted in the development of each task to ensure that the patient scenarios
provided were accurate and read as case presentations to be as realistic as possible.
Portions of each task for both applications are displayed in Table 26 and full versions can
be found in Appendix P.
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Table 16
Excerpts of Each Task Completed on MDCalc and Evidencio During Usability Testing
MDCalc
Task 1 Take a couple minutes to familiarize
yourself with the application. Locate
‘4AT Delirium Screening’ and find
references for the evidence-based
content

Evidencio
Take a couple minutes to familiarize
yourself with the application. Locate ‘3year risk of sustained ventricular
tachycardia in newly diagnosed ARVC
patients’ and find references for the
evidence-based content

Task 2 Locate and select the ‘Crohn’s
Disease Activity Index’ and review
the instructions. Complete the index
using the patient scenario provided.

Change your specialty to ‘General
Practice’ then locate the ‘Oswestry
Disability Index.’ Review the ‘Details’
and complete the index using the patient
scenario provided.

Task 3 Using search then filters, select
‘Algorithm’ then ‘Myocardial
Infarction’ then locate and select the
ASCVD Risk Algorithm. Review the
instructions. Complete the index
using the patient scenario provided.

Search for ‘Heart’ and review the details
for ‘Risk of Ischemic Heart Disease in
Women after Radiotherapy for Breast
Cancer.’ Next, complete the process
using the patient scenario provided.

Task 4 Locate and select the ABG Analysis.
Review the instructions and
complete the screening using the
patient scenario provided.

Locate ‘Risk of bleeding during
anticoagulant treatment for venous
thromboembolism’ and review the
details. Next, complete the process using
the patient scenario provided.

Task 5 Locate and select the NIH Stroke
Scale. Review the instructions then
complete the scale using the patient
scenario provided.

Locate ‘VSGNE Abdominal Aortic
Aneurysm (AAA) mortality risk
prediction’ and review the details. Next,
complete the process using the patient
scenario provided.

Task 6 Locate and select the Sgarbossa’s
Criteria for MI diagnostic process.
Review the instructions then
complete the diagnostic process
using the patient scenario provided.

Locate ‘The PEARL score’ and review the
details. Next, complete the process using
the patient scenario provided.
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At the completion of each task, users rated their perceived difficulty in completing
the task and confidence that they completed the task successfully using 5-point Likert
scales. Scales ranged from 1 (very easy) to 5 (very difficult) and from 1 (not at all confident)
to 5 (very confident), respectively. Participants also completed the System Usability Scale
(SUS) (Brooke, 1996) via online survey (see Appendix Q) at the completion of each
mCDSapp. Figures 3 displays screenshots of one task screen from the MDCalc and
Evidencio applications, respectively.

Figure 3. MDCalc ‘Crohn’s Disease Activity Index (CDAI)’ and ‘Evidencio Risk of bleeding
during anticoagulant treatment for venous thromboembolism’ screenshots
Procedure. Participants were recruited based on eligibility as determined in the
background screener (see Appendix N). Upon their arrival at the usability lab, participants
were briefed on the usability testing process and signed a consent form prior to beginning
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the evaluation. Each participant completed all six tasks on each mCDSapp in
counterbalanced order, with Task 1 being first for both applications. Task 1 was meant to
familiarize the participant with the application before completing the remaining five tasks.
Each of the five remaining tasks on each application were clinical decision tools with
similar amounts of steps and participants were asked to report the results and
recommendations provided for each of the tasks. The order in which participants evaulated
the mCDSapps was also counterbalanced across participants. Participants were told to
think aloud as they completed the tasks and note any difficulties with the task or confusion
about the application. Participants were asked for their difficulty and confidence ratings at
the end of each task. At the completion of all tasks, the participant completed the SUS and
complete a short interview about their perceptions of the application and any difficulties
they encountered. This process was then repeated for each the second application. The
evaluator recorded successful and failed attempts for completing each of the tasks and took
notes throughout. At completion of both evaluations, the participants were asked to
compare and contrast the applications to identify any positive or negative attributes not
previously mentioned. All usability testing sessions lasted approximately one and a half
hours.
Results. Nine paramedics (7 males) voluntarily participated in the study.
Participants’ mean age was 34.89 (SD = 9.19) and mean experince in years as a paramedic
was 8.9 (SD = 6.19). Only one participant reported using an mCDSapp in the form of a drug
calculator a few times per week. Evidencio is a web-based mobile app, requiring internet
connection and connection to its server to work.
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The majority of the usability issues identified through user testing were issues
already identified during the previous phases of the validation step. These included issues
with text size, text not wrapping to see a full selection option, issues with dialog boxes
covering important information during a process, non-intelligent search, app crashes,
issues with navigation, and issues with organization, The usability issues that were
identified through user testing only are listed with descriptions in Table 27.
Table 17
Usability Issues Identified During User Testing
mCDSapp
Usability issue
MDCalc
Generic advice or
Evidencio recommendations

MDCalc
Evidencio

MDCalc

MDCalc

Description
Many of the advice and recommendation sections
were generic (i.e., they were the same whether or
not you completed the calculator process), leading
to confusion for the user.
Hard to interpret
In some of the decision tool processes, there was
scores/percentages not enough information within the application to
properly interpret the score or percentage given.
Users indicated that they would expect more
without needing to go to the referenced articles.
Accidentally
The MDCalc app is set up such that users navigate
clicking back
using tabs to go between the calculator, next steps,
button resets data
evidence, and creator screens within a process.
entered
Users would accidentally hit the back button in the
upper left corner thinking it would take them back
to the previous screen and it would back out to the
main screen and reset their work. Users thought
having the data save and having a reset button
would be nice.
No ‘Home’ button
Some users weren’t sure what was considered the
or clearly marked
home screen in this app and this was partially due
‘Home’ screen
to not having a home button.
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Table 27 (continued)
mCDSapp Usability issue
Description
Evidencio Sliders hard
Users had trouble with the sliders because they were
to use
not precise enough. When users went to lift their thumb,
the slider would jump a little in either direction.
Additionally, users on the iPhone would accidentally
activate a gesture that acts as a back button when first
activating the slider and not touching the target directly.
Evidencio Web-based
This application is web-based and therefore needs
application
internet connection to work. This led to longer loading
times and glitches in the application during use. It was
thought to be a downfall of the application by multiple
users since they work in rural areas at times with little
to no signal. Additionally, when the website and
application were down, one participant was unable to
complete any tasks.
Evidencio Search bar
Two users experienced an issue where, after searching,
covered
their search result was hidden behind the search bar
results
and they could not see the title. When you pull down on
the results, you can see the title, but this gesture
refreshes the search and takes you back to the models
screen. The user was able to tap and go into the tool
once they knew it was the correct one, but this issue was
frustrating for them.
Evidencio Cannot access The Evidencio application is set up such that you can
decision tool
either tap the details link before going into the process
through
or just go directly into the process. Users thought that
details screen the details screen should include a button or link to get
to the process or that the details should just be nested
within the process.
Evidencio Three dots at Once inside a decision tool process, there are three dots
the top of the (i.e., …) and it is either followed by a percent sign, the
screen are
word score, or nothing at all. Many users tried to click it
confusing
but it doesn’t become clickable until the process is
completed. Some processes that end with a percentage
do not have the percent sign there until the end and
others do (i.e., …%), which was confusing for the users.
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The majority of users (70%) preferred MDCalc to Evidencio because it was more
detailed, it appeared professional and more complete, there were more resources within
the app, it had better organization, and it was a native mobile application so it did not
crash. The three users who chose Evidencio stated that they liked the more simple set up of
this app and being able to review their answers on the results screen.
The usability issues identified were used to create three new checklist questions,
which are displayed in Table 27.
Table 18
Questions Added Using Feedback from Usability Study
Category
Clinical decision support

Subcategory
Scientific
evidence

Error prevention

Input fields

Error prevention

Input fields

Checklist question
Do the decision tools in the application
provide sufficient information to interpret
the score/percentage given?
If sliders are used, is there an alternative
method of input for each field?
If pop-up/dialog boxes are used to input
data, does the application ensure
information relevant to that input field is
not covered by the pop/dialog box?

Difficulty and confidence ratings were similar between the two mCDSapps as shown
in Figures 3 and 4, respectively.
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Figure 4. Perceived difficulty ratings for MDCalc and Evidencio usability tasks. A Likert
scale from 1 (Very Easy)–5 (Very Difficult) was used.
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Figure 5. Perceived confidence ratings for MDCalc and Evidencio usability tasks. A Likert
scale from 1 (Not at All Confident)–5 (Very Confident) was used.
Results of one-way repeated-measures ANOVAs found no significant statistical
differences between tasks for difficulty or confidence ratings for either application (p >
.05).
The System Usability Scale ratings were also similar, with MDCalc having a slightly
higher score (M = 75, SD = 20.88) than Evidencio (M = 67.5, SD = 25.65). The difference in
mean scores was not statistically significant. Results from this scale are displayed in Figure
6.
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Figure 6. Perceived usability ratings (SUS) for MDCalc and Evidencio. Industry average is a
score of 68 (Sauro, 2011).
Discussion. Usability testing with representative users is one of the best methods to
identify usability issues. In this case, the usability study results complemented the results
of the heuristic evaluation and expert judgment phases. Users with clinical knowledge were
able to complete a series of tasks on each application and provide detailed feedback about
likes, dislikes, frustrations, and most importantly, the clinical aspects of the applications.
Although attending physicians gave feedback on the clinical decision support heuristic
category during the expert judgment phase, they were not interacting with an mCDSapp
but rather providing judgment solely on the questions alone. Through user testing, new
usability issues were found in addition to those specified during the previous phases,
reinforcing the idea that heuristic evaluation and user testing will never replace one
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another and serve their own purposes. Figure 7 depicts a sample of the similarities and
differences found from the heuristic evaluation and user testing results for both mCDSapps.

Figure 7. Similarities and differences in heuristic evaluation and user testing results
In addition to the issues found, users also indicated that they would use mCDSapps
for work and particularly liked being able to add decision tools within the applications
tested to a favorites list for easier access. They also thought the majority of the tasks they
completed were simple and easy to use. Difficulty and confidence ratings were similar for
both applications and participants’ reasons given for higher difficulty or lower confidence
ratings were related to the usability issues above. Usability ratings were also similar,
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however, there was a wide range in the usability scores as indicated by the large standard
deviations for both applications. Only one participant reported prior use of an mCDSapp
and, perhaps, the variability is due to unfamiliarity with the application and the processes
used for the tasks.
Step 8: Refinement stage. The final step was to refine the heuristic checklist based
on the results of Step 7.
Method. Feedback received throughout each phase of the the validation step was
used to determine what changes were made to the heuristic categories, subcategories, and
checklist questions. This was an iterative process as each validation phase completed.
Results. The final checklist resulted in 282 questions grouped into 13 categories.
One additional change was made after the completion of Step 7, which was to move the
“Battery life” subcategory and its question to be nested within the “Pleasurable and
respectful interaction” category. The final checklist can be found in Appendix R.
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CHAPTER 4
GENERAL DISCUSSION
The purpose of this study was to develop and validate a heuristic checklist for
mCDSapps, and to determine if it would help identify more usability/UX issues, more
domain-specific issues, and more issues considered critical to mCDSapps than a control
checklist. Additionally, it aimed to see if the same usability issues would be found by user
testing as with the new checklist. The new mCDSapp checklist resulted in more issues
identified than the control checklist for the first three research questions:
1. Will an mCDSapp-specific heuristic checklist identify more usability/user
experience (UX) issues than a control heuristic checklist for mCDSapp
interfaces?
2. Will an mCDSapp-specific heuristic checklist identify more domain specific
issues than a control heuristic checklist for mCDSapp interfaces?
3. Will an mCDSapp-specific heuristic checklist identify more issues that qualify as
critical than a control checklist for mCDSapp interfaces?
The majority of usability issues also were identified through heuristic evaluations. These
results support the claim made by Rusu et al. (2011) that non-domain-specific heuristics do
not identify domain-specific usability issues well. There were currently no heuristic sets or
checklists in the literature specific to mCDSapps and few that were specific to similar
domains, such as mobile interfaces. Given the rise in mobile device use in the clinical
setting and mHealth applications in general, the need for a tool to properly evaluate
applications that can impact patient safety through their use was necessary.
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Steps 1–6
The first six steps of the methodology used (Quiñones et al., 2018) consisted of
thorough searches of the literature for all relevant information regarding the development
of an mCDSapp heuristic checklist and then carefully combining it. Although many heuristic
sets and checklists were found, very few were relevant to this domain. The control
checklist that served as a base for the new checklist (Y. Gómez et al., 2014) was
comprehensive enough to cover many usability/UX issues but required a large number of
revisions to adapt from mobile interfaces to mobile applications and to correct the wording
for clarity. The CDS design recommendations found in the literature were all specific to
desktop systems (Bates et al., 2003; Osheroff et al., 2012) and paper-based cognitive aids
(Marshall, 2013), so the best attempt possible was made to adapt these to cover a mobile
application for the same purpose.
Step 7
Heuristic evaluation.
The validation step was completed in three separate phases and required
recruitment of professionals across many domains. The evaluators used for the heuristic
evaluation phase were all human factors experts who specialize in usability/UX and were
trained on heuristic evaluation previously. They each spent at least two to three hours
evaluating each application using their respective checklist which is a large undertaking.
This phase provided great insight about changes that needed to be made to checklist
questions, as previously mentioned, but also into how the checklist can be formatted for
easier use moving forward. The Excel spreadsheet was used due to the length of both the
control and experimental checklists and the ability to save but this proved to be a
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cumbersome set up for some of the evaluators. In future iterations, the checklist will be
updated to a more user-friendly format.
The experimental checklist resulted in the discovery of more violations than the
control checklist for the specific research questions this study aimed to address, however,
both the control and experimental checklists were found to have low inter-rater reliability.
This is similar to a finding by White et al., (2011) wherein a low Krippendorff’s alpha was
found for heuristic evaluation of video games. As previously mentioned, one of the
evaluators in the experimental group has a higher level of usability/UX expertise than the
others in their group, which might have led to a more thorough assessment of the
applications. After removing this evaluator’s data, the inter-rater reliability increased
substantially and although it was higher for both applications than the control checklist, it
was still considered low for the test used (Hayes & Krippendorff, 2007). Potential reasons
for the lower alphas reported are that the evaluators were human factors experts and did
not have clinical knowledge to draw on in completing these evaluations. This could have
impacted the interpretation of certain questions and or the processes they completed on
the applications. Nielsen (1992) stated that usability experts are better at performing
heuristic evaluations than non-experts, and that double experts who are experts in both
usability and the domain the evaluation is being applied to perform even better. The
mCDSapp checklist was designed such that it can be used by evaluators trained on heuristic
evaluation, but more usability issues are likely to be found when a double expert is
completing the evaluation. Additionally, the checklist was not in its final version; part of the
purpose of this step was to collect feedback and revise the checklist, so further validation is
necessary using the finalized version.
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These findings illustrate previously mentioned issues with heuristic evaluation,
which is that there is room for individual interpretation (Chattratichart & Lindgaard, 2008;
Thitichaimongkhol & Senivongse, 2016). For instance, the three evaluators using the new
mCDSapp checklist all provided a different response (i.e., yes, no, and n/a) for the question,
“Are shortcuts provided for experienced users?” Both of the mCDSapps evaluated allow
users to ‘Favorite’ decision tools for quicker access, which some evaluators across both the
control and experimental groups considered a shortcut. This resulted in an adapted
question and the example, “(e.g., favorites, my specialty, recents, etc.) being added to the
question. However, initial disagreement across evaluators was difficult to anticipate.
Development of a checklist should alleviate this issue and to ensure that this is the case,
additional instructions will be developed for the next validation of the finalized checklist.
Inter-rater reliability also might not be the best way to determine a heuristic set or
checklist’s performance. In fact, heuristic evaluation studies often do not report inter-rater
reliability because typically, when a heuristic evaluation is conducted, the evaluators meet
to discuss their results and come to a consensus about their findings. Due to this being a
validation and to illicit feedback from evaluators about the checklist itself and not
specifically to evaluate the application, no consensus meetings were held. When these
consensus meetings are held, evaluators can discuss their experiences since there is a
chance that evaluators find something another evaluator did not or have a different
experience with what is being evaluated (e.g., one of the mCDSapps used for this study
crashed for some people and not others). Heuristic evaluations are also meant to be used
early and often in the design process, so with even just one expert evaluator, a large
portion of issues can still be found (Nielsen, 1994).
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Expert judgment.
This phase of the validation step was completed using one usability expert
(practitioner) and two domain experts (attending physicians). Having two clinicians
evaluate the clinical decision support category was extremely valuable because no
feedback was received for these questions during the heuristic evaluation phase and only a
few suggestions were made by the practitioner. This was expected, nonetheless, due to
their lack of clinical knowledge. The three experts reported that the checklist was useful in
their field and are willing to provide additional feedback to facilitate further development
of the checklist.
User testing.
Although considered optional in the methodology used, the usability testing phase
of the validation step was insightful. This phase provided confirmation that the new
checklist was mostly comprehensive and did not need much updating based on its results.
There were usability issues found that did not result in new checklist questions, which was
mainly due to them being covered by other checklist questions in some way (e.g., users
who hit the back button by accident were not familiar with the app yet and did not have the
issue again). Still, user testing highlighted areas the two applications could make
improvements and should be completed alongside other assessments, such as heuristic
evaluation. These methods are complementary in that heuristic evaluations involved indepth use of the evaluated application/product/device, meaning that learning can take
place over time and more aspects are experienced. This results in a more intimate
knowledge for evaluation purposes. Whereas with user testing, there are specific tasks that
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each user will complete, and it is difficult to cover every feature or aspect within those
tasks.
Limitations
Although there were many heuristic sets and checklists in the literature, not many
used a formal development and validation process, which made it difficult to learn from
another process. The methodology used was sometimes confusing, making it difficult to
follow the process for certain steps. For instance, the validation step states, “Validation
through heuristic evaluation” and “Validation through expert judgment” but does not
indicate if both are required or only one (Quiñones et al., 2018, pp. 16–17). It does state
that validation through user testing is complementary to the other two methods and should
be performed depending on the results of the heuristic evaluation. In the article appendix, a
diagram suggests that either heuristic evaluation or expert judgment are independent
validation methods, however, all methods of validation were used in this study to be sure
all criteria were met. In the current study, each method of validation provided unique
value. The heuristic evaluation contributed to the most revisions to the checklist and
feedback about the format of the checklist itself. The expert judgment phase provided
domain-specific feedback that was needed to ensure the clinical questions were
appropriate and clear. The user testing served as a confirmation that the checklist was
thorough in what it evaluated but also illustrated the need for more than one method of
usability evaluation through its distinct findings. For future research using this
methodology, the heuristic evaluation might be sufficient if the researchers have
knowledge of the domain area already. User testing would help ensure the checklist was
not missing anything critical to evaluation in the specific domain.
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Originally, another usability expert from the researcher category (i.e., someone who
has developed and validated heuristics in the literature) was going to help with the
validation process and was, unfortunately, unable to help when the validation phase began.
Due to short notice, no other usability experts were available. Additional experts will be
sought out to help with the validation process of the finalized checklist in the near future.
Future directions
Future research should be focused on the new types of mCDSapps on the horizon,
such as those integrating patient data and providing information visualization as part of the
clinical decision-making process, such as augmented and virtual reality and 3D models that
can be used intraoperatively. As data visualization methods change, so does the decisionmaking process and in the medical field, it is necessary to understand how to best evaluate
these new tools.
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CHAPTER 5
CONCLUSIONS
Mobile device use is now ubiquitous in the clinical setting and because of this wide
adoption in the medical field, mHealth applications targeted for clinician use, such as
mCDSapps are on the rise. This study detailed the need for proper evaluation of these
applications to ensure the usability and safety for their use at the point of care. Heuristic
evaluation is an easy, quick way to assess an application throughout the design process and
with this newly developed and validated mCDSapp-specific checklist, usability issues can
be identified and prioritized based on their importance for updated design. The checklist
should be used throughout the development process for mCDSapps to capture usability
issues early but can also be used to evaluated completed applications.
Results from the three phases of validation indicated that the new mCDSapp
checklist resulted in more identified usability/UX issues, domain-specific issues, and issues
categorized as critical than a control checklist. Additionally, usability issues that arose
during user testing were mostly redundant to the previous phases of validation, indicating
that there is overlap in the findings generated using these two methods. However,
additional usability issues were determined based on user feedback, which reaffirms the
need to use both it and heuristic evaluation to identify the most usability issues possible.
This study was the first to use a new method for developing and validating
heuristics (Quiñones et al., 2018). Although this was an updated version of another
methodology previously published (Rusu et al., 2011), it was much more detailed and
included the use of ‘Expert Judgment’ as part of the validation process, which the older
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version did not. The methodology provided a structured approach to this process and
specific ways to compile and visualize the data collected for each step.
Based on feedback from usability/UX, domain-specific experts, and representative
users of the mCDSapps evaluated, the final mCDSapp checklist included 282 questions from
13 categories. This included major revisions, such as moving an entire category (i.e., Help
users recognize, diagnose, and recover from errors) into a subcategory of the ‘Error
prevention’ category, as well as minor revisions to wording of questions for clarity. The
feedback regarding formatting of the final checklist will be used to adapt the checklist itself
for future iterations. Although a heuristic evaluation using the new checklist would take
less time than traditional user testing, evaluators considered it quite long. A “lite” version
of the checklist should be created for a faster approach to evaluating an mCDSapp with
separate instructions. Due to the wide variability in the type of mCDSapps available, there
potentially could be different versions specific to different application types.
In conclusion, the mCDSapp heuristic checklist is a validated, effective heuristic
evaluation tool that can be used to assess mCDSapps that are targeted for clinician use at
the point of patient care. It is suggested for use by usability/UX and domain-specific
experts trained in heuristic evaluation.
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APPENDIX A
HEURISTIC SET AND CHECKLIST EXAMPLES
Author(s)

Domain

Aabel &
Abeywarn
a, 2018

Digital CrossChannel User
(Health)
Experience

Unique Heuristic
Categories
• Consistent behavior
• Appropriate channels
• Utilization of
channel’s strengths
• Seamless experience
• Information design
and content
• Branding
• Appropriate to
audience
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mCDS relevant heuristics
Consistent behavior:
All appropriate channels should
provide equivalent ways to
complete a given task. However,
the user interface for each
channel needs to support its
typical usage to align with user
expectations. Where appropriate,
give precedence to specific
channels’ native technology,
design, user interactions, and
usability best practices while
maintaining a coherent overall
experience throughout the
channels. The channels should be
designed in a way that users can
easily and efficiently support
tasks or continue task processes
in similar or familiar ways across
appropriate channels.
Indicators:
Can you easily, efficiently, and
consistently perform a specific
task in all the channels where it
exists?
Appropriate channels:
Only use channels that add
perceived value to the service or
task. Perceived value is the
difference between the benefits
and costs of the experience, when
compared with other experiences.
The channels must efficiently and
effectively facilitate the
completion or continuance of a
goal or task. Be sure each channel
is appropriate to content, users,
context of use, service, and tasks.
Indicators:

Are the channels used
appropriate to
• content?
• user?
• context of use?
• service?
• task?
Does the channel provide
perceived value to the overall
experience?
Does the channel help facilitate
the service and/or task goals?
Is the content written and
delivered appropriate for the
channel?
Utilization of channel’s
strengths:
Utilize each channel’s native
features and best practices to
optimize UX. The channel should
engage the user and not make it
difficult to perform any part of the
task.
Indicators:
Are the channel’s native features
utilized to provide the best
possible UX?
Seamless experience:
Determine whether a continuous
and seamless experience is
expected and necessary across
channels. Design for an entire
journey and integrated
experience, not for an individual
channel or individual task. If the
task is continuous, the channel
should recognize the context in
which the users left another
channel. Integrate and link
content across channels to
provide a unified extended space
that facilitates content discovery,
engagement, and task completion.
Indicators:
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Does the user want to start where
he or she left off?
Should the task be continuous? If
so, the channel should recognize
the context in which they left
another channel.
Is the channel appropriate to
continue the task?
Do channels provide integrated
supporting services, content, or
resources across channels?
Information design and
content:
All channels should use a single
voice (and message) to provide a
clear message. Use consistent
terms and language.
Indicators:
Is the content written and
delivered in a consistent, singular
voice?
Is the content organized and
presented consistently across
channels?
Branding:
Branding and design should be
consistent across all channels.
Build on brand familiarity, value,
experience, and culture across all
channels.
Indicators:
Is the branding consistent and
noticeable across all channels?
Appropriate to audience:
Select and design channels that
are suitable for the users so that
they can quickly and easily use
the services offered. Understand
the users’ domain and technical
knowledge, technology, physical
limitations, and preferences when
deciding which channels to use.
Only use channels that are
relevant to the audience.
Indicators:
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Are the channels appropriate for
the audience?

Alsumait
& AlOsaimi,
2009

Child Elearning
Applications

Alves et
al., 2014

Clinical
Laboratory
Systems

• Design attractive
screen layout
• Use appropriate
hardware devices
• Challenge the child
• Evoke child mental
imagery
• Support child
curiosity
• Learning content
design
• Assessment
• Motivation to learn
• Interactivity
• Accessibility
• In executing critical
activities, time must be
visible
• Information detailing
• Mapping vocabularies
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Design attractive screen layout:
• “The screen layout is efficient
and visually pleasing.
• The font choice, colors and sizes
are consistent with
good child screen design.
• The screen design appears
simple, i.e., uncluttered,
readable, and memorable.”
(Accessibility is related to using
it on multiple devices)

In executing critical activities,
time must be visible:
“In critical activities the time must
be always and easily visible to the
user, to avoid delays that might
interfere with the test validity.
The system also
must show an appropriated alert
in case of an uncommon result.”
This might be needed for
diagnosis processes where
patients need to complete
something within or do something
for a certain amount of time
Information detailing:

Anderson,
Burford, &
Emmerton
, 2016

Mobile Apps
for Chronic
Disease SelfManagement

• Complexity of the
application
• Task navigation and
user controls

Benson et
al., 2002

E-Learning

• Navigation support
• Interactivity
• Message design
• Learning design
• Media integration
• Instructional
assessment
• Resources
• Feedback (not system
related)
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“The system must be compatible
with a high level of detailing for
the registered information.”
I took this to mean that only
required information should be
entered but additional
information should remain
optional.
Mapping Vocabularies:
“Map the medical vocabulary in a
way that it is comprehensible to
all users, preferentially using a
standard vocabulary as SNOMED
(Systematized
Nomenclature of Medicine).”
Complexity: “Is the information
technology and health literacy
displayed in the app applicable to
the target audience?”
Task navigation and user
controls: “Is the shortest possible
path taken for users to perform
tasks?”
Navigation support: “The elearning program makes objects,
actions, and options visible so that
the user does not have to remember information when
navigating from one part of the
program to another. Instructions
for use of the program are always
visible or easily retrievable.
Sample questions to ask yourself:
a. Does the interface of the elearning program speak for itself
so that extensive consultation of a
manual or other documentation
does not interfere with learning?
b. Does the e-learning program
provide user-friendly hints
and/or clear directions when the
learner requests assistance?
c. Does the e-learning program
include a map or table of contents
that allows the learner to see

Bertini et
al., 2009

Mobile
Computing

• Losability/findability
(added within Visibility
of System Status)
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what has been seen and not
seen?”
I think these would map well the
mCDSapps (keep it simple,
provide assistance, show content
in a menu)
Message Design:
The e-learning program presents
information in accord with sound
information-processing
principles. Sample questions to
ask yourself:
a. Is the most important
information on the screen placed
in the areas most likely to attract
attention?
b. Does the e-learning program
follow good information
presentation guidelines for
organization and layout?”
Here, this is similar to basic
design principles
Resources:
“The e-learning program provides
access to all the resources
necessary to support effective
learning. Sample questions to ask
yourself:
a. Does the e-learning program
provide access to a range of
resources (e.g., examples or real
data archives) appropriate to the
learning context?
b. If the e-learning program
includes links to external World
Wide Web or Intranet resources,
are the links kept up-to-date?
c. Are resources provided in a
manner that replicates as closely
as possible their availability and
use in the real world?”
I think b and c apply to mCDSapps
Losability/findability: “Visibility
of system status and
losability/findability of the mobile

• Good ergonomics and
minimalist design
• Ease of input, screen
readability and
glancability
• Aesthetic, privacy and
social conventions

119

device: Through the mobile
device, the system should always
keep users informed about what
is going on. Moreover, the system
should prioritize messages
regarding critical and contextual
information such as battery
status, network status,
environmental conditions, etc.
Since mobile devices often get
lost, adequate measures such as
encryption of data should be
taken to minimize loss. If the
device is misplaced, the device,
system or application should
make it easy to recover it.”
Good ergo and minimalist
design:
“Mobile devices should
easy and comfortable to
hold/carry along
as well as robust to damage (from
environmental
agents). Also, since
real estate is a scarce resource,
use it with
parsimony. Dialogues should not
contain
information that is irrelevant or
rarely
needed.”
Ease of input, screen
readability and glancability:
“Mobile systems should provide
easy ways to input data, possibly
reducing or avoiding the need for
the user to use both hands. Screen
content should be easy to read
and navigate through
notwithstanding different light
conditions. Ideally, the mobile
user should be able to quickly get
the crucial information from the
system by glancing at it.”

Aesthetic, privacy and social
conventions:
“Take aesthetic and emotional
aspects of the mobile device and
system use into account. Make
sure that users’ data is kept
private and safe. Mobile
interaction with the system
should be comfortable and
respectful of social conventions.”
Bañ os
Díaz &
Zapata Del
Río, 2018
Brown,
2008

E-Banking
Websites

Carvalho,
Borycki, &
Kushniruk,
2009

Patient Safety
(within Health
Information
Systems)

Computer
Game
Usability

• Customizable
• Navigable
• Satisfaction
• Security and privacy
• Tasks should be
taught appropriately
• Tasks should be
logical and consistent
• Users should be made
aware of the settings
available to them
• Allow for users
knowledge and
experience
• Aspects of the game
world should be
distinguishable
• Objects should be
identifiable
• Games should
accommodate
appropriate input
devices
• Software interface
should allow for all
levels of user skill
• Games should be
playable in non-ideal
circumstances
• System displays
medication status
• User makes minimal
number of clicks for

120

Tasks should be logical and
consistent:
Original definition is specific to
gaming; here I would think that
this fits into the ‘workflow’
aspects for CDS design
Objects should be identifiable:
Again, this is specific to the game
(heart symbol should mean
health) but here the icons should
be representative of what they are
used for in the app
Software interface should allow
for all levels of user skill:
“This means not only producing
an interface that is easy for
beginners to use, but also one that
allows for high skill users.
Customisable interface options
and shortcuts are two good
examples of how a game interface
can accommodate high skill users.
An important not is that
120ustomized controls must be
save-able, so they don’t have to be
re-customised at every session.”
System displays medication
status:
“The system displays the
medication: order date, stop date,
expiry date, and order status (the

entering medication
orders
• System limits the freetext that other users
may not be able to see
• System allows for
customization of
medication lists and
synonyms to the
healthcare organization
• System has flexible
screen sequences
• System provides
information about each
medication order on the
same screen
• System alerts and
reminders should be
consistent with current
organizational policies
and procedures
• System should limit or
not use defaults for
medications
• System should
provide information
about the origins of the
defaults to users (i.e.,
vendor suggested or
healthcare organization
suggested default)
• System menus are
scrollable and clearly
marked
• System clearly
displays date and time
the medication was
updated
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system displays all the
information that indicates
medication status).”
User makes minimal number of
clicks for entering medication
orders:
“Approximately five clicks were
needed…” I don’t think we need
the exact definition here, but
“minimal taps” is necessary
System has flexible screen
sequences:
“The system accommodates
differing types of clinician tasks.
(The tabs at the bottom of the
screen give the clinician user the
flexibility to choose a sequence of
screens.)”
This could also be for shortcuts
System provides information
about each medication order on
the same screen:
“All medication information is
located on the same screen…”
System should limit or not use
defaults for medications:
This was specific to the system
tested in the study but based on
medication error literature,
defaults might not be good here
unless the system fills information
based on previous data collected
(height, weight, age, etc.)
System should provide
information about the origins
of the defaults to users (i.e.,
vendor suggested, or
healthcare organization
suggested default)
References for any defaults (or
recommendations, etc.) should be
available from the app
System clearly displays date
and time the medication was
updated:

Chattratic
hart &
Lindgaard,
2008

Comparison
of HE to HEPlus
(developing
HE++

Desurvire, Playability of
Caplan, &
Games
Toth, 2004

• Visibility,
distinguishability, and
timeliness
• Support user tasks
and avoid difficult
concepts
• Support modification
and progress
evaluation.
• Game play
• Game story
• Mechanics
• Usability
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“The system displays the
medication order date and stop
date.”
Proceedings paper; not able to
find full paper with definitions.

Usability:
1 Provide immediate feedback for
user actions.
2 The Player can easily turn the
game off and on, and be able to
save games in different states.
Maybe this would be like data is
saved if user needs to exit the app
for something and come back?
(e.g., phone call/text message)
3 The Player experiences the user
interface as consistent (in control,
color, typography, and dialog
design) but the game
play is varied.
4 The Player should experience
the menu as a part of the game.
5 Upon initially turning the game
on the Player has enough
information to get started to play.
6 Players should be given context
sensitive help while playing so
that they do not get stuck or have
to rely on a manual.
7 Sounds from the game provide
meaningful feedback or stir a
particular emotion.
Not sure if this would be
necessary but potentially there
are mCDSapps with audio?
8 Players do not need to use a
manual to play game.

Desurvire
& Wiberg,
2009

Game
Usability

Díaz, Rusu, CulturalPow-Sang, Oriented

9 The interface should be as nonintrusive to the Player as possible.
10 Make the menu layers wellorganized and minimalist to the
extent the menu options are
intuitive.
11 Get the player involved quickly
and easily with tutorials and/or
progressive or adjustable
difficulty levels.
12 Art should be recognizable to
player and speak to its function.
These are all specific to the
gaming scenario, but fit rather
well when adapting them to
mCDSapps.
• Enduring play
Documentation/tutorial:
• Challenge, strategy
“A1. Player does not need to read
and pace
the manual or documentation to
• Consistency in the
play.
game world
A2. Player does not need to access
• Goals
the tutorial in order to play.”
• Variety of players and Screen Layout:
game styles
“F1. Screen layout is efficient,
• Players perception of
integrated, and visually pleasing.
control
F2. The player experiences the
• Emotional connection user interface as consistent (in
•
controller, color, typographic,
Coolness/entertainmen dialogue and user interface
t
design).
• Humor
F3. The players experience the
• Immersion
user interface/HUD as a part of
•
the
Documentation/tutorial game.
• Status and score
F4. Art is recognizable to the
• Game provides
player and speaks to its function.”
feedback
Navigation:
• Terminology
“G1. Navigation is consistent,
• Burden on player
logical and minimalist.”
• Screen layout
• Navigation
• Game story
immersion
• Information structure Accurate and detailed results:
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&
Roncagliol
o, 2013

• Accurate and detailed
results
• Appropriate use of
graphic symbols
(Cultural dimensions
were also mapped to
Nielsen's 10 and each of
the new heuristic
categories

Díaz, Rusu, e-Commerce
& Collazos, Websites
2016

• Information structure
• Accurate and detailed
results
• Appropriate use of
graphic symbols
(Cultural dimensions
were also mapped to
Nielsen's 10 and each of
the new heuristic
categories

Dowding
& Merrill,
2018
Dringus &
Cohen,
2005

• Spatial organization
• Information coding
• Orientation
• Functionality
• Memorability
• Course management
• Interactivity
• Efficiency
• Redundancy
• Accessibility

Dashboard
Visualizations
Online
Courses
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“Independent of the objective
culture, tasks should be oriented
to goals. The obtaining of
outcomes as a result of searches
or consults to the system, should
be presented in an organized,
concise way, and should deliver
utility to the user.”
Appropriate use of graphic
symbols: “Independent of the
objective culture, the website
should use graphic symbols
related to: gender, sexuality,
religion, and age carefully.
Specially for those cultures, where
these symbols have a greater
significance.”
Accurate and detailed results:
“Independent of the objective
culture, tasks should be oriented
to goals. The obtaining of
outcomes as a result of searches
or consults to the system, should
be presented in an organized,
concise way, and should deliver
utility to the user.”
Appropriate use of graphic
symbols: “Independent of the
objective culture, the website
should use graphic symbols
related to: gender, sexuality,
religion, and age carefully.
Specially for those cultures, where
these symbols have a greater
significance.”

Functionality:
• Does the sequence of completing
a main task require repetitive
scrolling, repetitive selection, and
accuracy of selection

for completing one main task (e.g.,
adding/moving/editing one single
text block)?
• How intuitive are button
functions without clicking on
them first?
• Does the interface provide
adequate back button
functionality to return to a
previous screen?
• Is functionality deeply nested
requiring a several step selection
process for following links?
• Are there sufficient shortcuts for
navigating the activity, function,
or action?
• Are form-fill in screens so
cumbersome that multiple
selections or actions must be
taken to complete a task (e.g.,
setting the time in assignment box
requires input of hour and
seconds in separate boxes.)
* Did not keep all of the ones
listed
Memorability:
• Is the designer/instructor
required to essentially memorize
the sequence of selections and
actions to efficiently complete
a task?
• Is modal selection so extensive
that the designer cannot easily
remember where he/she started
in the process of completing a
task?
• Is cognitive load reduced by
providing familiarity of items and
action sequences?
• Can the designer/instructor
immediately find the appropriate
function to make a modification to
a previous setting?
• Can settings be reused so that
designers/instructors are not
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required to remember processes
that are only done
infrequently when designing a
course?
• Is there sufficient visibility so
the user does not have to look for
things and try to remember them?
• Are meaningful labels and
descriptive links used to support
recognition?
• Are objects, actions, and options
visible?
• Is information presented in
organized chunks to support
learnability and memorability?
Efficiency:
• Can activities be done logically
and easily?
• Does the organization match the
mental model of the user and
designer/instructor?
• Are modal operations reduced,
where possible?
• Does the system provide
progressive disclosure, both for
the user and the
designer/instructor?
Accessibility:
• Does the system provide
sufficient flexibility for multiple
types of users?
• Are alternative pathways to
course content and activities
available?
• Does the course meet minimal
accessibility standards (WAI,
Bobby, others)?
• Can content be transcribed to
various spoken languages?
• Has load time been considered
in terms of content and various
network speeds?
• Is the course accessible to
people with physical
impairments?
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Federoff,
2002

Video games

• Game interface
• Game interface and
play
• Game mechanics
• Game mechanics and
play
• Game play

Forsell &
Johansson,
2010

Information
Visualization

• Information coding
• Minimal actions
• Orientation and help
• Spatial organization
• Prompting
• Remove the
extraneous
• Data set reduction
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• Are buttons and selections of
sufficient viewable size?
• Is text of sufficient viewable
size?
• Are screen features adaptable to
individual user preferences?
Game Interface:
“Controls should be intuitive and
mapped in a natural way”
Game Interface and Play:
“Art should speak to its function”
Game Play:
“Teach skills early that you expect
the players to use later
Design for multiple paths through
the game”
Information coding:
“Perception of information is
directly dependent on the
mapping of data elements to
visual objects. This should be
enhanced by using realistic
characteristics/techniques or the
use of additional symbols.”
Minimal actions:
“Concerns workload with respect
to the
number of actions necessary to
accomplish a goal or a task.”
Orientation and help: “Functions
like support to control levels of
details, redo/undo of actions and
representing additional
information.”
Spatial organization: “Concerns
users’ orientation in the
information space, the
distribution of elements in the
layout, precision and legibility,
efficiency in space usage and
distortion of visual elements.”
Prompting:
“Refers to all means that help to
know all

Franklin &
Myneni,
2018

mHealth for
Older Adults

alternatives when several actions
are possible depending on the
contexts
Remove the extraneous:
“Concerns whether any extra
information can be a distraction
and take the eye away from seeing
the data or making comparisons.”
Data set reduction:
“Concerns provided features for
reducing
a data set, their efficiency and
ease of use”
* These are kind of similar to
others
• Accessibility
Accessibility:
• Text to speech
All features evaluated are part of
• Zoom
the Android operating system
• Increased font size
(this is a reduced set of available
• High contrast screens features)
• Navigation bar
Text to speech:
• Clear scroll bars
Verbal pronunciation on the
Others listed without
screen, to receive credit all major
checklist questions:
screens were required to function.
• Magnification
Zoom:
• Appropriately sized
Pinch and expand zoom within all
touch components
major screens
• Device orientation
Increased font size:
• Activity indicators
Rather than zooming, setting to a
• Titles on modal
higher font size
screens
High contrast screens:
• Selection of action
Changes in background and
indicated
foreground colors
• Indicators of
Navigation bar:
placement for text entry Are the available functions within
• Reversible actions
the system apparent? Is it clear
(back button or undo)
how to move from one screen to
• Clear path to next
the next?
action
Clear scroll bars:
• Consistency of
Is it indicated that additional
navigation features
information is available on the
• Actions visible on
next screen or pane?
single screen without
scroll
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Inostroza
& Rusu,
2014

Touchscreenbased Mobile
Devices

Inostroza,
Rusu,
Roncagliol
o, Rusu, &
Collazos,
2016

Smartphones

• Modal tasks complete
on one screen
• Save on exit (home
screen)
• Minimize the user's
memory load
• Customization and
shortcuts
• Efficiency of use and
performance
• Physical interaction
and ergonomics

• Customization and
shortcuts
• Efficiency of use and
performance
• Physical interaction
and ergonomics

129

Minimize the user's memory
load:
“The device should offer visible
objects, actions and options in
order to prevent users to
memorize information from one
part of the dialogue to another.”
Customization and shortcuts:
“The device should provide basic
and advanced configuration
options, allow definition and
customization of (or to provide)
shortcuts to frequent actions.”
Efficiency of use and
performance:
“The device should be able to load
and display the required
information in a reasonable time
and minimize the required steps
to perform a task. Animations and
transitions should be
displayed smoothly.”
* These are specific to devices but
can be adapted to app
Customization and shortcuts:
“The device should provide basic
and advanced configuration
options, allow definition and
customization of (or to provide)
shortcuts to frequent actions.”
Efficiency of use and
performance:
“The device should be able to load
and display the required
information in a reasonable time
and minimize the required steps
to perform a task. Animations and
transitions should be
displayed smoothly.”
* These are specific to devices but
can be adapted to app

Jeong &
Kim, 2017

Smartphones

• Customization and
shortcuts
• Efficiency of use and
performance
• Physical interaction
and ergonomics

Ji, Park,
Lee, &
Yun, 2006
Johnston
& Pickrell

Mobile Phone
User Interface

• UI Policies
• UI Interactions
• UI Components
• Ensure high contrast
color combinations are
used for ease of
visibility outdoors
• Design applications to
reduce strain on device
batteries
• Provide users with
multiple ways to
provide input
• Provide technicians
with access to activity
histories
• Provide technicians
with the technical
documentation they
need to do their jobs
through the app
• Ensure the application
is able to locally save
any relevant data
• Provide technicians
with an understanding
of what the data they
input will be used for

Mobile
Application
Design
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Customization and shortcuts:
“The device should provide basic
and advanced configuration
options, allow definition and
customization of (or to provide)
shortcuts to frequent actions.”
Efficiency of use and
performance:
“The device should be able to load
and display the required
information in a reasonable time
and minimize the required steps
to perform a task. Animations and
transitions should be
displayed smoothly.”
* These are specific to devices but
can be adapted to app
See article (long checklist of items,
mostly all applicable)
Design applications to reduce
strain on device batteries:
“Due to the devices needing to be
set with the highest backlight
display for visibility, technicians
commented that their devices
quickly ran out of battery. They
often had car chargers but were
not in their cars for long enough
to charge their devices
adequately. Designing
applications using display colours,
which reduce the need to have
backlighting on full, can reduce
power
consumption.”
Provide users with multiple
ways to provide input:
“One common barrier to entering
information into
application was the small screen
and small keyboard of the mobile
devices. This often resulted in
technicians

• Design application
workflow around the
technicians' work
practices instead of the
technical structures of
back-end systems

Kantner,
Shroyer, &
Rosenbau
m, 2002

Online
Documentatio
n

• Consistency:
• Structure – Headings
at the same level in a
section use parallel
structure to help users
identify the information
they cover.
• Presentation –
Presentation of
information on various
pages is consistent so
that differences
between pages are
meaningful.
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writing high-level notes in the
application and having to return
to the system later in the day
when they were at their desktop
computer to write up their full
report.
Providing additional ways for this
information to be captured, such
as such as image, audio
recordings or structured text,
allows for easier input by
technicians.”
Ensure the application is able
to locally save any relevant
data:
“In a few cases, delivery personnel
lost over an hours worth of
information that they had input
into their system as it had not
been saved on their device. This
resulted in the technician having
to re-do this work. To reduce the
risk of data being lost, ensure that
the technology has the capacity to
function offline without issue for
at least the duration of the work.
Data should
then be synced automatically
when an internet connection
becomes available.”
Consistency:
• Structure – Headings at the
same level in a section use parallel
structure to help users identify
the information they cover.
• Presentation – Presentation of
information on various pages is
consistent so that differences
between pages are meaningful.
• Dynamics – Navigation follows
the same pattern throughout the
documentation.
• Content (not the focus) – Words
have the same meaning from one
use to another.”

Katre,
Touch Screen
Bhutkar, & Ventilator
Karmarkar Systems
, 2010

Korhonen
& Koivisto,
2006
Kuparinen
, 2016

Mobile Games
Mobile Map
Applications

• Dynamics –
Navigation follows the
same pattern
throughout the
documentation.
• Content (not the
focus) – Words have the
same meaning from one
use to another.
• Value input
• Options
• Screen lock
• Data entry
• Neutrality
• Help in local language

• Game usability
• Mobility
• Gameplay
• Match the map and
the physical
surroundings
• Keep the map visible
when needed
• Keep the important
functions easily
accessible
• Offer shortcuts for
locations
• Allow multitasking
and interruptions
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Value Input:
“• Validate the inputs before
acceptance
• Confirm in case of proceeding
with default values”
Options:
“• Logical sequence of options
• Logical sequence of options
• Use appropriate symbols or
icons for related options
• Use full expressions for
describing the options
• Describe the screen / groups of
options by precise title
• Avoid all capital letters for
normal text (Acronyms to be
excluded)
• Legibility of text”
Neutrality:
“Neutrality towards left and righthanded users”
These overlap with
Nielsen’s/other heuristics
Allow multitasking and
interruptions:
“Allow the user to take control of
the map application when
interruptions (from the mobile
device: phone call, message,
notifications, etc.; or from the
concrete
surroundings: traffic, having a
break in a cafe, bad weather, etc.)
happen. Allow multitasking and
keep it easy to return to the last

• Prefer commonly used
graphical and functional
design solutions
• Use understandable
terminology
consistently
• Provide flexibility,
adaptability, and
scalability
• Follow balanced and
simplistic visual design

Machado
Neto &
Pimentel,
2013

Mobile
Devices

• Use of screen space
• Visibility and easy
access to all
information
• Adequacy of the
component to its
functionality
• Adequacy of the
message to the
functionality and to the
end user
• Ease of input
• Ease of access to all
functionalities
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state of the map application after
use of other applications.”
Use understandable
terminology consistently:
“Avoid use of special terminology.
Make sure to use the same words
with same meanings in different
parts of the application. Use the
language that is preferred to the
user.”
Provide flexibility, adaptability,
and scalability:
“The application should interact
with the user by giving
informative feedback within
reasonable time. The application
needs to adapt to different use
cases (e.g. pedestrian navigation
in forest, driving). Make sure the
user interface is scalable for
different screen sizes. Let the user
adjust the power saving options
to lengthen the device’s battery
life.”
Use of screen space:
“The interface should be designed
so that the items are neither too
distant, nor too stuck.
Margin spaces may not be large in
small screens to improve
information visibility. The more
related the components are, the
closer they must appear on the
screen. Interfaces must not be
overwhelmed with a large
number of items.”
Visibility and easy access to all
information:
“All information must be visible
and legible, both in portrait and in
landscape. This also applies to
media, which must be fully
exhibited, unless the user opts to
hide them. The elements on the

Mi et al.,
2014

Smartphone
Interface
Design

• Mechanical controls
• Display
• Speech and general
operation
• Audio feedback
• Touch feedback
• Other
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screen must be adequately
aligned and contrasted.”
Adequacy of the message to the
functionality and to the end
user:
“The application must speak the
user’s language in a natural and
non-invasive manner, so that the
user does not feel under pressure.
Instructions for performing the
functionalities must be clear and
objective.”
Ease of access to all
functionalities:
“The main features of the
application must be easily found
by the user, preferably in a single
inter-action. Most-frequentlyused functionalities may be
performed by using shortcuts or
alternative
interactions. No functionality
should be hard to find in the
application interface. All input
components should be easily
assimilated.”
Display:
9. Are the buttons highlighted
when pressed?
10. Are the screen and menus
easy to explore without excessive
searching?
11. Is there a high-resolution
display?
12. Is there no glare or reflection
from the touch screen?
Speech and general operation:
17. Are users notified of errors
18. Are commonly used menu
items grouped together?
19. Can the screen reader
technology be easily accessed?
20. Does the phone have message
reader software?
Audio feedback:

Muñoz &
Chalegre,
2012

Virtual
Worlds

• Clarity
• Orientation and
navigation
• Control camera and
visualization
• Avatar's
customization
• Communication
between avatars
• Sense of ownership
• Interaction with the
virtual world
• Support to learning

Park &
Yun, 2006

Mobile Phone
User Interface
Developers

• Menu screens
• Status screens
• Function-based
screens
• External screens

135

33. Can the name of a character
being entered be heard?
34. Are the names of items on the
screen heard as they are touched?
35. Is there a brief, distinct sound
when an item is selected?
36. Are menu lists divided into
morphemic units (broken into
pieces) to make it easier to read
back to the user?
Other:
43. Is the phone’s layout
consistent and familiar?
44. Is there visual and touch or
sound feedback to identify the
status of locking or toggle controls
or keys?
Clarity:
(H2.1) The user can understand
the functionality of the
interface without needing to try
its elements.
(H2.2) The user understands the
elements of the interface.
(H2.3) When the user needs to
choose among different options,
the alternatives are not
ambiguous.
Learning Support:
(H13.1) The system gives means
for the user to learn
how to interact with it.
* Did not keep all items
Menu screens:
Idel screen: Is the information
indicated on idle screen clearly
visible?
2nd depth Menu Screen: Is the list
area distinguished clearly from
the title area?
Is the configuration of 2nd depth
menu screen simple and clear?
List MenuScreen: Is the list area
distinguished clearly from the
title area?

Patil et al.,
2012

Intrusion
Detection
System

Paz, Paz,
Pow-Sang,
&
Collantes,
2014

Transactional
Websites

• Installation
Heuristics:
• Pre-installation –
Type of installation
supported in IDS
• Installation – Allow
user to customize
installation of IDS
• Output Heuristics:
• Understanding of the
output provided by IDS
• Event Heuristics: Type
of intelligence
technique used in IDS
• Customization
Heuristics:
• Availability of wizard
help option in IDS
• Help Heuristics:
Provide multilingual
support
• Miscellaneous
Heuristics: • Provide
information about
scalability of IDS
• Visibility and clarity of
systems elements
• Match between
system and user's
cultural aspects
• Alignment to web
standards design
• Reliability and
quickness of
transactions
• Correct and expected
functionality
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Is the subtitle indicated clearly?
Checkbox & Radio button Menu
Screen:
Is the visual indication about
which items can be selected clear?
When users select an item or
move to other items, is the visual
indication clear?
These are very specific to the
domain.

Visibility and clarity of systems
elements:
“The most important elements of
the system must be clearly
visible.”
Match between system and
user's cultural aspects:
“The application design must
comply with the cultural aspects
of the users who will make use of
the software system.”

Pierotti,
A System
1995
Checklist
(Xerox
Corporatio
n)

• Skills
• Pleasurable and
respectful interaction
with the user
• Privacy

Pinelle,
Wong, &
Stach,
2008

Video Game
Design

Pinelle,
Wong,
Stach, &
Gutwin,
2009

Networked
Multiplayer
Games

• Customizability
• Predictability
• Proper views
• Skip non-playable
content
• Input mappings
• Controls
• Game status
• Visual representations
• Provide simple
These are very specific to the
session management
domain.
• Provide flexible
matchmaking
• Provide appropriate
communication tools
• Support coordination
• Provide meaningful
awareness information
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Skills
• Can users choose between iconic
and text display of information?
• Are window operations easy to
learn and use?
• If users are experts, usage is
frequent, or the system has a slow
response time, are there fewer
screens (more information per
screen)?
Pleasurable and respectful
interaction with the user
• Is each individual icon a
harmonious member of a family of
icons?
• Has excessive detail in icon
design been avoided?
• Has color been used with
discretion?
Privacy
• Are protected areas completely
inaccessible?
• Can protected or confidential
areas be accessed with certain
passwords?
• Is this feature effective and
successful?
These are very specific to the
domain.

Quiñones,
Rusu, &
Roncagliol
o, 2014

Transactional
Web
Applications

Rusu et al.,
2011

Grid
Computing
Applications

• Give players
identifiable avatars
• Provide protected
training for beginners
• Support social
interaction
• Reduce game-based
delays
• Manage bad behavior
• Visibility and clarity of
systems elements
• Match between
system and user's
cultural aspects
• Alignment to web
standards design
• Standardized
symbology
• Reliability and speed
of transactions
• Correct and expected
functionality
• Clarity
• Metaphors
• Simplicity
• Shortcuts
• Explorability
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Visibility and clarity of systems
elements:
“The most important elements of
the system must be clearly
visible.”
Match between system and
user's cultural aspects:
“The system must be oriented
towards the cultural profile of the
users the application is oriented
to.”
Clarity:
“A Grid Computing application
interface
should be easy to understand,
using clear graphic elements,
text and language.”
Metaphors:
“A Grid Computing application
should use appropriate
metaphors, making the possible
actions easy to understand,
through images and familiar
objects.”
Simplicity:
A Grid Computing application
should provide the necessary
information in order to complete
a task in a concise (yet clear)
manner.”
Shortcuts:
“A Grid Computing application
should provide shortcuts,

Rusu et al.,
2011b

Virtual
Worlds

• Clarity
• Simplicity
• Camera control
• Visualization
• Avatar's
customization
• Orientation and
navigation
• World interaction
• Communication
between avatars

Silva,
Jordan, &
Holden

Older Adults

• Cognition
• Content
• Dexterity
• Navigation
• Perception
• Visual design
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abbreviations, accessibility keys
or
command lines for expert users.”
Explorability:
“A Grid Computing application
should minimize navigation and
should provide easy, clear, and
natural ways to perform tasks.”
Clarity:
“A VW should offer an easy to
understand user control panel,
using clear graphic elements, text
and language, grouping elements
by their purposes, and offering
easy access to the main
functionality.”
Simplicity:
A VW should provide easy and
intuitive interaction with the
environment’s virtual objects.
Only relevant information should
be given, in order to avoid the
control panel’s overload.
Cognition:
• Focus on one task at a time
instead of requiring the user to
actively monitor two or more
tasks, and clearly indicate the
name and status of the task at all
times.
• Avoid the use of interaction
timeouts and provide ample time
to read information.
• Avoid the use of animation and
fast-moving objects.
• Leverage mental models familiar
to older adults.
• Reduce the demand on working
memory by supporting
recognition rather than recall.
• Aim at creating an aesthetical
user interface, by using pictures
and/or graphics purposefully and
adequately to

minimize user interface clutter
and avoid extraneous details.
Content:
• Give specific and clear
instructions and make help and
documentation available.
Remember that it is better to
prevent an error than to recover
from it.
• Provide clear feedback and
when presenting error messages
make them simple and easy to
follow.
• Make sure errors messages are
descriptive and use meaningful
words and verbs when requiring
an action.
• Write in a language that is
simple, clear and adequate to the
audience.”
Dexterity:
“• Avoid pull down menus.
• Avoid the use of scrolling.
• Enlarge the size of user interface
elements in general; targets
should be at least 14mm square.”
Perception:
“• Do not rely on color alone to
convey information. Be aware of
color blindness.
• Provide not only visual
feedback, but also tactile and
auditory.
• Make information accessible
through different modalities.
• Use lower frequencies to convey
auditory information such as
confirmation tones and alerts.
• Do not use pure white or rapidly
changing contrast backgrounds.
• Make it easy for people to
change the text size directly from
the screen.”
Visual Design:
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Solano et
al., 2011

Interactive
Digital
Television

• Simplicity
• Physical constraints
• Extraordinary users
• Structure of
information
• Navigation
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“• Use high-contrast color
combinations of font and/or
graphics and background to
ensure readability and
perceptibility; avoid using blue,
green and yellow in close
proximity.
• Use color conservatively,
limiting the maximum number of
colors in use to ~four.
Heuristic
Number Heuristic Description
• Make sure text uses types, styles
and sizes appropriate to older
adults, that is, for instance, but not
exclusively:
large-sized fonts, sans serif, noncondensed typefaces, non-italic,
and left justified.
• Make links and buttons clearly
visible and distinguishable from
other user interface elements.
• Make information easy to read,
skim (or) and scan.
• Group information visually
(make good use of color, text,
topics, etc.).
• Allow sufficient white space to
ensure a balanced user interface
design.
• Use user interface elements
consistently
Structure of information:
“An iDT application should
organize information
hierarchically, from general to
specific. Related pieces of
information should be clustered
together; the amount of
information should be minimized;
option, titles and headlines should
be straightforward, short
and descriptive.”

Thitichaim
ongkhol &
Senivongs
e, 2016

Android
Applications

• Pleasurable and
respectful interaction
• Privacy

Von
Wangenhe
im et al.,
2016

Mobile phone
applications

• Compatibility
between different
platforms
• Little human/device
interaction
• Physical interaction
and ergonomics
• Readability and layout
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Pleasurable and respectful
interaction:
“For data entry screens with
many fields or incomplete
information to fill in,
can users save a partially filled
screen?
If the system provide feedback by
sound. Does the system use soft
tones
for regular positive feedback, and
harsh for rare critical conditions?
Do the typefaces used in the
system suitable for reading? (Not
contain
homoglyphs, e.g., 1, I, and L; Zero
and O)”
Privacy:
“Can the system be protected or
confidential areas be accessed
with certain
passwords?
If the system provide notification
to alert user. Does it provide an
option to turn off sound, vibrate
or notification?
If the system collected user input
information, can user clear
information that
has been input (search history)?”
Compatibility between
different platforms:
“Due to the large fragmentation
and constant innovation of the
mobile device market,
applications must be flexible to
adapt to different platforms and
devices (Hashim et al., 2010; Lo &
Tan 2012; Fetaji & Fetaji, 2011;
Wessels et al., 2011). The site or
application should automatically
detect the kind of device and
direct the user to the mobile
version (Rauch, 2011).”

Little human/device
interaction:
“Due to the size of the mobile
device and its context of use (in
motion with one hand, etc.), it is
important that the interaction
effort is reduced (Billi et al.,
2010). For example, the system
should provide a search box and
navigation controls on the
homepage (Rauch, 2011).
Scrolling should be avoided,
especially for viewing links
(Hashim et al., 2010; Travis & Tay,
2011) and when the device is
used in a horizontal position
(Wessels et al., 2011). Scrolling
can be hidden and become visible
only when there is interaction
between the user and the device
(Nilsson, 2009). To reduce data
entry, several features should be
provided, such as, auto-complete,
text-boxes with suggestions,
buttons, menus, lists of
predefined values (Rauch, 2011;
Nilsson,
2009). Furthermore, historical
and personalization data can be
used to establish default values,
such as, the cache of frequent
responses (Rauch, 2011; Lo &
Tan, 2012). Typos and
abbreviations should be tolerated.
The use of registration and login
should be avoided (Rauch, 2011).”
Physical interaction and
ergonomics:
“The most common navigation
controls must be within reach of
the user and to be easily
pressed with his/her thumb
(Rauch, 2011). Especially touchsensitive control elements should
have adequate size and spacing so
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Yáñez
Gómez,
Cascado
Caballero,
&
Sevillano,
2014

Mobile
Interfaces

• Skills
• Pleasurable and
respectful interaction
• Privacy
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that users can easily touch them
with their fingers (Rauch, 2011;
Lo & Tan, 2012; Travis & Tay,
2011). Text representing links
should use about three words
(Wessels et al., 2011). The contact
zone of touch controls should be
the size of the icon displayed on
the screen. Applications should be
designed to be used with the
device in any hand or provide an
option for right or left handed
persons in specific cases, such as,
scientific calculators (Billi et al.,
2010; Rauch, 2011).”
Readability and layout:
“The interface design for mobile
device should ensure that text
boxes fit on the screen and that
the layout will fit multiple devices
(176x220, 128x160, 320x480)
(Travis & Tay, 2011; Rauch,
2011). The content of the screen
should be easy to read in different
lighting conditions (Billi et al.,
2010). Thus, it is essential that
there is sufficient contrast
between text and background,
icons and background (Gu et al.,
2011), especially in the case of
backgrounds with images (Travis
& Tay, 2011). It is also important
to limit the number of colours
used and provide textual
description as an alternative to
information conveyed with
graphics (Travis & Tay, 2011).”
Skills:
“200. Is the word "default"
avoided and replaced with
"Standard," "Use Customary
Settings," "Restore Initial
Settings," or some other more
specific terms describing what
will actually happen?

201. If the system supports both
novice and expert users, are
multiple levels of error message
detail available?
202. If the system supports both
novice and expert users, are
multiple levels of detail available?
203. Are users the initiators of
actions rather than the
responders?
204. Do the selected input
device(s) match user capabilities?
205. Are important keys (for
example, ENTER, TAB) larger than
other keys?
206. Does the system correctly
anticipate and prompt for the
user's probable next activity?”
Pleasurable and Respectful
interaction:
“207. Is the users' work
protected? For example, for data
entry screens with many fields or
in which source documents may
be incomplete, can users save a
partially filled screen?
208. Do the selected input
device(s) match environmental
constraints?
209. Are typing requirements
minimal for question and answer
interfaces?
210. Does the system complete
unambiguous partial input on a
data entry field?”
Privacy:
“226. Are protected areas
completely inaccessible?
227. Are protected or
confidential areas only accessible
with certain passwords?
228. Is there information about
how personal data is protected
and about contents copyright?
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Wei &
Landay,
2018

Speech-Based
Smart Devices

Conversational style:
S1: Give the agent a
persona through
language, sounds, and
other styles.
S2: Make the system
status clear.
S3: Speak the user’s
language.
S4: Start and stop
conversations.
S5: Pay attention to
what the user said and
respect the user’s
context.;
Guiding:
S6: Use spoken
language
characteristics.
S7: Make conversation a
back-and-forth
exchange.
S8: Adapt agent style to
who users are, how
they speak, and how
they are feeling.
Teaching, and offering
help:
S9: Guide users through
a conversation so they
are not easily lost.
S10: Use responses to
help users discover
what is possible.
Feedback and
prompts:
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229. For multiuser devices: Is
permanently signing in on an app
avoided?
230. If the app does store credit
card info, can users decide if they
want to remain logged in? If the
user opts to be kept logged in,
he/she should get a message
informing of the possible risks.”
S16: Use normal language in
communicating errors:
• Vary (error) prompt wording on
re-prompts.
• Don’t blame the user for errors
(don’t say: “that was not a valid
response”).
• Don’t show mock concern (don’t
say: “I’m sorry. I did not
understand the response I
heard.”).

Zhang et
al., 2003

Medical
Devices

S11: Keep feedback and
prompts short.
S12: Confirm input
intelligently.
S13: Use speechrecognition system
confidence to drive
feedback style.
S14: Use multimodal
feedback when
available.
Errors:
S15: Avoid cascading
correction errors.
S16: Use normal
language in
communicating errors.
S17: Allow users to exit
from errors or a
mistaken conversation.
• Informative feedback
• Clear closure
• User users' language
• Users in control
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Informative feedback:
“Users should be given
prompt and informative feedback
about their
actions.
a. Information that can be directly
perceived, interpreted,
and evaluated.
b. Levels of feedback (novice and
expert).
c. Concrete and specific, not
abstract and general.
d. Response time.
• 0.1 s for instantaneously
reacting;
• 1.0 s for uninterrupted flow of
thought;
• 10 s for the limit of attention.”
Clear closure:
“Every task has a beginning and
an end. Users should be clearly
notified about the completion of a
task.
a. Clear beginning, middle, and
end.

Zuk et al.,
2006

Information
Visualization

Zuk and Carpendales:
• Ensure visual variable
has enough length
• Put the most data in
the least space
Shneiderman’s:
• Zoom and filter
• Extract
Amar and Stasko’s:
• Expose uncertainty
• Formulate cause &
effect
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b. Complete 7-stages of actions.
c. Clear feedback to indicate goals
are achieved and current stacks of
goals can be released. Examples of
good closures include many
dialogues.”
Use users’ language”
“Use users’ language. The
language should
be always presented in a form
understandable by the intended
users.
a. Use standard meanings of
words.
b. Specialized language for
specialized group.
c. User defined aliases.
d. Users perspective. Example:
‘‘we have bought four tickets for
you’’ (bad) vs. ‘‘you bought four
tickets’’ (good).”
Users in control:
“Users in control. Do not give
users that impression that they
are controlled by the systems.
a. Users are initiators of actors,
not responders to
actions.
b. Avoid surprising actions,
unexpected outcomes, tedious
sequences of actions, etc.”
Descriptions are not included in
the article.

APPENDIX B
mCDSapp DEFINITIONS, FEATURES, AND ATTRIBUTES
Author(s)
Baig, GholamHosseini, &
Connolly, 2015; Boulos
et al., 2014; Buijink,
Visser, & Marshall,
2013; Owens et al.,
2018;
Owens et al., 2018

Category
Accuracy of content

Examples
Content should be updated
regularly with reference to the
most recent clinical guidelines

References

Visvanathan, Hamilton,
& Brady, 2012
Baig, GholamHosseini, &
Connolly, 2015;
Mansoor et al., 2017;
Visvanathan, Hamilton,
& Brady, 2012

Evidence-based

Information should be linked to the
original source (i.e., clinical
practice guideline or national
standard for the
diagnostic/treatment/management
process
Content should be evidence-based

Baig, GholamHosseini, &
Connolly, 2015
Baig, GholamHosseini, &
Connolly, 2015

Energy usage and
battery life
Data quality

Mansoor et al., 2017

Data transfer

Baig, GholamHosseini, &
Connolly, 2015

Reliability

Baig, GholamHosseini, &
Connolly, 2015

Platform variability

Privacy/Security

149

App should adhere to any
firewall/encryption process
necessary for patient data security.
If identifying information isn’t
used, privacy and security should
be maintained while using the
application.
mCDSapps should reduce energy
consumption to avoid battery drain
For apps receiving information
from another medical device (e.g.,
ECG, vital sign monitoring), ensure
that accuracy and visibility is
maintained (avoid issues of false
positives on alarms/alerts).
Ensure privacy/security but also
accuracy of data transmission
Devices that connect via Bluetooth
must be within range. This would
also apply to sensors transmitting
information over WiFi or other
connections.
Device/OS might have different
requirements and/or functionality.

Owens et al., 2018

Evidence of science

Owens et al., 2018

Scientific strategy and
engagement

Owens et al., 2018

Transparent app
presentation
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• App contains terminology (or
other form of) evidence, research,
science, and/or study
• App contains scientific reference
for the app strategy
• App contains evidence that it was
developed by an established
institution that conducts research
• App contains a skill-building,
behavior change component as
evidenced by skill-related
instructions
• App provides available
opportunities for continued
engagement
• Authoritative: App should state
the qualifications of the app
authors or developers; states
degrees and/or specific training
should be present
• Complementary: App should state
that the app content should
support, not replace, medical care
and provider patient relationships
• Confidentiality or privacy: App
should state the privacy and
confidentiality securities for
personal data submitted to the site
by the user
• References: App should state the
source(s) of published information
• Justification: App should state the
content of published information
that supports claims relating to
benefits and performance
• Contact details: App should
provide information for contacting
developers or app managers
• Financial disclosure: App should
identify funding source, company,
or publisher
• Advertising policy: App should
distinguish advertising and paid
service content from editorial
content
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APPENDIX C
CDS DESIGN RECOMMENDATIONS
Author(s)
Bates et
al., 2003
Bates et
al., 2003

Recommendation
Speed

Bates et
al., 2003

Fit into user’s
workflow

Bates et
al., 2003

Usability testing

Bates et
al., 2003

Avoid stopping

Bates et
al., 2003

Change directions
rather than
stopping

Bates et
al., 2003

Simple is best

Anticipate needs

Description
Avoid lag in the
system
Latent needs
should be
accounted for

App workflow
should match the
workflow a
clinician would be
using for this
process normally
Improve system
and ensure risks
are mitigated
This is more for
traditional CDS but
allowing clinicians
to bypass sections
rather than making
everything
required might help
in instances where
data entry is not
necessary
Monitor default
settings and ensure
that clinicians are
required to review
all information
rather than bypass
information that
could impact
patient safety
This has to do with
fitting everything
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Additional explanation
This might be more difficult in
an app format, but I’m thinking
this would be that the future
options change based on
previous responses (i.e., only
necessary information will be
requested based on previous
entries)
This can come from the clinical
practice guideline or from using
clinician input and observation
of the process being carried out
without the app to create a
formal task analysis

They might be trying more than
one scenario and looking to see
different options, so they might
become frustrated if they have to
complete the entire process each
time rather than skipping
forward

Default settings should be
derived from evidence-based
practices in the literature, but
clinicians should always be
reviewing the information to
ensure something isn’t skipped

For a desktop, it is suggested
that clinical guidelines be on one

onto one screen;
this will not work
for an app and the
design must limit
workload and
create a simple and
seamless adaption
of the guideline
If data is not
necessary to the
process it might
become tedious for
the clinician to
enter it. Only ask
for information
needed to complete
the process
Might not need this
for mCDSapps as
they are now but if
they begin to act
more like a
traditional CDS –
alerts should be
designed using a
clear system that is
tested with users
For mCDSapps, this
would be keeping
the information
current

Bates et
al., 2003

Only ask for
pertinent info

Bates et
al., 2003

Balance of alerts

Bates et
al., 2003

Manage/maintain
knowledge

Osheroff
et al.,
2012;
Campbell,
2013
Osheroff
et al.,
2012;
Campbell,
2013

Right information

Ensure all
information is
correct within the
application

Right person

Target the
application/process
to the person(s)
who would be
completing it and
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page. This would not be ideal for
a mobile phone as it would be
too much information and
require zooming. Instead,
processes should be broken into
steps that can be grouped onto
each screen
Required information should be
indicated as such with secondary
information not pertinent to the
process left as optional

When alerts are built into
mCDSapps, special care will need
to be taken to ensure that users
are not ignoring them
(notification settings must be on
for the app and somehow need
to have a different system than
other notifications they receive
to ensure they are salient)
For any apps that employ a
knowledge base for algorithms it
must be updated regularly. For
those that are based on clinical
practice guidelines, they should
be based on the most recently
available, nationally accepted
information
Information must be verified for
accuracy regularly

If the application/content is
meant for a specific person to
complete the process, this
should be made clear in the app
prior to use

Osheroff
et al.,
2012;
Campbell,
2013

Right format

Osheroff
et al.,
2012;
Campbell,
2013

Right channel

Osheroff
Right time
et al.,
2012;
Campbell,
2013
Berner,
Cognitive
2009
considerations
Campbell,
2013
Horsky et
al.2012
Karsh,
2009
Musen,
Middleton,
& Greenes,
2006

ensure that the app
states it is designed
for that clinician
type
This might be
different for an app
but I would think
this should be
ensuring that the
clinical
practice/evidencebased guideline is
followed and that
critical information
is labeled as such
Again, through an
app this might
mean to ensure that
all information
matches the
guidelines and how
it was originally
learned (no
terminology
differences, etc.)
and that the
workflow is correct
Workflow for the
targeted process is
key
Limit the amount of
information that
needs to be
remembered from
each screen
Limit the amount of
information on
each screen
Simplify the
process as much as
possible without
compromising the
process in any way
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Format should follow clinical
practice guideline/evidencebased medicine the process is
derived from. It should also
follow the format the process is
trained on as closely as possible
(this might be difficult if the
training process isn’t
standardized)
This just has to do with the
device used in most descriptions
I’ve found (e.g., EMR, personal
health record, mobile device,
etc.)

For example, at the time of the
decision/action/need

Users should not be burdened by
remembering information from
previous screens. mCDSapps
should request information as it
pertains to the current step in
the process while providing
necessary information on the
same screen so that the user
does not need to look back at
other information in the process.
The process should be broken
into meaningful steps to avoid
too much information on one

Osheroff
et al.,
2012
Horsky et
al.2012

screen (unless the process is
short)
Perceptual
grouping and data
relationships

Horsky et
al.2012

Consistent
terminology

Horsky et
al.2012

Consistent
wording

Horsky et
al.2012

Acceptable
density of
information on
screen

Horsky et
al.2012

Workflow
integration

Horsky et
al.2012

Cultivation of
trust

Horsky et
al.2012

Advice rather
than commands

Same visual
attributes of related
items. Distinct
appearance of
dissimilar objects
Tests, procedures,
orders and sets,
alerts, menus
should use
consistent language
[To]..[do this]
Desired outcome
comes first,
followed by action
Segment long lists,
tables to short
groups, use blank
space to aggregate,
separate
Appropriate
sequence of
screens, context,
type and timing of
advice by clinical
task
Avoid black box
advice, maintain
high specificity,
context,
justification

Highlight potential
problems, safety
hazards, suggest
actions – not
directives
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CDS systems are considered to
have a “black box” of because
they are learning systems based
on available information. These
systems should attempt to give
specific advice that links to how
it was determined in some way
(e.g., provide clinical practice
guideline or references
regarding treatment
suggestions).

Bates et
al., 2003
Horsky et
al.2012
Horsky et
al.2012

Horsky et
al.2012

Horsky et
al.2012

Horsky et
al.2012

Horsky et
al.2012

Horsky et
al.2012

Alternatives
rather than stops

Suggest
alternatives to
audited actions,
provide direct links
to carry them out
Intermediate
Maintain clinical
states
state variables from
aggregated data,
use refine to
decision logic
System logs
Allow access to
logs, analyze
periodically to
increase specificity,
sensitivity of alert
rules
Interoperability
Normalize ‘‘source
and data
of truth’’ data to
standards
common
representational
formats, reconcile
multiple
medication,
problem, allergy
lists
Patient record
Facilitate manual
maintenance
corrections or
additions of data in
the EHR as part of
response actions to
alerts
Graceful
Missing, outdated,
degradation
erroneous or
contradictory data
must not result in
incorrect advice or
lower safety
Third party access Allow certified
companies access
to data services,
interface
development;
separate code and
content
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APPENDIX D
MEDICATION ORDERING SPECIFIC DESIGN RECOMMENDATIONS
Author(s)
Horsky et al.2012

Recommendation
Consistent terminology

Format text to visually
associate drug categories
Emphasize differences in
similar drug names
Clearly legible font
Unambiguous units

Manageable pick lists

Multiple entry options
Concise language

Representational formats

Visually distinct screens for
confusable items

Custom order sets
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Description
Adverse reactions, problems,
procedures, medical
concepts, assessments, drug
and drug class names
Lowercase for generic drugs,
capitalize first letter for
brands. Avoid lists of drug
names in all caps
Avoid adjacent look-orsound-alike names in lists
and excessive abbreviation.
Use Tall man lettering
Use sans serif fonts, size 10
or 11 if possible
Use only standard
abbreviations placed closely
adjacent to values. Include
rates for infusions
Break long lists into sections
separated by space or
headers for fast lookup.
Avoid excessive variation
Limit time by start and stop
times or duration
Place important words first,
details later in the sentence.
Display ten words or less
and provide a link to the full
text
Show trends in graphs rather
than tables for contextual
data, facilitate temporal
associations
Layout, color of IV fluid
orders should be different
from medicated drips;
visually distinguish ‘‘last’’
and ‘‘dated’’ lab results
Sets by a procedure, clinical
task, problem should be

Clinical context

Active order forms

Log analysis
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customizable by institutions
and clinicians
Show relevant patient
information on ordering
screens; use contextual
information to refine rules
Content, layout, instructions
can be automatically
modified by patient-specific
EHR data
Periodically analyze
overused, underused orders,
consistent alert overrides,
integrity of entered data

APPENDIX E
USABILITY AND UX DESIGN PRINCIPLES
Design
principle set
Usability (ISO
Standard)

Design principles

Definitions

Effectiveness
Efficiency
Satisfaction

Usability
(Nielsen)

Learnability
Efficiency
Memorability
Errors
Satisfaction

UX (Morville)

Useful
Usable
Desirable
Findable
Credible
Accessible
Valuable

Usability: The effectiveness, efficiency and
satisfaction with which specified users achieve
specified goals in particular environments.
Effectiveness: the accuracy and completeness
with which specified users can achieve specified
goals in particular environments
Efficiency: the resources expended in relation to
the accuracy and completeness of goals achieved
Satisfaction: the comfort and acceptability of the
work system to its users and other people affected
by its use
Learnability: How easy is it for users to
accomplish basic tasks the first time they
encounter the design?
Efficiency: Once users have learned the design,
how quickly can they perform tasks?
Memorability: When users return to the design
after a period of not using it, how easily can they
reestablish proficiency?
Errors: How many errors do users make, how
severe are these errors, and how easily can they
recover from the errors?
Satisfaction: How pleasant is it to use the design?
Useful: As practitioners, we can’t be content to
paint within the lines drawn by managers. We
must have the courage and creativity to ask
whether our products and systems are useful, and
to apply our knowledge of craft + medium to define
innovative solutions that are more useful.
Usable: Ease of use remains vital, and yet the
interface-centered methods and perspectives of
human-computer interaction do not address all
dimensions of web design. In short, usability is
necessary but not sufficient.
Desirable: Our quest for efficiency must be
tempered by an appreciation for the power and
value of image, identity, brand, and other elements
of emotional design.
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Principles for
Usable Design
(Usability
BOK, taken
from multiple
authors to
compile this
list)

Usefulness
Consistency
Simplicity
Communication
Error Prevention
and Handling
Efficiency
Workload
Reduction
Usability
Judgment

Findable: We must strive to design navigable web
sites and locatable objects, so users can find what
they need.
Accessible: Just as our buildings have elevators
and ramps, our web sites should be accessible to
people with disabilities (more than 10% of the
population). Today, it’s good business and the
ethical thing to do. Eventually, it will become the
law.
Credible: Thanks to the Web Credibility Project,
we’re beginning to understand the design elements
that influence whether users trust and believe
what we tell them.
Valuable: Our sites must deliver value to our
sponsors. For non-profits, the user experience
must advance the mission. With for-profits, it must
contribute to the bottom line and improve
customer satisfaction.
Usefulness
Value: The system should provide necessary
utilities and address the real needs of users.
Relevance: The information and functions
provided to the user should be relevant to the
user's task and context.
Consistency
Consistency and standards: Follow appropriate
standards/conventions for the platform and the
suite of products. Within an application (or a suite
of applications), make sure that actions,
terminology, and commands are used consistently.
Real-world conventions: Use commonly
understood concepts, terms and metaphors, follow
real-world conventions (when appropriate), and
present information in a natural and logical order.
Simplicity
Simplicity: Reduce clutter and eliminate any
unnecessary or irrelevant elements.
Visibility: Keep the most commonly used options
for a task visible (and the other options easily
accessible).
Self-evidency: Design a system to be usable
without instruction by the appropriate target user
of the system: if appropriate, by a member of the
general public or by a user who has the
appropriate subject-matter knowledge but no
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prior experience with the system. Display data in a
manner that is clear and obvious to the
appropriate user.
Communication
Feedback: Provide appropriate, clear, and timely
feedback to the user so that he sees the results of
his actions and knows what is going on with the
system.
Structure: Use organization to reinforce meaning.
Put related things together, and keep unrelated
things separate.
Sequencing: Organize groups of actions with a
beginning, middle, and end, so that users know
where they are, when they are done, and have the
satisfaction of accomplishment.
Help and documentation: Ensure that any
instructions are concise and focused on supporting
the user's task.
Error Prevention and Handling
Forgiveness: Allow reasonable variations in input.
Prevent the user from making serious errors
whenever possible, and ask for user confirmation
before allowing a potentially destructive action.
Error recovery: Provide clear, plain-language
messages to describe the problem and suggest a
solution to help users recover from any errors.
Undo and redo: Provide "emergency exits" to allow
users to abandon an unwanted action. The ability
to reverse actions relieves anxiety and encourages
user exploration of unfamiliar options.
Efficiency
Efficacy: (For frequent use) Accommodate a user’s
continuous advancement in knowledge and skill.
Do not impede efficient use by a skilled,
experienced user.
Shortcuts: (For frequent use) Allow experienced
users to work more quickly by providing
abbreviations, function keys, macros, or other
accelerators, and allowing customization or
tailoring of frequent actions.
User control: (For experienced users) Make users
the initiators of actions rather than the responders
to increase the users’ sense that they are in charge
of the system.
Workload Reduction
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Supportive automation: Make the user’s work
easier, simpler, faster, or more fun. Automate
unwanted workload.
Reduce memory load: Keep displays brief and
simple, consolidate and summarize data, and
present new information with meaningful aids to
interpretation. Do not require the user to
remember information. Allow recognition rather
than recall.
Free cognitive resources for high-level tasks:
Eliminate mental calculations, estimations,
comparisons, and unnecessary thinking. Reduce
uncertainty.
Usability Judgment
It depends: There will often be tradeoffs involved
in design, and the situation, sound judgment,
experience should guide how those tradeoffs are
weighed.
A foolish consistency...: There are times when it
makes sense to bend or violate some of the
principles or guidelines, but make sure that the
violation is intentional and appropriate.
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APPENDIX F
MOBILE INTERFACES DESIGN PRINCIPLES
Author(s)
Park et al., 2011

Category
Simplicity

Description
The user interfaces and
interaction methods of a
product should be simple,
plain, and intuitively
recognizable (cognitive load,
explicitness, modelessness,
nonoverwhelming)
Any user operations should be
designed to give a user the
feeling of direct manipulation
Any functions and user
interfaces should be easy to
approach when a user wants
Authority to control all the
functions and the appearance
of user interfaces should be
given to a user
The user interfaces and the
interaction methods should be
easy to learn how to use
The user interface and the
interaction methods should be
easy to remember once a user
experiences a product
The user interfaces and the
interaction methods should be
familiar to a user, using
previous experience or
knowledge
(unconstraining, comfortable)
The interaction method and
the meanings of user
interfaces should accord with
user’s expectation (congenial,
compatible,
agreeable, suitable)
The user interface and the
interaction methods should be
consistent in a product and

Directness
Accessibility
User control

Learnability
Memorability

Familiarity

Predictability

Consistency
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Informativeness

Visibility

Flexibility

Adaptability

Error prevention and
recovery

Forgiveness

Helpfulness
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within the same product
family (uniform)
The meaning of user interfaces
should be easy to understand
and clear (expressive,
understandable, meaningful,
clear, concise, accurate,
correct, comprehensibility)
The information presented on
the product display should be
visible and clear to a user
(visualizable, conceivable,
organized or structured,
precise, exact, associative,
continuous, aesthetically
pleasing)
The user interface and the
interaction method should
accommodate changes to the
tasks and environments
beyond those first specified
(extendible)
Modification of user interfaces
should be feasible to fit
different users and conditions
according to users’ experience,
knowledge and preference
(adaptable, adaptive)
The user interfaces and the
interaction methods should be
designed to prevent a user
from making any mistakes or
errors
(error-preventing or
minimizing, fail-safe,
correctable, recoverable,
accurate)
Ability for a user to take
corrective actions when an
error was recognized should
be provided
Any helpful information that a
user may need should be
provided whenever necessary

Feedback

The status of a product and
the consequences of any user
operations should be
immediately and clearly
provided (feedback-providing,
responsive in time)
Every function users want
should be implemented in a
product (operability,
interoperability, powerful,
usable, versatile, reliable)
A product should be designed
to allow a user to perform any
functions in a quick, easy and
economical way (task
accomplishment)
A product should be designed
to minimize user’s effort in
conducting tasks (stressreducing or minimizing)

Effectiveness

Efficiency

Effort
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APPENDIX G
MOBILE HEALTH APPLICATION USABILITY STUDIES
Author
Blagec et al,
2016

Brown &
Kim, 2018

mHealth
application
evaluated
Pharmacogenomics
mCDSapp

Alzheimer’s apps

Specific usability problems
identified

Heuristic
mapping

• Workflow integration and
balance between too little
information and information
overload
• Amount of text might be too
large to read in a busy setting
• List of alternative
therapies/drugs needed
• Broad terminology (e.g.,
toxicity)
• Data privacy concerns
• Confusion and uncertainty
about displaying guidelines from
two different consortia
• Confusion about the headings
and sections “critical” and “all”
• Ambiguity whether the “last
guideline update” date refers to
the last medication safety code
update or the update on sources
(e.g., the latest version of clinical
pharmacogenetics
implementation consortium
guideline)
User control and freedom:
• Provide a conventional arrow
that allows the user to return to
the previous screen
Flexibility and efficiency of
use, Visibility of system status,
and Error prevention:
• Provide logical placement of
buttons for seamless
advancement to the next activity
within the app
• Be sure that the home screen is
made obvious to the user

Match between
system and the
real world
Recognition
rather than
recall
Consistency
and standards
Security
Error
prevention
Help and
documentation
(references)

166

User control
and freedom
Flexibility and
efficiency of
use
Visibility of
system status
Error
prevention
Match between
system and
real world

Chamoso et
al., 2017

Cho et al.,
2018

• Avoid assumptions of high
technological proficiency
Match between system and
real world:
• Use common language and
gender-neutral references
• Use symbols rather than words
where appropriate to minimize
and accommodate language
barriers
Recognition rather than recall:
• Reduce intrusive dialogue to a
minimum so as to not
overwhelm the user
Aesthetic and minimalist
design:
• Consider the environment the
app could be used in; interface
display should remain mobilefriendly regardless of angle
device is held
Help users recognize,
diagnose, and recover from
errors:
• Methods of rapid error
recovery should be heightened
to increase user satisfaction
Self-management of • No clear back/undo button
tinnitus
• Should more clearly show the
goals of each functionality
• Implement a font scaling
feature
• Add a search facility

mVIP (HIV
symptom selfmanagement app)

• Ambiguity regarding the
‘Continue’ and ‘Log-in’ button
• Error message ‘Please check
your credentials’ was changed to
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Recognition
rather than
recall
Aesthetic and
minimalist
design
Help users
recognize,
diagnose, and
recover from
errors

User control
and freedom
Match between
system and the
real world
Visibility of
system
status/User
control and
freedom/Error
prevention
Flexibility and
efficiency of
use
Consistency
and standards
Error
prevention

‘The email address or password
you entered is not valid’
(terminology)
• Main logo should look more
informative and professional
Flexibility/customizability:
• Have ID and password saved
Competency:
• Issues with clear closure; users
weren’t sure if they had
completed a process
Couture et al., User-centered
Workflow functionality:
2018
design for the
• Informed consent text in
development of an
introduction is too long to
mHealth app for the read/understand
hospital setting
• Need to capture if user
(MySelfCare App)
“Accepts” or “Does not
accept” the informed consent
information
• When entering more than one
concern in a single submission it
is not intuitive to click the “plus”
button. Additional functionality
is needed to associate each
concern with a severity level
• A category to submit a
compliment should be added
Theme: Simplified intuitive
workflow functionality for
patients and families who may
experience barriers to
navigating apps while in the
hospital setting.
Terminology:
• The term “safety concern” is
confusing. A phrase that is better
understood by users is
“worrisome or concerning event”
• Concern category labels are
confusing. The addition
of “My” is clearer to users that
the categories relate to their care
and experience
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Aesthetic and
minimalist
design
User control
and freedom
Flexibility
Customizability
Competency

Terminology =
Match between
system and the
real world and
Consistency
and standards
Workflow
functionality =
Flexibility and
efficiency of
use
User interface
design =
Aesthetic and
minimalist
design

• The use of the following terms
in the app generated
confusion: “caregiver,” “medical
device,” “infection” category,
“self.” More clear and directed
terminology includes “family,
“hygiene,” and “I am the patient”
• Specification of how to answer
the optional background
questions is needed based on
user type (patient, family, friend)
Theme: Terminology should
match hospitalized patient
and family health literacy and
shared understanding.

Dunsmuir et
al., 2014

Pre-eclampsia
triage

User interface design:
• “Minus” and “Plus” buttons for
adding/deleting a concern are
not labeled and therefore hard to
find
and understand their function
• The icons and labels for the
concern categories are too small
and hard to read/see, especially
on smaller devices
• The hospital logo is not in an
obvious position (off to the side),
and there is too much extra
white space on the introduction
page
• All contents of the application
are on one long page, which
requires cumbersome scrolling
and often results in users
missing sections of the
application
Theme: User interface design
for mobile devices.
• Entering patient data (at
patient record creation) was
time-consuming
• Onscreen keypad was too small
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Flexibility and
efficiency of
use
Error
prevention

Franklin &
mHealth apps for
Myneni, 2018 older adults

Gartrell et al.,
2018

PubMed4Hh
(mCDSapp)

McCulloh et
al, 2018

PedsGuide

Gunter et al.,
2016

After surgery
wound care

Meyer et al.,
2018

Lab test ordering
and diagnosis

Owens et al.,
2018

Mindfulness-based
symptom and
stress management
apps (for adults

• Absence of scroll indicators or
other signals that information is
available off present screen
• No clear indicators of safe exit
on all screens
• No high contrast texts
• Lack of clear navigation such as
indicators of selection, next
action, and continued
information on other screens
• Did not take advantage of
accessibility features available
within Android system
They asked questions of the
physicians using the app (not
formal usability study)
• Interface and content issues
• Identifying correct article info
in a short amount of time
• Workflow and content issues
(e.g., placement of risk
assessment checklists and
inclusion of specific medication
doses)
• Participants had trouble
learning how to use the app;
some struggled to perform tasks
on the device itself (e.g., tapping
the screen and alternating
between tapping icons on screen
and pressing home button)
• Could not find footnotes
(located at the top of the screen)
• Did not understand footnotes
• Desired more information
• Wanted entire algorithm to be
available at once rather than in
pieces at a time
• Grade-level readability (should
be 8th grade or lower)
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Visibility of
system status
Flexibility and
efficiency of
use
Accessibility

Flexibility and
efficiency of
use

Workflow
integration
Consistency
and standards
Error
prevention
Learnability

Visibility of
system status
Consistency
and standards
Error
prevention
Flexibility and
efficiency of
use
Error
prevention
Consistency
and standards

with chronic lung
disease)

Praveen et
al., 2014

Cardiovascular
disease

Reynoldson
et al., 2014

Smartphone Apps
for Pain SelfManagement
Mobile apps for
diverse patients

Sarkar et al.,
2016

• Cultural sensitivity (there is
a checklist for this called the
Cultural Sensitivity Checklist)
• Evidence of science
• Scientific strategy and
engagement
• Transparent app presentation
• Visibility (complex navigation
structure [lack of headers and
feedback] leading to feeling lost
in the app; small font size)
• Match between system and the
real world (technical jargon,
disorganized menu, advanced
terminology)
• Error prevention (disorganized
content or functions; buttons too
close together; limited
functionality to change
previously entered data; difficult
to enter info [small font size])
• Recognition rather than recall
(instructions were hard to find;
functionality overwhelming to
first-time users)
• Help and documentation (lack
of/difficult to find instructions;
developer contact info
unavailable)
• Simplification to UI
• Proper language font
installation
• Color for communicating risk
(cultural considerations)
Lack of user and clinician
engagement in development
process
• Lack of confidence (app was
difficult to use and made them
feel stupid)
• UI and workflow issues left
users frustrated (couldn’t figure
out how to use)
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Match between
system and
real world
Recognition
rather than
recall
Help and
documentation

Consistency
and standards

Srinivas,
Cornet, &
Holden, 2017

Consumer Health IT Suboptimal information work:
Applications
Patients perform information
work, but not optimally.
Information work has a core
sequence of monitoring,
interpreting, and acting,
as well as the secondary
processes of logging and
communicating data with
clinicians. Not all perform each
part of the sequence in each case,
as for example, a person might
notice shortness of breath,
interpret it as caused by fluid
retention, but take no action.
Further, some of the information
work is “outsourced” to others,
shifting the locus of control
away from patients; for example,
a patient might let a physician or
family member monitor their
ankle swelling, or a patient who
experiences fatigue might
wait until the next clinic visit to
get the physician’s
interpretation.
Inadequate tools:
Existing tools are inadequate to
support patients’ information
work, particularly interpreting
data and problem solving,
keeping meaningful data logs,
and communicating data to
others. Few who log data receive
adequate feedback from
clinicians, and not surprisingly,
few sustain optimal keeping
behavior.
Collaborative self-care:
The self-care process can
generally be described as
collaborative patientprofessional work distributed
across time, place, artifacts, and
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Original
themes were
derived prior
to creating the
prototype,
where expert
reviews
suggested:
simplifying
flow,
increasing
visibility, use of
familiar
metaphors and
simplification,
and changes to
things like
color and
labeling.

a network of actors, including
patients, informal caregivers,
community members, and
clinicians.
Disengaged patients:
Many patients are not engaged
or motivated to sustain self-care
or disease management—with
the extreme result being the
“outsourcing” of self-care
mentioned above. Others engage
with self-care occasionally, for a
few days at a time. In many
cases, patients’ motivation is not
enough to
overcome the burden of selfcare.
Knowledge gaps:
Major gaps in self-care
knowledge are related to
functional associations and
knowing how to implement
general instructions (see also
Granger, Sandelowski, Tahshjain,
Swedberg, & Ekman, 2009).
Many have difficulty making
connections between, for
example, their medications,
symptoms, heart function, and
behaviors such as exercise and
diet. The typical individual has a
partial mental model of these
interactions; for example, one
might understand that a diuretic
medication was related to
removing fluid from the body,
but not that the diuretic
compensates for a weakened
heart. Examples of knowledge
gaps related to implementing
instructions are not being able to
tell the severity of symptoms or
not knowing how to perform
recommended daily exercise
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ThomaLü rken et al.,
2018

Nurses for care of
patients with
dementia

when outdoor weather was poor
or the patient was in pain.
Integration requirements:
There were several
requirements for integrating a
new technology or process into a
patient work system: minimal
additional
workload, embedment of the
intervention into existing
routines, portability, support for
collaboration and coordination,
making explicit information
and needs that are often implicit,
and customizability.
Test of prototype on tablet:
• Password and login – problems
due to the keypad not being
visible by default
• Menu – problems due to hidden
menu items, similar labels in the
menu bar and main screen, e.g.,
goal menu item versus goal card
• Similarity of options –
confusion of discrete but
similarly named actions, e.g.,
“Ask me later” versus “Skip.”
• Labels – misunderstanding of
the meaning of decontextualized
labels, e.g., “Fact.”
• Interpreting graphs – difficulty
processing graphed longitudinal
data.
• Wanted overview page (added
later)
• Wanted to temporarily skip
questions where answers
weren’t immediately available
• Wanted more info on
individual items and sum scores
of validated questionnaires (for
better interpretation)
• Wanted change of layout from
portrait to landscape for tablet
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Consistency
and standards
Flexibility and
efficiency of
use
User control
and freedom
Aesthetic and
minimalist
design

Wicks &
Chiauzzi
Zapata et al.,
2015

• Would like progress to be
shown during problem
assessment
Review of the
Poor and inconsistent
National Health
implementation of privacy and
Service Health Apps security
Library
Systematic review
Attractiveness:
of mHealth app
• Color contrast and usage
usability
Learnability:
• Little/no/improper training
• Monotonous UI
• No tutorial
Operability:
• Young adults fare better than
older adults completing tasks
• Free text inputs should be
avoided
• Dropdown menus with
prewritten options improve
efficiency
• Difficulty scrolling
• Difficulty using swipe gestures
• Difficulty holding a tablet and
interacting at same time
• No interaction between time
and self-rated smartphone
confidence
Understandability:
• Texts should be easily
understood with no confusing
terms or actions
• Need for bigger font sizes (even
on keyboard)
• Buttons need to look like real
buttons
• Too much information or
commands on a single screen
should be avoided
• Tendency to press icons but
not the text associated with it
• Difficulty in managing
navigation levels, relying on back
button as a safe option

175

Security
Privacy
Aesthetic and
minimalist
design
Consistency
and standards
Error
prevention
Accessibility
Recognition
rather than
recall

APPENDIX H
NEW CHECKLIST QUESTION DEVELOPMENT
Question
Is the device status bar
(area with battery life, time,
wifi, etc.) visible? (status
bar should only be hidden
for immersive
entertainment)
Is the navigation bar
(buttons along the bottom
of the phone) visible?
If not, is the navigation bar
accessible by touching the
screen in its standard
location?
Is there feedback that a user
has changed tabs (within
app) when swiping either
direction? (i.e., icons/tabs
at the bottom should
change position/become
highlighted)
Does the application
support voice as a user
input?
Are toggle on/off states
visually distinct?
Are the toggles aligned with
the setting they correspond
to?
Can sliders be easily moved
across the screen without
additional manipulation?
(i.e., without needing to
retouch the screen multiple
times)
Do application notifications
follow a familiar convention
for the mobile platform
being used? (i.e., show up at
the top of the screen or

Category

Subcategory

Visibility of system status
Visibility of system status

Visibility of system status
Visibility of system status

Flexibility and efficiency of
use
Visibility of system status
Visibility of system status

Flexibility and efficiency of
use

Consistency and standards
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middle of the screen if
locked)
Is there are dedicated place
to view notifications within
the application?
Are the notifications
salient?
Does clicking on a
notification take you
directly to the related
content within the
application?
Are tool tips used for new
users to learn about the
about the application?
Are tool tips used to notify
users of important updates?
Are tools tips (or
onboarding tutorials)
accessible after first use?
Is the information provided
in message boxes clear and
understandable?
Does the user have the
option to find out more
information than what is
provided in the message
box? (i.e., through a button
on the message box)
Are error messages clear
and meaningful? (i.e., do
error messages instruct the
user what has happened
and/or what should be
done to resolve the error?)
Can the user access more
information about an error
if needed?
Are all fonts sans serif?
(serif, novelty, and display
fonts should be avoided)
Is the body text at least 12point type size?
Is the body text (or other
small type size) at a type

Consistency and standards
Visibility of system status

Consistency and standards
Help and documentation
Help and documentation
Help and documentation
Consistency and standards

Help users recognize,
diagnose, and recover from
errors

Help users recognize,
diagnose, and recover from
errors
Help users recognize,
diagnose, and recover from
errors
Consistency and standards
Consistency and standards
Consistency and standards
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weight of at least medium
or bold?
Are dark type or graphics
against a light or white
background and white
lettering on a dark or black
background? (avoid
patterned backgrounds)
Is there an option for tactile
vibration as a redundant
cue while typing on the
keyboard?
Is the language simple?
Is there a glossary of any
technical terms?
Are lengthy documents
broken into short sections?
Are images related to the
text?
Are animations and videos
short? (not sure how short
these should be)
Is audio short?
Does the phone fit the
natural posture of the
hand?
Can the user hold the phone
and enter text easily?
If not, is there a way to
navigate to the top of the
page quickly (e.g., 'Back to
Top' button)
Does the phone fit the
natural posture of the
hand?
Can the user hold the phone
and enter text easily?
Are shortcuts provided for
more experienced users?
If yes, are they easy to find?
If yes, are they easy to
navigate?

Consistency and standards

Consistency and standards
Match between system and
the real world
Help and documentation
Recognition rather than
recall
Match between system and
the real world
Flexibility and efficiency of
use
Flexibility and efficiency of
use
Pleasurable and respectful
interaction
Pleasurable and respectful
interaction
Flexibility and efficiency of
use
Pleasurable and respectful
interaction
Pleasurable and respectful
interaction
Skills
Skills
Skills
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Does the application use
evidence-based medicine
known in the literature?
Can the application be used
by all members of the care
team?
If not, does the application
specify who should be using
the application for
diagnosis/treatment?
Does the application
provide essential alerts
when necessary? (e.g., drug
interaction alert if two
separate drugs with
allergies are entered, alert
of age if inappropriate drug
dosing is chosen and age is
known, etc.)
Is additional information
for any diagnosis/treatment
provided within the
application?
If not, is a link to this
information provided?
Do diagnostic/treatment
steps occur at the correct
time for their clinical
workflow?
Does the application
provide accurate timing
information if it is needed
for a diagnostic/treatment
process? (e.g., providing a
timer for a process that
should be timed or at least
displaying the amount of
time that it should be
completed in)
Is content updated
regularly to the most recent
clinical guidelines?
Is information linked to the
original source (i.e., clinical
practice guideline or

Clinical decision support

Scientific Evidence

Clinical decision support

Target User

Clinical decision support

Target User

Clinical decision support

Clinical Workflow

Clinical decision support

Scientific Evidence

Clinical decision support

Scientific Evidence

Clinical decision support

Clinical Workflow

Clinical decision support

Clinical Workflow

Clinical decision support

Patient Safety

Clinical decision support

Scientific Evidence
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national standard) for the
clinical process the app is
designed for?
Does app adhere to any
firewall/encryption process
necessary for patient data
security? (If identifying
information isn’t used,
privacy and security should
be maintained while using
the application.)
For apps receiving
information from another
medical device (e.g., ECG,
vital sign monitoring), is
accuracy and visibility
maintained? (Should avoid
issues of false positives on
alarms/alerts).
For devices that connect via
Bluetooth, is the range
sufficient within the setting
for the device it is
connected to? (This would
also apply to sensors
transmitting information
over WiFi or other
connections.)
Are data transmissions
secure (i.e., encrypted)?
Is the accuracy of data
ensured through data
transmission?
Does the app attempt to
reduce energy consumption
to avoid battery drain?
(Should limit graphics and
videos or other items that
need a data or WiFi
connection to load)
Is the app designed such
that all relevant features are
available across
devices/OSs it is available
on?

Privacy /Security

Privacy/Security

Clinical decision support

Data Handling

Clinical decision support

Network Connection

Privacy /Security

Security

Clinical decision support

Data Handling

Clinical decision support

Battery Life

Clinical decision support

Platform Variability
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Does the app state the
qualifications of the app
authors or developers and
any degrees and/or specific
training relevant to the
process of the app?
Does the app state that its
content should support, not
replace, medical care and
provider patient
relationships?
Does the app state the
privacy and confidentiality
securities for personal data
submitted to the site by the
user?
Does the app state the
content of published
information that supports
claims relating to benefits
and performance?
Does the app provide
information for contacting
developers or app
managers?
Does the app identify
funding source, company, or
publisher?
Does the app distinguish
advertising and paid service
content from editorial
content?
Does the app workflow
match the workflow
typically used for its clinical
process (e.g., clinical
practice guideline)?
Does the app allow noncritical data input to be
skipped?
Are default settings
regularly monitored and
updated for accuracy?
Are clinicians required to
review default information

Clinical decision support

Scientific Evidence

Clinical decision support

Patient Safety

Privacy /Security

Privacy/Security

Clinical decision support

Scientific Evidence

Clinical decision support

REDUNDENT TO GOMEZ

Clinical decision support

Contact Information

Clinical decision support

Scientific Evidence

Clinical decision support

Clinical Workflow

Clinical decision support

Data Input

Clinical decision support

Patient Safety

Clinical decision support

Patient Safety
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rather than bypass it? (An
error in a default setting
could impact patient safety)
Is the clinical process
broken down to only the
most critical and necessary
steps? (App design must
limit workload and create a
simple and seamless
adaptation of the guideline.)
Is only information to
complete the process
required? (Secondary
information not pertinent to
the process should be left as
optional.)
If alerts are built into the
app, are they consistent
with similar alerts (e.g.,
standardized alerts, using
the same alerts for apps
connected to another
medical device/software for
the same process.)
If alerts are built into the
app, are they salient?
Is the app designed to
target the person(s) who
would be completing the
process?
Does the app indicate the
type of clinician the process
is designed to be completed
by?
Does the app follow the
same format the process is
derived from (i.e., clinical
practice guideline,
evidence-based medicine)?
Does the app limit the
amount of information that
needs to be remembered
between screens? (Users
should not be burdened by

Clinical decision support

Memory/Workload

Clinical decision support

Data Input

Consistency/Standards
Consistency/Standards

Clinical decision support

Target User

Clinical decision support

Target User

Consistency/Standards

Recognition rather than
recall
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Memory load reduction

remembering information
from previous screens)
Does the app limit the
amount of information on
each screen? (Users should
only be requested to input
information as it pertains to
the current step in the
process)
Is the process simplified as
much as possible without
compromising the process
in any way? (The process
should be broken into
meaningful steps to avoid
too much information on
one screen)
Does the app use
appropriate sequence of
screens, context, type, and
timing of advice by clinical
task?
Does the app offer advice
rather than commands?
Does the app ensure that
missing, outdated,
erroneous, or contradictory
data does not result in
incorrect advice or lower
safety?
Is consistent terminology
used for diverse reactions,
problems, procedures,
medical concepts,
assessments, drug and drug
class names?
Is text formatted to visually
associate drug categories?
(Lowercase for generic
drugs, capitalize first letter
for brands. Avoid lists of
drug names in all caps)
Are differences in similar
drug names emphasized?
(Avoid adjacent look-or-

Recognition rather than
recall

Memory load reduction

Recognition rather than
recall

Memory load reduction

Clinical decision support

Clinical Workflow

User control & freedom

Clinical decision support

Patient Safety

Clinical decision support

Medication Ordering

Clinical decision support

Medication Ordering

Clinical decision support

Medication Ordering
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sound-alike names in lists
and excessive abbreviation.
Use Tall man lettering)
Are medication units made
clear and understandable?
(Use only standard
abbreviations placed closely
adjacent to values. Include
rates for infusions)
Are long lists broken into
sections to ensure fast
lookup? (Break long lists
into sections separated by
space or headers for fast
lookup. Avoid excessive
variation)
Are multiple entry options
for duration used? (Should
limit time input to start and
stop times or duration)
Are visually distinct screens
used for confusable items?
(Layout, color of IV fluid
orders should be different
from medicated drips;
visually distinguish ‘‘last’’
and ‘‘dated’’ lab results)
Is relevant patient
information available on
ordering screens?
For systems integrated with
an EHR system, are order
forms modified by patientspecific information?
Is entered data periodically
analyzed by organization
using the app? (Should be
analyzed for overused and
underused orders,
consistent alert overrides,
and integrity of entered
data.)
Is the full algorithm for the
process available within the
app?

Clinical decision support

Medication Ordering

Clinical decision support

Medication Ordering

Clinical decision support

Medication Ordering

Clinical decision support

Medication Ordering

Clinical decision support

Medication Ordering

Clinical decision support

Medication Ordering

Clinical decision support

Medication Ordering

Clinical decision support

Scientific Evidence
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Does the app provide clear
information about updates
to information in the app?
Does the app provide clear
information about updates
to app itself?
Is the app easy to learn to
operate?

Visibility of system status
Visibility of system status
Recognition rather than
recall
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APPENDIX I
CHECKLIST QUESTION DETERMINATIONS (KEEP, ADAPT, OR ELIMINATE)
ID

Heuristic
Name/Explanation

MI1

Visibility of system
status:
The system should
always keep users
informed about what
is going on, through
appropriate feedback
within reasonable
time.

Set of
Aspect or
Existing
Feature
Heuristics Covered

Subcategory

Checklist
Question

Action

System
status
feedback

Is there some
form of system
feedback for
every operator
action?

Adapt (need to
include
appropriate
amount of time
for feedback)

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

System
status
feedback

System
status
feedback

If pop-up
windows are
used to display
error messages,
do they allow
the user to see
the field in
error?
In multipage
data entry
screens, is each
page labeled to
show its
relation to
others?
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Memorability
, Usable,
Simplicity,
Communicati
on

Applicabilit
y

(3) Critical

System
status
feedback

System
status
feedback

System
status
feedback

System
status
feedback

Are high
informative
contents placed
in high
hierarchy
areas?
Do all the items
on a list are on
the same page?
Are they sorted
in an order that
matches the
needs of the
task?
If a list of items
can be sorted
according to
different
criteria, does it
provide the
option to sort
them according
to all those
criteria?
If a list contains
items that
belong to
different
categories, are
there filters for
187

Adapt (this
seems
vague/confusin
g; maybe, "are
important,
informative
contents
prominently
displayed?"
Adapt (need to
reword; "Are all
items on a list
displayed on the
same page?"
Second question
should be
separated

Y. Gómez
et al.

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

users to narrow
down the
number of
elements that
they need to
inspect?
System
status
feedback

System
status
feedback

System
status
feedback

If the list
contains only
one item, is the
user taken
directly to that
item?

Adapt (reword);
"If a list
contains only
Y. Gómez
one item, is the
et al.
user taken
directly to that
item?"

If the list
contains items
that download
slowly (e.g.,
images), is the
Keep
list split into
multiple pages
to show just
one page at a
time?
For articles
which spans
several pages, is
pagination
shown at the
Keep
bottom? Is
there a link to
each individual
page, rather
than just to the
188

Y. Gómez
et al.

Y. Gómez
et al.

Location
information

Location
information

Location
information

Location
information

Location
information

previous and
the next ones?
Is the logo
meaningful,
identifiable and
sufficiently
visible?
Is there any link
to detailed
information
about the
enterprise, web
site,
webmaster...?
Are there ways
of contacting
with the
enterprise?
In articles,
news, reports...
Are the author,
sources, dates
and review
information
shown clearly?
For physical
location
information on
the website, is a
link to a map
provided and
189

Adapt; Should
these be
separated?

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Adapt (reword);
"Are there ways
of contacting
Y. Gómez
the
et al.
enterprise/deve
loper?"

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Response
times

Response
times

Response
times

the directions
clearly
accessible?
Are response
times
appropriate for
the users
cognitive
processing?
Are response
times
appropriate for
the task?
If there are
observable
delays (greater
than fifteen
seconds) in the
system’s
response time,
is the user kept
informed of the
system
progress?

Response
times

Is latency
sufficiently
reduced?

Response
times

Are splash
screens too
long avoided?
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Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Adapt (15
seconds seems
too long);
Suggested
change to, "If
progress takes
more than 3
seconds, is
there a visual
indicator?"

Y. Gómez
et al.

Adapt (This
seems
vague/confusin
g)
Adapt (reword);
"Are splash
screens
displayed for 5

Y. Gómez
et al.
Y. Gómez
et al.

Response
times

If download
time is greater
than 20
seconds, are
progress bar
offered instead
of noninformative
download
screens?

seconds or
less?"
Adapt (reword);
"If download
time is greater
than 20
seconds, is a
progress bar
present instead
of noninformative
download
screens?"
Is 20 seconds
too long?
Y. Gómez
Additional: "Do et al.
progress bars
clearly indicate
where a user is
in a process?
(i.e., numbers
and/or
descriptions for
the steps with a
salient change
in real-time as
user
progresses)"

Is there visual
Selection/inp feedback in
Keep
ut of data
menus or dialog
boxes about

191

Y. Gómez
et al.

which choices
are selectable?
Is the current
Selection/inp status of an
ut of data
icon clearly
indicated?
Is there visual
feedback when
Selection/inp
objects are
ut of data
selected or
moved?
Are links
recognizable? Is
there any
Selection/inp characterizatio
ut of data
n according to
the state
(visited,
active,...)?
Are low
discoverable
Selection/inp
areas as touch
ut of data
buttons well
identifiable?
When swiping
gesture is
possible, is a
Selection/inp visible clue
ut of data
offered to
users? Is
swiping used
with a unique
192

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Adapt; Should
these be
separated?
Change 'links' to
'hyperlinks'

Y. Gómez
et al.

Adapt (reword);
"Are low
discoverable
areas, such as
touch buttons,
identifiable?"
Adapt; Should
these be
separated?
From my list: "Is
scrolling
familiar and
intuitive (swipe
up to move

Y. Gómez
et al.

Y. Gómez
et al.

meaning in the
same screen?

Are expandable
menus used
sparingly? Do
Selection/inp menu labels
ut of data
clearly indicate
that they
expand to a set
of options?

down, down to
move up, right
to get to content
to the left and
left to get
content to the
right)"

Adapt; Should
these be
separated?

Y. Gómez
et al.

Presentation
adaptation

When users
access to the
site from a
mobile phone,
are they
directed to the
mobile version
of the site?

Adapt (reword);
"When users
access the
website for the
application, are
they directed to
the mobile
Y. Gómez
version of the
et al.
site?"
Worried about
this one because
the application
has no control
over other
websites...

Presentation
adaptation

Is a link to the
mobile site
provided on the

Eliminate (will
be mobile

193

Y. Gómez
et al.

Presentation
adaptation

desktop version
of site?
Is a link to the
full site
included on the
mobile page?
Is the device
status bar (area
with battery
life, time, wifi,
etc.) visible?
(status bar
should only be
hidden for
immersive
entertainment)
Is the
navigation bar
(buttons along
the bottom of
the phone)
visible?
If not, is the
navigation bar
accessible by
touching the
screen in its
standard
location?
Is there
feedback that a
user has
changed tabs
194

application not
mobile site)
Eliminate (will
be mobile
application not
mobile site)

Keep

Keep

Keep

Keep

Y. Gómez
et al.

(within app)
when swiping
either
direction? (i.e.,
icons/tabs at
the bottom
should change
position/becom
e highlighted)
Are toggle
on/off states
visually
distinct?
Are the toggles
aligned with the
setting they
correspond to?
Are
notifications
salient?
Does the app
provide clear
information
about updates
to information
in the app?
Does the app
provide clear
information
about updates
to app itself?
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Keep

Keep

Keep

Keep

Keep

Is the app easy
to learn to
operate?

MI2

Match between
system and the real
world:
The system should
speak the users'
language, with
words, phrases and
concepts familiar to
the user, rather than
system-oriented
terms. Follow realworld conventions,
making information
appear in a natural
and logical order.

Metaphors/
mental
models

Are metaphors
properly used
as visual clues?

Metaphors/
mental
models

Are icons
concrete and
familiar?
If shape is used
as a visual cue,
does it match
cultural
conventions?
Do the selected
colours
correspond to
common
expectations
about colour
codes?

Metaphors/
mental
models

Metaphors/
mental
models

196

Keep

Adapt (This
seems
vague/confusin
g)

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Adapt (reword);
"Do the selected
colors
Y. Gómez
correspond to
et al.
common
expectations

Learnability,
Memorability
, Usable,
Findable,
(2)
Consistency, Important
Communicati
on, Workload
Reduction

Navigational
structure

If the site uses
hierarchical
structure, are
depth and
height
balanced?

Navigational
structure

Is a navigation
map or table of
contents
included on the
site?

Navigational
structure

Menus

Menus

Is too much
navigation
avoided?
Are menu
choices ordered
in the most
logical way,
given the user,
the item names,
and the task
variables?
Do menu
choices fit
197

about color
codes?"
Adapt; "If the
application
menu uses
hierarchical
structure, are
depth and
height
balanced?"
Still on the
fence about how
to word this to
make it clear
Adapt, "Is a
navigation map
or table of
contents
included in the
application?"

Y. Gómez
et al.

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

logically into
categories that
have readily
understood
meanings?

Menus

Menus

Simplicity

Simplicity

Simplicity

Are menu titles
parallel
grammatically?
In navigation
menus, are the
number of
items and
terms by item
controlled to
avoid memory
overload?
Do related and
interdependent
fields appear on
the same
screen?
For question
and answer
interfaces, are
questions
stated in clear,
simple
language?
Is the language
used the same
198

Adapt (This
seems
vague/confusin
g and should be
explained
further)

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Simplicity

Simplicity

Output of
numeric
information

Output of
numeric
information

Output of
numeric
information

target users
speak?
Is the language
clear and
concise?
Does the site
follow the rule
"1 paragraph=1
idea"?
Does the
system
automatically
enter leading or
trailing spaces
to align decimal
points?
Does the
system
automatically
enter a dollar
sign and
decimal for
monetary
entries?
Does the
system
automatically
enter commas
in numeric

199

Keep

Y. Gómez
et al.

Adapt (reword);
"Does text
within the
Y. Gómez
application
et al.
follow the rule
"1 paragraph=1
idea?"

Keep

Y. Gómez
et al.

Keep?

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Output of
numeric
information

MI3

User control and
freedom:
Users often choose
system functions by
mistake and will
need a clearly
marked "emergency
exit" to leave the
unwanted state
without having to go
through an extended
dialogue. Support
undo and redo.

values greater
than 9999?
Are integers
right-justified
and real
numbers
decimalaligned?

Keep

Y. Gómez
et al.

Is the language
simple?

Keep? This
seems different
than "clear and
concise" to me

Are images
related to the
text?

Keep

Explorable
interfaces

Can users move
forward and
backward
between fields
or dialog box
options?

Adapt (This
seems
vague/confusin
g and should be
explained
further) Should
it be with
arrows?

Y. Gómez
et al.

Explorable
interfaces

If the system
has multipage
data entry
screens, can
users move

Keep

Y. Gómez
et al.
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Efficiency,
Usable,
Findable,
Errors,
Usable, Error
Prevention
and Handling

(2)
Important

Explorable
interfaces

Explorable
interfaces

Explorable
interfaces

Explorable
interfaces

backward and
forward among
all the pages in
the set?
If the system
uses a question
and answer
interface, can
users go back to Keep
previous
questions or
skip forward to
later questions?
Are exits clearly
Keep
marked?
Adapt (will be
mobile
application not
mobile site), "Is
the general
Is the general
application
web site
structure userstructure useroriented?
oriented?
This still seems
vague; need to
describe/give
examples of
what this means
Is there any
Adapt (reword);
way to inform
"Are users
user about
informed about
where they are where they are
and how to
and how to
201

Y. Gómez
et al.

Y. Gómez
et al.

Y. Gómez
et al.

Y. Gómez
et al.

Explorable
interfaces

Explorable
interfaces

undo their
navigation?
Is accidental
activation
avoided or
foreseen (a
back button is
offered)?
In mobile
websites, is
navigation on
the homepage
provided?

Some level of
personalizati
on

Can users set
their own
system, session,
file, and screen
defaults?

Process
confirmation

When a user's
task is
complete, does
the system wait
for a signal
from the user
before
processing?

Process
confirmation

Are users
prompted to
confirm

undo their
navigation?"

Keep

Y. Gómez
et al.

Eliminate (will
be mobile
application not
mobile site)

Y. Gómez
et al.

Adapt (reword);
"Does the
application
follow user
settings,
preferences,
and defaults?"
Adapt; This
seems like it
should have a
description
(e.g., does user
tap a 'submit' or
'continue'
button to move
forward with
process?)
Keep
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Y. Gómez
et al.

Y. Gómez
et al.

Y. Gómez
et al.

Undo/cancel
ation
Undo/cancel
ation

Menus
control

Menus
control

Menus
control

commands that
have drastic,
destructive
consequences?
Can users easily
reverse their
actions?
Can users
cancel out of
operations in
progress?
If the system
has multiple
menu levels, is
there a
mechanism that
allows users to
go back to
previous
menus?
Are menus
broad (many
items on a
menu) rather
than deep
(many menu
levels)?
If users can go
back to a
previous menu,
can they change
their earlier
menu choice?
203

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Adapt; this
seems confusing Y. Gómez
and needs a
et al.
description...

MI4

Consistency and
standards:
Users should not
have to wonder
whether different
words, situations, or
actions mean the
same thing. Follow
platform
conventions.

Orientation

Orientation

Is constraining
orientation
avoided? (Users
tend to switch
orientation
when an
impasse occurs
and, if the app
doesn’t support
them, their flow
is going to be
disrupted and
they are going
to wonder why
it’s not
working)
Is navigation
(horizontal and
vertical)
consistent
across
orientations?
(Some
applications
use a different
navigation
direction in the
two
orientations;
for instance,
they use
horizontal
navigation in
204

Keep? Many of
the apps I've
tested seem like
they wouldn't
be as easy to
use in
landscape...

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Memorability
, Findable,
Accessible,
(2)
Consistency,
Important
Communicati
on, Workload
Reduction

Orientation

Designing
consistency
Designing
consistency

landscape and
use vertical
navigation in
portrait).
Is content
consistent
across
orientations?
Are attentiongetting
techniques
used with care?
Is intensity
maintained in
two levels only?

Designing
consistency

Is the number
of colour used
constrained up
to four? Are
additional
colours saved
for occasional
use only?

Designing
consistency

Are the colour
far apart along
the visible
spectrum?
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Keep
Adapt (This
seems vague
and could use a
description)
?? I have no idea
what this
means....
Adapt (reword);
"Is the number
of colors used
limited to four?
Is the use of
additional color
saved for
occasional use
only?"
Should these be
separated?
Adapt (reword);
"Are the colors
used far apart
along the visible
spectrum?"
Alternate
wording, "Are

Y. Gómez
et al.
Y. Gómez
et al.
Y. Gómez
et al.

Y. Gómez
et al.

Y. Gómez
et al.

the colors used
visually
distinct?"

Designing
consistency

Designing
consistency

Designing
consistency

Designing
consistency

Are soft tones
used for regular
positive
feedback and
Keep
harsh for rare
critical
conditions?
If the system
has multipage
data entry
Keep
screens, do all
pages have the
same title?
Adapt (reword);
Do on-line
"Do application
instructions
instructions
appear in a
appear in a
consistent
consistent
location across
location across
screens?
screens?"
Have industry
or company
Keep? Should
standards been this be
established for reworded to
menu design,
include
and are they
'organization' in
applied
the standards
consistently on part?
all menu
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Y. Gómez
et al.

Y. Gómez
et al.

Y. Gómez
et al.

Y. Gómez
et al.

Designing
consistency

Designing
consistency

Designing
consistency

Menus

Menus

Menus

screens in the
system?
Are there no
more than
twelve to
twenty icon
types?
Has a heavy use
of all uppercase
letters on a
screen been
avoided?
Is there a
consistent icon
design scheme
and stylistic
treatment
across the
system?
Are menu
choice lists
presented
vertically?
If "exit" is a
menu choice,
does it always
appear at the
bottom of the
list?
Are menu titles
either centred
or left-justified?

207

Adapt; This is
confusing. What
should the limit
be?

Y. Gómez
et al.

Adapt (reword); Y. Gómez
FIND MINE
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

?? What if exit is
an X, it would be Y. Gómez
weird at the
et al.
bottom
Keep

Y. Gómez
et al.

Input fields

Input fields

Input fields

Naming
convention
consistency

Naming
convention
consistency
Naming
convention
consistency

Are field labels
consistent from
one data entry
screen to
another?
Do field labels
appear to the
left of single
fields and
above list
fields?
Are field labels
and fields
distinguished
typographically
?
Is the structure
of a data entry
value
consistent from
screen to
screen?
Are system
objects named
consistently
across all
prompts in the
system?
Are user
actions named
consistently
208

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep? Would
this be a
difference in the
typography for
the labels and
the ghost text
within the field?

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Menu/task
consistency

Menu/task
consistency

Menu/task
consistency

Menu/task
consistency

across all
prompts in the
system?
Are menu
choice names
consistent, both
within each
menu and
across the
system, in
grammatical
style and
terminology?
Does the
structure of
menu choice
names match
their
corresponding
menu titles?
Does the menu
structure match
the task
structure?
When prompts
imply a
necessary
action, are the
words in the
message
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Adapt to say
"the
application"
instead of "the
system"

Y. Gómez
et al.

Adapt, could
this just ask do
menu choice
names match
menu titles (I'm
assuming this is
once you're on
the screen
you've chosen)

Y. Gómez
et al.

Keep? This
needs to be
explained more

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Functional
goals
consistency

Functional
goals
consistency

consistent with
that action?
Where are the
web site goals?
Are they well
defined? Do
content and
services
delivered
match these
goals?
Does the look &
feel correspond
with goals,
characteristics,
contents and
services of the
web site?

Adapt to say
"the
application"
instead of "the
web site"

Y. Gómez
et al.

Adapt to say
"the
application"
instead of "the
web site"

Y. Gómez
et al.

Y. Gómez
et al.

Functional
goals
consistency

Is the web site
being updated
frequently?

Adapt to say
"the
application"
instead of "the
web site"

System
response
consistency

Is system
response after
clicking links
predictable?

Keep

Y. Gómez
et al.

System
response
consistency

Are nowhere
links avoided?

?? Should this
be 'broken'
links?

Y. Gómez
et al.
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System
response
consistency

Are orphan
pages avoided?

Adapt (how
would people
find an orphan
page without
knowing there
is supposed to
be content that
is missing? This
seems like more
of a developer
catch...

Do application
notifications
follow a
familiar
convention for
the mobile
platform being
used? (i.e.,
show up at the
top of the
screen or
middle of the
screen if
locked)

Keep

Is there are
dedicated place
to view
notifications
within the
application?

?? Not sure on
this one. I feel
like this would
apply more to a
patient facing
app but maybe
if this were
something

211

Y. Gómez
et al.

integrated with
the EMR??
Does clicking
on a
notification
take you
directly to the
related content
within the
application?
Is the
information
provided in
message boxes
clear and
understandable
?
Are all fonts
sans serif?
(serif, novelty,
and display
fonts should be
avoided)
Is the body text
at least 12point type size?
Is the body text
(or other small
type size) at a
type weight of
at least medium
or bold?

212

Same as above

Check for
redundancy;
maybe this
could be
grouped with
the other
features

Keep

Keep

Keep

Are dark type
or graphics
against a light
or white
background
and white
lettering on a
dark or black
background?
(avoid
patterned
backgrounds)
Is there an
option for
tactile vibration
as a redundant
cue while
typing on the
keyboard?

MI5

Error prevention:
Even better than
good error messages
is a careful design
which prevents a
problem from
occurring in the first
place. Either
eliminate errorprone conditions or
check for them and
present users with a
confirmation option

Are menu
choices logical,
distinctive, and
mutually
exclusive?

213

Keep

Eliminate (this
is a device
option)

Keep

Y. Gómez
et al.

Efficiency,
Errors,
Usable,
Accessible,
Simplicity,
Communicati
on, Error
Prevention

(2)
Important

before they commit
to the action.
Are data inputs
case-blind
whenever
possible?
Does the
system warn
users if they are
about to make a
potentially
serious error?
Do data entry
screens and
dialog boxes
indicate the
number of
character
spaces available
in a field?
Do fields in data
entry screens
and dialog
boxes contain
default values
when
appropriate?
Is accidental
activation
avoided or
foreseen (a
back button is
offered)?
214

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep? I'm not
sure if this is
necessary for all
text entries;
maybe just for
paragraph
ones?

Y. Gómez
et al.

?? This could be
confused with
ghost text.
Defaults are
tricky in
medical apps

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Fat-finger
syndrome

Fat-finger
syndrome

Fat-finger
syndrome

Fat-finger
syndrome

Are touchable
areas
sufficiently big?
(Research has
shown that the
best target size
for widgets is
1cmx1cm for
touch devices)
Is crowding
targets
avoided?
(When targets
are placed too
close to each
other, users can
easily hit the
wrong one)
Although the
visible part of
the target may
be small, is
there some
invisible target
space that if a
user hits that
space, their tap
will still count?
When several
items are listed
in columns, one
on top of
another, can
215

Keep, check size

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

?? This is
Y. Gómez
confusing to me. et al.

Fat-finger
syndrome
Fat-finger
syndrome

MI6

Recognition rather
than recall:
Minimize the user's
memory load by
making objects,
actions, and options
visible. The user
should not have to
Memory load
remember
reduction
information from one
part of the dialogue
to another.
Instructions for use
of the system should
be visible or easily
retrievable whenever
appropriate.
Memory load
reduction

users hit
anywhere in
the row to
select the target
corresponding
to that row?
Is downloading
of software that
is inappropriate
for the user
phone avoided?
Are JavaScript
and Flash use
avoided?

Keep, why is
this under fatfinger??

Y. Gómez
et al.

Keep, why is
this under fatfinger??

Y. Gómez
et al.

Are high levels
of
concentration
not required
and
remembering
information
doesn't take
more than two
to fifteen
seconds?

Adapt, say
"avoided"
instead of "not
required"
Check for
redundancy

Y. Gómez
et al.

Are all data a
user needs on

Adapt, remove
transaction

Y. Gómez
et al.

216

Learnability,
Efficiency,
Memorability
, Usable,
Findable,
Consistency,
Simplicity,
Communicati
on, Workload
Reduction

(3) Critical

Memory load
reduction

Memory load
reduction

Memory load
reduction
Memory load
reduction

display at each
step in a
transaction
sequence?
If users have to
navigate
between
multiple
screens, does
the system use
context labels,
menu maps,
and place
markers as
navigational
aids?
After the user
completes an
action (or
group of
actions), does
the feedback
indicate that
the next group
of actions can
be started?
Are optional
data entry
fields clearly
marked?
Do data entry
screens and
dialog boxes
217

Adapt? Maybe
change to state
something more
general about
Y. Gómez
the navigation?
et al.
(I think there is
something
above that
covers this)

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

indicate when
fields are
optional?
Memory load
reduction

Memory load
reduction

Memory load
reduction

General
visual cues

Adapt (This
seems
Is page length
vague/confusin
controlled?
g and should be
explained
further)
Adapt (reword);
Do the task flow
"Does the task
should start
flow start with
with actions
actions that are
that are
essential to the
essential to the
main task? And
main task? And
can the users
can the users
start the task as
start the task as
soon as
soon as
possible?"
possible?
Separate?
Are the controls
that are related
to a task
grouped
together and
Keep
reflect the
sequence of
actions in the
task?
For question
and answer
Keep
interfaces, are
visual cues and
218

Y. Gómez
et al.

Y. Gómez
et al.

Y. Gómez
et al.

Y. Gómez
et al.

white space
used to
distinguish
questions,
prompts,
instructions,
and user input?

General
visual cues

General
visual cues

General
visual cues

General
visual cues

Does the data
display start in
the upper-left
corner of the
screen?
Have prompts
been formatted
using white
space,
justification,
and visual cues
for easy
scanning?
Do text areas
have "breathing
space" around
them?
Are there
"white" areas
between
informational
objects for
219

Keep? I'm
assuming it just
means that
whatever is on
Y. Gómez
the screen is not
et al.
offset so that it
starts down or
to the right at
all
Adapt (This
seems vague
and could use a
description)

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep (might be
able to group
this and above
about using
sufficient white

Y. Gómez
et al.

visual
relaxation?

General
visual cues

General
visual cues

General
visual cues

General
visual cues

Does the
system provide
visibility: that
is, by looking,
can the user tell
the state of the
system and the
alternatives for
action?
Are size,
boldface,
underlining,
colour, shading,
or typography
used to show
relative
quantity or
importance of
different screen
items?
Is colour used
in conjunction
with some
other
redundant cue?
Is there good
colour and
brightness
contrast
220

space and
explaining that
briefly)
?? This seems
like visibility of
system status.
Not sure why it
would be
alternatives for
action instead of
"tell the state
and a clear way
to interact?"
Adapt; I think
importance can
be conveyed by
varying
elements but
what does
relative
quantity have to
do with
importance
here?
Adapt (reword);
"Is color used in
conjunction
with some other
redundant cue?"
Adapt (reword);
"Is there good
color and
brightness

Y. Gómez
et al.

Y. Gómez
et al.

Y. Gómez
et al.

Y. Gómez
et al.

General
visual cues

General
visual cues

Input/output
data

Input/output
data

between image
and
background
colours?
Have light,
bright,
saturated
colours been
used to
emphasize data
and have
darker, duller,
and
desaturated
colours been
used to deemphasize
data?
Is the visual
page space well
used?
On data entry
screens and
dialog boxes,
are dependent
fields displayed
only when
necessary?
Are field labels
close to fields,
but separated
by at least one
space?
221

contrast
between image
and background
colors?"
Adapt (reword);
Have light,
bright,
saturated colors
been used to
emphasize data
Y. Gómez
and have
et al.
darker, duller,
and desaturated
colors been
used to deemphasize
data?
Eliminate?
Include with
white space one

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Menus

Menus

Menus

Menus

Navigation

Is the first word
of each menu
Keep
choice the most
important?
Are inactive
menu items
Keep
grayed out or
omitted?
?? Confused by
this one, does it
mean the screen
Are there menu
it defaults to if
selection
you pick the
defaults?
main menu
optiona and not
a sub-option?
Is there an
obvious visual
distinction
Keep (look at
made between
my possible
"choose one"
reworded
menu and
options)
"choose many"
menus?
Is there a
breadcrumbs
Adapt (reword);
on sites with a
"Are there
deep navigation
breadcrumbs
structure
for deep
(many
navigation
navigation
structures?
branches)? And,
is it avoided on
222

Y. Gómez
et al.
Y. Gómez
et al.

Y. Gómez
et al.

Y. Gómez
et al.

Y. Gómez
et al.

sites with
shallow
navigation
structures?
Are lengthy
documents
broken into
short sections?

MI7

Flexibility and
efficiency of use:
Accelerators -unseen by the novice
user -- may often
speed up the
interaction for the
expert user such that
the system can cater
to both
inexperienced and
experienced users.
Allow users to tailor
frequent actions.

Search

Search
Search

Search

Is the searching
box easily
accessible?

Is the searching
box easily
recognizable?
Is there any
advanced
search option?
Are search
results shown
in a
comprehensive

223

Keep

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Learnability,
Efficiency,
Memorability
, Satisfaction,
Usable,
(2)
Findable,
Important
Simplicity,
Communicati
on, Workload
Reduction

Search

Search

Search

Search

Search

manner to the
user?
Is the box width
appropriated?
Is the user
assisted if the
search results
are impossible
to calculate?
Is there a
search box on
the mobile site
homepage?
Is the length of
the search box
at least the size
of the average
search string?
Or better, is it
the largest
possible size
that will fit on
the screen?
Are search
strings
preserved
between
searches? Are
there autocompletion and
suggestions?

224

Keep

Y. Gómez
et al.

?? Not sure why
this would be
the case?

Y. Gómez
et al.

Eliminate (this
is for a mobile
site)

Y. Gómez
et al.

Eliminate?
Redundant to
the width one
above?

Y. Gómez
et al.

Adapt;
Separate? The
second half
seems
appropriate, not
sure about the
first

Y. Gómez
et al.

Search

Search

Navigation

Navigation

Are several
search boxes
with different
functionalities
on the same
page avoided.
If the search
returns zero
results, is some
alternative
searches
offered or a link
to the search
results on the
full page?
Are links with
good
information
scent (that is,
links which
clearly indicate
where they take
the users)?
Are there links
to related
content to help
the user
navigate more
quickly
between similar
topics?
Does the
application
225

Keep

Y. Gómez
et al.

Eliminate? This
seems
unnecessary

Y. Gómez
et al.

Adapt (reword);
"Are links
informative
Y. Gómez
about where
et al.
they will lead to
upon tapping?"

Keep (similar to
tags)

Keep

Y. Gómez
et al.

MI8

Aesthetic and
minimalist design:
Dialogues should not
contain information
which is irrelevant or
rarely needed. Every
extra unit of

support voice
as a user input?
Can sliders be
easily moved
across the
screen without
additional
manipulation?
Keep
(i.e., without
needing to
retouch the
screen multiple
times)
Are animations
and videos
Keep (state how
short? (not sure
short)
how short these
should be)
Keep (state how
Is audio short?
short)
If not, is there a
Keep (this one
way to navigate
went with
to the top of the
something else,
page quickly
need to check
(e.g., 'Back to
what)
Top' button)
Is the time to
acquire a target
is a function of
Adapt (reword);
Y. Gómez
the distance to
Make this less
et al.
and size of the
confusing
target following
Fitts Law?
226

Satisfaction,
Desirable,
Simplicity

(1) Useful

information in a
dialogue competes
with the relevant
units of information
and diminishes their
relative visibility.
Is only (and all)
information
essential to
decision
making
displayed on
the screen?
Are field labels
brief, familiar,
and
descriptive?
Are prompts
expressed in
the affirmative,
and do they use
the active
voice?
Is layout clearly
designed
avoiding visual
noise?
Are application
icons
recognizable
enough to be
found in the

227

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Multimedia
content

Multimedia
content

Multimedia
content
Multimedia
content

Multimedia
content

Multimedia
content

crowded list of
applications?
Does the use of
images and
multimedia
content add
value?
Are images well
sized? Are they
understandable
? Is the
resolution
appropriate?
Are cyclical
animations
avoided?
Is flash content
avoided?
Is the use of
animated
carousels
avoided? And if
they exists, can
users control
them?
Are image sizes
smaller than
the screen?
(The entire
image should
be viewable

228

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Adapt (reword);
"Are animated
carousels
Y. Gómez
avoided? If not, et al.
can users
control them?"

Keep

Y. Gómez
et al.

Multimedia
content

Multimedia
content

Multimedia
content

with no
scrolling)
For cases
where
customers are
likely to need
access to a
higher
resolution
picture, is a
screen-size
picture initially
displayed and is
there a separate
link to a higher
resolution
variant?
When using
thumbnails, can
the user
distinguish
what the
picture is
about?
Does captions
help to
understand
images
meaning that
are part of an
article if their
meaning is not
clear from the
229

Keep?

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Adapt (reword)
Do captions
help user
understand
meaning of
images that are
part of an
article?"

Y. Gómez
et al.

context of the
article?

Multimedia
content

Multimedia
content

Multimedia
content
Multimedia
content

Multimedia
content

Adapt (reword);
Is moving
animation
avoided? (Is
that just
Y. Gómez
animation??
et al.
What is moving
animation, like
it moves across
the screen?)

Are moving
animation
avoided?

When using
videos, is there
a textual
description of
what the video
is about?
Do clicking on
the thumbnail
and clicking on
the video title
both play the
video?
Is video length
indicated?
If the video
cannot be
played on the
user’s device, is
it a message
shown with this
information?
230

Keep

Y. Gómez
et al.

Adapt (reword);
"Will both
clicking on the
Y. Gómez
thumbnail and
et al.
the title play the
video?"
Y. Gómez
Keep
et al.

Keep

Y. Gómez
et al.

Multimedia
content

Icons

Icons

Icons

Icons

Menus

Is the whole
screen surface
used to place
information
efficiently
(specially for
popovers and
modals)?
Has excessive
detail in icon
design been
avoided?
Is each
individual icon
a harmonious
member of a
family of icons?
Does each icon
stand out from
its background?
Are all icons in
a set visually
and
conceptually
distinct?
Is each lowerlevel menu
choice
associated with
only one higher
level menu?

231

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Menus

Orientation

Navigation

MI9

Help users recognize,
diagnose, and
recover from errors:
Error messages

Are menu titles
brief, yet long
enough to
communicate?
Desktop
websites have a
strong
guideline to
avoid
horizontal
scrolling. But
for touch
screens,
horizontal
swipes are
often fine. Is
this option
taken into
account?
Is the site
designed to
avoid a large
number of
persistent
navigation
options across
all pages?

Keep

Y. Gómez
et al.

?? Might not
matter on
apps...maybe
eliminate?

Y. Gómez
et al.

Adapt (reword);
"Is the
application
designed to
avoid a large
Y. Gómez
number of
et al.
persistent
navigation
options across
all pages?"

When signalling
an input error
Keep (maybe
in a form, is the reword)
text box that
232

Y. Gómez
et al.

Errors,
Consistency,
Simplicity,
Error

(2)
Important

should be expressed
in plain language (no
codes), precisely
indicate the problem,
and constructively
suggest a solution.

needs to be
changed
specifically
marked?

Prevention
and Handling

Does the user
have the option
to find out
more
information
than what is
provided in the
message box?
(i.e., through a
button or link
on the message
box)
Are error
messages clear
and
meaningful?
(i.e., do error
messages
instruct the
user what has
happened
and/or what
should be done
to resolve the
error?)
Can the user
access more
233

Keep

Keep

Keep

information
about an error
if needed?

MI10

Help and
documentation:
Even though it is
better if the system
can be used without
documentation, it
may be necessary to
provide help and
documentation. Any
such information
should be easy to
search, focused on
the user's task, list
concrete steps to be
carried out, and not
be too large.

Are on-line
instructions
visually
distinct?

Do the
instructions
follow the
sequence of
user actions?
If menu choices
are ambiguous,
does the system
provide
additional
explanatory
information
when an item is
selected?
234

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep (shouldn't
we be trying to
eliminate
ambiguity?

Y. Gómez
et al.

Findable,
Communicati
on

(2)
Important

If menu items
are ambiguous,
does the system
provide
additional
explanatory
information
when an item is
selected?
Is the help
function visible;
for example, a
key labeled
HELP or a
special menu?
Is the help
system
interface
(navigation,
presentation,
and
conversation)
consistent with
the navigation,
presentation,
and
conversation
interfaces of the
application it
supports?
Navigation: Is
information
easy to find?
235

Keep (shouldn't
we be trying to
eliminate
ambiguity?

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Presentation: Is
the visual
layout well
designed?
Conversation:
Is the
information
accurate,
complete, and
understandable
?
Is the
information
relevant? It
should be
relevant in the
following
aspects: Goaloriented (What
can I do with
this program?),
Descriptive
(What is this
thing for?),
Procedural
(How do I do
this task?),
Interpretive
(Why did that
happen?) and
Navigational
(Where am I?).

236

Keep

Y. Gómez
et al.

Keep
(separate??)

Y. Gómez
et al.

Adapt? Should
this be more
specific and
broken up?

Y. Gómez
et al.

Is there
contextKeep
sensitive help?
Can the user
change the level ?? On the fence
of detail
about this one
available?
?? On the fence
about this one.
Can users easily Would want it
switch between to be easy to
help and their
switch between
work?
the app and
work (EMR
app)
Is it easy to
access and
Keep
return from the
help system?
Can users
resume work
where they left Keep
off after
accessing help?
If a FAQs
section exists, is
the selection
and redaction
Keep
of questions
and answers
correct?

237

Y. Gómez
et al.
Y. Gómez
et al.

Y. Gómez
et al.

Y. Gómez
et al.

Y. Gómez
et al.

Y. Gómez
et al.

Is the design
focused on one
single feature at
a time? (Only
those
instructions
Keep
that are
necessary for
the user to get
started should
be presented at
a time).
Are tool tips
used for new
users to learn
Keep
about the about
the application?
Eliminate (tool
tips aren't
Are tool tips
needed just
used to notify
some way of
users of
stating it was
important
updated since
updates?
last use and a
place to find
that info)
Are tools tips
(or onboarding
tutorials)
Keep
accessible after
first use?
Is there a
Keep
glossary of any
238

Y. Gómez
et al.

MI11

Skills:
"Prepare
workarounds for
frequent users"
"Shortcuts"
"Readability"

technical
terms?
Is the word
"default"
avoided and
replaced with
"Standard,"
"Use Customary
Settings,"
"Restore Initial
Settings," or
some other
more specific
terms
describing what
will actually
happen?
If the system
supports both
novice and
expert users,
are multiple
levels of error
message detail
available?
If the system
supports both
novice and
expert users,
are multiple
levels of detail
available?

239

?? On the fence
about this one

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Efficiency,
Satisfaction,
Simplicity

(2)
Important

Are users the
initiators of
actions rather
than the
responders?
Do the selected
input device(s)
match user
capabilities?
Are important
keys (for
example,
ENTER , TAB)
larger than
other keys?
Does the
system
correctly
anticipate and
prompt for the
user's probable
next activity?
Are shortcuts
provided for
more
experienced
users?
If yes, are they
easy to find?
If yes, are they
easy to
navigate?
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Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Keep
Keep

MI12

Pleasurable and
respectful
interaction:
"Simplicity principle"
"Simple and natural
dialogue"
"Speak the user's
language"
"this point also
includes any
accessibility
questions that could
enrich usability
allowing a more
universal access,
such as 'color
blindness'"

Is the users'
work
protected? For
example, for
data entry
screens with
many fields or
Keep
in which source
documents may
be incomplete,
can users save a
partially filled
screen?
Do the selected
input device(s)
match
environmental
constraints?
Are typing
requirements
minimal for
question and
answer
interfaces?
Does the
system
complete
unambiguous
partial input on
241

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Maybe Adapt? If
so, (reword);
"Does the
application
complete

Y. Gómez
et al.

Simplicity,
Satisfaction,
Accessibility,
Consistency,
Usefulness

(2)
Important

a data entry
field?

Input data

unambiguous
partial input on
a data entry
field?"
I'm worried
about this one
because since a
lot of medical
terms are
similar it would
be difficult to fill
in things at
times and could
be harmful to
the patient if
something
incorrect isn't
caught

Users dislike
typing. Is
information
computed for
the users? For
instance, ask
only for the zip
code and
calculate state
and town;
possibly offer a
list of towns if
there are more
under the same
zip code .
242

Keep

Y. Gómez
et al.

Input data

Input data

Input data

Keep? Again,
thinking of the
Is the input
medical field,
data tolerant of
the application
typos and offers
would need to
corrections?
be careful how
(Don't make
it allows for
users type in
things like that.
complete
Maybe it's that
information.
when these
For example,
instances take
accept “123
place, there are
Main” instead
options the
of “123 Main
application has
St.”)
the user choose
from?
?? On the fence
about this one.
Saving is
typically done
by the device.
Can users save
Maybe things
history and
could be
select
prefilled based
previously
on a selection
typed info?
but I doubt the
app would save
more than
registration
information for
safety reasons.
Does default
Keep
information
243

Y. Gómez
et al.

Y. Gómez
et al.

Y. Gómez
et al.

Input data

Input data

Input data

Input data

make sense to
the user?
If the app does
not store any
information
that is sensitive
(e.g. credit
card), is the
user kept
logged in (with
log out clearly
presented)?
Is the number
of submissions
(and clicks)
minimized for
the user going
through in
order to input
information on
the site?
When logging
in must be
done, are
graphical
passwords used
at least some of
the time, to get
around typing?
Is registration
not mandatory?
Is skipping

244

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Adapt; maybe
this should talk
about pins,
fingerprint, and
facial ID here?

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Input data

Shopping

Shopping

Shopping

registration the
default option?
When logging
in must be
done, is there
an option that
allows the user
to see the
password
clearly?
When a list of
products is
presented, are
image
thumbnails big
enough for the
user to get
some
information out
of them?
On a product
page, does
image size fit
the screen? Is
there a link to a
higher
resolution
image when the
product
requires closer
inspection?
Is there the
option to email
245

Keep

Y. Gómez
et al.

Eliminate

Y. Gómez
et al.

Eliminate

Y. Gómez
et al.

Eliminate

Y. Gómez
et al.

Shopping

Shopping

Banking and
transactions

a product to a
friend?
Is there the
option to save
the product in a
wish list?
On an ecommerce site,
are salient links
included on the
homepage to
the following
information: —
locations and
opening hours
(if applicable),
— shipping
cost, — phone
number, —
order status,
and —
occasion-based
promotions or
products?
Whenever
users conduct
transactions on
the phone, can
they save
confirmation
numbers for
that transaction
by emailing
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Eliminate

Y. Gómez
et al.

Eliminate

Y. Gómez
et al.

Eliminate

Y. Gómez
et al.

MI13

Privacy

themselves? If
the phone has
an embedded
screen-capture
feature, are
there
instructions
about how to
take a picture of
their screen?
Does the phone
fit the natural
posture of the
hand?
Can the user
hold the phone
and enter text
easily?
Are protected
areas
completely
inaccessible?
Are protected
or confidential
areas only
accessible with
certain
passwords?
Is there
information
about how
personal data is
protected and
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Eliminate (this
is a device
option)
Eliminate (this
is a device
option)
Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Keep

Y. Gómez
et al.

Satisfaction,
Usefulness

(3) Critical

about contents
copyright?
For multiuser
devices: Is
permanently
signing in on an
app avoided?

CDS1

Clinical decision
support:

Scientific
evidence

Target user

If the app does
store credit
card info, can
users decide if
they want to
remain logged
in? If the user
opts to be kept
logged in,
he/she should
get a message
informing of the
possible risks.
Does the
application use
evidence-based
medicine
known in the
literature?
Can the
application be
used by all
members of the
care team?
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Adapt (reword);
For multiuser
devices: Is
Y. Gómez
permanently
et al.
signing in on the
application
avoided?"

?? I guess some
of these apps
might have a
subscription
and this would
be relevant?

Keep

Eliminate (there
is another
question about
specifying the

Y. Gómez
et al.

Useful,
Communicati
on, Usable,
Consistency,
Workload
Reduction

(3) Critical

target user
below)

Target user

Clinical
workflow

Scientific
evidence

Does the
application
specify who
should be using
Keep
the application
for
diagnosis/treat
ment?
Does the
application
provide
essential alerts
when
necessary? (e.g.,
drug
interaction
alert if two
Keep
separate drugs
with allergies
are entered,
alert of age if
inappropriate
drug dosing is
chosen and age
is known, etc.)
Is additional
information for
any
Keep
diagnosis/treat
ment
recommendatio
249

Scientific
evidence

Clinical
workflow

Clinical
workflow

n provided
within the
application?
If not, is a link
to this
Keep
information
provided?
Do
diagnostic/trea
tment steps
occur at the
Keep
correct time for
their clinical
workflow?
Does the
application
provide
accurate timing
information if it
is needed for a
diagnostic/trea
tment process?
(e.g., providing
Keep
a timer for a
process that
should be timed
or at least
displaying the
amount of time
that it should
be completed
in)
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Patient
safety

Scientific
evidence

Privacy/Secu
rity

Is content
updated
regularly to the
most recent
clinical
guidelines?
Is information
linked to the
original source
(i.e., clinical
practice
guideline or
national
standard) for
the clinical
process the app
is designed for?
Does app
adhere to any
firewall/encryp
tion process
necessary for
patient data
security? (If
identifying
information
isn’t used,
privacy and
security should
be maintained
while using the
application.)
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Keep

Keep

Keep

Data
handling

Network
connection

For apps
receiving
information
from another
medical device
(e.g., ECG, vital
sign
monitoring), is
accuracy and
visibility
maintained?
(Should avoid
issues of false
positives on
alarms/alerts).
For devices that
connect via
Bluetooth, is
the range
sufficient
within the
setting for the
device it is
connected to?
(This would
also apply to
sensors
transmitting
information
over WiFi or
other
connections.)
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Keep

Keep

Security

Data
handling

Battery life

Platform
variability

Scientific
evidence

Are data
transmissions
secure (i.e.,
encrypted)?
Is the accuracy
of data ensured
through data
transmission?
Does the app
attempt to
reduce energy
consumption to
avoid battery
drain? (Should
limit graphics
and videos or
other items that
need a data or
WiFi
connection to
load)
Is the app
designed such
that all relevant
features are
available
accross
devices/OSs it
is available on?
Does the app
state the
qualifications of
the app authors
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Keep

Keep

Keep

Keep

Keep

Patient
safety

Privacy/secu
rity

Scientific
evidence

or developers
and any
degrees and/or
specific training
relevant to the
process of the
app?
Does the app
state that its
content should
support, not
replace,
medical care
and provider
patient
relationships?
Does the app
state the
privacy and
confidentiality
securities for
personal data
submitted to
the site by the
user?
Does the app
state the
content of
published
information
that supports
claims relating
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Keep

Keep

Keep (maybe
reword)

to benefits and
performance?
Does the app
provide
information for
REDUNDENT
contacting
developers or
app managers?

Contact
information

Scientific
evidence

Clinical
workflow

Data input

Does the app
identify funding
source,
company, or
publisher?
Does the app
distinguish
advertising and
paid service
content from
editorial
content?
Does the app
workflow
match the
workflow
typically used
for its clinical
process (e.g.,
clinical practice
guideline)?
Does the app
allow non255

Keep
(redundant to a
Y. Gómez
question, need
to decide which
to revise and
which to
eliminate)
Keep

Keep

Redundant to
above question,
need to decide
which to revise
and keep and
which to
eliminate
Keep (might be
redundant to

critical data
input to be
skipped?
Are default
settings
Patient
regularly
safety
monitored and
updated for
accuracy?
Are clinicians
required to
review default
information
Patient
rather than
safety
bypass it? (An
error in a
default setting
could impact
patient safety)
Is the clinical
process broken
down to only
the most critical
and necessary
steps? (App
Memory/wor
design must
kload
limite workload
and create a
simple and
seamless
adaptation of
the guideline.)
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another Y.
Gómez)

Keep

Keep

Keep (might be
redundant to
another Y.
Gómez and
mine)

Data input

Consistency/
standards

Consistency/
standards
Target user

Is only
information to
complete the
process
required?
(Secondary
information not
pertinent to the
process should
be left as
optional.)
If alerts are
built into the
app, are they
consistent with
similar alerts
(e.g.,
standardized
alerts, using the
same alerts for
apps connected
to another
medical
device/softwar
e for the same
process.)
If alerts are
built into the
app, are they
salient?
Is the app
designed to
target the
257

Keep (might be
redundant to
another Y.
Gómez and
mine)

Keep

Keep
Keep
(redundant to
the one above

person(s) who
would be
completing the
process?

about target
user, figure out
which to
revise/eliminat
e)
Keep
(redundant to
the one above
about target
user, figure out
which to
revise/eliminat
e)

Target user

Does the app
indicate the
type of clinician
the process is
designed to be
completed by?

Consistency/
standards

Does the app
follow the same
format the
process is
derived from
(i.e., clinical
practice
guideline,
evidence-based
medicine)?

Keep
(redundant to
the one above
about target
user, figure out
which to
revise/eliminat
e)

Does the app
limit the
amount of
information
Memory/wor
that needs to be
kload
remembered
between
screens? (Users
should not be

Keep (might be
redundant to
another Y.
Gómez and
mine)

(match?)
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burdened by
remembering
information
from previous
screens)
Does the app
limit the
amount of
information on
each screen?
(Users should
Memory/wor
only be
kload
requested to
input
information as
it pertains to
the current step
in the process)
Is the process
simplified as
much as
possible
without
compromising
the process in
Memory/wor
any way? (The
kload
process should
be broken into
meaningful
steps to avoid
too much
information on
one screen)
259

Keep (might be
redundant to
another Y.
Gómez and
mine)

Keep (might be
redundant to
another Y.
Gómez and
mine)

Clinical
workflow

Does the app
use appropriate
sequence of
screens,
context, type,
and timing of
advice by
clinical task?

Keep (might be
redundant to
another Y.
Gómez and
mine)

(Con/Stan,
match?)
User control
and
freedom?

Patient
safety

Medication
ordering

Does the app
offer advice
Keep
rather than
commands?
Does the app
ensure that
missing,
outdated,
erroneous, or
Keep
contradictory
data does not
result in
incorrect advice
or lower safety?
Is consistent
terminology
used for diverse
reactions,
problems,
Keep
procedures,
medical
concepts,
assessments,
260

Medication
ordering

Medication
ordering

Medication
ordering

drug and drug
class names?
Is text formated
to visually
associate drug
categories?
(Lowercase for
generic drugs,
capitalize first
letter for
brands. Avoid
lists of drug
names in all
caps)
Are differences
in similar drug
names
emphasized?
(Avoid adjacent
look-or-soundalike names in
lists and
excessive
abbreviation.
Use Tall man
lettering)
Are medication
units made
clear and
understandable
? (Use only
standard
abbreviations
261

Keep

Keep

Keep

Medication
ordering

Medication
ordering

Medication
ordering

placed closely
adjacent to
values. Include
rates for
infusions)
Are long lists
broken into
sections to
ensure fast
lookup? (Break
long lists into
sections
separated by
space or
headers for fast
lookup. Avoid
excessive
variation)
Are multiple
entry options
for duration
used? (Should
limit time input
to start and
stop times or
duration)
Are visually
distinct screens
used for
confusable
items? (Layout,
color of IV fluid
orders should
262

Keep

Keep

Keep

Medication
ordering

Medication
ordering

Medication
ordering

be different
from medicated
drips; visually
distinguish
‘‘last’’ and
‘‘dated’’ lab
results)
Is relevant
patient
information
available on
ordering
screens?
For systems
integrated with
an EHR system,
are order forms
modified by
patient-specific
information?
Is entered data
periodically
analyzed by
organization
using the app?
(Should be
analyzed for
overused and
underused
orders,
consistent alert
overrides, and
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Keep

Keep

Keep

Scientific
evidence?

integrity of
entered data.)
Is the full
algorithm for
the process
available within
the app?

264

Keep

APPENDIX J
FORMAL HEURISTIC SPECIFICATIONS
ID
Priority
Name
Definition

CDS1
(3) Critical
Visibility of system status
The application should always keep users informed about what is going
on, through appropriate feedback within reasonable time.
Explanation The heuristic aims to evaluate the feedback provided for processes and
existing states within the application. When the user completes an action,
the application should provide some type of visible and/or auditory
feedback that indicates the action was successful. Likewise, if there is an
issue completing the action, the application should give similar feedback
to the user. This can help users meet their goals and trust the application.
Application General feature: Predictability, Feedback
feature
Examples
Violation example: When a required field is left empty, but the application
does not provide feedback as to why it will not move forward in the
process.
Compliance example: Providing a loading bar or symbol when a process is
being completed (e.g., upload or download). This could also be an
auditory tone, such as those occurring when a message is sent or received.
Benefits
Providing feedback helps the user understand the state of the application
which reduces confusion and keeps them informed throughout their use
of the application. It also provides predictability for how the app should
perform.
Problems
Misunderstanding this heuristic can potentially lead to lack of feedback
provided by the application, which can lead to user confusion and
frustration.
Checklist
Usability
Memorability
attributes
UX factors
Usable, Simplicity, Communication
Set of
Heuristics for mobile interfaces (Y. Gomez et al., 2014)
heuristics
related
ID
Priority
Name
Definition

CDS2
(2) Important
Match between system and the real world
The application should speak the users’ language, with words, phrases,
and concepts familiar to the user, rather than system-oriented terms.
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Follow real-world conventions, making information appear in a natural
and logical order.
Explanation Information displayed through the application should follow real world
convention in that the language, icons, and interactions used are familiar
and match the expectation of the user.
Application General features: Learnability, Familiarity, Predictability
feature
Examples
The difference between an error message stating, “400 Bad Request” with
only system jargon accompanying it and “502, This is an error” with an
easy to understand message of what occurred. Using clear,
understandable language without jargon the user will not understand.
Leveraging real-world objects when applicable (e.g., using a bell as the
icon for alerts/notifications).
Benefits
Using familiar language, icons, and interactions will help the user feel
comfortable using the system and therefore more likely to continue use.
Problems
Misunderstanding of this heuristic could potentially lead to confusion and
frustration on the users’ part based on the application containing too
much system-related jargon or unfamiliar icons.
Checklist
Usability
Learnability, Memorability
attributes
UX factors
Usable, Findable, Consistency, Communication, Workload Reduction
Set of
Heuristics for mobile interfaces (Y. Gomez et al., 2014)
heuristics
related
ID
Priority
Name
Definition

CDS3
(2) Important
User control and freedom
Users often choose system functions by mistake and will need a clearly
marked "emergency exit" to leave the unwanted state without having to
go through an extended dialogue. Support undo and redo.
Explanation Occasionally, users will tap something unintentionally that will remove
them from the process they are completing or from the application
entirely. There should be clear ways to help the user avoid losing data and
get back to the screen they were on previously.
Application General feature: Forgiveness
feature
Examples
If a user accidentally clicks on a link or button, they should be provided
with a ‘back’ button or some means of returning to the previous screen.
Another example would be if a user is trying to navigate away from a
process that cannot be undone, to provide a dialogue box stating, “Are you
sure you want to leave?” with yes and no buttons as options and indicate
the result of the action (e.g., your information will be lost).
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Benefits
Problems
Checklist
Usability
attributes
UX factors
Set of
heuristics
related

Providing users the ability to quickly change an unwanted state will
provide a more pleasant experience and give them confidence that their
accidental actions will not result in permanent changes.
Misunderstanding this heuristic could potentially result in design that
allows unintentional mistakes by the user that are permanent. This can
lead to frustration that may discourage their use of the application.
Efficiency
Usable, Findable, Error Prevention and Handling
Heuristics for mobile interfaces (Y. Gomez et al., 2014)

ID
Priority
Name
Definition

CDS4
(2) Important
Consistency and standards
Users should not have to wonder whether different words, situations, or
actions mean the same thing. Follow platform conventions.
Explanation The terminology, colors, and options should remain the same across the
application to ensure the user does not get confused about their meaning.
Similarly, if there is a standard way a device displays a feature, the
application should follow that standard to ensure a seamless experience.
Application General features: Consistency, Informativeness
feature
Specific features: Platform variability
Examples
Menu options should remain consistent across different areas of the
application and buttons for the same function (e.g., ‘Submit’ or ‘Continue’)
should look the same with the same color treatment. Accessibility options
should meet the standard requirements for the display type, such as
contrast ratios and font sizes.
Benefits
Providing the user a consistent experience will allow them to learn the
system quickly and be less confused about the actions they make.
Problems
Misunderstanding this heuristic could potentially lead to confusion and
potential mistakes made by the user. When consistency is not maintained
across features, users cannot develop clear expectations of how they
should interact with the application.
Checklist
Usability
Memorability
attributes
UX factors
Finable, Accessible, Consistency, Communication, Workload Reduction
Set of
Heuristics for mobile interfaces (Y. Gomez et al., 2014)
heuristics
related
ID

CDS5
267

Priority
Name
Definition

(2) Important
Error prevention
Even better than good error messages is a careful design which prevents a
problem from occurring in the first place. Either eliminate error-prone
conditions or check for them and present users with a confirmation
option before they commit to the action.
Explanation Distraction can result in unconscious errors, which should be prevented
through flexibility by offering suggestions and using constraints that
prevent errors, User testing to ensure that committing errors is out of the
ordinary is imperative. When a user is met with an error, they should see
plain, simple language explaining the error. If the user’s action will result
in an important change to the state of the application, they should be
given an option to confirm or go back to the prior state.
Application General features: Error prevention and recovery
feature
Examples
One example is typing the wrong spelling of something in a search bar but
seeing the correct spelling as an option to choose from the list of search
options. Another is when you mention an attachment in an email but do
not attach anything, many email applications will prompt you with a
message stating, “Did you forget something?” and indicate there is no
attachment.
Benefits
Helping the user avoid errors before they occur can save them time and
effort when using the application, leading to higher satisfaction,
confidence, and trust in the usability of the application.
Problems
Misunderstanding this heuristic could potentially lead to errors by users
that could have been designed out of the application completely.
Additionally, for unavoidable errors, users might be left confused if there
is not proper indication of what to do next. This could lead to frustration
and abandonment of use.
Checklist
Usability
Efficiency, Errors
attributes
UX factors
Usable, Accessible, Simplicity, Communication, Error Prevention
Set of
Heuristics for mobile interfaces (Y. Gomez et al., 2014)
heuristics
related
ID
Priority
Name
Definition

CDS6
(3) Critical
Recognition rather than recall
Minimize the user's memory load by making objects, actions, and options
visible. The user should not have to remember information from one part
of the dialogue to another. Instructions for use of the system should be
visible or easily retrievable whenever appropriate.
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Explanation Providing too much information or novel concepts that need to be
remembered to either use the system or complete a task later in a process
is cognitively taxing for the user. Limiting the amount of information to
only what is needed for the current task is helpful and providing guidance
and recognizable elements will improve usability and help users become
familiar with expectations.
Application General features: Simplicity, Informativeness, Visibility, Helpfulness,
feature
Effort
Examples
Providing a ‘Recent Files’ section when the application opens. Providing a
help link (e.g., can be a small question mark near a field that might be new
or difficult to understand). Using progressive disclosure, and thereby
limiting the amount of information from screen to screen in a process to
only what is needed for that specific part of the task. Using a small set of
familiar, clear, consistent icons and elements throughout the application
will help users interact without needing to remember what each means.
Benefits
Minimizing the user’s workload will allow them to complete tasks
efficiently and not become frustrated with the application due to needing
to stop and look up something they forgot. This will also help users to
learn the app quickly and remember how to use it over time.
Problems
Misunderstanding this heuristic could potentially lead to a higher
cognitive workload for the user, which can lead to unintentional mistakes.
Checklist
Usability
Learnability, Efficiency, Memorability
attributes
UX factors
Usable, Findable, Consistency, Simplicity, Communication, Workload
Reduction
Set of
Heuristics for mobile interfaces (Y. Gomez et al., 2014)
heuristics
related
ID
Priority
Name
Definition

CDS7
(2) Important
Flexibility and efficiency of use
Accelerators — unseen by the novice user — may often speed up the
interaction for the expert user such that the system can cater to both
inexperienced and experienced users. Allow users to tailor frequent
actions.
Explanation Users are able to be more efficient when a search option is provided
within the application. Additionally, input methods within the application
should match those available on the device it is being used on.
Application General features: Simplicity, Directness, Accessibility, User control,
feature
Flexibility, Efficiency
Examples
Providing an easily accessible search box. Even better if it attempts to
correct misspelled words, provides autocompletion suggestions, and or
preserves search strings between searches. Supporting voice input for
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Benefits
Problems
Checklist
Usability
attributes
UX factors
Set of
heuristics
related

instances when a user cannot type. Linking related content can reduce the
time it takes for users to find additional information.
Providing ways to speed up the use of the application will facilitate users’
efficiency in completing tasks and increase usability and satisfaction.
Misunderstanding this heuristic could potentially lead to user frustration
due to having too many steps to complete a task. This could lead to
frustration on the users’ part.
Learnability, Efficiency, Memorability, Satisfaction
Usable, Findable, Simplicity, Communication, Workload Reduction
Heuristics for mobile interfaces (Y. Gomez et al., 2014)

ID
Priority
Name
Definition

CDS8
(1) Useful
Aesthetic and minimalist design
Dialogues should not contain information which is irrelevant or rarely
needed. Every extra unit of information in a dialogue competes with the
relevant units of information and diminishes their relative visibility.
Explanation Application screens should not be cluttered with unnecessary content or
elements to reduce distraction and allow breathing room for the included
elements.
Application General features: Simplicity, Learnability, Memorability, Familiarity,
feature
Consistency, Visibility, Efficiency, Effort
Examples
Clear layout with no distracting elements (e.g., brief familiar menu
choices/labels, media is proper resolution and is neither to big/small for
screen). Appropriate spacing between text and interactive elements.
Benefits
When screens have a minimal, aesthetically pleasing layout, users are able
to easily find information and targets to interact with in a quick and easy
manor.
Problems
Misunderstanding this heuristic could potentially lead to a poor user
experience with the application due to visual clutter and potential
confusion of the important elements with irrelevant information.
Checklist
Usability
Satisfaction
attributes
UX factors
Desirable, Simplicity
Set of
Heuristics for mobile interfaces (Y. Gomez et al., 2014)
heuristics
related
ID
Priority

CDS9
(2) Important
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Name
Definition

Help users recognize, diagnose, and recover from errors
Error messages should be expressed in plain language (no codes),
precisely indicate the problem, and constructively suggest a solution.
Explanation Errors are sometimes unavoidable but the messaging explaining these
errors should be made in understandable, clear language and users
should be provided with easy avenues for correcting the error.
Application General features: Informativeness, Error prevention and recovery,
feature
Forgiveness Helpfulness, Feedback
Examples
Providing links to recover a username or password rather than only
indicating they are invalid. Preserve any work that has been completed,
such as an original search query, even when revisions are suggested.
Provide suggestions for correcting an error (e.g., suggesting an address
when the originally entered address does not match).
Benefits
Using clear, simple error messaging and suggesting solutions will give
users more confidence in recovering from errors.
Problems
Misunderstanding this heuristic could potentially lead to confusion and
frustration for the user if they cannot understand and act upon an error to
correct it.
Checklist
Usability
Errors
attributes
UX factors
Consistency, Simplicity, Error Prevention and Handling
Set of
Heuristics for mobile interfaces (Y. Gomez et al., 2014)
heuristics
related
ID
Priority
Name
Definition

CDS10
(2) Important
Help and documentation
Even though it is better if the system can be used without documentation,
it may be necessary to provide help and documentation. Any such
information should be easy to search, focused on the user's task, list
concrete steps to be carried out, and not be too large.
Explanation If users need help and documentation, an issue has likely occurred. Users
should be able to find, browse, and make use of all help information to
effectively interact with the application.
Application General feature: Helpfulness
feature
Examples
Providing a help, about, and or frequently asked questions section. Even
better if these are searchable.
Benefits
Even if an application is designed to be simple and intuitive, users should
have access to help documentation. Installation and uninstallation
instructions, how-to and troubleshooting documents, and answers to
questions other users have had can all help ensure users can complete all
necessary tasks in the application.
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Problems

Checklist
Usability
attributes
UX factors
Set of
heuristics
related

Misunderstanding this heuristic could potentially lead users to make
guesses about how to use and interact with the application. This could
then lead to frustration and abandonment of use if they cannot locate
information about questions they have.
Learnability
Findable, Communication
Heuristics for mobile interfaces (Y. Gomez et al., 2014)

ID
Priority
Name
Definition

CDS11
(2) Important
Skills
User language that both novices and experts can understand. Ensure that
both novice and experienced users are support by providing multiple
levels of detail. Prepare workarounds and or shortcuts for frequent users.
Explanation At the initial use of an application, users will need to have all steps of a
process available to them in a systematic way. As a user becomes more
familiar with the application and its expectations, they should be able to
bypass unnecessary information using shortcuts.
Application General features: User Control, Flexibility, Adaptability, Efficiency
feature
Examples
Design for the user to learn the application as a novice (e.g., including
progressive disclosure, tool tips for first time use, use simple design and
language). Provide efficient options for the expert user, such as menus to
skip ahead in applicable processes or provide some level of
customizability.
Benefits
Novices will learn the application easily and experts will appreciate not
needing to complete unnecessary tasks in a process.
Problems
Misunderstanding this heuristic could potentially lead to user frustration
when having to complete steps in a process that can be streamlined for
experienced users.
Checklist
Usability
Efficiency, Satisfaction
attributes
UX factors
Simplicity
Set of
Heuristics for mobile interfaces (Y. Gomez et al., 2014)
heuristics
related
ID
Priority
Name

CDS12
(2) Important
Pleasurable and respectful interaction
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Definition

Creating a pleasurable experience is critical to keep users satisfied and
engaged in use of the application. Users will discontinue use of a product
if it is frustrating to use or requires additional steps and effort from them
for things not associated with the process it is designed for.
Explanation Users should be provided with ways to minimize effort by saving their
information, skipping registration when applicable, and be logged in
automatically using the same methods native to the device.
Application General features: Simplicity, Accessibility, User control, Predictability,
feature
Adaptability, Efficiency, Effort
Examples
Autocompletion of city and state when zip code is entered. Ability to
save/store previously typed info. Keeping user logged in when no
sensitive information is stored. Allowing the application to login using
device provided shortcuts.
Benefits
When users are able to use the application with minimal stoppage, they
can achieve goals quicker and will be more satisfied overall.
Problems
Misunderstanding this heuristic could potentially lead to a poor user
experience due to not being able to personalize their interaction with the
application.
Checklist
Usability
Satisfaction
attributes
UX factors
Simplicity, Accessibility, Consistency, Usefulness
Set of
Heuristics for mobile interfaces (Y. Gomez et al., 2014)
heuristics
related
ID
Priority
Name
Definition

CDS12
(3) Critical
Privacy/Security
The application should be in full compliance with any and all applicable
laws regarding patient information and data as well as provide
information related to privacy and security within the application.
Explanation Developers should have precautions in place regarding personal and
patient information as well as secure data transfer procedures.
Additionally, medical advice should be accompanied by any disclosures
necessary to ensure patient safety.
Application General features: Helpfulness
feature
Specific features: Privacy/security of patient data, Data quality, Data
transfer, Reliability, Context/environment
Examples
Including information about how personal/patient/protected data is
stored and used. Using standard security measures regarding data privacy
(e.g., firewall/encryption process). Adhering to any and all applicable
laws regarding patient data.
Benefits
Users will be more likely to trust an application when it is clear and
apparent that privacy and security are prioritized.
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Problems
Checklist
Usability
attributes
UX factors
Set of
heuristics
related

Misunderstanding this heuristic could potentially lead to a breach in user
or patient data, poor data quality, and/or diminished patient safety.
Satisfaction
Useful, Usable, Communication, Consistency, Workload Reduction
Heuristics for mobile interfaces (Y. Gomez et al., 2014)

ID
Priority
Name
Definition

CDS14
(3) Critical
Clinical Decision Support
Clinical decision support is used to aid clinician decision-making at the
point of care using evidence-based medicine or otherwise developed
standards of care. It can come in the form of a step-by-step process,
clinical practice guidelines, through alerts, by providing
recommendations for diagnosis and treatment, and more.
Explanation A clinical decision support mobile application is software designed
specifically for a mobile device that provides timely information to
support decision-making at the point of care. Clinical decision support
recommendations are used here to ensure these mobile applications meet
similar requirements on the mobile platform.
Application General features: Simplicity, Familiarity, Predictability, Consistency,
feature
Informativeness, Flexibility, Adaptability, Helpfulness, Effectiveness,
Effort
Specific features: Content accuracy, Privacy/security of patient data,
Energy usage/battery life, Data quality, Data transfer, Decisionmaking/support, Workflow integration, Context/environment
Examples
Providing links to the evidence-based medicine related to the
application’s goals/processes. Stating the qualifications of the
authors/developers. Matching the workflow of the application to the
clinical workflow for the process. Providing information about application
and medical advice/process updates. Use of consistent terminology for
medications.
Benefits
Clinical decision support mobile applications that follow traditional
clinical decision support recommendations known in the literature will
provide a safe, usable, and trustworthy experience for clinicians which
will promote continued use.
Problems
Misunderstanding this heuristic could potentially lead to mistakes and/or
errors by the user, which may result in diminished patient safety.
Additionally, it can lead to confusion and/or frustration for the user when
their workflow is not supported, discouraging use of the application.
Checklist
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Usability
attributes
UX factors
Set of
heuristics
related

Satisfaction
Useful, Usable, Communication, Consistency, Workload Reduction
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APPENDIX K
HEURISTIC EVALUATION TASKS
•

•

•

MDCALC TASKS
Locate the Crohn's Disease Activity Index (CDAI)
o Mark it as a favorite
o Select it and review the instructions
o Complete the process using the following data:
▪ 160 lb female (ideal weight 140 lb)
▪ 4 liquid stools in the past week
▪ Severe abdominal pain
▪ Poor well-being
▪ Using anti-diarrhea medication
▪ No abdominal mass
▪ 40% Hematocrit
▪ Has arthritis, anal fissures, and a fever of 100.8 F but no other known
complications
▪ Determine the total points and explore recommendations provided in
the app
After completing this process, step through a search process with filters:
o Click on the search bar
o Select the filter button
o Select 'Algorithm'
o Select 'Myocardial Infarction
o Return to the search menu
o Select 'ASCVD Risk Algorithm
o Use the following information to step through the process
o No history of ASCVD
▪ LDL is < 190mg/dl
▪ 40 year old white male
▪ Has diabetes
▪ Cholesterol = 268 mg/dl
▪ HDL Cholesterol = 38 mg/dl
▪ Systolic blood pressure = 130
▪ Patient is being treated for hypertension and is a smoker
▪ Review the results and recommendations for this patient
Once you are finished with this task, continue to explore the application for at least
15 minutes. Explore all the menu options and try to get a good overall conceptual
model of the app. Other things to try during this time are:
o Complete other processes
o Explore leaving entries blank
o Use data outside the 'normal' range it provides
o Click on links within the app
o Choose different specialties
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o Use different filters in the search
•

•

•

EVIDENCIO TASKS
Use the menu button and select 'Specialties' and then 'General Practice'
o Scroll down until you locate the Oswestry disability index
o Mark it as a favorite
o Select 'Details' to review the full description
o Select 'Back' to get back to the list
o Select the Oswestry disability index
o Complete the process using the following data:
▪ Patient has moderate pain at the moment
▪ Patient needs help every day with peronal care
▪ Patient can lift very light weights
▪ Patient can only walk using a stick or crutches
▪ Patient can only sit in their favorite chair as long as they'd like
▪ Patient is prevented from standing at all due to pain
▪ Patient does not sleep longer than 4 hours due to pain
▪ Patient's sex life is nearly absent due to pain
▪ Patient has no social life due to pain
▪ Patient is restricted to short necessary journeys under 30 minutes
due to pain
▪ Determine the index score and review the details of the results
After completing this process, select 'Back' until you are to the list view and use the
menu button to select 'Models'
o Click on the search bar
o Select for 'Heart' and select 'Risk of Ischemic Heart Disease in Women after
Radiotherapy for Breast Cancer'
o Use the following information to step through the process using the sliders
where applicable
▪ Patient is 61 years old
▪ Mean radiation dose received of 4.8gy
▪ Right laterality of breast cancer
▪ Patient has no history of ichemic heart disease
▪ Patient has no history of other circulatory diseases, diabetes, or COPD
▪ Patient is not a current smoker
▪ Patient has a BMI of <30
▪ Patient is on analgesic medication
▪ Patient is not taking hormone replacement therapy drugs
▪ Review the result details for this patient's risk
Once you are finished with this task, continue to explore the application for at least
15 minutes. Explore all the menu options and try to get a good overall conceptual
model of the app. Other things to try during this time are:
o Complete other processes
o Explore leaving entries blank
o Click on links within the app
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o Choose different specialties
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APPENDIX L
CHANGES TO CHECKLIST BASED ON HEURISTIC EVALUATION FEEDBACK
Heuristic
category

Heuristic
subcategory

Original
checklist
question
Are important,
informative
contents
prominently
displayed?

Visibility of
system status

System status
feedback

Visibility of
system status

System status
feedback

Are all items in
Adapted:
a list displayed
Updated
on the same
wording
page? (excessive
scrolling should
be avoided)

Visibility of
system status

System status
feedback

If a list of items
can be sorted
according to
different
criteria, does it
provide the
option to sort
them according
to all those
criteria?
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Change(s)
made

Updated
question/category

Adapted:
Updated
wording

Are important,
informative
contents
prominently
displayed? (e.g.,
details about a
clinical decision
support process,
results from a
diagnostic
process,
treatment
recommendations
, etc.)
Are all items in a
list displayed on
the same page?
(scrolling should
be limited when a
"back to top"
feature is not
available)

Adapted:
Updated
wording

If a list of items
can be sorted
according to
different criteria,
does the
application
provide the
option to sort
them according to
all those criteria?
(e.g., search
results with a sort
feature by title,

specialty, or other
classification)
Users might be
confused if they
cannot see that
there was only
one option
available and
think they have
made a mistake
If a list contains
items that
download slowly
(e.g., images), is
the list split into
multiple pages to
show just one
page at a time?

Visibility of
system status

System status
feedback

If a list contains
only one item, is
the user taken
directly to that
item?

Eliminated

Visibility of
system status

System status
feedback

If the list
contains items
that download
slowly (e.g.,
images), is the
list split into
multiple pages
to show just one
page at a time?

Adapted:
Updated
wording

Visibility of
system status

System status
feedback

Adapted:
Updated
wording

Are
menu/navigation
buttons native to
the device visible
when using the
application?

Visibility of
system status

System status
feedback

Is the navigation
bar (buttons
along the
bottom of the
phone on
Android)
visible?
If the navigation
bar isn't visible
does it appear
by touching the
screen near its
standard
location?

Adapted:
Updated
wording

Visibility of
system status

Location
information

Visibility of
system status

Response
times

If
menu/navigation
buttons native to
the device aren't
visible, do they
appear when
touching the
screen near the
standard location?
Changed from
“Location
information” to
“Contact
information”
Are response
times under 3
seconds to

Adapted:
Updated
subcategory
name
Are response
times
appropriate for
the users
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Adapted:
Updated
wording

Visibility of
system status

Response
times

Visibility of
system status

Selection/inpu
t of data

Match between
system and the
real world

Navigational
structure

Match between
system and the
real world

Menus

Match between
system and the
real world

Menus

cognitive
processing?
Is latency
sufficiently
reduced?
(Latency is the
round-trip time
for data to go
from a browser
to a server.
Applications
that require an
internet
connection
should take
precautions to
reduce server
latency)
When
expandable
menus are used,
do menu labels
clearly indicate
that they
expand to a set
of options?
Is a navigation
map or table of
contents
included on the
site?
Are menu titles
parallel
grammatically?
(i.e., follow the
same sentence
structure)

Adapted:
Updated
wording to
earmark for
developmen
t team

Adapted:
Updated
wording

Adapted:
Updated
wording
Adapted:
Updated
wording

In navigation
Adapted:
menus, are the
Updated
number of items wording
and terms by
item controlled
to avoid
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support cognitive
processing?
Development
team: Is latency
sufficiently
reduced? (Latency
is the round-trip
time for data to go
from a browser to
a server.
Applications that
require an
internet
connection should
take precautions
to reduce server
latency)
When expandable
menus are used,
do menu labels
clearly indicate
that they expand
to reveal more
information or a
set of options?
Is some type of
table of contents
included in the
application?
Do menu titles
follow the same
sentence
structure?

In navigation
menus, are there
no more than five
items and five
terms by item to
avoid memory
overload?

Match between
system and the
real world

Simplicity

Match between
system and the
real world

Output of
numeric
information

User control and Explorable
freedom
interfaces

User control and Explorable
freedom
interfaces

memory
overload?
Does text within Adapted:
the application
Updated
follow the rule
wording
"1 paragraph=1"
idea?

Does the system
automatically
enter commas in
numeric values
greater than
9999?
Can users move
forward and
backward
between fields
or dialog box
options?

Adapted:
Updated
wording

Are exits clearly
marked?

Adapted:
Updated
wording

User control and Menus control
freedom

Consistency and
Standards

Orientation

Adapted:
Updated
wording

Adapted:
Updated
subcategory
name
Is constraining
screen
orientation
avoided? (Users
tend to switch
orientation
when an
impasse occurs
and, if the app
doesn’t support
them, their flow
is going to be
disrupted and
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Adapted:
Updated
wording

Does text,
including bulleted
information,
within the
application follow
the rule "1
paragraph=1"
idea?
Does the system
automatically
enter commas in
numeric values
greater than 999?
Can users move
forward and
backward
between fields or
dialog box options
without skipping
fields?
Does the
application
provide clearly
marked exits?
Menu control

Is constraining
screen orientation
avoided? (Users
tend to switch
orientation when
an impasse occurs
and, if the app
doesn't change
orientation, the
user wonders why
and flow is
disrupted)

Consistency and
Standards

Orientation

Consistency and
Standards

Designing
consistency

Consistency and
Standards

Designing
consistency

Consistency and
Standards

Designing
consistency

they are going
to wonder why
it’s not working)
Is navigation
(horizontal and
vertical)
consistent
across
orientations?
(Some
applications use
a different
navigation
direction in the
two
orientations; for
instance, they
use horizontal
navigation in
landscape and
use vertical
navigation in
portrait).
-

Are attentiongetting
techniques used
with care?
Do application
instructions
appear in a
consistent
location across
screens?

283

Adapted:
Updated
wording

Is navigation
consistent across
orientations?
(Navigation
should be the
same for portrait
and landscape
orientation)

Adapted:
Updated
subcategory
name
Eliminated

Design
consistency

Adapted:
Updated
wording

Do application
instructions
appear in a
consistent
location across
screens? (e.g.,
applications with
multiple
processes should
provide
instructions in the
same place for all
processes)

Consistency and
Standards

Designing
consistency

Are there no
more than
twelve to
twenty icon
types?

Adapted:
Updated
wording

Consistency and
Standards

Designing
consistency

Is the app
designed such
that all relevant
features are
available across
devices/OSs it is
available on
(platform
variability)?

Adapted:
Updated
wording to
earmark for
developmen
t team

Consistency and
Standards

Designing
consistency

Adapted:
Moved from
Visibility of
system
status,
Presentation
adaptation

Consistency and
Standards

Designing
consistency

If the
application
provides a link
to its website
for more
information, are
users directed
to the mobile
version of the
site?
-

Consistency and
Standards

Menus

Are menu choice Adapted:
lists presented
Updated
vertically?
wording

Consistency and
Standards

Naming
convention
consistency

-

Consistency and
Standards

Naming
convention
consistency

Is the word
"default"
avoided and
replaced with
"Standard," "Use
Customary
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Added new
question

Adapted:
Updated
subcategory
name
Adapted:
Moved from
Skills

Are there no more
than twenty icon
types? (This is the
maximum,
however closer to
ten is easier for
learnability)
Development
team: Is the app
designed such
that all relevant
features are
available across
devices/OSs it is
available on
(platform
variability)?
-

Is the application
free from spelling
errors and typos?
Are menu choice
lists (e.g.,
favorites, recents,
etc.) presented
vertically?
Name convention
consistency
-

Consistency and
Standards

Menu/task
consistency

Consistency and
Standards

Menu/task
consistency

Consistency and
Standards

Menu/task
consistency

Consistency and
Standards

Menu/task
consistency

Consistency and
Standards

Functional
goals
consistency

Consistency and
Standards

System
response
consistency

Settings,"
"Restore Initial
Settings," or
some other
more specific
terms
describing what
will actually
happen?
-

Adapted:
Updated
subcategory
name
Are menu choice Adapted:
names
Updated
consistent, both subcategory
within each
name
menu and
across the
application, in
grammatical
style and
terminology?
Do menu choice Adapted:
names match
Updated
their
subcategory
corresponding
name
menu titles?
When prompts
Adapted:
imply a
Updated
necessary
subcategory
action, are the
name
words in the
message
consistent with
that action?
Are the
Adapted:
application
Updated
goals well
wording
defined?
Are broken links Adapted:
avoided?
Updated
wording to
earmark for

285

Menus

Menus

Menus

Menus

Does the
application
provide clearly
defined goals for
its use?
Development
team: Are broken
links avoided?

Consistency and
Standards

System
response
consistency

Are orphan
pages avoided?

Consistency and
Standards

Accessibility

Error
prevention

-

Are dark type or
graphics against
a light or white
background and
white lettering
on a dark or
black
background?
(avoid
patterned
backgrounds)
-

Error
prevention

Error
prevention

Help users
recognize,
diagnose, and
recover from
errors

Error
prevention

Help users
recognize,
diagnose, and
recover from
errors

Does the
application
warn users if
they are about
to make a
potentially
serious error?
When signalling
an input error in
a form, is the
text box that
needs to be
changed
specifically
marked?
Can the user
access more
information
about an error if
needed?
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developmen
t team
Adapted:
Updated
wording to
earmark for
developmen
t team
Adapted:
Updated
wording

Adapted:
Added
subcategory
Adapted:
Added to
subcategory

Adapted:
Updated
wording
Moved from
main
category to a
subcategory
Adapted:
Moved from
main
category to a
subcategory

Development
team: Are orphan
pages avoided?

Is high contrast
used for
maximum
visibility? (e.g.,
black text on
white background
or vice versa,
avoid patterned
backgrounds).
Help users
recognize,
diagnose, and
recover from
errors
Help users
recognize,
diagnose, and
recover from
errors
Will an error
signal refresh
page and take
user to the error?
(shouldn't have to
scroll to find
them)

Error
prevention

Help users
recognize,
diagnose, and
recover from
errors

Error
prevention

Help users
recognize,
diagnose, and
recover from
errors

Error
prevention

-

Error
prevention

-

Error
prevention

-

Error
prevention

Are data inputs case-blind
whenever
possible?
Do data entry
screens and
dialog boxes
indicate the
number of
character

Error
prevention

Are error
messages clear
and meaningful?
(i.e., do error
messages
instruct the user
what has
happened
and/or what
should be done
to resolve the
error?)
Is the users'
work protected?
For example, for
data entry
screens with
many fields or
in which source
documents may
be incomplete,
can users save a
partially filled
screen?
Are menu
choices logical,
distinctive, and
mutually
exclusive?
-
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Adapted:
Moved from
main
category to a
subcategory

Adapted:
Moved
Pleasurable
and
respectful
interaction

-

Adapted:
Added
subcategory
Adapted:
Added to
subcategory

Menu

Adapted:
Added
subcategory
Adapted:
Added to
subcategory

Input fields

Adapted:
Added to
subcategory

Input fields

Menu

Input fields

Error
prevention

Error
prevention
Error
prevention

Error
prevention

spaces
available in a
field?
Do fields in
data entry
screens and
dialog boxes
contain default
values when
appropriate?
Is accidental
activation
avoided or
foreseen (a
back button is
offered)?
Fat-finger
syndrome

Flexibility and
efficiency of use

Search

Flexibility and
efficiency of use

Search

Flexibility and
efficiency of use

Search

Flexibility and
efficiency of use

Search

Flexibility and
efficiency of use

Search

-

Adapted:
Added to
subcategory

Input fields

-

Adapted:
Added
subcategory
Adapted:
Added to
subcategory

Navigation

-

-

Adapted:
Changed
subcategory
Is the searching Adapted:
box easily
Updated
accessible?
wording
Is the searching Adapted:
box easily
Updated
recognizable?
wording
Are search
Adapted:
results shown in Updated
a
wording
comprehensive
manner to the
user?

Are search
strings
preserved
between
searches?
Are links
informative
about where
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Adapted:
Updated
wording
Adapted:
Updated
wording and

Navigation

Targets
Is the search box
easily accessible?
Is the search box
recognizable?
Are search results
shown in a
comprehensive
manner to the
user? (e.g.,
alphabetical
order, according
to relevance, last
updated, etc.)
Does the
application
preserve search
strings?
Do links clearly
indicate where

they will lead to
upon tapping?

changed
subcategory

Is layout clearly
designed
avoiding visual
noise?
Is the
application icon
recognizable
enough to be
found in a
crowded list of
applications?
-

Eliminated:
Redundant
to other
questions
Adapted:
Updated
wording

Aesthetic and
minimalist
design

-

Aesthetic and
minimalist
design

-

Aesthetic and
minimalist
design

-

Aesthetic and
minimalist
design

General visual
cues

Are there
"white" areas
between
informational
objects for
visual
relaxation?

Aesthetic and
minimalist
design

General visual
cues

For question
and answer
interfaces, are
visual cues and
white space
used to
distinguish
questions,
prompts,
instructions,
and user input?
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they take the
user?
Navigation
-

Is the application
icon recognizable
and memorable
enough to be
found in a
crowded list of
applications?
General visual
cues

Adapted:
Added
subcategory
(moved from
“Recognition
rather than
recall”)
Adapted:
Is white space
Updated
used effectively?
wording
(i.e., enough
padding to
separate and
emphasize
content area but
not so much that
related
information
appears
disconnected).
Adapted:
Do question and
Updated
answer interfaces
wording,
use visual cues
moved from and white space
“Recognition to distinguish
rather than
questions,
recall”
prompts,
instructions, and
user input?

Aesthetic and
minimalist
design

General visual
cues

Aesthetic and
minimalist
design

General visual
cues

Aesthetic and
minimalist
design

General visual
cues

Aesthetic and
minimalist
design

Input/output
data

Aesthetic and
minimalist
design

Multimedia
content

Aesthetic and
minimalist
design

Multimedia
content

Aesthetic and
minimalist
design

Multimedia
content

Do text areas
have "breathing
space" around
them?
Does the
application
provide
visibility: that is,
by looking, can
the user tell the
state and a clear
way to interact?
Are size,
boldface,
underlining,
color, shading,
or typography
used to show
relative quantity
or importance
of different
screen items?
Are field labels
close to fields,
but separated
by at least one
space?
Does the use of
images and
multimedia
content add
value?
Are images well
sized? Are they
understandable
? Is the
resolution
appropriate?
Are images well
sized? Are they
understandable
? Is the
resolution
appropriate?
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Adapted:
Updated
wording

Do text areas have
white space
around them?

Adapted:
Updated
wording

By looking at the
page, can the user
tell the state of the
application and
the alternatives
for action?

Adapted:
Updated
wording

Is size, boldface,
underlining, color,
shading, or style
of font used to
show relative
quantity or
importance of
different screen
items?

Adapted:
Changed
subcategory

General visual
cues

Adapted:
Updated
wording

Does the use of
images and/or
multimedia
content add
value?
Are images well
sized?

Adapted:
Broken into
three
questions
Adapted:
Broken into
three
questions

Are images
understandable?

Aesthetic and
minimalist
design

Multimedia
content

Aesthetic and
minimalist
design

Multimedia
content

Aesthetic and
minimalist
design

Multimedia
content

Aesthetic and
minimalist
design

Menus

Aesthetic and
minimalist
design

Navigation

Help and
documentation

-

Are images well
sized? Are they
understandable
? Is the
resolution
appropriate?
Are animated
carousels
avoided? If not,
can users
control them?
Are animations
and videos
short?
(Animations
should not
replay
indefinitely and
videos should
be less than one
minute)
Are menu titles
brief, yet long
enough to
communicate?

Adapted:
Broken into
three
questions

Is image
resolution
appropriate?

Adapted:
Updated
wording

If animated
carousels are
used, can users
control them?

Adapted:
Moved from
Consistency
and
standards,
Accessibility

-

Adapted:
Updated
wording

Is the
application
designed to
avoid a large
number of
persistent
navigation
options across
all pages?
If menu choices
are ambiguous,
does the system
provide
additional
explanatory
information
when an item is
selected?

Adapted:
Updated
wording

Are menu titles
brief, yet long
enough to
communicate
their purpose?
Are no more than
five navigation
options used
across all pages?
(e.g., hamburger
menu, tabs along
bottom, search
bar, share button,
etc.)
If menu choices
are ambiguous,
does the
application
provide additional
explanatory
information when
an item is
selected?
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Adapted:
Updated
wording

Help and
documentation

-

Is the help
system interface
(navigation,
presentation,
and
conversation)
consistent with
the navigation,
presentation,
and
conversation
interfaces of the
application it
supports?
Navigation: Is
information
easy to find?

Help and
documentation

-

Help and
documentation

-

Presentation: Is
the visual layout
well designed?

Help and
documentation

-

Conversation: Is
the information
accurate,
complete, and
understandable
?

Help and
documentation

-

Is the
information
relevant? It
should be
relevant in the
following
aspects: Goaloriented (What
can I do with
this program?),
Descriptive
(What is this
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Adapted:
Updated
wording

Is the navigation,
presentation, and
conversation of
the help interface
consistent with
the navigation,
presentation, and
conversation
interfaces of the
application it
supports?

Adapted:
Added ‘A’ to
show
relation to
the parent
question
Adapted:
Added ‘B’ to
show
relation to
the parent
question
Adapted:
Added ‘C’ to
show
relation to
the parent
question

-

Adapted:
Broke
question
into 5
questions

Is the information
goal-oriented?
(i.e., what can I do
with this
program?)

-

-

Help and
documentation

-

Help and
documentation

-

thing for?),
Procedural
(How do I do
this task?),
Interpretive
(Why did that
happen?) and
Navigational
(Where am I?).
Is the
information
relevant? It
should be
relevant in the
following
aspects: Goaloriented (What
can I do with
this program?),
Descriptive
(What is this
thing for?),
Procedural
(How do I do
this task?),
Interpretive
(Why did that
happen?) and
Navigational
(Where am I?).
Is the
information
relevant? It
should be
relevant in the
following
aspects: Goaloriented (What
can I do with
this program?),
Descriptive
(What is this
thing for?),
Procedural
(How do I do
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Adapted:
Broke
question
into 5
questions

Is the information
descriptive? (i.e.,
what is this thing
for?)

Adapted:
Broke
question
into 5
questions

Is the information
procedural? (i.e.,
how do I do this
task?)

Help and
documentation

-

Help and
documentation

-

this task?),
Interpretive
(Why did that
happen?) and
Navigational
(Where am I?).
Is the
information
relevant? It
should be
relevant in the
following
aspects: Goaloriented (What
can I do with
this program?),
Descriptive
(What is this
thing for?),
Procedural
(How do I do
this task?),
Interpretive
(Why did that
happen?) and
Navigational
(Where am I?).
Is the
information
relevant? It
should be
relevant in the
following
aspects: Goaloriented (What
can I do with
this program?),
Descriptive
(What is this
thing for?),
Procedural
(How do I do
this task?),
Interpretive
(Why did that
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Adapted:
Broke
question
into 5
questions

Is the information
interpretive? (i.e.,
why did that
happen?)

Adapted:
Broke
question
into 5
questions

Is the information
navigational? (i.e.,
where am I?)

happen?) and
Navigational
(Where am I?).
Is there contextsensitive help?

Help and
documentation

-

Help and
documentation

-

Can the user
change the level
of detail
available?

Adapted:
Updated
wording

Help and
documentation

-

Adapted:
Updated
wording

Help and
documentation

-

Help and
documentation

-

Help and
documentation

-

Skills

-

Can users easily
switch between
help and their
work?
Is it easy to
access and
return from the
help system?
Is the design
focused on one
single feature at
a time? (Only
those
instructions that
are necessary
for the user to
get started
should be
presented at a
time).
Are tool tips
used for new
users to learn
about the about
the application?
Are shortcuts
provided for
more
experienced
users?
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Adapted:
Updated
wording

Is there contextsensitive help?
(i.e., "quick help"
instead of only a
help section)
Can the user
change the level of
detail available in
the help
information?
Can users easily
switch between
help sections and
their work?

Eliminated Redundant
Adapted:
Updated
wording

Adapted:
Updated
wording

Is the design of
context-specific
help focused on
one single feature
at a time? (Only
instructions that
are necessary for
current task
should be
presented)
Are informative
tool tips used for
new users to learn
about the about
the application?
Are shortcuts
provided for more
experienced
users? (e.g.,
favorites, my
specialty, recents,
etc.)

Pleasurable and
respectful
interaction

-

Does the
application
complete
unambiguous
partial input on
a data entry
field?

Adapted:
Updated
wording

Pleasurable and
respectful
interaction

Input data

Adapted:
Updated
wording

Pleasurable and
respectful
interaction

Input data

Pleasurable and
respectful
interaction

Input data

Pleasurable and
respectful
interaction

Input data

Users dislike
typing. Is
information
computed for
the users? For
instance, ask
only for the zip
code and
calculate state
and town;
possibly offer a
list of towns if
there are more
under the same
zip code.
Is the input data
tolerant of typos
and offers
corrections?
(Don't make
users type in
complete
information. For
example, accept
“123 Main”
instead of “123
Main St.”)
Can users save
history and
select
previously
typed info?
If the app does
not store any
information that
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Does the
application
complete
unambiguous
partial input on a
data entry field?
(e.g., placing .00
after a whole
number with no
decimals entered)
Is information
computed for the
users? (e.g.,
entering a zip
code calculates
state and town)

Adapted:
Updated
wording

Is the input data
tolerant of typos
and offers
corrections? (e.g.,
for weight, user
should only need
to enter the
numerical data
and not lb or kg)

Adapted:
Updated
wording

Move to "User
control and
freedom"

Eliminated –
Redundant

Privacy/Securit
y

-

Privacy/Securit
y

-

Privacy/Securit
y

-

Privacy/Securit
y

-

Privacy/Securit
y

-

is sensitive (e.g.
credit card), is
the user kept
logged in (with
log out clearly
presented)?
Are protected
areas
completely
inaccessible?
Are protected or
confidential
areas only
accessible with
certain
passwords?
For multiuser
devices: Is
permanently
signing in on an
app avoided?
If the app stores
credit card info,
can users decide
if they want to
remain logged
in? If the user
opts to be kept
logged in,
he/she should
get a message
informing of the
possible risks.
-
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Adapted:
Updated
wording

Adapted:
Updated
wording

Are protected
areas completely
inaccessible? (e.g.,
no edit options
are provided for
"Evidence" pages)
Are confidential
areas only
accessible with
certain
passwords?

Adapted:
Updated
wording

Is permanently
signing in avoided
for multiuser
devices?

Adapted:
Updated
wording

If the application
stores credit card
info, can users
decide if they
want to remain
logged in? (If the
user opts to stay
logged in, they
should receive a
message about
any possible
risks)
If the application
allows the user to
store data (i.e.,
from completing a
process using
patient data) is
there an option to
clear the history?

Added new
question

APPENDIX M
KRIPPENDORFF’S ALPHA AND CONFIDENCE INTERVALS FOR INTER-RATER
RELIABILITY OF HEURISTIC EVALUATIONS
Table 22
Krippendorff’s Alpha and 95% Confidence Intervals for Inter-rater Reliability of Heuristic
Evaluations
Checklist
Control
Application

MDCalc
Evidencio



.30
.33

LL95%CI UL95%CI

.24
.28

Experimental
Without Evaluator 4

Experimental
.37
.39



LL95%CI UL95%CI

.13
.26

.07
.21
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.18
.31



.47
.46

LL95%CI UL95%CI

.37
.37

.57
.55

APPENDIX N
CHANGES TO CHECKLIST BASED ON ATTENDING PHYSICIAN EXPERT JUDGMENT
FEEDBACK
Heuristic
category

Heuristic Original checklist
subcatego question
ry
System
status
feedback

Change(s)
made

Updated question

Added
new

Clinical
decision
support

Scientific
evidence

Does the application
provide information
about the evidencebased medicine its
processes are derived
from?

Adapted:
Updated
wording

Clinical
decision
support

Scientific
evidence

Adapted:
Updated
wording

Clinical
decision
support

Scientific
evidence

Is information linked
to the original source
(i.e., clinical practice
guideline or national
standard) for the
clinical process the
app is designed for?
Does the app state the
qualifications of the
app authors or
developers and any
degrees and/or
specific training
relevant to the
process of the app?

If diagnostic and/or
treatment
recommendations
have multiple
sections of
information, is there
indication that user
will need to navigate
multiple
screens/scroll to get
to all options?
Does the application
provide information
(i.e., journal article
references) about the
evidence-based
medicine its
processes are
derived from?
Do clinical decision
workflows in the app
provide a link to
their clinical practice
guideline or national
standard?

Visibility of
system status
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Adapted:
Updated
wording

Does the app state
the qualifications of
the app authors or
developers and any
degrees and/or
specific training
relevant to the
decision tools within
the app?

Clinical
decision
support

Scientific
evidence

Does the app state the
content of published
information that
supports claims
relating to benefits
and performance?

Adapted:
Updated
wording

Clinical
decision
support

Clinical
workflow

Do
diagnostic/treatment
steps occur at the
correct time for their
clinical workflow?

Adapted:
Updated
wording

Clinical
decision
support

Clinical
workflow

Adapted:
Updated
wording

Clinical
decision
support

Clinical
workflow

Does the application
provide accurate
timing information if
it is needed for a
diagnostic/treatment
process? (e.g.,
providing a timer for
a process that should
be timed or at least
displaying the amount
of time that it should
be completed in)
Does the app
workflow match the
workflow typically
used for its clinical
process (e.g., clinical
practice guideline)?

Clinical
decision
support

Target
user

Does the application
specify who should be
using the application
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Adapted:
Updated
wording

Does the app state
the content of
published
information that
supports claims
relating to benefits
and performance of
clinical
recommendations
provided?
Do
diagnostic/treatment
steps occur at the
correct time for their
clinical workflow?
(developers should
consult clinicians
familiar with each
clinical workflow
provided in the
application)
Does the application
provide accurate
instructions and/or
tools for timing a
diagnostic process, if
needed?

If there is a clinical
practice guideline for
the decision tool,
does the app
workflow match the
workflow typically
used for its clinical
process?
Eliminated :
Redundant

for
diagnosis/treatment?
Does the app indicate
the type of clinician
the process is
designed to be
completed by?
Are default settings
regularly monitored
and updated for
accuracy?

Clinical
decision
support

Target
user

Clinical
decision
support

Patient
safety

Clinical
decision
support

Patient
safety

Are clinicians
required to review
default information
rather than bypass it?
(An error in a default
setting could impact
patient safety)

Clinical
decision
support

Patient
safety

Does the app ensure
that missing,
outdated, erroneous,
or contradictory data
does not result in
incorrect advice or
lower safety? (e.g.,
providing an
unrealistic weight for
a pediatric patient
should be flagged)

Clinical
decision
support

-

-

Clinical
decision
support

Context/e nvironme
nt
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Adapted:
Updated
wording

Does the app indicate
the clinical role by
whom the
process(es) should
be completed?
Adapted:
Development team:
Earmarke Are default settings
d for
regularly monitored
developme and updated for
nt team
accuracy?
Adapted:
Development team:
Earmarke Are clinicians
d for
required to review
developme default information
nt team
rather than bypass
it? (An error in a
default setting could
impact patient
safety)
Adapted:
Development team:
Earmarke Does the app ensure
d for
that missing,
developme outdated, erroneous,
nt team
or contradictory data
does not result in
incorrect advice or
lower safety? (e.g.,
providing an
unrealistic weight for
a pediatric patient
should be flagged)
Added
Context/environmen
new
t
subcategor
y
Added
Does the application
new
provide a summary
question
of the
answers/selections
within a process?
(clinicians are often
interrupted and may
need help

Clinical
decision
support

Data
handling

For apps receiving
information from
another medical
device (e.g., ECG, vital
sign monitoring), is
accuracy and visibility
maintained? (Should
avoid issues of false
positives on
alarms/alerts).

Adapted:
Updated
wording

Clinical
decision
support

Contact
informati
on

Adapted:
Updated
wording

Clinical
decision
support

Medicatio
n
ordering

Does the app identify
funding source,
company, or
publisher?
Is consistent
terminology used for
diverse reactions,
problems, procedures,
medical concepts,
assessments, drug
and drug class names?

Clinical
decision
support

Medicatio
n
ordering

Adapted:
Updated
wording

Clinical
decision
support

Medicatio
n
ordering

Are medication units
made clear and
understandable? (Use
only standard
abbreviations placed
closely adjacent to
values. Include rates
for infusions)
Are long lists broken
into sections to
ensure fast lookup?
(Break long lists into
sections separated by
space or headers for
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Adapted:
Updated
wording

Adapted:
Updated
wording

reorienting back to
the task)
For apps receiving
information from
another medical
device (e.g., ECG,
vital sign
monitoring), is
accuracy and
visibility
maintained? (Should
avoid false positives
and the
duplication/increase
the number of false
positives through reinterpretation of
data)
Does the app clearly
identify funding
source, company, or
publisher?
Is consistent
terminology used for
reactions, problems,
procedures, medical
concepts,
assessments, drug
and drug class
names?
Are medication units
clear and
understandable?
(Use only standard
abbreviations placed
closely adjacent to
values. Include rates
for infusions)
Is there a structured,
searchable catalog to
support easy lookup
of medications

fast lookup. Avoid
excessive variation)

Clinical
decision
support

Medicatio
n
ordering

Are medication
duration options
limited to either start
and stop times/dates
or duration?

Adapted:
Updated
wording

Clinical
decision
support

Medicatio
n
ordering

Adapted:
Updated
wording

Clinical
decision
support

Medicatio
n
ordering

Are visually distinct
screens used for
confusable items?
(Layout, color of IV
fluid orders should be
different from
medicated drips;
visually distinguish
‘‘last’’ and ‘‘dated’’ lab
results)
Is relevant patient
information available
on ordering screens?

Clinical
decision
support

Medicatio
n
ordering

Adapted:
Updated
wording

For systems
Adapted:
integrated with an
Updated
EHR system, are order wording
forms modified by
patient-specific
information?
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Are medication
duration rules
applied that limit
either start and stop
times or duration
entries?
Are visually distinct
ordering screens
used for confusable
items? (Layout, color
of IV fluid orders
should be different
from medicated
drips)
Is relevant patient
information
presented at the
right time in the
workflow to support
accurate ordering
For applications
integrated with an
EHR system, are
ordering rules and
limitations
standardized across
all interfaces?

APPENDIX O
BACKGROUND SCREENER FOR USABILITY STUDY ELIGIBILITY
Mobile Health Application Evaluation Survey

Start of Block: Demographics
Q16 Thank you for participating in our survey. Please take a few minutes to answer the
following questions.

If you qualify, you will be contacted to schedule a time to participate. Participants who
qualify and complete the mobile health application evaluation study in person will receive
a $20 Visa gift card.

Q1 Gender

o Male (1)
o Female (2)
Q2 What is your age?
________________________________________________________________

Q3 Is English your native language?

o Yes (1)
o No (2)

304

Display This Question:
If Is English your native language? = No
Q4 Are you a fluent English speaker?

o Yes (1)
o No (2)
Skip To: End of Survey If Are you a fluent English speaker? = No

Q5 Do you have normal or corrected-to-normal vision?

o Yes (1)
o No (2)
Q7 What is your highest level of education?

o High School (1)
o Some College (2)
o Associate's Degree (3)
o Bachelor's Degree (4)
o Some Graduate School (5)
o Master's Degree (6)
o Doctoral Degree (7)
o None of the above (8)
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Q8 What is your current occupation?

o Physician (1)
o Nurse (2)
o Paramedic (3)
o Physician's Assistant (4)
o Other (5) ________________________________________________
Q17 How long (in years and months) have you been in this occupation?
________________________________________________________________
End of Block: Demographics
Start of Block: Computer Usage
Q9 Do you have experience using a smart phone?

o Yes (1)
o No (2)
Skip To: End of Survey If Do you have experience using a smart phone? = No

Q10 What operating system does your smart phone have?

o iOS (1)
o Android (2)
o Windows (3)
o Other (4) ________________________________________________
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Q19 Have you ever used a clinical decision support mobile application? (e.g., Pepid, Medal,
Calculate by QxMD, etc.)

o Yes (1)
o No (2)
Skip To: End of Block If Have you ever used a clinical decision support mobile application?
(e.g., Pepid, Medal, Calculate... = No

Q11 How often do you use clinical decision support applications on your smart phone?

▢
▢
▢
▢
▢
▢

Multiple times per day (1)
About once per day (2)
A few times per week (3)
Once a week (4)
Rarely (5)
Never (6)

Q18 Please list any clinical decision support applications you use on your smart phone.
________________________________________________________________
End of Block: Computer Usage
Start of Block: Contact Information
Q20 Please enter the following contact information. If you qualify for the study, you will be
contacted to schedule a time to participate. Thank you!
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Q13 Name
________________________________________________________________

Q14 Select your preferred contact method:

o Email (1)
o Phone (Voice) (2)
o Phone (Text) (3)
Q15 Please provide your contact information specified above:
________________________________________________________________

Q21 What is the best time of day to contact you?

o Morning (1)
o Afternoon (2)
o Evening (3)
End of Block: Contact Information
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APPENDIX P
USABILITY STUDY TASK LISTS
MDCalc Tasks
1. Take a couple minutes to familiarize yourself with the application. Locate a place to
change your specialty to the specialty of your choice, then go back to the home screen.
From the ‘All’ tab, locate the top option in the list of ‘4AT Delirium screening.’ Without
completing the screening, locate references for the evidence-based medicine content
for this screening.
a. Did you expect to locate the information there?
i. If having difficulty finding info: Where would you expect to find that
information?
b. What are your thoughts on the information provided?
i. If they don’t have much to say: Is the information provided sufficient?
Was it easy to locate and view? Is there anything you would change
about what is provided here?
2. Locate the Crohn’s Disease Activity Index (CDAI) and mark it as a favorite. Select it and
review the instructions provided. Complete the index using the following scenario:
a. Patient is a 45-year-old female complaining of severe abdominal pain, being seen
for her previously diagnosed Crohn’s Disease. Using this and the following
information, what can you tell her about the current severity of her disease?
i. Patient is 160lb with an ideal weight of 140lb
ii. She has had 4 liquid stools in the past week
iii. She rates her abdominal pain level as severe and general well-being as
poor
iv. Patient is currently taking anti-diarrhea medication
v. Upon examination, you find no abdominal mass
vi. Patient is 40% hematocrit
vii. She has arthritis, anal fissures, and a fever of 100.8 F but no other known
complications
b. What is the patient’s index score and according to the application, what does
this tell you about your patient’s severity level?
3. Go back to the ‘Home’ screen and click on the search bar, then select the filter button.
Select ‘Algorithm’ out of the options provided, then select ‘Myocardial Infarction’ and
return to the search menu. From here select ‘ASCVD Risk Algorithm’ and review the
instructions provided. Complete the algorithm using the following scenario:
a. Patient is a 40-year-old, white male complaining of chest pain. He reports no
history of ASCVD but has been treated for hypertension, has recently been
diagnosed with diabetes, and is a current smoker. Using this and the following
information, determine the patient’s 10-year risk of heart disease or stroke using
the algorithm:
i. LDL is 178mg/dl
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ii. Cholesterol = 268 mg/dl
iii. HDL Cholesterol = 38 mg/dl
iv. Systolic blood pressure = 130
b. Review the results and report the patient’s risk and any recommendations from
the application.
4. Go back to the ‘Home’ screen and locate and select the ABG Analysis and review the
instructions provided. Complete the analysis using the following scenario:
a. Patient is a 65-year-old male with acute respiratory failure. Patient has been on a
ventilator in a helicopter for the last 45 min en route to your facility. On arrival
you obtain a blood gas with the following findings which you will use to
complete the analysis:
i. pH = 7.3
ii. paCO2 = 45 mm Hg
iii. Bicarb (HCO3) = 25
iv. Sodium (NA+) = 130
v. Chloride = 100
vi. Albumin = 4.5
vii. Respiratory chronicity = Acute
b. Review and report the results and any recommendations from the application.
5. Go back to the ‘Home’ screen, then locate and select the NIH Stroke Scale and review
the instructions provided. Complete the scale using the following scenario:
a. Patient is a 72-year-old female with new onset aphasia and hemiparesis. History
of atrial fibrillation and anticoagulant therapy. Using this and the following data,
complete the scale to assess the stroke severity:
i. Patient arouses to minor stimulation
ii. Patient is considered aphasic (cannot answer questions)
iii. Patient blinks eyes and squeezes hands when asked to
iv. Patient can overcome partial gaze palsy
v. Patient exhibits no visual loss
vi. Patient has unilateral complete paralysis of upper and lower face
vii. Patient has no drift with left arm
viii. Patient exhibits no effort against gravity with the right arm
ix. Patient has no drift with left leg
x. Patient exhibits some effort against gravity with the right leg
xi. Patient has ataxia in 1 limb
xii. Patient exhibits mild-moderate sensation loss (can sense being touched)
xiii. Patient is mute and cannot describe the scene, read sentences, etc.
(exhibits global aphasia)
xiv. Patient is mute and cannot read words (is anarthric)
xv. Patient shows no abnormality for sensory attention tests
b. What is the patient’s stroke score and according to the application, what does
this tell you about your patient’s severity level and the actions that should be
taken?
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6. Go back to the ‘Home’ screen, then locate and select the Sgarbossa’s Criteria for MI
diagnostic process and review the instructions provided. Complete the scale using the
following scenario:
a. Patient is an 82-year-old male complaining of nausea, vomiting, and chest
tightness. Patient has a history of MI, stent placement, and pacemaker. EKG
obtained reveals AV sequential pacemaker with the following EKG changes (no
previous EKG available for comparison). Complete the algorithm based on the
EKG provided.

b. Report the patient’s results and any recommendations from the application.
Evidencio Tasks
1. Take a couple minutes to familiarize yourself with the application, including the menus
available. Once you are familiarized, go back to the ‘Models’ screen. From here, locate
the ‘3-year risk of sustained ventricular tachycardia in newly diagnosed ARVC patients’
process (fourth down in the list). Without completing the screening, locate references
for the evidence-based medicine content for this screening.
a. Did you expect to locate the information there?
i. If having difficulty finding info: Where would you expect to find that
information?
b. What are your thoughts on the information provided?
i. If they don’t have much to say: Is the information provided sufficient?
Was it easy to locate and view? Is there anything you would change
about what is provided here?
2. Access the ‘Specialties’ menu and change your specialty to ‘General Practice.’ Scroll
down until you locate the ‘Oswestry Disability Index,’ mark the index as a favorite, and
select ‘Details’ to review the full description. Go back and select the ‘Oswestry Disability
Index’ to complete it using the following scenario:
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a. Patient is a 67-year-old female with a history of chronic back pain who is being
seen to quantify her disability for low back pain. Using this and the following
information to complete the index, then report the score and any
recommendations from the application:
i. Patient has moderate pain at the moment
ii. Patient needs help every day with personal care
iii. Patient can lift very light weights
iv. Patient can only walk using a stick or crutches
v. Patient can only sit in their favorite chair as long as they'd like
vi. Patient is prevented from standing at all due to pain
vii. Patient does not sleep longer than 4 hours due to pain
viii. Patient's sex life is nearly absent due to pain
ix. Patient has no social life due to pain
x. Patient is restricted to short necessary journeys under 30 minutes due to
pain
b. Report the index results and any recommendations from the app
3. Go back to the ‘Models’ screen and access the search bar. Search for ‘Heart’ and review
the details for ‘Risk of Ischemic Heart Disease in Women after Radiotherapy for Breast
Cancer.’ Next, complete the process using the following scenario:
a. Patient is a 61-year-old female recently diagnosed with breast cancer who wants
to know her future risk of ischemic heart disease if she receives the
recommended radiotherapy treatment for her disease. Use this and the
following information to inform her of her risk:
i. Mean radiation dose of 4.8gy
ii. Right laterality of breast cancer
iii. Patient has no history of ischemic heart disease
iv. Patient has no history of other circulatory diseases, diabetes, or COPD
v. Patient is not a current smoker
vi. Patient has a BMI of <30
vii. Patient is on analgesic medication
viii. Patient is not taking hormone replacement therapy drugs
b. What can you tell the patient about her risk if she proceeds with radiotherapy
treatment?
4. Go back to the ‘Models’ screen and locate the ‘Risk of bleeding during anticoagulant
treatment for venous thromboembolism’ and review the details. Next, select process
and complete it using the following scenario:
a. Patient is a 54-year-old male complaining of lower leg swelling and pain. History
of DVT (deep vein thrombosis). Use the risk process to assess the patient’s risk
level of bleeding during anticoagulant treatment using this and the following
information:
i. Presence of known malignancy
ii. 142 centimeters in height
iii. 116 kg weight
iv. Long acting coumarin type
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b. Report the total risk score and any recommendations from the application pts
5. Go back to the ‘Models’ screen and locate the ‘VSGNE Abdominal Aortic Aneurysm
(AAA) mortality risk prediction’ and review the details. Next, select process and
complete it using the following scenario:
a. Patient is a 62-year-old male with history of smoking since early adulthood.
Patient is evaluated for routine health check when a pulsatile mass is identified.
Subsequent CT scan reveals abdominal aortic aneurysm. Use this and the
following information to assess the patient’s risk for mortality:
i. Patient will receive endovascular repair
ii. No known cardiac history
iii. No history of stroke (cerebrovascular disease)
iv. No history of COPD
v. 1.4 mg/dl creatinine level
vi. Diameter of 15mm
b. Report the patient’s risk score and any recommendations from the application
6. Go back to the ‘Models’ screen and locate the ‘The PEARL score’ and review the details.
Next, select process and complete it using the following scenario:
a. Patient is a 78-year-old female with history of COPD who was hospitalized for
respiratory distress following step down from ICU and is preparing for discharge.
Using this and the following information, calculate the risk of readmission:
i. 3 previous admissions in the last 2 years
ii. Too breathless to leave the house & independent in washing or dressing
iii. Right ventricular failure
iv. No left ventricular failure
b. Report the patient’s risk and any recommendations from the application
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APPENDIX Q
SYSTEM USABILITY SCALE
SUS Questionnaire
* Required
1. Your Name and Last Name *
_____________________________________________________
2. I think that I would like to use this tool frequently. *
a. 1 – Strongly Disagree
b. 2
c. 3
d. 4
e. 5 – Strongly Agree
3. I found the tool unnecessarily complex. *
a. 1 – Strongly Disagree
b. 2
c. 3
d. 4
e. 5 – Strongly Agree
4. I thought the tool was easy to use. *
a. 1 – Strongly Disagree
b. 2
c. 3
d. 4
e. 5 – Strongly Agree
5. I think that I would need the support of a technical person to be able to use this tool.
*
a. 1 – Strongly Disagree
b. 2
c. 3
d. 4
e. 5 – Strongly Agree
6. I found the various functions in this tool were well integrated. *
a. 1 – Strongly Disagree
b. 2
c. 3
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d. 4
e. 5 – Strongly Agree
7. I thought there was too much inconsistency in this tool. *
a. 1 – Strongly Disagree
b. 2
c. 3
d. 4
e. 5 – Strongly Agree
8. I would imagine that most people would learn to use this tool very quickly. *
a. 1 – Strongly Disagree
b. 2
c. 3
d. 4
e. 5 – Strongly Agree
9. I found the tool very cumbersome to use. *
a. 1 – Strongly Disagree
b. 2
c. 3
d. 4
e. 5 – Strongly Agree
10. I felt very confident using the tool. *
a. 1 – Strongly Disagree
b. 2
c. 3
d. 4
e. 5 – Strongly Agree
11. I needed to learn a lot of things before I could get going with this tool. *
a. 1 – Strongly Disagree
b. 2
c. 3
d. 4
e. 5 – Strongly Agree
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APPENDIX R
mCDSapp HEURISTIC CHECKLIST
Heuristic Category

Visibility of system status

Heuristic Subcategory Checklist Question
Is there some form of
system feedback for
every operator action?
(User actions, such as
tapping on a button
should take place
instantly. If there is a
System status
delay, visible feedback
feedback
should be provided)
If pop-up windows are
used to display error
messages, do they allow
System status
the user to see the field
feedback
in error?
In multipage data entry
screens, is each page
System status
labeled to show its
feedback
relation to others?
Are important,
informative contents
prominently displayed?
(e.g., details about a
clinical decision support
process, results from a
diagnostic process,
System status
treatment
feedback
recommendations, etc.)
Are all items in a list
displayed on the same
page? (scrolling should
be limited when a "back
System status
to top" feature is not
feedback
available)
Are items in a list sorted
in an order that
System status
matches the needs of
feedback
the task?
System status
If a list of items can be
feedback
sorted according to
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System status
feedback

System status
feedback

System status
feedback

System status
feedback

System status
feedback
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different criteria, does
the application provide
the option to sort them
according to all those
criteria? (e.g., search
results with a sort
feature by title,
specialty, or other
classification)
If a list contains items
that belong to different
categories, are there
filters for users to
narrow down the
number of elements
that they need to
inspect?
If a list contains items
that download slowly
(e.g., images), is the list
split into multiple pages
to show just one page at
a time?
For articles which span
several pages, is
pagination shown at the
bottom? (i.e., list of page
numbers, back, next
buttons)
If pagination is
provided, is there a link
to each individual page,
rather than just to the
previous and the next
ones?
Is there feedback that a
user has changed tabs
within the app when
swiping either
direction? (i.e.,
icons/tabs at the top or
bottom of screen should
change
position/become
highlighted)

System status
feedback
System status
feedback

System status
feedback
System status
feedback

System status
feedback

System status
feedback
Contact information

Contact information
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Is the device status bar
(area with battery life,
time, wifi, etc.) visible?
(status bar should only
be hidden for
immersive
entertainment)
Are menu/navigation
buttons native to the
device visible when
using the application?
If menu/navigation
buttons native to the
device aren't visible, do
they appear when
touching the screen
near the standard
location?
Are notifications
received while working
in the application
salient?
If alerts are built into
the app, are they
salient? (alerts are for
important information
that needs attention)
If diagnostic and/or
treatment
recommendations have
multiple sections of
information, is there
indication that user will
need to navigate
multiple screens/scroll
to get to all options?
Is the logo meaningful,
identifiable and
sufficiently visible?
Is there any link to
detailed information
about the organization,
enterprise, website,
webmaster, etc.?

Contact information

Contact information

Contact information

Response times
Response times
Response times

Response times

Response times

Response times
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Does the app provide
information for
contacting developers
or app managers?
In articles, news,
reports, etc., are the
author, sources, dates
and review information
shown clearly?
For physical location
information within the
application, is a link to a
map provided and the
directions clearly
accessible?
Are response times
under 3 seconds to
support cognitive
processing?
Are response times
appropriate for the
task?
If progress takes more
than 3 seconds, is there
a visual indicator?
Development team: Is
latency sufficiently
reduced? (Latency is the
round trip time for data
to go from a browser to
a server. Applications
that require an internet
connection should take
precautions to reduce
server latency)
Are splash screens
displayed for 3 seconds
or less? (Splash screens
are graphical displays
that appear at
application launch)
If download time is
greater than 10
seconds, is a progress
bar present instead of

Response times
Selection/input of
data
Selection/input of
data
Selection/input of
data
Selection/input of
data
Selection/input of
data
Selection/input of
data
Selection/input of
data

Selection/input of
data

Selection/input of
data
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non-informative
download screens?
Do progress bars clearly
indicate where a user is
in a process? (i.e.,
numbers and/or
descriptions for the
steps with a salient
change in real-time as
user progresses)
Is there visual feedback
in menus or dialog
boxes about which
choices are selectable?
Is the current status of
an icon clearly
indicated?
Are toggle on/off states
visually distinct?
Is there visual feedback
when objects are
selected or moved?
Do all data entry and
selection input fields
have a label aligned
with the field?
Are hyperlinks
recognizable?
Are hyperlinks
characterized according
to the state (visited,
active, etc.)?
Is scrolling familiar and
intuitive (swipe up to
move down, down to
move up, right to get to
content to the left and
left to get content to the
right)
Are expandable menus
used sparingly?
(expandable menus
include accordians and
any area where the user
must tap either the

Selection/input of
data
Match between system and the real
world

Metaphors/mental
models
Metaphors/mental
models
Metaphors/mental
models
Navigational
structure

Navigational
structure

Menus
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menu label or a plus
sign, down caret, etc. in
order to see the
content)
When expandable
menus are used, do
menu labels clearly
indicate that they
expand to reveal more
information or a set of
options?
Are metaphors properly
used as visual clues?
(e.g., envelope for the
mail button)
Are icons concrete and
familiar?
Do the selected colors
correspond to common
expectations about
color codes?
Is some type of table of
contents included in the
application?
Is too much navigation
avoided? (Users should
not need to make more
than 3 selections on
average to arrive at
content. Mobile
applications should
make the most
important destinations
visible. An example of
this is a tab bar on
either the top or bottom
of the screen.
Information not critical
to the task can be
nested in a separate
menu.)
Do menu choices fit
logically into categories
that have readily
understood meanings?

Menus

Menus

Simplicity

Simplicity

Simplicity
Simplicity

Simplicity

Output of numeric
information

Output of numeric
information
Output of numeric
information
User control and freedom
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Do menu titles follow
the same sentence
structure?
In navigation menus,
are there no more than
five items and five
terms by item to avoid
memory overload?
Do related and
interdependent fields
appear on the same
screen?
For question and
answer interfaces, are
questions stated in
clear, simple language?
Is the language used the
same target users speak
(i.e., terminology
understandable by the
intended user)?
Is the language clear
and concise?
Does text, including
bulleted information,
within the application
follow the rule "1
paragraph=1" idea?
Does the system
automatically enter
leading or trailing
spaces to align decimal
points?
Does the system
automatically enter
commas in numeric
values greater than
999?
Are integers rightjustified and real
numbers decimalaligned?
Does the app offer
advice rather than
commands?

Input data

Explorable interfaces

Explorable interfaces

Explorable interfaces
Explorable interfaces

Explorable interfaces

Process confirmation
Undo/cancelation
Undo/cancelation
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Does the application
allow the user to filter
by language or translate
if there is a foreign
language used?
Can users save history
and select previously
typed info?
Can users move forward
and backward between
fields or dialog box
options without
skipping fields?
If the application has
multipage data entry
screens, can users move
backward and forward
among all the pages in
the set?
If the application uses a
question and answer
interface, can users go
back to previous
questions or skip
forward to later
questions?
Does the application
provide clearly marked
exits?
Are users informed
about where they are
and how to undo their
navigation?
When a user's task is
complete, does the
application wait for a
signal (e.g., tap a
'submit' or 'continue'
button) from the user
before processing?
Can users easily reverse
their actions?
Can users cancel out of
operations in progress?

Menus control

Menus control

Menus control

Consistency and standards

Orientation

Orientation
Orientation
Design consistency
Design consistency

Design consistency

Design consistency
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If the application has
multiple menu levels, is
there a mechanism that
allows users to go back
to previous menus?
Are menus broad (many
items on a menu) rather
than deep (many menu
levels)?
If users can go back to a
previous menu, can they
change their earlier
menu choice?
Can users switch
between screen
orientations? (Users
tend to switch
orientation when an
impasse occurs and, if
the app doesn't change
orientation, the user
wonders why and flow
is disrupted)
Is navigation consistent
across orientations?
(Navigation should be
the same for portrait
and landscape
orientation)
Is content consistent
across orientations?
Is the number of colors
used limited to four?
Is the use of additional
color saved for
occasional use only?
Are the colors used
visually distinct? (i.e.,
far apart along the
visible spectrum)
Are soft color tones
used for regular
feedback and harsh for
rare, critical conditions?

Design consistency

Design consistency

Design consistency

Design consistency
Design consistency
Design consistency

Design consistency

Design consistency

Design consistency
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If the system has
multipage data entry
screens, do all pages
have the same title?
Do application
instructions appear in a
consistent location
across screens? (e.g.,
applications with
multiple processes
should provide
instructions in the same
place for all processes)
Are there no more than
twenty icon types?
(This is the maximum,
however closer to ten is
easier for learnability)
Is body text in upper
and lowercase letters?
(avoid use of all capital
letters except for in
headings)
Is the application free
from spelling errors and
typos?
Does all text in a field
show up on sreen (i.e.,
text wrapping is used)?
Does the application
ensure there is no
missing content? (i.e., if
there is a heading for
content it should not be
empty or users might be
confused as to why
there is no content)
Is there a consistent
icon design scheme and
stylistic treatment
across the application?
If the application
provides notifications,
do they follow a familiar
convention for the

Design consistency

Design consistency

Design consistency

Design consistency

Menus

Menus
Menus
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mobile platform being
used? (i.e., show up at
the top of the screen or
middle of the screen if
locked)
Development team: Is
the app designed such
that all relevant
features are available
accross devices/OSs it is
available on (platform
variability)?
If alerts are built into
the app, are they
consistent with similar
alerts (e.g.,
standardized alerts,
using the same alerts
for apps connected to
another medical
device/software for the
same process)
Does the app provide
the same content as the
process is derived from
(i.e., clinical practice
guideline, evidencebased medicine)?
If the application
provides a link to its
website for more
information, are users
directed to the mobile
version of the site?
Are menu choice lists
(e.g., favorites, recents,
etc.) presented
vertically?
If "exit" is a menu
choice, does it always
appear at the bottom of
the list?
Are menu titles either
centred or left-justified?

Menus

Menus

Menus

Input fields
Input fields
Input fields
Input fields
Name convention
consistency
Name convention
consistency
Name convention
consistency
Name convention
consistency
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Are menu choice names
consistent, both within
each menu and across
the application, in
grammatical style and
terminology?
Do menu choice names
match their
corresponding menu
titles?
When prompts imply a
necessary action, are
the words in the
message consistent with
that action?
Are field labels
consistent for similar
field types within a
process? (Field labels
might be different
across different
processes but should
remain consistent
within a process)
Do field labels appear to
the left of single fields?
Do field labels appear
above list fields?
Are field labels and
fields distinguished
typographically?
Is the structure of a data
entry value consistent
from screen to screen?
Are system objects
named consistently
across all prompts in
the application?
Are user actions named
consistently across all
prompts in the
application?
Is the word "default"
avoided and replaced
with "Standard," "Use

Functional goals
consistency
Functional goals
consistency

Functional goals
consistency
Functional goals
consistency
System response
consistency
System response
consistency
System response
consistency

System response
consistency

System response
consistency
Accessibility
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Customary Settings,"
"Restore Initial
Settings," or some other
more specific terms
describing what will
actually happen?
Does the application
provide clearly defined
goals for its use?
Do application content
and services delivered
match these goals?
Does the look & feel
correspond with goals,
characteristics, contents
and services of the web
site?
Does the application
provide information
about when and why it
was last updated?
Is application response
after clicking links
predictable?
Development team:
Are broken links
avoided?
Development team:
Are orphan pages
avoided?
If the application
provides notifications,
is there a dedicated
place to view
notifications within the
application?
If the application
provides notifications,
does clicking on a
notification take you
directly to the related
content within the
application?
Are all fonts sans serif?
(serif, novelty, and

Accessibility

Accessibility

Accessibility

Error prevention

Help users recognize,
diagnose, and recover
from errors
Help users recognize,
diagnose, and recover
from errors
Help users recognize,
diagnose, and recover
from errors

Help users recognize,
diagnose, and recover
from errors

Help users recognize,
diagnose, and recover
from errors
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display fonts should be
avoided)
Is the body text at least
12-point type size?
Is the body text (or
other small type size) at
a type weight of at least
medium or bold?
Is high contrast used for
maximum visibility?
(e.g., black text on white
background or vice
versa, avoid patterned
backgrounds).
Does the application
warn users if they are
about to make a
potentially serious
error?
Will an error signal
refresh page and take
user to the error?
(shouldn't have to scroll
to find them)
Can the user access
more information about
an error if needed?
Are error messages
clear and meaningful?
(i.e., do error messages
instruct the user what
has happened and/or
what should be done to
resolve the error?)
Is the users' work
protected? For
example, for data entry
screens with many
fields or in which
source documents may
be incomplete, can
users save a partially
filled screen?

Menu
Input fields

Input fields

Input fields

Input fields
Navigation

Targets

Targets

Targets
Targets
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Are menu choices
logical, distinctive, and
mutually exclusive?
Are data inputs caseblind whenever
possible?
Do data entry screens
and dialog boxes
indicate the number of
character spaces
available in a field?
If sliders are used, is
there an alternative
method of input for
each field?
If pop-up/dialog boxes
are used to input data,
does the application
ensure information
relevant to that input
field is not covered by
the pop/dialog box?
Is accidental activation
avoided or foreseen (a
back button is offered)?
Are touchable areas
sufficiently big?
(Research has shown
that the best target size
for widgets is 1cmx1cm
for touch devices)
Is crowding targets
avoided? (When targets
are placed too close to
each other, users can
easily hit the wrong
one)
Is there some invisible
space surrounding the
visible target that, when
tapped, still accepts the
input?
Can users tap anywhere
in a row to select the

Recognition rather than recall

Memory load
reduction

Memory load
reduction

Memory load
reduction
Memory load
reduction
Memory load
reduction

Memory load
reduction

Memory load
reduction
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target corresponding to
that row?
Does the app limit the
amount of information
that needs to be
remembered between
screens? (Users should
not be burdened by
remembering
information from
previous screens)
Does the app limit the
amount of information
on each screen? (Users
should only be
requested to input
information as it
pertains to the current
step in the process)
Are processes/tasks
simplified as much as
possible without
compromising the
process in any way?
Are lengthy documents
broken into short
sections?
Is all information
pertinent to complete a
step in a process
displayed together?
If users have to navigate
between multiple
screens, does the
system use context
labels, menu maps, and
place markers as
navigational aids?
After the user
completes an action (or
group of actions), does
the feedback indicate
that the next group of
actions can be started?

Memory load
reduction
Memory load
reduction
Memory load
reduction

Memory load
reduction
Menus
Menus

Menus
Menus
Flexibility and efficiency of use

Search
Search
Search

Search
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Do data entry screens
and dialog boxes
indicate when fields are
optional? (users should
not have to enter
information that is not
required for the current
task)
Does the task flow start
with actions that are
essential to the main
task?
Can the users start the
task as soon as
possible?
Are the controls that are
related to a task
grouped together and
reflect the sequence of
actions in the task?
Are inactive menu items
grayed out or omitted?
Are there menu
selection defaults?
Is there an obvious
visual distinction made
between "choose one"
menu and "choose
many" menus?
Are there breadcrumbs
for deep navigation
structures?
Is the search box easily
accessible?
Is the search box easily
recognizable?
Is there any advanced
search option?
Are search results
shown in a
comprehensive manner
to the user? (e.g.,
alphabetical order,
according to relevance,
last updated, etc.)

Search

Search
Search

Search

Search
Search

Navigation
Input

Aesthetic and minimalist design
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Does the search attempt
to correct misspelled
words?
Is the search box the
largest possible size
that will fit on the
screen?
Does the application
preserve search strings?
Does the search box
provide autocompletion and
suggestions?
Are several search
boxes with different
functionalities on the
same page avoided?
Do links clearly indicate
where they take the
user?
Are there links to
related content to help
the user navigate more
quickly between similar
topics?
Does the application
support voice as a user
input?
Is only essential
information to support
decision making
displayed on the
screen?
Are field labels brief,
familiar, and
descriptive?
Are prompts expressed
in the affirmative, and
do they use the active
voice?
Is layout clearly
designed avoiding
visual noise?
Is the application icon
recognizable and

General visual cues
General visual cues

General visual cues

General visual cues
General visual cues

General visual cues

General visual cues
General visual cues

General visual cues
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memorable enough to
be found in a crowded
list of applications?
Do question and answer
interfaces use visual
cues and white space to
distinguish questions,
prompts, instructions,
and user input?
Does the data display
start in the upper-left
corner of the screen?
Is white space used
effectively? (i.e., enough
padding to separate and
emphasize content area
but not so much that
related information
appears disconnected).
Are prompts formatted
using white space,
justification, and visual
cues for easy scanning?
Do text areas have
white space around
them?
By looking at the page,
can the user tell the
state of the application
and the alternatives for
action?
Is size, boldface,
underlining, color,
shading, or style of font
used to show relative
quantity or importance
of different screen
items?
Is color used in
conjunction with some
other redundant cue?
Is there good color and
brightness contrast
between image and
background colors?

General visual cues
General visual cues
Multimedia content
Multimedia content
Multimedia content
Multimedia content
Multimedia content
Multimedia content
Multimedia content

Multimedia content

Multimedia content

Multimedia content
Multimedia content
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Have light, bright,
saturated colors been
used to emphasize data
and have darker, duller,
and desaturated colors
been used to deemphasize data?
Are field labels close to
fields, but separated by
at least one space?
Does the use of images
and/or multimedia
content add value?
Are images well sized?
Are images
understandable?
Is image resolution
appropriate?
Are cyclical animations
avoided?
Is flash content
avoided?
If animated carousels
are used, can users
control them?
Are image sizes smaller
than the screen? (The
entire image should be
viewable with no
scrolling)
For cases where access
to a higher resolution
picture is needed, is a
screen-size picture
initially displayed and is
there a separate link to
a higher resolution
variant?
When using thumbnails,
can the user distinguish
what the picture is
about?
Do captions help user
understand meaning of

Multimedia content

Multimedia content

Multimedia content
Multimedia content
Multimedia content

Multimedia content

Multimedia content
Icons

Icons
Icons
Icons
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images that are part of
an article?
Is moving animation
avoided?
When using videos, is
there a text description
of what the video is
about?
Are animations and
videos short?
(Animations should not
replay indefinitely and
videos should be less
than one minute)
Will both clicking on the
thumbnail and the title
play the video?
Is video length
indicated?
If the video cannot be
played on the user’s
device, is a message
shown with this
information?
Is the whole screen
surface used to place
information efficiently
(especially for popovers
and modals)?
Has excessive detail in
icon design been
avoided?
Do all application icons
have the same stylistic
design treatment (i.e.,
they have similar
foreground/background
colors and shapes)?
Does each icon stand
out from its
background?
Are all icons in a set
visually and
conceptually distinct?

Menus

Menus

Navigation
Help and documentation
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Is each lower-level
menu choice associated
with only one higher
level menu?
Are menu titles brief,
yet long enough to
communicate their
purpose?
Are no more than five
navigation options used
across all pages? (e.g.,
hamburger menu, tabs
along bottom, search
bar, share button, etc.)
Are application
instructions visually
distinct?
Do the instructions
follow the sequence of
user actions?
If menu choices are
ambiguous, does the
application provide
additional explanatory
information when an
item is selected?
Is the help function
visible; for example, an
icon labeled HELP or a
special menu?
Is the navigation,
presentation, and
conversation of the help
interface consistent
with the navigation,
presentation, and
conversation interfaces
of the application it
supports?
Navigation: Is
information easy to
find?
Presentation: Is the
visual layout well
designed?

Conversation: Is the
information accurate,
complete, and
understandable?
Is the information goaloriented? (i.e., what can
I do with this program?)
Is the information
descriptive? (i.e., what
is this thing for?)
Is the information
procedural? (i.e., how
do I do this task?)
Is the information
interpretive? (i.e., why
did that happen?)
Is the information
navigational? (i.e.,
where am I?)
Is there contextsensitive help? (i.e.,
"quick help" within a
process or task in the
application instead of
only a help section)
Can the user change the
level of detail available
in the help information?
Can users easily switch
between help sections
and their work?
Can users resume work
where they left off after
accessing help?
If a FAQs section exists,
is the selection and
redaction of questions
and answers correct?
Is the design of contextspecific help focused on
one single feature at a
time? (Only instructions
that are necessary for
current task should be
presented)
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Are informative tool
tips used for new users
to learn about the about
the application?
Are tools tips (or
onboarding tutorials)
accessible after first
use?
Is there a glossary of
any technical terms?
If the application
supports both novice
and expert users, are
multiple levels of detail
available?
Does the system
correctly anticipate and
prompt for the user's
probable next activity?
Are shortcuts provided
for more experienced
users? (e.g., favorites,
my specialty, recents,
etc.)
If shortcuts are
provided, are they easy
to find?
If shortcuts are
provided, are they easy
to navigate?
Is the users' work
protected? For
example, for data entry
screens with many
fields or in which
source documents may
be incomplete, can
users save a partially
filled screen?
Are typing
requirements minimal
for question and answer
interfaces?
Does the application
complete unambiguous

Skills

Pleasurable and respectful
interaction
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Battery life

Input data

Input data

Input data

Input data
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partial input on a data
entry field? (e.g., placing
.00 after a whole
number with no
decimals entered)
Is information
computed for the users?
(e.g., entering a zip code
calculates state and
town)
Does the app attempt to
reduce energy
consumption to avoid
battery drain? (Should
limit graphics and
videos or other items
that need a data or WiFi
connection to load)
Is the input data
tolerant of typos and
offers corrections? (e.g.,
for weight, user should
only need to enter the
numerical data and not
lb or kg)
Does default
information make sense
to the user? (e.g., if the
field is a number, does
the field indicate '0' so
the user knows a
number is expected)"
Is the number of
submissions (and
clicks) minimized for
the user going through
in order to input
information in the
application?
When logging in must
be done, are additional
shortcuts, such as a
fingerprint, face id, or
pin code, available to
get around typing?

Input data

Input data

Personalization

Privacy/Security
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Is skipping registration
the default option?
(Users should not be
made to register unless
it is a fee-based
application)
When logging in must
be done, is there an
option that allows the
user to see the
password clearly?
Does the application
follow user settings,
preferences, and
defaults?
Are protected areas
completely
inaccessible? (e.g., no
edit options are
provided for "Evidence"
pages)
Are confidential areas
only accessible with
certain passwords?
Is there information
about how personal
data is protected and
about contents
copyright?
Is permanently signing
in avoided for multiuser
devices?
If the app stores credit
card info, can users
decide if they want to
remain logged in? If the
user opts to be kept
logged in, he/she should
get a message informing
of the possible risks.
If the application allows
the user to store data
(i.e., from completing a
process using patient

Clinical Decision Support

Scientific evidence

Scientific evidence
Scientific evidence

Scientific evidence
Scientific evidence
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data) is there an option
to clear the history?
Does app adhere to any
firewall/encryption
process necessary for
patient data security?
(If identifying
information isn’t used,
privacy and security
should be maintained
while using the
application.)
Are data transmissions
secure (i.e., encrypted)?
Does the app state the
privacy and
confidentiality
securities for personal
data submitted to the
site by the user?
Does the application
provide information
(i.e., journal article
references) about the
evidence-based
medicine its processes
are derived from?
Is additional
information for any
diagnosis/treatment
recommendation
provided within the
application?
If not, is a link to this
information provided?
Is information linked to
the original source (i.e.,
clinical practice
guideline or national
standard) for the
clinical process the app
is designed for?
Does the app state the
qualifications of the app
authors or developers

Scientific evidence

Scientific evidence

Scientific evidence

Clinical workflow

Clinical workflow
Clinical workflow
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and any degrees and/or
specific training
relevant to the decision
tools within the app?
Does the app state the
content of published
information that
supports claims relating
to benefits and
performance of clinical
recommendations
provided?
Does the app
distinguish advertising
and paid service content
from editorial content?
Does the app provide
access to a full
algorithm of the
process, where
applicable?
Does the application
provide essential alerts
when necessary? (e.g.,
drug interaction alert if
two separate drugs with
allergies are entered,
alert of age if
inappropriate drug
dosing is chosen and
age is known, etc.)
Do
diagnostic/treatment
steps occur at the
correct time for their
clinical workflow?
(developers should
consult clinicians
familiar with each
clinical workflow
provided in the
application)
Does the application
provide accurate
instructions and/or

Clinical workflow

Target user

Target user

Target user

Patient safety

Patient safety

Patient safety

Patient safety
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tools for timing a
diagnostic process, if
needed?
If there is a clinical
practice guideline for
the decision tool, does
the app workflow match
the workflow typically
used for its clinical
process?
Does the app use
appropriate sequence of
screens, context, type,
and timing of advice by
clinical task?
Does the app indicate
the clinical role by
whom the process(es)
should be completed?
Is the app designed to
target the person(s)
who would be
completing the process?
Does the application
state the last update to
each clinical guideline
provided? (Users should
know they are using the
most recent information
available)
Does the app state that
its content should
support, not replace,
medical care and
provider patient
relationships?
Development team:
Are default settings
regularly monitored
and updated for
accuracy?
Development team:
Are clinicians required
to review default
information rather than

bypass it? (An error in a
default setting could
impact patient safety)
Development team:
Does the app ensure
that missing, outdated,
erroneous, or
contradictory data does
not result in incorrect
advice or lower safety?
(e.g., providing an
unrealistic weight for a
pediatric patient should
Patient safety
be flagged)
Does the application
provide a summary of
the answers/selections
within a process?
(clinicians are often
interrupted and may
need help reorienting
Context/Environment back to the task)
For apps receiving
information from
another medical device
(e.g., ECG, vital sign
monitoring), is accuracy
and visibility
maintained? (Should
avoid false positives and
the
duplication/increase
the number of false
positives through reData handling
interpretation of data)
Is the accuracy of data
ensured through data
Data handling
transmission?
For devices that connect
via Bluetooth, is the
range sufficient within
the setting for the
device it is connected
to? (This would also
Network connection
apply to sensors
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Contact information

Medication ordering

Medication ordering

Medication ordering

Medication ordering

Medication ordering
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transmitting
information over WiFi
or other connections.)
Does the app clearly
identify funding source,
company, or publisher?
Is consistent
terminology used for
reactions, problems,
procedures, medical
concepts, assessments,
drug and drug class
names?
Is text formated to
visually associate drug
categories? (Lowercase
for generic drugs,
capitalize first letter for
brands. Avoid lists of
drug names in all caps)
Are differences in
similar drug names
emphasized? (Avoid
adjacent look-or-soundalike names in lists and
excessive abbreviation.
Use Tall man lettering)
Are medication units
clear and
understandable? (Use
only standard
abbreviations placed
closely adjacent to
values. Include rates for
infusions)
Is there a structured,
searchable catalog to
support easy lookup of
medications
Are medication
duration rules applied
that limit either start
and stop times or
duration entries?

Medication ordering

Medication ordering

Medication ordering
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Are visually distinct
ordering screens used
for confusable items?
(Layout, color of IV fluid
orders should be
different from
medicated drips)
Is relevant patient
information presented
at the right time in the
workflow to support
accurate ordering
For applications
integrated with an EHR
system, are ordering
rules and limitations
standardized across all
interfaces?

