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ABSTRACT 
 
 

It has been shown recently that a large majority of online web-based applications are prone 

to privacy attacks, causing serious breach in the privacy of any online activity, due to the popular 

application features that generate network traffic patterns. Features like auto-completion and auto-

suggestion inadvertently reveal underlying user actions with unique packet bursts that, despite 

being fully encrypted, enable an eavesdropper to determine all user activity on a web-application. 

Well-known techniques for achieving data privacy, such as k-anonymity and l-diversity, can be 

adapted in this context of web applications to achieve desired levels of privacy by padding packets 

with dummy bytes, aimed at obfuscating any eavesdropper by blending different user actions with 

each other. In this work, we achieve a high level of privacy by a novel technique that blends 

publicly observable network bursts of carefully chosen probabilistic portions of user actions. This 

technique in fact results in the maximum possible level of l-diversity, i.e. k-diversity, and in that 

respect is a significant improvement over all existing techniques.   
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CHAPTER 1 
 

INTRODUCTION 
 
 

The Internet is a system of interconnected networks that uses certain security protocols to 

help millions of users globally. The Internet is the main medium for communication nowadays. In 

this era, users seem increasingly inclined to give up aspects of their privacy for ease in using their 

personal devices. An Internet user can be unaware of their user action, especially if they are not 

technically inclined. Some of these threats are malware, computer viruses, ransomware, and 

keystroke logging. One of the major concerns in terms of compromising user privacy is revealing 

or stealing personal credentials (such as credit card information, financial account credentials, etc.) 

which are caused due to keystroke logging.  Keystroke logging, also known as keyboard capturing, 

is the action of recording the keys typed on a keyboard. Hence user security and privacy over the 

Internet are important and these aspects must be addressed. Sensitive data when interacting with 

the Internet is to be protected to a vast extent. The main objective of this work is to analyze the 

different methods used to mitigate the threats while understanding the limitations of these methods 

and provide a novel technique to overcome the limitations. 

1.1 Importance of Internet Privacy  

 Privacy is all about respecting individuals and their personal information, allowing them 

to send only the information they wish to share. Since the Internet has become a part of everyone’s 

day to day life, Internet privacy is not only important but has turned into a major requirement. 

Although the increase in the number of electronic devices connected to the Internet has made 

everyone’s life easier, it has also led to privacy concerns among the users. Internet privacy is a part 

of data privacy. Data privacy problems can relate to information from different sources like 

medical records, official investigations, privacy breaches, user preferences using browser cookies. 
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There are multiple sources on the Internet which sell stolen data from users that includes but is not 

limited to personal credit card details, phone numbers, Internet protocol (IP) addresses, and other 

personal data. There are various enhanced security algorithms such as Advanced Encryption 

Standard, Data Encryption Standard, Tiny Encryption Algorithm, and Rivest-Shamir-Adleman 

(RSA). These encryption algorithms can be used to encrypt the data received from the application 

after which the data is handed over to the transport layer for further transmission. The data 

encryption process makes sure that only the person with the genuine encrypted key can decrypt 

the data at the receiver’s side.  In this way, at the destination, the data is decrypted and is handed 

over to the application layer as readable data. If the transmission had no errors, then the received 

data will be an exact duplicate of the transmitted data. The transport layer can send the data either 

using user datagram protocol or it can be sent using a transmission control protocol. Once the 

message is received by the receiver, it is decrypted and is sent to the application layer. But in 

today’s world, there are many ways in which an intruder can know the key and hence the data is 

potentially under risk of being obtained without the user’s knowledge.  

A maximum transmission unit (MTU) is the largest packet, laid out in octets which will be 

sent during the transmission of a packet or a frame in a primarily based network. The standard 

value of MTU is usually 1500 bytes. If the packet frame size is more than this, an Internet Control 

Message Protocol (ICMP) message is sent to the sender of the message indicating that the frame 

size is more than MTU. Then the packets are fragmented before it is sent to the destination. The 

intruder can easily identify the actual data even though it is encrypted, with the information of the 

packets sent by the server and their respective prefix and postfix relationships. 

After studying various packet sizes, burst patterns of the packets and timing information, 

the authors of [1] have provided many examples where the intruder can successfully identify the 
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data in the actual packet sent by the server or any sender. Recently, many features like auto-

suggestion and auto-completion are widely used. Due to this, there is a constant flow of packets 

back and forth with each of the user action. Also, the traffic generated for each keystroke by the 

user is different. Using the prefix and postfix relationship between these packets, the intruder can 

make a great progress towards getting the actual data which was initially sent. Liu et al. [5, 6] have 

proposed various methods to eliminate side-channel attacks, and how Privacy-Preserving Data 

Publishing (PPDP) methods can be used to resolve these problems. The authors came up with a 

solution which they called packet-padding to mitigate this problem. The solution proposed by the 

author was based on the PPDP principle, such as k-anonymity. When there is a large amount of 

data which needs to be shared with an unknown individual, the data should be sanitized by 

removing all the sensitive data. Improper sanitization results in leaking of sensitive data. Even 

after removing sensitive data, the remaining data can be gathered, and the details of the specific 

individual can be easily grouped by the intruder.  

1.2 Threat Model 

Every web-based application communicates between two sides i.e., the server side and the 

client side. In a web-based application, there are basically two programs running at the same time, 

firstly, the code that is present on the server will respond to requests and secondly, the code on the 

browser will respond to user inputs. The status of the web application changes based on the user’s 

input every time the data migrates from client to server using the request-response cycle. The 

change in the application status creates a network packet bursts each time. The generated packet 

burst is generally unique enough to let an adversary infer the exchange of the data which is termed 

as a side channel attack [1]. Side channel attacks are based on Side-channel information. Side 

channel information is the data that can be retrieved from the encryption device that is neither a 
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simple text to be encrypted nor the secure text resulting from encrypting the data. There are many 

ways in which the user can store or enter the data into the World Wide Web. Some of them include 

keyboard strokes, mouse clicks, touches on a screen, controls from a joystick or gaming 

controllers. The applications which generate bidirectional data between server and user are 

considered and this is commonly found in the modern applications that have the functionality of 

auto-completion and auto-suggestion. Modern applications encrypt the data which is flowing from 

and to the server to maintain the confidentiality of the sensitive data. 

From Figure 1, an attacker will always try to trace back the user’s input sequence. First, 

the attacker tries to obtain the burst behavior of the application’s packets based on user behavior. 

Then, the actual packets on an online session of the client are examined and observed by the 

adversary [1]. So, here we can assume that the attacker might have some information about the 

size of the packet and the application server. 

                             

 

 

 

 

FiguExample of Auto-suggestion 

 
 

Figure 1.  Example of auto-suggestion. 

The information in the packets transmitted between the user and the application server can 

be examined by an intruder who can monitor the network traffic using various tools that are 

 

Next input: t                                                                    Next Input: c  
Past Input: priva                       
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available online. By careful observation of the packets which are captured, the eavesdropper can 

either guess the actual data or can help them move closer to obtaining the actual data which is sent 

by the client. 

For example, from Figure 2 consider a test case scenario where some individual logs into 

their personal profile on an online banking portal. Every keystroke (user action) entered by the 

user generates a unique set of values which can be acquired by the adversary by running a third-

party application on the system. This information can be used by the attacker to derive what the 

user is typically typing into the online application. The individual privacy in this scenario becomes 

a matter of concern as these applications are used in processing sensitive user data such as health-

care records, tax-filing, online banking etc. The data flow from a client to the server and vice versa 

in a typical use case scenario using Hyper Text Transfer Protocol (HTTP) (allows the client to 

request web pages from web servers) over the network. The HTTP protocol does not use 

encryption and is vulnerable to the man-in-middle attack leaking the sensitive data to the 

adversaries. Web-based applications started using Hyper Text Transfer Protocol Secure (HTTPS) 

which encrypts the data over the network, but the encryption slows down the website. Even in this 

case, an adversary can still learn about the user-data input using packet sizes and timings. 

 

Figure 2.  General threat model of client and server. 
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1.3 Thesis Contribution 
 
In our method, we completely transform the underlying state-space tree 𝕋 to achieve the 

desired level of privacy. Three other methods mentioned in Chapter 2 exists to provide privacy. 

Liu et al [5,6] achieves k-anonymity and l-diversity achieves privacy for a given parameter. Bagai 

and Chandrashekar [8] improved the method which further provides more privacy with privacy 

parameter l using l-diversity by considering the limitations of Liu et al. [5,6] work. Our work is an 

extension to Bagai and Chandrashekar [8] which additionally achieves k-diversity, by transforming 

the state-space tree 𝕋. We achieve privacy by unifying the states of the original tree 𝕋 and we split 

some portions of states into several equivalent states such that portions of the original state space 

tree can be unified with diverse states. Hence, results in maximum privacy i.e. k-diversity. 

1.4 Thesis Organization 

This thesis work is organized as follows: Chapter 2 provides an overview of the need for 

privacy and an explanation of the side-channel attack [1]. Then the PPDP principles, such as k-

anonymity and l-diversity which are discussed in detail and are conversed with respect to data 

publishing. An explanation of the similarity and mapping between PPDP and Internet packets 

identified by Liu et al. [5, 6] is provided. Liu et al [5,6] explain the methodology used for k-

anonymity and l-diversity for Internet packets. Next section presents an improved l-diversity 

model that considers all shortcomings explained. In Chapter 3 our new method is explained which 

provides maximum privacy using k-diversity. Finally, Chapter 4 states a conclusion to the main 

results and mentions possible future work in this area of research. 
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CHAPTER 2 
 

LITERATURE REVIEW 
 
 

 Data is published and captured by the data publisher as shown in Figure 3. The data 

publisher has access to the entire database as it collects data from the user and stores it. When the 

data requestor requests for the information, the data publisher provides the data. In the network, 

there might be many data administrators or data owners. During the capturing phase, the data is 

captured from data owners and in the publishing stage, the data publisher releases the information 

to the public or a user requesting it (or without requesting). For example, financial institutions like 

banks collect all personal data from their bankers or customers. In such scenarios, the bank is the 

data publisher, the customers are the data owners and the bank manager can access the data to 

approve a loan, or anything else- hence manager is the data requestor.  

 
Figure 3. Illustration of data publishing and capturing. 
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 The data publisher can be a trusted publisher or a suspicious entity. The suspicious entity 

is not trustworthy and may try to leak sensitive information from data owners. Whereas, the trusted 

publisher is considered safe. Thus, the data owners can share their data with trusted publishers. 

Over the Internet, the data receiver or requestor can be an attacker or a threat to the system. For 

example, considering our bank scenario the bank can be trusted but we cannot guarantee that every 

employee working in that bank is trustworthy. Therefore, to preserve privacy and information of 

data owners, the Privacy Preserving Data Publishing (PPDP) method is applied.  

2.1 Privacy-Preserving Data Publishing 
 
  PPDP is a method of publishing chunks of data with the inclination to achieve integrity of 

the data records that can be predicted to obtain an individual’s confidential credentials, 

subsequently safeguarding that individual’s protection. Numerous standards fulfill the essential 

objective of PPDP [5,6]. These strategies tend to concentrate diverse change techniques related to 

protection, for example, k-anonymity, l-diversity, and t-closeness. Other related issues are the 

importance of protection and safeguarding strategies to keep the private information valuable, the 

issue to concentrate the diverse definitions of security, and how they think about as far as adequacy 

in various situations. In this section, some of the PPDP principles such as k-anonymity by Sweeney 

[2] and l-diversity by Machanavajjhala et al. [4] and improved l-diversity by Liu et al. [5,6] and 

Bagai and Chandrashekar. [8] are explained. 

2.2 k-Anonymity for PPDP 

 The k-anonymity is a model for protecting privacy as proposed by, Sweeney [2]. It is based 

on generalization and suppression [3] of data in tables. According to this principle, “In any Table 

for every record, there are 𝑘– 1 indistinguishable other records” i.e. an arrival of information is 

said to have the k-anonymity property if the data for every individual contained in the release can't 



  

9 

be recognized from any individuals whose data additionally show up in the release. A 

demonstration of a data holder(D) [7] has a Table of the form:   

           D (Explicit Identifier, Quasi-Identifier, Sensitive Attributes, Non-Sensitive Attribute) 

where Explicit Identifier consists of a set of attributes which reveals the owner of the records, such 

as Name, Social Security Number (SSN), address and phone number. Quasi-identifier is a set of 

attributes that cannot uniquely identify the owner of the record, but combinations of the attributes 

can reveal the owner of the record. Sensitive attributes (SAs) consist of sensitive data about a 

person which is not supposed to be revealed, such as health condition, salary and birth defects etc. 

Non-sensitive attributes are the attributes that can be revealed without any restriction.  

Consider the raw Table above that consists birth date, zip code, gender, nationality, and 

health condition. Table 1 does not consist of unique identifiers such as first name, last name, social 

security number which can reveal the details of a specific person, and hence each record does not 

reveal the identity of an individual whose records can be matched. As shown, there are no unique 

identifiers, but the grouping of identifiers such as birth date, zip code, gender, and nationality can 

disclose the person-specific details or the owners of the record. As discussed above these groupings 

of records are known as quasi-identifiers (QIs) [2,3]. These QIs are publicly existing tables such 

as voter lists, which contains birth date, zip code, and gender and can be used for mapping the 

elements of the raw Table. We can also determine the health condition of a specific person, thus 

breaching confidentiality. The attribute that breaches the confidentiality of an individual is referred 

to as the sensitive attribute. Here the health information must be private as most of the individuals 

do not like to reveal personal information and so it must be kept confidential. So, by applying k-

anonymity [2,3] to the raw data in Table 1, we can protect the confidential information of the 

individual. Table 2 shows the k-anonymized version of the raw data of Table 1.        
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TABLE 1 

RAW TABLE WITHOUT ANONYMIZATION 

Birth Date Zip Code Gender Nationality Health Condition 

02/04/1998 78220 Female American Cancer 

03/02/1997 78221 Male Canadian Cancer 

04/07/1992 78223 Female Mexican Cancer 

06/8/1988 89745 Female German Heart Disease 

12/28/1987 89234 Female French Heart Disease 

11/26/1998 78560 Male Japanese Cancer 

08/16/1996 78321 Male Indian Tumor 

04/05/1993 78660 Female Chinese Tumor 

02/03/1976 89689 Male American Tuberculosis 

04/05/1990 89654 Male Canadian Pneumonia 
 

From Table 2, it can be seen how the k-anonymity principle is applied to the raw Table. 

Here there is at least k – 1 other records for every record. So, it is not very easy to map QIs to 

sensitive attributes. For k = 2, there is at least one more record that is identical to the same QI. 

Here, the sensitive attribute, such as “health condition” is not anonymized because it may be used 

to achieve research work or a survey. k-anonymity is achieved through generalization and 

suppression for privacy protection which was proposed by Sweeney [2]. The idea of generalizing 

an attribute is a simple thought. A value is replaced by a less specific, more universal value that is 

realistic to the original value. In Table 2 the original ZIP codes {67220, 67221} can be generalized 

to 6722*, thus stripping off the rightmost digit and semantically representing a higher geographical 

area. Even though k-anonymity [2] is an intelligent technique, there are drawbacks, which led 

Machanavajjhala et al. [4] to devise the l-diversity principle. 
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TABLE 2 
 

k-ANONYMIZED TABLE FOR k = 2 
 

Quasi-Identifiers Sensitive Attribute 

Birth Date Zip Code Gender Nationality Health Condition 

xx/xx/9x 

7820x 

xxxxxx 

North 
American 

Cancer 

xx/xx/9x Cancer 

xx/xx/8x Cancer 

xx/xx/8x 
89xxx European 

Heart Disease 

xx/xx/8x Heart Disease 

xx/xx/9x 

78xxx Asian 

Cancer 

x/xx/9x Tumor 

x/xx/9x Tumor 

x/x/76 to 
x/x/90 896xx North 

American 
Tuberculosis 

Pneumonia 
 

 

2.3 l-Diversity for PPDP 

The k-anonymity described previously is a striking technique because of the ease of 

definition and several algorithms which are available to achieve the anonymization. But, this 

method is vulnerable to homogeneity attack and background knowledge attack. k-anonymity does 

not value the sensitive attribute because it is more concerned about the QIs. So, by referring 

Machanavajjhala et al. [4] paper we can understand how well the sensitive attribute should be 

represented. There are two kinds of attacks that can be performed on a k-anonymized dataset, 

called homogeneity attack and background knowledge attack. 

Homogeneity Attack   

In this attack, all the values for a certain sensitive attribute within a bunch of k records are 

the same. In this manner, though the information is k-anonymized, the esteem of the sensitive 
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property for that group of k records can be anticipated precisely. Assume that Ann and Bob are 

neighbors and, for some reasons, are not on great terms with each other. Ann knows that Bob 

visited a hospital to get treatment for a serious health condition and she wanted to know Bob’s 

disorder/health condition. Ann knows that Bob’s records will be published in the hospital’s data. 

So, when she looks at the data she is aware that Bob is an American, with 6720 Zip code. Referring 

to Table 2, we can infer that the above information matches the first three conditions and Ann can 

effortlessly state that Bob has cancer since all the three records are same. Thus, Ann can conclude 

that Bob is much more likely to have a serious health problem and can breach his privacy. In this 

way, security is breached despite anonymizing information utilizing the k-anonymity principle. 

This circumstance can even occur with large data set values [4] so, the sensitive attributes that 

share the same QI values should be diverse. 

 
 Background Knowledge Attack  

Ann has a friend named Michelle who is admitted to the same hospital as Bob’s and 

whose records are shown in Table 2. Ann knows that Michelle is a 21-year Indian female who as 

of now lives in zip code 67xxx. Based on this data, Ann learns that Michelle’s data is contained in 

record number 3, 4 or 5. Without extra data, Ann is aware of either Michelle being infected by a 

virus or a heart infection. In any case, it is well known that Indians have a lower rate of 

heart illness. In this manner, Ann concludes with near certainty that Michelle is suffering from a 

viral disease. 

Definition of l-Diversity  

An equivalence class is said to be satisfied with l-diversity if every QI group in the Table 

has at least l “well-represented” sensitive attributes. A Table is said to be l-diversified only if each 
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equivalence class has l-diverse values. Machanavajjhala et al. [4] defined “l-diversity” in three 

possible ways: distinct l-diversity, entropy l-diversity, and recursive (c, l)-diversity. 

2.3.1  Distinct l-Diversity  

 This can be defined as having at least l distinct values for the sensitive field in each 

equivalence class. Applying the distinct l-diversity to raw data in Table 1 yields the information 

in Table 3. 

TABLE 3 

DISTINCT l-DIVERSIFIED TABLE FOR l= 2 

Quasi-Identifiers Sensitive Attribute 
Group 

Birth Date Zip Code Gender Nationality Health Condition 

xx/xx/87 
and 

xx/xx/98 

 
xxxxx 

xxxxxx Any Cancer 

1 xxxxxx Any Heart Disease 

xxxxxx Any Cancer 
xx/xx/88 

and 
xx/xx/92 

 
xxxxx 

Female Any Heart Disease 
2 

Female Any Cancer 

xx/xx/9x  
78xxx 

xxxxxx Asian Cancer 

3 xxxxxx Asian Tumor 

xxxxxx Asian Tumor 

xx/xx/77 to   
xx/xx/90 

 
896xx 

Male North 
American Tuberculosis 

4 
Male North 

American Pneumonia 

 

The drawback of distinct l-diversity is that it cannot avoid probabilistic interference attack. 

An inference attack is a data mining procedure achieved by examining data to unlawfully gain 

information about a topic or record. So, when you consider large sets of data in an equivalence 

class where most of the values are repeated, then it would be easy for the adversary to conclude 

that the individual might be suffering from some problem. 
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For example, let’s consider there are 12 tuples. In the “health condition” column, one of 

them is “tumor”, another one is “heart disease” and the remaining ten are “cancer”. Even though 

this satisfies the condition that it is 3-diversity, but the attacker can easily affirm that the individual 

might have “cancer” with the accuracy of 80%. 

2.3.2 Entropy l-Diversity  

The entropy of the distribution of sensitive attributes must at least be log l for entropy l-

diversity, in which each group of sensitive attributes has the same QI values. 

As we know, Entropy l-diversity definition states that each QI values in a group should be greater 

than or equal to the logarithm (l), i.e., Entropy (QI*) ≥ log(l). If this condition is satisfied, then the 

whole Table would be l-diversified. Entropy (QI*) is the Entropy of a QI* group, which is given 

by  

𝐸𝑛𝑡𝑟𝑜𝑝𝑦 (𝑄𝐼∗)  = –∑ (𝑝(𝑄𝐼∗, 𝑠𝑎) 𝑙𝑜𝑔 (𝑝 (𝑄𝐼∗, 𝑠𝑎)))𝑠𝑎∈𝑆𝐴 .                                                     (2.1) 

The entropy of an equivalent class E is represented as the negation of summation of the 

sensitive attributes (sa) across SAs in which SA is the domain of the sensitive attribute and 

(𝑝(𝑄𝐼∗, 𝑠𝑎) is a fraction of records in the equivalence class E.  

The entropy of QI group 1 is 

𝐸(𝑄𝐼∗) = – {2(2/5 ∗ 𝑙𝑜𝑔 (2/5)) + 1/5 ∗ 𝑙𝑜𝑔 (1/5)} =  0.456 (2.2) 

Hence, we can state that 𝐸(𝑄𝐼∗)  >  𝑙𝑜𝑔 (𝑙) 𝑓𝑜𝑟 𝑙 = 2, where 𝑙𝑜𝑔 (2) = 0.3 and this 

satisfies the entropy l-diversity condition [4]. 

Let’s consider another example where entropy diversity for l=3 and assuming 3 individuals are 

suffering from cancer, and others have tuberculosis, fever and heart disease. Then,  

             The entropy of the QI group will be: 

𝐸(𝑄𝐼∗)  = – {3/5 ∗ 𝑙𝑜𝑔 (3/5)  +  3(1/5 ∗ 𝑙𝑜𝑔 (1/5)}  =  0.55                                         (2.3) 
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Hence, 𝐸(𝑄𝐼∗)  >  𝑙𝑜𝑔 (𝑙) 𝑓𝑜𝑟 𝑙 =  3, where 𝑙𝑜𝑔 (3)  =  0.47 

Because both QI groups satisfy entropy diversity for 𝑙 = 2 and 𝑙 = 3. Applying the Entropy 

l-diversity to raw data in Table 1 yields the information in Table 4. 

TABLE 4 

ENTROPY l-DIVERSIFIED TABLE FOR 𝑙 = 2 

Quasi-Identifiers Sensitive Attribute 
Group 

Birth Date Zip Code Gender Nationality Health Condition 

 
 

xx/xx/87            
to           

xx/xx/98 

 
xxxxx 

xxxxxx Any Cancer 

1 
 

xxxxxx Any Heart Disease 

xxxxxx Any Tumor 

xxxxxx Any Tumor 

xxxxxx Any Cancer 

 
 

xx/xx/76            
to            

xx/xx/90 

 
 

78xxx    
to    

896xx 

xxxxxx Any Cancer 

2 

xxxxxx Any Heart Disease 

xxxxxx Any Cancer 

xxxxxx Any Tuberculosis 

xxxxxx Any Pneumonia 
 

2.3.3 Recursive (c, l)-Diversity  

Entropy l-diversity should be at least log(l) for the entire Table which is more conservative 

and too restrictive. If the Table has a sensitive attribute which is very common, then this leads to 

the less conservative notion of l-diversity [4]. 

So, recursive (c, l)-diversity makes sure that the sensitive attribute which is common will 

not appear too frequently and the value which is repeated less will not appear too rarely in any QI 

group. In a QI* group, let Ki denote the sensitive attribute which is ‘nth’ most-frequently repeated 

where ‘n’ is the number of values in an equivalence class. According to Recursive (c, l)-diversity 
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[4] if any sensitive attribute is eliminated from the QI* block, then the group will be (c, l-1) diverse. 

Every QI* group must satisfy the condition 1≤ k ≤ n, to satisfy the (c, l)-diversity Ki<C (Kl+Kl-

1……+rn) then the Table is said to be recursive (c, l)-diversity. Considering the above Table, let’s 

count each sensitive attribute in group 1 {cancer = 2, tumor = 2, heart disease = 1} and sorting 

them in descending order we get = {2,2,1} where (c, l) = (3,3). Applying the given condition,  

(𝑆𝐴2)  <  𝑐 ∗  (𝑆𝐴3)                                                                                                                   (2.4)                            

So, we get 2 < 3(1) which satisfies the given condition for (c, l) diversity. 

Let’s consider another example where the sensitive attribute counts are {pneumonia=5, heart 

disease = 1, tuberculosis = 2, fever = 2,} and sorting them in descending order we get = {5,2,2,1}  

where ((c, l) = (3,3). 

(𝑆𝐴1)  <  𝑐 ∗  (𝑆𝐴4),                                                                                                                   (2.5) 

So, we get 5 < 3(1) which does not satisfy the given condition for (c, l) diversity. 

2.4  PPDP Principles for Internet Packets 

There are many ways to preserve privacy, which is a crucial aspect while using the Internet.  

Liu et al. [5, 6] describe one of those approaches by padding Internet packets. Sections 2.2 to 2.3 

illustrated the k-anonymity and l-diversity principles for PPDP, and this section will define how 

Liu et al. [5, 6] implemented those principles by padding Internet packets. 

Figure 4 illustrates a general client-server model, which gives a basic understanding of how 

a client and server communicate. The client is a host that requests for service, and the server is 

also a host that receives the request and grants service. The client request reaches a server through 

the Internet by means of packets. Numerous packets can travel back and forth between client and 

server. When packets leave the client or server, an eavesdropper or an attacker can observe the 

packets traffic. 
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Figure 4.  Client-server model. 

 
Chen et al. [1] figured out traffic on the wire when packets are flowing from the client to 

the server and vice versa. They provide many instances of a side-channel leak. Despite a packet 

being encrypted, its size, its direction, and its timing information can be captured by an 

eavesdropper and its contents can be determined. A web application retains the following 

properties: low entropy input, stateful communication, and traffic distinction. 

2.4.1 Low Entropy Input 

Most web applications have state transitions when a certain chunk of information or data 

is fed to an application with a small input space. These inputs are of low entropy. An auto-

suggestion aspect of various popular search engines, such as Bing, MSN, and Google, triggers 

browser-side counterparts of the code towards the server. Also, entering an alphabet from the 

keyboard or a mouse click will trigger packets. These triggered packets will flow on the wire to 

the server, and the server will respond with suggestions for that action to be performed on the 

client side on the web application. The packets that flow between client and server, and vice versa, 

can help the attacker improve his/her captured patterns to match inputs. Various interrelated 

packets are referred to as web flow vectors. 
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2.4.2 Stateful Communication Protocol 

Most web applications are stateful. The evolution from one state to another depends on the 

current state and the previous state. For instance, in a search engine with auto-suggestion, each 

alphabet typed, and the packet triggered between client and server depends on the alphabet entered 

previously and after the current alphabet is typed. This transitioning of state helps the attacker 

learn about the Internet transaction patterns. 

2.4.3 Traffic Distinction  

There can be various types of traffic depending on the application used by the user on the 

Internet. The attacker can conclude which has different sizes based on the type of traffic for each 

web flow.  Chen et al. [1] analyzed some of the popular web applications such as online utility 

payments, online tax calculators, and online banking, as well as popular search engines, such as 

Google, MSN, and Bing. Liu et al. [5, 6] proposed a solution to mitigate side-channel leaks and 

perhaps side-channel attacks using PPDP principles such as k-anonymity [2, 3] and l-diversity [4].  

Figure 4 illustrates the general working of a client-server communication, representing the 

packets exchanged between the server and the client. However, this model is susceptible to side-

channel attacks. Figure 5 shows a client-server model using the packet-padding technique 

employing actual packets and anonymized packets. The actual packets are those that are exchanged 

between the client and server and are vulnerable to side-channel attacks, which was discussed in 

previous sections. The anonymized packets can reduce the severity of side-channel leaks.  

Consider packets {Q00, Q11, Q21}, as shown in Figure 5. When these packets are sent 

without any changes, they are vulnerable to side-channel attacks. But when many packets are sent 

which has the same size, then the attacker who tries to understand the pattern of the packets will 

be confused about determining their content. Packets {Q00, Q11, Q21} are padded to the highest 
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packet size among {Q00, Q11, Q21} as {Q00, Q00, Q00}, when the packet size of Q00 is greater 

than the packet size of Q11 and Q21. Suppose that the packets in {Q00, Q11 and Q21} are 7 bytes, 

6 bytes, and 5 bytes, respectively; however, when they are padded as a group, each packet will be 

7 bytes. This is shown in Table 5. Padding groups can be formed in many ways, but network 

overhead should also be taken into consideration while padding packets.  

 

 

Figure 5.  Packet padding methodology. 

TABLE 5 

PACKET-PADDING EXAMPLE 

Original Packet Original Size Padded Packet Padded Size 

Q00 7 Bytes Q00 7 Bytes 

Q11 6 Bytes Q00 7 Bytes 

P21 5 Bytes Q00 7 Bytes 
 

2.5 General Working of Web-Based Application 

According to Chen et al. [1] when a search is initiated online by using any popular search 

engine, there will be a to and from packet exchange between the client and the server due to the 

auto-suggestion capability of the search engine, which prompts suggestions for each alphabet 
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entered at a time. An eavesdropper can study patterns of these packets that traverse between the 

client and server for each alphabet typed and can predict that the next alphabet to be entered will 

have a prefix relationship with the previous alphabet entered. For each alphabet typed, the packet 

exchanged can be observed and hence the packet size can be determined.  

By examining the auto-suggestion capability of a popular search engine it can be shown 

that the traffic generated for each keystroke is unique. Thus, by correlating the packet sizes with 

the prefix alphabet entered and the next alphabet entered, the input entered by the user and the 

response received from the server can be determined [5, 6]. This process is shown in Figure 6. 

Arrows point to the flow direction of the related packet on the wire. Chen et al. [1] have explained 

instances of many such web applications. In Figure 6, packet Q00 is the first packet, which can be 

imagined as the first character entered, and Q000 is the second packet, which is generated because 

of the second character, and so on until packet Q0000. Packet Q0000 has a prefix relationship with 

Q000, and packet Q000 has a prefix relationship with packet Q00.  

 

Figure 6.  Web Application with auto-suggestion feature. 

For example, the word “ACT.” If the word “ACT” is searched on any search engine, the 

first letter typed is A, then C, and then T. Figure 6 shows the flow of packets and an example of a 
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prefix relationship. There may be many packets in both directions for each action performed. This 

prefix relationship can be imagined as a tree structure, as shown in Figure 7. 

 

Figure 7.  Example of prefix relationship. 

 
Figures 8 to 10 show sample tree structures for the following letters “p, q, r” of the English 

alphabets. These tree structures are for theoretical proof only. Practically, they can contain 

numerous contents. These structures resemble a search engine with auto-suggestion. The words at 

each stage have a prefix relationship with the previous stage, except for the first stage. 

The tree structures shown in Figures 8 to 10 are the visualizations of auto-completion 

capabilities of a web application. Therefore, each node in the tree will have unique packet bursts. 

To overcome this uniqueness, it is necessary to make every packet burst like another packet burst. 

Table 6 shows the tree structures as groups at each stage. To protect every packet’s unique 

characteristic, the optimal solution is to make every packet burst similar in size for every packet 

in its direction. But this might be a major problem for network bandwidth overhead, due to extra 

bytes being added during the process of breaking the uniqueness. 
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Figure 8.  Tree structure for alphabet “p”. 

 

Figure 9.  Tree structure for alphabet “q”. 

Figure 10.  Tree structure for alphabet “r”. 
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The process of breaking the uniqueness can be done by padding dummy bytes to the actual 

packet size. Instead of making every possible burst similar in its characteristics, an optimal solution 

could be, as explained earlier, is by forming groups and then making the packet burst 

characteristics for the packets in that group similar, which will aid in achieving a better padding 

cost due to the tailing of dummy bytes. The group formed in the tree structures is shown in Figures 

7 to 9 and is illustrated in Table 6.  

Packets corresponding to groups of enclosed words in Table 6 can be considered as one 

group and must make sure that packets are padded to the highest packet size in that group. Liu et 

al. [5, 6] have applied l-diversity and k-anonymity for group formation in an efficient way. 

TABLE 6 

GROUP FORMATION FOR TREE STRUCTURES 

 

 

          
p pa pat path patho pathos pathway possible riverfron riverfront 
q pi piz pizz pathw pathwa possibl riverfro riverside  
r po pik pike pizza pikers quizlet riversid   
 qu pos post piker possib railway    
 qa poi poss possi quizle riverfr    
 ra qui poin point quartz riversi    
 ri qua quit quite railwa reality    
 re quo quiz quizl riverf     
  qat quar quart rivers     
  rat quot quote reader     
  rai qata qatar really     
  rig rail railw realit     
  riv righ river repost     
  rea rive right repeat     
  rep read reade      
   real reall      
   repo reali      
   repe repos      
    repea      
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2.6 Application of PPDP Principle to Internet Packets 

Web-based applications may leak sensitive data and subsequently, lead to data breaching 

of user privacy. An eavesdropper can know the state transitions of an application by analyzing the 

packet size and timings. Let’s consider an example for representing the size and direction of the 

packets between a user and the search engine.  

Consider a few alphabets entered as keystrokes on any search engine, due to the auto-

suggestion capabilities, packet bursts are swapped between the client and the server. That is, packet 

burst is generated for each alphabet entered. The web browser sends b1 to the server and server 

replies with two packets of 54 bytes and s bytes for each user action. From Table 7, consider the 

keystroke ‘ab’ the (b byte) will increase with 1-byte i.e. b2+1. ‘s’ byte value not only depends on 

the present keystroke but also considers the previous user action. Evidently, an attacker can 

observe the packets corresponding to an input action by the user. An attacker can observe from 

Table 7 that the first, second and the last packet size, even after the traffic has been encrypted and 

only ‘s’ byte keeps changing. To prevent side-channel attack, packet padding mechanism can be 

used, and packet should be padded to the most dominant value in that group. 

TABLE 7  

USER INPUTS AND PACKET SIZES 

User Input Observed packet sizes with their direction 
g b1, 54, 502, 60 

ab 

b2 , 54, 509, 60 
b2+1 , 54, 507, 60 

 
                (b bytes)         (s bytes) 

 

In Table 8, the first and last columns represent ‘s’ value and user actions respectively. The 

second and third column gives options for padding packets. For illustration purposes, only two 

options are included. In general, there can be many options available.  
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From Table 8, Liu et al. [5] padded packets such that each packet size will no longer be 

unique. Each option considers all six inputs and forms two or three padding groups as illustrated 

above. In each group, the dominant value among them will be selected and padded such that all 

‘s’ values are identical. Therefore, ‘s’ values can no longer be distinguished from each other. After 

packet padding, the next objective is to select the padding option that provides the desired privacy 

and minimum cost.  

TABLE 8 

PACKET PADDING BY CONSIDERING THE ‘S’ BYTE   

‘s’ Value Packet Padding 1st and 2nd Keystroke 
 Option 1 Option 2  

409 421 
421 

501 
501 
501 

cc 
421 cd 
501 512 

512 
db 

512 545 
545 
545 

dd 
528 545 

545 
ca 

545 ac 
QI Generalization Sensitive Attribute 

 

Table 8 is like Table 3 in Section 2.2. Quasi-identifiers are packet bursts, and sensitive 

attributes are keystrokes due to user responses. Keystrokes are considered sensitive attributes 

because they are not supposed to be precisely identified by an attacker. In PPDP, to breach privacy, 

an adversary can use quasi-identifiers to identify the individual and hence determine the sensitive 

attribute associated with that individual. Section 2.4 briefly illustrates the purpose for preserving 

the privacy of users due to side-channel attacks, despite the encryption. The next section shows 

how Liu et al. [5, 6] proposed popular PPDP techniques, such as k-anonymity and l-diversity to 

Internet packets. 
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2.7 k-anonymity for Internet Packets 

 The k-anonymity technique as illustrated by Sweeney [2]; and Samarati and Sweeney [3] 

states that: “Every quasi-identifier group should have at least 𝑘 –  1 indistinguishable records.” 

Section 2.1 explained how the k-anonymity principle can be applied to data publishing to preserve 

privacy. Table 2 proved how the data in Table 1 can be anonymized for 𝑘 = 2. In Table 2, the 

quasi-identifiers were generalized and suppressed [7] to form a quasi-identifier group to reduce 

granularity. In this regard, the quasi-identifier is the burst of packets shown in Table 8. 

Corresponding to the generalization and suppression [7] technique adopted in PPDP, an 

indistinguishable quasi-identifier group can be formed by padding the packets to the dominant 

packet size in that group with a specified k-value, hence satisfying k-anonymity. Many options to 

satisfy k-anonymity by employing packet-padding are available, but the optimal solution must be 

chosen by considering network overhead and packet padding cost.  

2.7.1 Integer Composition-Based Partitions for forming groups  

Liu et al. [3] looked at partitions that are integer compositions. In Mathematics, integer 

composition is defined as a positive integer ‘n’ in which you can write ‘n’ in different ways equal 

to its sum. Consider Table 11 which shows that there are six different user actions in level 1 of the 

state-space tree. Therefore, n = 6, with user inputs as 𝒌𝒆𝒚𝟏 = {p, q, r, s, t, v}.  Liu et al. [5,6] made 

partitions based on integer composition and the data for integer composition depends on the way 

data is sorted. Even before applying their algorithm, they made sure that the Table was already 

sorted in non-decreasing order of ‘s’ bytes. Hence, integer composition of a positive integer ‘n’ 

can be written as A(n), started by Kimberling [9] as, 

A(n) = 2𝑛 − 1                                                                                                                             (2.6) 
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For n = 6, the number of integer compositions possible is 32. That is, 6 can be written in 

32 different ways. Thus, 𝒌𝒆𝒚𝟏 = {p, q, r, s, t, v} can be partitioned in 32 different ways. The integer 

composition-based partition does not consider interleaved candidates. 

Integer 6 can be written as the sum of these numbers in 32 different ways as follows: 

{ [ [6], [5, 1], [4, 2], [4, 1, 1], [3, 3], [3, 2, 1], [3, 1, 2], [3, 1, 1, 1], [2, 4], [2, 3, 1], [2, 2, 2], [2, 2, 

1, 1], [2, 1, 3], [2, 1, 2, 1], [2, 1, 1, 2], [2, 1, 1, 1, 1], [1, 5], [1, 4, 1], [1, 3, 2], [1, 3, 1, 1], [1, 2, 3], 

[1, 2, 2, 1], [1, 2, 1, 2], [1, 2, 1, 1, 1], [1, 1, 4], [1, 1, 3, 1], [1, 1, 2, 2], [1, 1, 2, 1, 1],    [1, 1, 1, 3], 

[1, 1, 1, 2, 1], [1, 1, 1, 1, 2], [1, 1, 1, 1, 1, 1] ] } 

The 𝒌𝒆𝒚𝟏 can be partitioned based on the integer composition as follows: when integer 

composition [3, 2, 1] is taken, then 𝒌𝒆𝒚𝟏 can be partitioned as {[p, q, r], [s, t], [v]} into three 

groups. In the same way, there are 32 different partitions for n = 6. Then algorithm must be applied 

to check which group satisfies k-anonymity. 

2.7.2 Applying k-Anonymity to Internet Packets 

 Liu et al. [5] made a remarkable attempt in identifying the use of applying the popular k-

anonymity technique for Internet packets. This section provides a brief explanation of their k-

anonymity algorithm. Consider raw data for four keystrokes from Table 9 with its packet bursts. 
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TABLE 9 

KEYSTROKES AND ITS PACKET BURST 

1st 

Keystroke 

Packet 

Burst 

(Bytes) 

2nd 

Keystroke 

Packet 

Burst 

(Bytes) 

3rd 

Keystroke 

Packet 

Burst 

(Bytes) 

4th 

Keystroke 

Packet 

Burst 

(Bytes) 

v 2⃗ , 3⃗⃖, 16⃖⃗ ⃗⃗⃗, 2⃗⃖ ve 5⃗ , 4⃗⃖, 13⃖⃗ ⃗⃗⃗, 2⃗⃖ vei 3⃗ , 8⃗⃖, 6⃗⃖, 2⃗⃖ vein 7⃗ , 6⃗⃖, 7⃗⃖, 2⃗⃖ 
t 2⃗ , 3⃗⃖, 10⃖⃗ ⃗⃗⃗, 2⃗⃖ ta 5⃗ , 4⃗⃖, 11⃖⃗ ⃗⃗⃗, 2⃗⃖ tap 3⃗ , 8⃗⃖, 7⃗⃖, 2⃗⃖ tape 7⃗ , 6⃗⃖, 8⃗⃖, 2⃗⃖ 
p 2⃗ , 3⃗⃖, 2⃗⃖, 2⃗⃖ pe 5⃗ , 4⃗⃖, 2⃗⃖, 1⃗⃖ pet 3⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖   
p 2⃗ , 3⃗⃖, 2⃗⃖, 2⃗⃖ pl 5⃗ , 4⃗⃖, 1⃗⃖, 1⃗⃖ plo 3⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ plot 7⃗ , 6⃗⃖, 14⃖⃗ ⃗⃗⃗, 2⃗⃖ 
p 2⃗ , 3⃗⃖, 2⃗⃖, 2⃗⃖ po 5⃗ , 4⃗⃖, 5⃗⃖, 1⃗⃖ pol 3⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ pole 7⃗ , 6⃗⃖, 14⃖⃗ ⃗⃗⃗, 2⃗⃖ 
s 2⃗ , 3⃗⃖, 7⃗⃖, 2⃗⃖ sa 5⃗ , 4⃗⃖, 8⃗⃖, 2⃗⃖ saf 3⃗ , 8⃗⃖, 12⃖⃗ ⃗⃗⃗, 2⃗⃖ safe 7⃗ , 6⃗⃖, 1⃗⃖, 2⃗⃖ 
s 2⃗ , 3⃗⃖, 7⃗⃖, 2⃗⃖ se 5⃗ , 4⃗⃖, 15⃖⃗ ⃗⃗⃗, 2⃗⃖ set 3⃗ , 8⃗⃖, 12⃖⃗ ⃗⃗⃗, 2⃗⃖   
r 2⃗ , 3⃗⃖, 5⃗⃖, 2⃗⃖ re 5⃗ , 4⃗⃖, 6⃗⃖, 2⃗⃖ red 3⃗ , 8⃗⃖, 5⃗⃖, 2⃗⃖   
r 2⃗ , 3⃗⃖, 5⃗⃖, 2⃗⃖ ra 5⃗ , 4⃗⃖, 9⃗⃖, 2⃗⃖ rac 3⃗ , 8⃗⃖, 5⃗⃖, 2⃗⃖ race 7⃗ , 6⃗⃖, 3⃗⃖, 2⃗⃖ 
q 2⃗ , 3,⃖⃗ ⃗ 1⃗⃖, 2⃗⃖ qu 5⃗ , 4⃗⃖, 3⃗⃖, 1⃗⃖ qui 3⃗ , 8⃗⃖, 3⃗⃖, 2⃗⃖ quiz 7⃗ , 6⃗⃖, 6⃗⃖, 2⃗⃖ 
q 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ qu 5⃗ , 4⃗⃖, 4⃗⃖, 2⃗⃖ qui 3⃗ , 8⃗⃖, 3⃗⃖, 2⃗⃖ quit 7⃗ , 6⃗⃖, 6⃗⃖, 2⃗⃖ 

 

In Table 10 we are considering only first two keystrokes from Table 9 to apply k-anonymity. 

TABLE 10 

PARTIAL DATA FOR FIRST TWO KEYSTROKES FROM TABLE 9 

1st 

Keystroke 

Packet Burst 

(Bytes) 
2nd Keystroke 

Packet Burst 

(Bytes) 

v 2⃗ , 3⃗⃖, 16⃖⃗ ⃗⃗⃗, 2⃗⃖ pe 5⃗ , 4⃗⃖, 2⃗⃖, 1⃗⃖ 
t 2⃗ , 3⃗⃖, 10⃖⃗ ⃗⃗⃗, 2⃗⃖ pl 5⃗ , 4⃗⃖, 1⃗⃖, 1⃗⃖ 
p 2⃗ , 3⃗⃖, 2⃗⃖, 2⃗⃖ po 5⃗ , 4⃗⃖, 5⃗⃖, 1⃗⃖ 
p 2⃗ , 3⃗⃖, 2⃗⃖, 2⃗⃖ qu 5⃗ , 4⃗⃖, 3⃗⃖, 1⃗⃖ 
p 2⃗ , 3⃗⃖, 2⃗⃖, 2⃗⃖ qu 5⃗ , 4⃗⃖, 4⃗⃖, 2⃗⃖ 
s 2⃗ , 3⃗⃖, 7⃗⃖, 2⃗⃖ re 5⃗ , 4⃗⃖, 6⃗⃖, 2⃗⃖ 
s 2⃗ , 3⃗⃖, 7⃗⃖, 2⃗⃖ ra 5⃗ , 4⃗⃖, 9⃗⃖, 2⃗⃖ 
r 2⃗ , 3⃗⃖, 5⃗⃖, 2⃗⃖ sa 5⃗ , 4⃗⃖, 8⃗⃖, 2⃗⃖ 
r 2⃗ , 3⃗⃖, 5⃗⃖, 2⃗⃖ se 5⃗ , 4⃗⃖, 15⃖⃗ ⃗⃗⃗, 2⃗⃖ 
q 2⃗ , 3,⃖⃗ ⃗ 1⃗⃖, 2⃗⃖ ta 5⃗ , 4⃗⃖, 11⃖⃗ ⃗⃗⃗, 2⃗⃖ 
q 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ ve 5⃗ , 4⃗⃖, 13⃖⃗ ⃗⃗⃗, 2⃗⃖ 
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Following are the steps used to apply k-anonymity to any raw data, such as that in Table 9. 

 Steps for k-Anonymity 

       Step 1: Consider all packet bursts for each keystroke from the first keystroke to the 𝑛𝑡ℎ  

keystroke. Represent the keystroke as 𝐾𝑒𝑦𝑖, denote packet bursts for each 𝑖𝑡ℎ key as 𝑃𝑖, where 1 ≤

𝑖 ≤ 𝑛. 

Step 2: Sort the data in non-decreasing order of the packet sizes (sorting is based on ‘s’ 

byte).  

Step 3: Consider the sorted data for 𝑖𝑡ℎ keystroke 𝐾𝑒𝑦𝑖 and its respective packet bursts 𝑃𝑖, 

and form groups based on given privacy parameter k such that there are at least 𝑘 − 1 other 

keystrokes in every group. 

Step 4: Groups are formed based on integer composition as mentioned in section 2.7.1. 

Step 5: Then, pad the packets to the highest packet size in that group with its identical 

packet orientation in the packet burst and choose optimum cost partition option from multiple 

group partitions. 

Step 6: Once the optimum partition option is considered for the first keystroke, then choose 

the candidates for group formation for the second keystroke which has prefix relationship with the 

k-anonymous group formed for the first keystroke, and here, choose the optimum cost partition 

option. Let the process continue until the 𝑛𝑡ℎ keystroke, one after the other. 

Step 7: Finally, we will have a k-anonymous packet bursts scheme for a valid set of user 

actions, such as voice recognition, mouse click, keystrokes, or touch screen mobile/computer 

devices, and many others. 

Table 11 indicates two k-anonymous partition options, there might be many k-anonymous 

partition options but, for making the illustration understandable two are used. There are three 
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groups in option 1, with two packet bursts each in one group, and there are two groups in option 

2, with four packet bursts in the first group and two packet bursts in the second group for the first 

keystroke packet burst. Similarly, groups are formed for the second keystroke with two options. 

Table 11 shows the k-anonymous version of Table 10 with k-anonymous packet burst 

groupings for 𝑘 = 2, representing how the groupings have helped in removing the uniqueness that 

the packets showed for each keystroke. 

TABLE 11 

k-ANONYMOUS PACKET BURST GROUPINGS FOR k = 2 WITH PADDING COST 

First 

Keystroke 

Actual 

Packet 

Burst 

in Bytes 

k-Anonymous 

Packet Bursts 

in Bytes for 

First Keystroke 

Second 

Keystroke 

Actual 

Packet 

Burst 

in Bytes 

k- Anonymous 

Packet Bursts 

in Bytes for 

Second Keystroke 

  Group Options   Group Options 

  Option 1 Option 2   Option 1 Option 2 

p 2⃗ , 3⃗⃖, 2⃗⃖, 2⃗⃖ 2⃗ , 3⃗⃖, 4⃗⃖, 2⃗⃖ 
2⃗ , 3⃗⃖, 4⃗⃖, 2⃗⃖ 

2⃗ , 3⃗⃖, 7⃗⃖, 2⃗⃖ 
2⃗ , 3⃗⃖, 7⃗⃖, 2⃗⃖ 
2⃗ , 3⃗⃖, 7⃗⃖, 2⃗⃖ 
2⃗ , 3⃗⃖, 7⃗⃖, 2⃗⃖ 

pe 5⃗ , 4⃗⃖, 2⃗⃖, 1⃗⃖ 5⃗ , 4⃗⃖, 4⃖⃗, 2⃗⃖ 

5⃗ , 4⃗⃖, 4⃖⃗, 2⃗⃖ 
5⃗ , 4⃗⃖, 8⃗⃖, 2⃗⃖ 
5⃗ , 4⃗⃖, 8⃗⃖, 2⃗⃖ 
5⃗ , 4⃗⃖, 8⃗⃖, 2⃗⃖ 
5⃗ , 4⃗⃖, 8⃗⃖, 2⃗⃖ 

q 2⃗ , 3⃗⃖, 4⃗⃖, 2⃗⃖ qu 5⃗ , 4⃗⃖, 4⃗⃖, 2⃗⃖ 

r 2⃗ , 3⃗⃖, 5⃗⃖, 2⃗⃖ 2⃗ , 3⃗⃖, 7⃗⃖, 2⃗⃖ 
2⃗ , 3⃗⃖, 7⃗⃖, 2⃗⃖ 

re 5⃗ , 4⃗⃖, 6⃗⃖, 2⃗⃖ 5⃗ , 4⃗⃖, 8⃖⃗, 2⃗⃖ 

5⃗ , 4⃗⃖, 8⃖⃗, 2⃗⃖ s 2⃗ , 3⃗⃖, 7⃗⃖, 2⃗⃖ sa 5⃗ , 4⃗⃖, 8⃗⃖, 2⃗⃖ 

t 2⃗ , 3⃗⃖, 8⃗⃖, 2⃗⃖ 2⃗ , 3⃗⃖, 16⃖⃗ ⃗⃗⃗, 2⃗⃖ 
2⃗ , 3⃗⃖, 16⃖⃗ ⃗⃗⃗, 2⃗⃖ 

2⃗ , 3⃗⃖, 16⃖⃗ ⃗⃗⃗, 2⃗⃖ 
2⃗ , 3⃗⃖, 16⃖⃗ ⃗⃗⃗, 2⃗⃖ 

ta 5⃗ , 4⃗⃖, 11⃖⃗ ⃗⃗⃗, 2⃗⃖ 5⃗ , 4⃗⃖, 13⃖⃗ ⃗⃗⃗, 2⃗⃖ 
5⃗ , 4⃗⃖, 13⃖⃗ ⃗⃗⃗, 2⃗⃖ 

5⃗ , 4⃗⃖, 13⃖⃗ ⃗⃗⃗, 2⃗⃖ 
5⃗ , 4⃗⃖, 13⃖⃗ ⃗⃗⃗, 2⃗⃖ v 2⃗ , 3⃗⃖, 16⃖⃗ ⃗⃗⃗, 2⃗⃖ ve 5⃗ , 4⃗⃖, 13⃖⃗ ⃗⃗⃗, 2⃗⃖ 

Total Padding Costs 12 bytes 18 bytes  6 bytes 14 bytes 

SA QI Generalization SA QI Generalization 
 

Table 11 is formed by following the steps explained earlier in this section. Padding cost is 

nothing more than extra bytes that are required for padding during group formation. Table 12 

shows the padding cost for each partition option for each keystroke. When option 1 for the first 

keystroke is chosen, then option 1 for the second keystroke is a valid candidate, because members 
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of the groups formed for the second keystroke should have their prefix keystroke in the same group 

in the previous keystroke group. According to the steps illustrated earlier, option 1 has less padding 

cost when compared to option 2 for the first keystroke; therefore, it is chosen as the optimum 

padding cost group and then its corresponding groups which have a prefix relationship with the 

first keystroke group in the second keystroke is chosen. Repeating the algorithm, optimum padding 

 cost partition option is chosen if the available partition options are numerous. This process 

continues until the 𝑛𝑡ℎ  keystroke. 

TABLE 12 

PADDING COST FOR TABLE 11 

 
2.7.3  Limitations of k-Anonymity for Internet packets  

  Liu et al. [5] have proposed an algorithm which works efficiently only for small groups of 

keystrokes, but not on multiple keystrokes. Some of the drawbacks of this procedure are treating 

all user actions equally, higher padding costs, and network overheads for forming the groups. 

According to Table 12 illustrated above, option 1 for the 1st and 2nd keystroke will be selected by 

acquiring a total padding cost of 12 bytes + 6 bytes = 18 bytes. Here, the algorithm compares the 

cost of a parent node and not the child nodes. The algorithm should compare both parent and child 

node to get the minimum cost. It should traverse the tree from the first keystroke to nth keystroke 

and then check the minimum cost among them.  

Padding Cost for 
First Keystroke 

Option 1: 12 bytes 

 Group 1 {p, q} 
Group 2 {r, s} 
Group 3 {t, v} 

Padding Cost for 
Second Keystroke 
Option 1: 6 bytes 

  Group 1 {pe, qu} 
 Group 2 {re, sa} 
 Group 3 {ta, ve} 

Padding Cost for 
First Keystroke 

Option 2: 18 bytes 

    Group 1 {p, q, r, 
s} 

 Group 2 {t, v} 

Padding Cost for 
Second Keystroke 
Option 2: 14 bytes 

  Group 1 {pe, qu} 
 Group 2 {re, sa} 
 Group 3 {ta, ve} 
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2.8 l-Diversity for Internet Packets 

Section 2.3 discusses the demerits of k-anonymity as proved by Machanavajjhala et al. [4] 

and how l-diversity helps to overcome the challenges of k-anonymity. Liu et al. [5,6] demonstrated 

how l-diversity can be applied to Internet packet bursts in place of k-anonymity. The l-diversity 

principle gives equal preference to each input, but each input will have some associated weight, 

which denotes the frequency of occurrence. Weight can be determined on a scale, for instance, 

several times per million action inputs (user entered sequence of keystrokes) or the number of 

mouse clicks per minute while using an application, etc. Therefore, it is ideal to use l-diversity on 

the weights and form an equivalence group or a quasi-identifier group.  

2.8.1 Applying l-Diversity to Internet Packets 

l-diversity is an enhancement to k-anonymity principle in overcoming or reducing the 

network overheads and packet padding cost. The algorithm proposed by Liu et al. [5,6] for l-

diversity is as follows: There is a similarity in the steps for k-anonymity, but there is an extra 

rendition with each keystroke assigned to a weight/frequency which makes this method more 

efficient than k-anonymity. Liu et al. [5] used one of the three known essences of the l-diversity 

principle. The different essences of l-diversity, as discussed in Section 2.2, are as follows: distinct 

l-diversity, entropy l-diversity, and recursive (c, l)-diversity [4]. 

Based on the definition of l-diversity principle, in any quasi-identifier group, the sensitive 

attribute should be at least l well represented. If all groups in the Table satisfy l-diversity, then the 

whole Table is l-diverse. Liu et al. [5,6] proposed distinct l-diversity and checked whether each 

equivalence class has the probability of occurrence of each user interaction/keystroke being less 

than or equal to 1/𝑙 to satisfy l-diversity. If all equivalence classes satisfy l-diversity, then the 

whole Table is said to be l-diverse.  
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Following are the steps used to apply l-diversity to any raw data, such as that in Table 9. 

Steps for l-Diversity 

Step 1: Consider all packet bursts for each keystroke from the first keystroke to the 𝑛𝑡ℎ  

keystroke. Represent the keystroke as 𝐾𝑒𝑦𝑖 and denote packet bursts for each 𝑖𝑡ℎ key as 𝑃𝑖 such 

that 1 ≤ 𝑖 ≤ 𝑛.                                                                                                                                                

Step 2: Denote weight as 𝑊 (𝑊 is used to calculate the probability of occurrence) for each 

keystroke and sort the data in non-increasing order with respect to 𝑊.   

Step 3: Consider the sorted data for 𝑖𝑡ℎ keystroke 𝐾𝑒𝑦𝑖 and its respective packet bursts 𝑃𝑖, 

and form groups based on given privacy parameter l such that each keystroke in a certain group is 

≤ 1/𝑙 . 

Step 4: Groups are formed based on integer composition as mentioned in section 2.7.1. 

Step 5: Then, pad the packets to the highest packet size in that group with its identical 

packet orientation in the packet bursts and choose optimum cost partition option from multiple 

group partitions. 

Step 6: Once the optimum partition option is chosen for the first keystroke, then choose 

the candidates for group formation for the second keystroke which has prefix relationship with the 

l-diverse group formed for the first keystroke, and here again, choose the most optimum cost 

partition option. Continue the process until the 𝑖𝑡ℎ keystroke, one after the other. 

Step 7: Finally, we will have an l-diverse packet bursts scheme for a valid set of user 

interactions, such as mouse click, voice recognition, keyboard entered keystrokes, or touch screen 

mobile/computer devices, among others. 

Table 13 is almost like Table 10 but with each keystroke having a weight associated with it.  

Associate weights to the inputs are as follows: 
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For first keystroke {p, q, r, s, t, v} = {30, 29, 18, 20, 15, 16},  

and for second keystroke {pe, qu, re, sa, ta, ve} = {35, 30, 18, 19, 15, 16} 

Table 13 represents l-diverse partition options. The padding groups are illustrated with an 

absence of horizontal lines. Table 13 was formed by following the steps explained in the earlier 

section. Padding cost is the extra bytes required for padding during group formation. 

TABLE 13 

l-DIVERSIFIED PACKET BURST GROUPINGS FOR 𝑙 ≤ 1.5 

First 
Keystroke 

Actual 
Packet 
Burst 

in Bytes 

l-diversified Packet 
Bursts in Bytes for 

First Keystroke 

Second 
Keystroke 

Actual 
Packet 
Burst 

in Bytes 

l-diversified Packet 
Bursts in Bytes for 
Second Keystroke 

 Weight  
Group Options 

 Weight  
Group Options 

Option 1 Option 2 Option 1 Option 2 

p 30 2⃗ , 3⃗⃖, 2⃗⃖, 2⃗⃖ 
2⃗ , 3⃗⃖, 7⃗⃖, 2⃗⃖ 
2⃗ , 3⃗⃖, 7⃗⃖, 2⃗⃖ 
2⃗ , 3⃗⃖, 7⃗⃖, 2⃗⃖ 
2⃗ , 3⃗⃖, 7⃗⃖, 2⃗⃖ 

2⃗ , 3⃗⃖, 4⃗⃖, 2⃗⃖ 
2⃗ , 3⃗⃖, 4⃗⃖, 2⃗⃖ 

pe 35 5⃗ , 4⃗⃖, 2⃗⃖, 1⃗⃖ 
5⃗ , 4⃖⃗, 8⃗⃖, 2⃗⃖ 
5⃗ , 4⃖⃗, 8⃗⃖, 2⃗⃖ 
5⃗ , 4⃖⃗, 8⃗⃖, 2⃗⃖ 
5⃗ , 4⃖⃗, 8⃗⃖, 2⃗⃖ 

5⃗ , 4⃗⃖, 4⃗⃖, 2⃗⃖ 
5⃗ , 4⃗⃖, 4⃗⃖, 2⃗⃖ q 29 2⃗ , 3⃗⃖, 4⃗⃖, 2⃗⃖ qu 30 5⃗ , 4⃗⃖, 4⃗⃖, 2⃗⃖ 

s 20 2⃗ , 3⃗⃖, 7⃗⃖, 2⃗⃖ 
2⃗ , 3⃗⃖, 16⃖⃗ ⃗⃗⃗, 2⃗⃖ 
2⃗ , 3⃗⃖, 16⃖⃗ ⃗⃗⃗, 2⃗⃖ 
2⃗ , 3⃗⃖, 16⃖⃗ ⃗⃗⃗, 2⃗⃖ 
2⃗ , 3⃗⃖, 16⃖⃗ ⃗⃗⃗, 2⃗⃖ 

sa 19 5⃗ , 4⃗⃖, 8⃗⃖, 2⃗⃖ 
5⃗ , 4⃗⃖, 13⃖⃗ ⃗⃗⃗, 2⃗⃖ 
5⃗ , 4⃗⃖, 13⃖⃗ ⃗⃗⃗, 2⃗⃖ 
5⃗ , 4⃗⃖, 13⃖⃗ ⃗⃗⃗, 2⃗⃖ 
5⃗ , 4⃗⃖, 13⃖⃗ ⃗⃗⃗, 2⃗⃖ 

r 18 2⃗ , 3⃗⃖, 5⃗⃖, 2⃗⃖ re 18 5⃗ , 4⃗⃖, 6⃗⃖, 2⃗⃖ 

v 16 2⃗ , 3⃗⃖, 16⃖⃗ ⃗⃗⃗, 2⃗⃖ 2⃗ , 3⃗⃖, 16⃖⃗ ⃗⃗⃗, 2⃗⃖ 
2⃗ , 3⃗⃖, 16⃖⃗ ⃗⃗⃗, 2⃗⃖ 

ve 16 5⃗ , 4⃗⃖, 13⃖⃗ ⃗⃗⃗, 2⃗⃖ 5⃗ , 4⃗⃖, 13⃖⃗ ⃗⃗⃗, 2⃗⃖ 
5⃗ , 4⃗⃖, 13⃖⃗ ⃗⃗⃗, 2⃗⃖ t 15 2⃗ , 3⃗⃖, 8⃗⃖, 2⃗⃖ ta 15 5⃗ , 4⃗⃖, 11⃖⃗ ⃗⃗⃗, 2⃗⃖ 

Total Padding Costs 18 bytes 30 bytes  14 bytes 16 bytes 

SA  QI Generalization SA  QI Generalization 
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TABLE 14 

PADDING COST FOR TABLE 13 

 

 

Table 14 shows the padding cost for each partition option for each keystroke. Therefore, 

when option 1 for the first keystroke is chosen, then option 1 for the second keystroke is the valid 

candidate because members of the groups formed for the second keystroke should have the prefix 

keystroke in the same group as in the previous keystroke group. Option 1 has less padding cost 

compared to option 2 for the first keystroke; therefore, option 1 is chosen as the optimum padding 

cost group, and then its corresponding group, which has a prefix relationship with the first 

keystroke group in the second keystroke, is chosen. Again, here the optimum padding cost partition 

option is to be chosen if the available partition options are many. This process continues until the 

𝑛𝑡ℎ keystroke. 

Tables 15 and 16 show the calculations for distinct l-diversity for the data provided in Table 

11 for  𝑙 = 1.5,
1

𝑙
=

1

1.5
= 0.66 

 

 

 

 

 

Padding Cost for 
First Keystroke 
Option 1: 18 bytes 

 
Group 1 {p, q, s, r} 
 Group 2 {v, t} 

 

Padding Cost for 
Second Keystroke 
Option 1: 14 bytes 

Group 1 {pe, qu, re, ve} 
Group 2 {sa, ta} 

Padding Cost for 
First Keystroke 
Option 2: 30 bytes 

 Group 1 {p, q} 
 Group 2 {s, r, v, t} 

 

Padding Cost for 
Second Keystroke 
Option 2: 16 bytes 

Group 1 {pe, qe} 
Group 2 {sa, re, ve, ta} 
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TABLE 15 

l -DIVERSITY CALCULATIONS FOR THE FIRST KEYSTROKE 

 
First Keystroke Option 1 

 
Groups Weights 

Group 1 {p, q, s, r} 
Group 2 {v, t} 

{30, 29, 20, 18} 
{16,15} 
 

 

Calculations 

Group 1: 
 

30

30 + 29 + 20 + 18
≤ 1/𝑙 

29

30 + 29 + 20 + 18
≤ 1/𝑙 

20

 30 + 29 + 20 + 18
≤ 1/𝑙 

18

 30 + 29 + 20 + 18
≤ 1/𝑙 

Group 2: 
 

16

16 + 15
≤ 1/𝑙 

 
15

16 + 15
≤ 1/𝑙 

 
First Keystroke Option 2 

 
Groups Weights 

Group 1 {p, q} 
Group 2 {s, r, v, t} 
 

{30, 29} 
{20, 18, 16, 15} 

 

Group 1: 
 

30

30 + 29
≤ 1/𝑙 

29

30 + 29
≤ 1/𝑙 

Group 2: 
 

20

20 + 18 + 16 + 15
≤ 1/𝑙 

18

20 + 18 + 16 + 15
≤ 1/𝑙 

16

20 + 18 + 16 + 15
≤ 1/𝑙 

15

20 + 18 + 16 + 15
≤ 1/𝑙 
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TABLE 16 

l-DIVERSITY CALCULATIONS FOR SECOND KEYSTROKE 

 
Second Keystroke Option 1 

 
Groups Weights 

Group 1{pe, qu, re, ve} 
Group 2 {sa, ta} 

{35,30,18,16} 
{19,15} 

 
 
 
 
 
 
 

Calculations 

Group 1: 
 

35

35 + 30 + 18 + 16
≤ 1/𝑙 

30

35 + 30 + 18 + 16
≤ 1/𝑙 

18

35 + 30 + 18 + 16
≤ 1/𝑙 

16

35 + 30 + 18 + 16
≤ 1/𝑙 

 
 

Group 2: 
 

19

19 + 15
≤ 1/𝑙 

15

19 + 15
≤ 1/𝑙 

 
 

Second Keystroke Option 2 
 

Groups Weights 
Group 1 {pe,qu} 
Group 2 {sa,re,ve,ta} 

{35,30} 
{19,18,16,15} 

 

Group 1: 
 

35

35 + 30
≤ 1/𝑙 

30

35 + 30
≤ 1/𝑙 

 
 

Group 2: 
 

19

19 + 18 + 16 + 15
≤ 1/𝑙 

18

19 + 18 + 16 + 15
≤ 1/𝑙 

16

19 + 18 + 16 + 15
≤ 1/𝑙 

15

19 + 18 + 16 + 15
≤ 1/𝑙 
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2.8.2 Limitations of l-Diversity for Internet packets  

This section explains the drawbacks of l-diversity method. Three major drawbacks have 

been identified:  

• Identifying the optimum padding cost groups – According to the Table 14 illustrated above, 

option 1 for the 1st and 2nd keystroke will be selected by acquiring a total padding cost of 

12 bytes + 6 bytes = 18 bytes. Here, the algorithm compares the cost of a parent node and 

not the child nodes. The algorithm should compare both parent and child node to get the 

minimum cost. It should traverse the tree from the first keystroke to nth keystroke and then 

check the minimum cost among them.  

• Considering the probabilities while computing padding cost – major focus on l-diversity 

is about finding the probability of instances of each user action.  

For example, let A= {p, q, s} be a group formed with {30,29,20} as weight and denote the 

probability of instance as ‘prob’. Then 𝑝𝑟𝑜𝑏(p|𝐴) =  
30

30+29+20
= 0.37 ‘p’ occurs 37% of 

the time,𝑝𝑟𝑜𝑏(q|𝐴) =
29

30+29+20
= 0.36 ‘𝑞’ occurs 36% of the time,  𝑝𝑟𝑜𝑏(s|𝐴) =

20

30+29+20
= 0.25 ‘𝑠’ occurs 25% of the time. For an instance, the padding cost for ‘p’ is 

𝑝𝑎𝑑𝑑𝑖𝑛𝑔 𝑐𝑜𝑠𝑡 ∗  𝑝𝑟𝑜𝑏(p|𝐴) = 5 𝑏𝑦𝑡𝑒𝑠 ∗ 0.37 = 1.85 𝑏𝑦𝑡𝑒𝑠, similarly for ‘q’ is 

𝑝𝑎𝑑𝑑𝑖𝑛𝑔 𝑐𝑜𝑠𝑡 ∗  𝑝𝑟𝑜𝑏(q|𝐴) = 6 𝑏𝑦𝑡𝑒𝑠 ∗ 0.36 = 2.16 𝑏𝑦𝑡𝑒𝑠, similarly for ‘s’ is 

𝑝𝑎𝑑𝑑𝑖𝑛𝑔 𝑐𝑜𝑠𝑡 ∗  𝑝𝑟𝑜𝑏(s|𝐴) = 4 𝑏𝑦𝑡𝑒𝑠 ∗ 0.25 = 1 𝑏𝑦𝑡𝑒𝑠.  

 The total padding cost for Group ‘A’ will be 5.01 bytes. Therefore, the padding cost for 

each group must be determined first, and then choose an optimum padding cost from the 

groups. 

• Considering all feasible partitions while establishing groups – Initially, the algorithm 

showed that the raw information is sorted in non-increasing order and a group is made 
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based on the integer composition. For example, from Table 13, {p, q, v} and {s, r, t}, which 

hold weights {30, 29, 16} and {20, 18, 15}, respectively, are valid l-diverse groups. But in 

this algorithm, they only consider the candidates for groupings that are in the order of the 

sorted raw information. Therefore, it can be concluded that by skipping feasible partitions, 

the algorithm has proved inefficiency in providing a best-cost algorithm. 

2.9 Improved l-Diversity for Internet packets 

The existing work on k-anonymity and l-diversity enlightens the deficiencies of the 

algorithms proposed by Liu et al. [5,6]. In this section, a new solution for the existing work is 

established providing an efficient improved l-diversity method for implementation of Internet 

packets. A better working algorithm is presented that makes better minimal-cost padding decisions 

and provides privacy with less network overhead.  

2.9.1 Mathematical System Modeling  

When the user provides input to the web application the user action would result in the 

transfer of data and management request which leads to the generation of packet burst from client 

to server and vice-versa. Here, the user action can be of the form: pressing key, mouse-click, voice 

or screen touch. In Section 2.5 we discussed a few tree structures which represent the auto-

suggestion feature. So, a web-based application can be considered as a tree structure such that 

every stage within the tree structure has a prefix relationship with the previous stage i.e. parent-

child relationship, except the initial stage. Figure 11 shows the basic illustration of a web-based 

application as a tree structure with auto-suggestion feature as an example.  
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Figure 11. Example of a tree structure with auto-suggestion feature. 

 
Considering the set of possible actions {p, q, r, s, t, v, s} from the above tree structure. Let 

Σ = {a1, a2, a3, a4…….an} be a finite set of alphabets of an atomic user input action, let Σ∗ be the finite 

set of strings over the alphabet Σ and Ɛ is the initial stage of length 0. A vocabulary is a subset of 

Σ∗ i.e. vocabulary contains the strings defined in Σ∗.  For example, vocabulary V = {pet, quiz, quit, 

red, safe, tape, vein} represented above in Figure 11. It is assumed that the action sequence given 

by any user is confined to the application’s vocabulary. 

Referring to Figure 11, when a user inputs one action after another, the web-based 

application makes the transition from one level to another. Here, levels refer to the transition made 

by each alphabet. From the above state space tree structure, the root node corresponds to the initial 

state of the tree represented by Ɛ with length 0. Every other node after Ɛ is labeled from Σ. For any 

0  1    2         3         4 LEVELS 
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user input 𝑎𝑖  ∈  Σ  [8], state S has at most one child 𝑎𝑖 such that it is a possible user action in that 

state. By defining the prefix of any node S in the tree structure, the string 𝜔 ∈ Σ∗ is obtained by 

traversing the tree from the root node to the parent node of S. Tuple (𝜔, 𝑎) is uniquely identified 

as any node S, where 𝜔 is the prefix and 𝑎 is the label. They denoted the state space of the web-

based application as 𝑆 ⊆ (Σ × Σ∗). 

As the user enters some sequence of user actions such as keystrokes, mouse clicks or voice, 

the web-based application traverses across different nodes from the root node to the end of some 

path of the state space tree. As each node is visited, network traffic is generated by the application 

and to and from network packets are exchanged between remote peers.  

Consider, any integer 𝑘 ≥ 1, we state that �⃗�  denotes the outgoing packets and �⃖⃗� as an 

incoming packet of 𝑘 bytes. The authors of [8] have stated the following, assume 𝔹 =

 {5⃗ , 5⃗⃖, 6⃗ , 6⃗⃖, 7⃗ , 7⃗⃖, ………… . . } to be the set of all directional packet sizes and 𝔹∗ represents all the 

possible finite sequence of directional packets. An element considered from 𝔹∗ is the burst of 

network activity for any input from the user action such as keystrokes.   

The packet burst as a network action is triggered by the application by traversing the state 

space tree. This can be represented as 𝜎: 𝑆 → 𝔹∗ [8], which states that when each state is traversed 

from one level to another – the web-based application receives user actions and a burst of network 

action is produced, where ′𝜎′ is the signature which can be captured by the eavesdropper. These 

signatures can be obtained from any well-known web-based application, the application encrypts 

all the packets and the adversary who knows the signature of this application can simply guess the 

network packet bursts by figuring out the user’s online activity.  
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2.9.2 Signature Transformation 

There are two conditions that must be satisfied for an adversary to know the user’s online 

activity by observing the packets exchanged. Firstly, if the adversary has good knowledge about 

the application then it is easy to learn the signature after certain experiments. Second, the 

application signature should be a one-to-one function, so that there are unique packet bursts for all 

the user inputs. So, the one-to-one function is defined as the function where every element 

corresponds to exactly only one element of the domain. 

When the application visits the internal states 𝑆𝑡1, 𝑆𝑡2, 𝑆𝑡3, ……… . .., the corresponding 

packet bursts can be considered as 𝜎(𝑆𝑡1), 𝜎(𝑆𝑡2), 𝜎(𝑆𝑡3 ),…………… produced on the network. 

Bagai and Chandrashekar. [8] mainly focused on the second condition to present a technique which 

lowers the degree of injectivity. 

2.9.3 Representation of Canonical Burst  

Bagai and Chandrashekar. [8] introduced a canonical representation of packet bursts where 

�̂� is the vector consisting of packet burst with its respective direction i.e.  �̂� = {0⃗ ,0⃗⃖} belongs to 𝔹 

for any 𝑏 ∈ �̂�, 𝑠(𝑏) ≥ 0 be the size of b and let 𝑑(𝑏) represent the direction of b. �̂�∗ is said to be 

canonical if the following apply: 

a) At least one packet should be present i.e. 𝑛 ≥  1 

b) The first packet should have an outgoing packet from the client which can be       

         represented as 𝑑(𝑏1) = →. 

c) For all 𝑖 ∈  {1, 2, 3,4……… . . , 𝑛 − 1} 

i) then 𝑑(𝑏𝑖)  ≠ 𝑑(𝑏𝑖+1) i.e. one after another outgoing packet should not be there. 

ii) If 𝑠(𝑏𝑖) = 0, then the next packet (𝑏𝑖+1) cannot be zero, that is, no two adjacent 

packets are of size 0. 
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Ex: - {0⃗ ,0⃗⃖}or {0⃗ , 0⃗  }is not valid. 

This canonical illustration has been assumed in Bagai and Chandrashekar. [8] work. 

Moreover, the above-explained sequence is called trimmed, if 𝑛 >  1 implies 𝑠(𝑏𝑛)  ≠ 0. Table 

17 shows a couple of samples of canonical burst representations. This type of illustration is 

assumed for all packet bursts and is considered in improved l-diversity. 

TABLE 17 

CANONICAL BURST REPRESENTATION EXAMPLE 

Example Burst in 𝔹∗ Trimmed Canonical 
Representation in �̂�∗ 

( ) (0⃗ ) 

(4⃗⃖, 7⃗⃖, 5,⃗⃗  5,⃗⃗  2⃗ ,) (0⃗ , 4⃗⃖, 0⃗ , 7⃗⃖, 5,⃗⃗  0⃗⃖, 5⃗ , 0⃗⃖, 2⃗ ) 

(3⃗ , 9⃗  ) (3⃗ , 0⃗⃖, 9⃗  ) 

 
2.9.4 Reducing one-to-one function of an application’s signature 

Liu et al. [5,6] have explained how the uniqueness of a packet can be broken by forming 

groups for different tree structures. As an example, let’s consider four states p, q, r, s in level 1. 

Suppose the original signature of these states are given and these states have distinct signatures 

such that when a user performs any of the actions, it will precisely reveal the hidden action when 

observed by an eavesdropper. The packets corresponding to the actions in the Table should be 

made identical.  Liu et al. [5, 6] discussed this unification of packet bursts for k-anonymity and l-

diversity.  

For ease, Table 18 shows the canonical representation of packet bursts, Table 19 shows 

how the uniqueness can be removed by the unification of signatures by forming groups. Hence, as 

shown in Table 19 {p, s} and {q, r} are unified such that eavesdropper cannot guess which action 

was entered by the user. 
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TABLE 18 

CANONICAL REPRESENTATION OF SIGNATURES 

User Action Signature (Packet Burst) 

P 8⃗ , 5⃗⃖, 3⃗ , 6⃗⃖ 

Q 2⃗ , 0⃗⃖, 4⃗ , 5⃗⃖, 9⃗ , 8⃗⃖, 7⃗  

R 8⃗ , 3⃖⃗, 6⃗ , 5⃗⃖, 5⃗ , 9⃗⃖, 6⃗ , 6⃗⃖ 

S 6⃗ , 5⃗⃖, 6⃗ , 3⃗⃖, 9⃗  
 

TABLE 19 

SIGNATURE UNIFICATION 

User Action Signature (Packet Burst) 

{p, s} 8⃗ , 5⃗⃖, 6⃗ , 6⃗⃖, 9⃗  

{q, r} 8⃗ , 3⃗⃖, 6⃗ , 5⃗⃖, 9⃗ , 9⃗⃖, 7⃗ , 6⃗⃖ 
 
2.9.5 System Reconfiguration for Dummy Bytes 

System reconfiguration of dummy bytes can be explained mathematically in terms of 

organizing it as a 4-tuple:  

< α, β, Γ, ∆ > 

where α and β are fixed-length fields where α contains the actual data and β contains the dummy 

bytes added to the actual packet. Γ is the α-bytes portion that has the actual data and ∆ is the β-

byte portion. To any eavesdropper (α + β) bytes block will appear, he cannot know the value of α 

and β separately. For example, if α= 10 and β=2, an eavesdropper can only see (α + β) = 12. 

2.9.6 Assuring Privacy using l-Diversity  

A well-known technique of Sweeney [2,3] known as k-anonymity states that “In any Table 

for every record, there are at least k - 1 indistinguishable other records”, such that for any value k 
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ensuring a minimum level of privacy for every individual. Liu et al. [5,6] used this technique and 

further improved it by padding the packets into the web application. Even though the algorithm 

was explained completely, one of the main limitations was that the algorithm did not consider the 

best padding cost group in each stage. Bagai and Chandrashekar. [8] tried to overcome this 

limitation. Considering each possible k-anonymous partition k-anonymity should be checked for 

each candidate i.e. for every child in the group. This process must be continued until the nth level 

of the application’s state space tree. When cost is calculated, every partition that is present at each 

level should be considered. 

Liu et al. [5,6] constructed a minimal cost solution for l-diversity, which failed due to the 

following reasons: Firstly, they did not identify the best padding cost groups. Secondly, the method 

of considering probabilities while calculating the padding cost and finally, the most important 

shortfall that must be considered is choosing all available partitions while forming all groups. 

These limitations have already been explained in the earlier section 2.8.2. 

Considering all the deficiencies from Liu et al. [5,6], the most important aspect was not 

considering the inter-leaved partitions which included considering set partitions. Liu et al. [5,6] 

considered integer composition for partitions. Liu et al. [5,6] made partitions based on integer 

composition and the data for integer composition depends on the way data is sorted. Even before 

applying their algorithm, they made sure that the Table was already sorted in descending order of 

weight 

Set Partitions  

Set partitions include interleaved partitions but integer compositions don’t consider the 

interleaved partitions. Set partitions don’t consider the order of data, they consider all possible 

subsets of a set. For example, if key1 = {p, q, r, s, t, v} then {p, v} can also be a group unlike 
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integer composition. In integer composition {p, v} cannot form a group because candidates for a 

group should be adjacent to the already selected candidate during partition. So, if n=6, then the 

possible number of set partitions will be 203, which is considering more than integer composition. 

The total number of set partitions for a given number ‘n’ is called Bell number. Bell is named after 

a famous mathematician E. Bell [10]. Bagai and Chandrashekar. [8] used Bell number to calculate 

the partitions and can be calculated using the recursive equation given by Mansour [ 11], for m > 

0 equation can be written as: 

B(m) = ∑ (
𝑚 − 1

𝑖
) 𝑏𝑖

𝑚−1
𝑖=0                                                                                                            (2.7) 

As Liu et al. [5,6] considered integer composition and not set partitions. If they had 

considered set partitions, they would have got more partitions to form l-diverse groupings with the 

best padding cost. Raw data is fed to the algorithm to generate set partitions. Algorithms which 

generates successive set partitions in constant time was given by Kawano and Nakano [12] and 

other algorithms proposed for generating set partitions by Er [13] and Thanh and Thanh [14]. 

When the raw data is fed as input, it will give you output to form groups using set partitions which 

will be considered for l-diversity. When all possible partitions are formed, we will use the 

partitions that satisfy l-diversity. The candidates in the other levels with prefix relationship with 

the previous levels must also satisfy l-diversity, this will continue till the last stage. 

 Recalling the definition of l-diversity, which states that the probability of occurrence of 

each user actions/keystrokes should be less than or equal to 1/l to satisfy l-diversity. Consider any 

state 𝑆 ∈ 𝕊, let f(S) be the expected frequency of occurrence on a fixed scale such that weight of S 

can be number of times per million action inputs (keystrokes entered by the user) or usage of an 

application per hour etc. Denote a group of states as 𝐺 ⊆𝕊 and 𝜋G (S) as the probability of a state 

in a certain group 𝐺. Thus, 𝑓(𝑆)  can be given in terms of 𝑃𝑟𝑜𝑏(𝑆|𝐺) as 
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  𝜋G (S) =
𝑓(𝑆)

∑ 𝑓𝑟𝑒𝑞(𝑇)𝑇∈𝐺
                                                                                                                (2.8)                                                                 

So, for every state 𝑆 ∈ 𝐺, 0 ≤  f(S) ≤ 1, and ∑ 𝑓(𝑆)𝑆∈𝐺 = 1, the probability distribution 

of 𝐺. G is represented as a group of states in some level of the state space tree and based on l-

diversity signatures are already unified. Let C(G) be the set of all the children of states in G. Let 

partition of C(G) be represented as P = {𝐺1 , 𝐺2 , 𝐺3, ……… , 𝐺𝑛} such that each group of children 

𝐺𝑖 ⊆ 𝐶(𝐺) is not empty, 𝐺𝑖 ∩ 𝐺𝑗 is equal to ∅, and ⋃ 𝐺𝑖
𝑛
𝑖=1  = 𝐶(𝐺).  A group G𝑖 is said to be l-

diverse if, for a given parameter l > 1 , 𝜋G (S) ≤ 1/𝑙. For a given parameter l > 1, a group G𝑖 is 

said to be l-diverse, if 𝑃𝑟𝑜𝑏(𝑆|𝐺𝑖  ) ≤ 1/𝑙 . If each 𝐺𝑖 in P is l-diverse, then entire partition P is l-

diverse, according to the distinct l-diversity definition discussed earlier. 

The initial stage of any application is Stage 0, which is denoted as ε. For example, let 𝐺 =

 {(𝜀, 𝑝), (𝜀, 𝑞), (𝜀, 𝑟)} at Stage 1. Each of these stages has its frequency of occurrence/weight, 

𝑓𝑟𝑒𝑞(𝑆|𝐺) as {20, 15, 5}, respectively. Then, 𝑝𝑟𝑜𝑏(𝜀, 𝑝) |𝐺), 𝑝𝑟𝑜𝑏(𝜀, 𝑞) |𝐺), and 

𝑝𝑟𝑜𝑏(𝜀, 𝑠) |𝐺) ≤  1/𝑙 𝑓𝑜𝑟 𝑙 ≤  1.5 and thus are unified to form a group. Also, 𝐶(𝐺)  =

 {(𝑝, 𝑒), (𝑞, 𝑢), (𝑟, 𝑎)} with 𝑓(𝑆|𝐺) as {25, 20, 10}, respectively, which is the child of 𝐺, the second 

keystroke in Table 10. Now 𝐶(𝐺) can be partitioned as 𝐴 = {𝐺1 , 𝐺2}, where 𝐺1 = {(𝑝, 𝑒)}, 𝐺2  =

{(𝑞, 𝑢), (𝑟, 𝑎)} and 𝐵 = {𝐻1 , 𝐻2} , where 𝐻1 = {(𝑝, 𝑒), (𝑞, 𝑎)}, 𝐻2 = {(𝑟, 𝑎)} and 𝐶 = 𝐶(𝐺), 

another partition. Only 𝐶 is a valid l-diverse partition for l ≤ 1.5 but not 𝐴 and 𝐵. In the same way, 

partitions can be created for the child of 𝐶(𝐺) and so on until the end of the nth keystroke. This 

penetration from parent to child happens for every possible l-diverse partition possible from the 

initial stage of the state-space tree. 

 Finally, an important consideration to be made is the basic cost of 𝑃. Basic cost is the 

product of probability for a user action in each state and the dummy byte content added to it. This 



  

48 

covers the deficiency that was mentioned in the existing work for l-diversity.  The basic cost of 𝑃 

is denoted as $cost: 

$cost = ∑ ∑ 𝑜𝑣𝑒𝑟ℎ𝑒𝑎𝑑(𝑆|𝐺𝑖). 𝜋G (S)𝑆∈𝐺𝑖

𝑛
𝑖=1                                                                             (2.9) 

 Bagai and Chandrashekar. [8] defined all the essential framework needed for the algorithm 

by considering all the deficiencies, a function MinCost used in this work gives a correct and 

complete implementation of l-diversity for Internet packets. The function MinCost in step 5 is 

called only during the application development phase. Thus, the implementation of these functions 

contributes only during the application development and not while using the application. It is 

known that the l-diversity method is more advanced than the k-anonymity technique. These 

functions, when applied, facilitate arriving at the transformed signature of all states when the end 

hosts connect with each other. When the application is under use, the only price paid is the network 

bandwidth overhead due to the addition of dummy data. 
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2.9.7 Limitations of Improved l-Diversity 

An observer with prior background knowledge of packet burst relationships of a web-based 

application can easily infer the actions made by the user. The technique of inserting dummy bytes 

into the actual packet size helps in preserving privacy in web-based applications with l-diversity 

as the foremost factor for privacy, which makes many packet bursts alike in packet size and number 

of packets in each burst.  

The privacy of user actions is enhanced by the famous data publishing principle l-diversity. 

The method discussed here helps in eliminating a probabilistic background knowledge attack when 

the adversary knows the frequency of user actions. In comparison with the other solutions 

available, this method consumes the least amount of network bandwidth overhead caused by the 

 
 
Function:  MinCost (𝑮) 
Input: A group of states in some common state-space level 
Output: [SUCCESS, COST, TREE] fields, which is a triple 
 if 𝐶(𝐺) = ∅ then 
  𝑅 ←  ([𝑇𝑅𝑈𝐸, 0, [𝐺]) 
 else 
  𝑅 ←  ([𝐹𝐴𝐿𝑆𝐸, 0, [𝐺]) 
  for all l-diverse partitions 𝑃 of 𝐶(𝐺) do 

Let 𝑃 be of the form {𝐺1 , 𝐺2 , 𝐺3, ……… , 𝐺𝑛} 
   for each i, M𝑖 ← 𝐌𝐢𝐧𝐂𝐨𝐬𝐭 (𝐺𝑖) 
   if for all i, M𝑖.SUCCESS then 
    $$ ← $(𝑃) + ∑ M𝑖. 𝐶𝑂𝑆𝑇𝑖  

if (not 𝑅 .SUCCESS) or $$  <  𝑅. 𝐶𝑂𝑆𝑇 then 
𝑇  ←                                                 
[𝐺 M1. 𝑇𝑅𝐸𝐸,M2. 𝑇𝑅𝐸𝐸,M3. 𝑇𝑅𝐸𝐸, ……, M𝑛. 𝑇𝑅𝐸𝐸] 

     𝑅 ← (𝑇𝑅𝑈𝐸, $$, 𝑇) 
    end if 
   end if 
  end for 
 end if 

return 𝑅 
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addition of dummy bytes. There are a few limitations to this method. One limitation is when all 

possible occurrences of an action are unified with some other action sequences. This can be 

rectified by using a stronger privacy-enhancing technique by blending an action with many 

different groups such that a single action can now have different burst patterns. A second limitation 

of this method is that - when groups are formed, no care is taken relative to the kind of actions that 

are unified.  
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CHAPTER 3 

k-DIVERSITY FOR INTERNET PACKETS 

 
Chapter 2 explained the existing work on k-anonymity, l-diversity and improved l-diversity 

in detail with their limitations. Initially, when a user provides an input to the web application it 

results in packet burst. The obtained packet bursts for each user action can be easily predicted by 

an attacker. In this Chapter, we provide a secure method that combines network bursts of not entire 

actions, but their probabilistic portions with each other such that the desired amount of privacy for 

each user actions is obtained.     

Depending on the sequence of actions entered by the user, the web application makes 

transitions from one internal state to another state. The detailed process is explained in 

Mathematical System Modeling (Section 2.9.1), Signature Transformation (Section 2.9.2), 

Representation of Canonical Burst (Section 2.9.3), Reducing one-to-one function of an 

application’s signature (Section 2.9.4) and System reconfiguration of dummy bytes (Section 2.9.5) 

of Chapter 2. Attributes used in a state-space tree 𝕋 for any node x are described as follows 

TABLE 20 

ATTRIBUTES OF NODE x IN STATE-SPACE TREE 𝕋 

Attribute Description 

x.action The web application enters state x upon the user action 

x.prob The probability of the web application to enter state x 

x.burst The canonical representation of packet bursts generated by the web 
application upon entering the state x 

x.parent Pointer set to point the parent node of x 

x.children Set of pointers which points all the child nodes of x 
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3.1 Privacy-Level Parameters  

Liu et al. [5,6] and Bagai and Chandrashekar. [8] explained the technique for rendering 

packet bursts of the web application which traverses from one internal state to another. All these 

states further blend into a larger group of states, such that each group in the state has some distinct 

characteristics. This blending phenomenon has been identified in many privacy-related works. 

Bagai et al. [15] [16] explains the system-wide communication process which blends with other 

patterns that are feasible to an attacker. The need for privacy has led to the formulation of many 

well-known techniques such as k-anonymity by Sweeney [1] which ensures that “In any Table, for 

every record, there are at least 𝑘– 1 indistinguishable other records”.  

 The l-diversity technique published by Machanavajjhala et al. [4] is an improvement over 

k-anonymity. A Table is said to be l-diversified only if each equivalence class has l-diverse values. 

This technique ensures that the frequency of sensitive attributes for every individual that combines 

with each other is not too uneven within that group. For a group to be l-diversified it is required 

that each user action should be associated with any specific sensitive attribute value with a 

probability less than 1/l, where l is a privacy parameter such that 1 ≤ l ≤ k.  

Let G be defined as a set of groups in some layer of the state-space tree, whose packet sizes 

have already been made similar and C(G) represents the set of all children of the state-space tree 

in G. If C(G) is not empty, we define P = {G1, G2……. Gn} where P is the partition of C(G) if, 

𝐶𝑖 ≠ ∅  and 𝐶𝑖 ⊆ 𝐶(𝐺) and, 𝐶𝑖 ∩ 𝐶𝑗 is equal to ∅, and ⋃ 𝐶𝑖
𝑛
𝑖=1  = 𝐶(𝐺). If each 𝐶𝑖 in P is l-diverse, 

then entire partition P is l-diverse, according to the distinct l-diversity definition discussed earlier. 

𝑥.𝑝𝑟𝑜𝑏

∑ 𝑦.𝑝𝑟𝑜𝑏𝑦∈𝐶𝑖

≤ 1/𝑙                                                                                                                       (3.1) 

Consider an example, and let G be the group with two states in Layer 1 and groups G and 

C(G) with their frequencies shown in the Figure 12.  
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Figure 12. An example of three singleton sets. 

 
From Figure 12, we can easily state that C(G) can be partitioned in five different ways,  

• A = {C1 = 𝑃 ∪ 𝑄 ∪ R}, 

• B = {C1 = 𝑃 ∪ 𝑄, C2=R}, 

• C = {C1 = 𝑃,C2 = 𝑄 ∪ 𝑅}, 

• D = {C1= 𝑃 ∪ 𝑅, C2 = 𝑄}, 

• E = {C1= 𝑃, C2 = 𝑄, C3= 𝑅}. 

where P, Q, and R are the three singleton subsets of C(G). A group to satisfy l-diversity value must 

at least be l > 1, so B, C, D and does not satisfy this condition due to the presence of singleton 

element in each of them. Since, ‘A’ doesn’t contain any singleton subset it is said to be l-

diversified, if l ≤ (15 + 2 + 25) /25 = 1.68. Bagai and Chandrashekar. [8] explained a method for 

forming l-diverse groups that are associated with the packet bursts in which each burst is made 

identical for a group. Moreover, it also provides a minimal cost solution according to the dummy 

bytes added to the group. In the upcoming section, we will show how this method provides better 

privacy over the existing solution.  
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3.2 Achieving Maximum Diversity  

As we compare this method to the previous methods explained earlier by Liu et al. [5,6] 

and Bagai and Chandrashekar. [8] we have enhanced this method to achieve the utmost privacy 

attainable for each user. We also state that this method provides an alternative method for 

achieving the upper bound for l (l = k) the maximum possible privacy. The main idea for forming 

groups (G) of the states is to achieve an elevated level of privacy. It is as follows: 

• Initially, we make sure that the size of each group formed should at least be k to 

achieve maximum diversity. 

• Compared to the previous methods, we make sure that the probability of each action 

inside of a specific group is the same. 

This second condition can be achieved by completely converting the original state space 

tree to a new tree by splitting certain portions of the states. Different portions of an original tree 

can be distributed to certain states in the state-space tree. 

3.2.1 Splitting a Node  

The procedural function split is employed by taking two nodes x and p in the state-space 

tree and a real value α which is between 0 and 1 as the input. 

• An entire copy of the subtree of node ‘x’ is made and attached as a new subtree to the 

parent node ‘p’. 

• α is the probability of each node in the original subtree, and those in the new subtree can 

be given by the factor (1 – α). 

• After the above two steps, we return the root of the new subtree. 
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From the above algorithm, line 1 allocates a new node ‘y’ which is assumed to return a new 

node to the state-space tree. In line 2, we set the user actions of ‘y’ to the user actions of ‘x’. In 

Lines 3-5, we set the probabilities and packet bursts of ‘y’ to be same as that of ‘x’. In Line 6-7, 

‘y’ will be attached as a child node to the parent node ‘p’ and a new node is added to the list of 

parent node ‘p’. Lines 8-10 is a recursive function which will traverse the root nodes, to do the 

same.  

The workflow of SPLIT function is illustrated in the example below. Let’s consider ‘p’ as 

a parent node, ‘x’ be its child node and α =0.25. Figure 13 shows the state-space tree before and 

after a call to function SPLIT (x, α, x.parent). We can observe that a new copy of the subtree rooted 

at ‘x’ is created and is added as a child node of x.parent. The probability of a new node is 16 * 

0.75 = 12, which is 75% of the probability of x. 

 

 

 

Algorithm for SPLIT 

1 y=ALLOCATE-NODE () 
2 y.action = x.action 
3 y.prob = x.prob * (1 – α) 
4 x.prob = x.prob * α 
5 y.burst = x.burst 
6 y.parent = p 
7 p.children = p.children ∪ {y} 
8 y.children = ∅ 
9 for each node z ∈ x.children  

SPLIT (z, α, y) 
      10         return y 
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Figure 13. Before and after a call to SPLIT (x, 0.25, x.parent). 

 

3.2.2 Formation of Groups 

To obtain the desired level of privacy, each group created should at least have k states. All 

states within a group must satisfy the following: 

• Their bursts must be identical to each other, i.e. padding dummy bytes to their packet bursts 

to make them look identical within that specific group. This mechanism of adding dummy 

bytes has already been explained by Liu et al. [5, 6].  

• Parent nodes are already distinct from other nodes in their group, in which their bursts are 

made identical. All states must lie in the common layer of the state-space tree. 

The main property of forming groups is that the probabilities of all states within a specific 

group are identical. Groups are said to be k-diverse only when a user action for a group of size s ≥ 

k such that the probability of any user action in that group is 1
𝑠
 ≥ 1

𝑘
 . In other words, groups are k-

diverse, thus yielding maximum diversity attainable by any l-diversity technique. 
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The algorithm GROUPIFY above considers a group(G) as input from a common layer 𝕋. 

In this method, we transform 𝕋, which has not been attempted in any of the previous work. If 

necessary, set C(G) of all children of G is partitioned into groups C1, C2, C3……. Cg, where each 

group formed must at least have k states and identical probabilities.  

In the GROUPIFY(G) algorithm, Lines 1-2 contain set C which is a new variable equal to 

C(G) which is not grouped yet. Line 3 states that, if the length of C (how many nodes are in C) is 

greater than desired ‘k’ value (user desired). If it is equal or greater, then it will perform other 

functions after line 3 else, it will return to RESIDUALS function. In line 4, ‘m’ is the minimum 

value, such that in each iteration a minimum value of {x. prob | x ∈ C} is picked. Smallest 

probabilities should be considered to form a group. Lines 7-10 implies that a minimum value is 

picked up to form a group such that probability is the same in the group and the value of the 

probability is least in that group. Line 11 returns the remaining probability from the above group 

which will be the input value for the next group i.e. g = g + 1. From line 13, (k – 1) states may be 

split on the newly generated counterparts are included back into C after forming a group. Group 

size k is formed until C is left with lesser than k nodes. The leftover nodes in C is called 

RESIDUALS which is explained in the next section. 

3.2.3 Residual Action 

Residual action will be considered when there are fewer than ‘k’ nodes and cannot form a 

group G. As we cannot form a new group, we include such nodes in other groups such that the 

residual node is not a part of any group. If we cannot add a complete node into that group, then 

only a part of it will be added to one of the groups and a remaining split portion of the node can 

be added to another group.  



  

58 

 As k-anonymity allows more than ‘k’ nodes in the group i.e. a group can have at least k 

states. Clearly, two or more partner nodes should not be in the same group as the probability can 

increase and this violates the condition. A node can be added in an already formed group by: 

• If the probability of all the nodes in group ‘h’ < ‘x.prob’ 

In this case, if the probability of x is larger than the probability of a chosen group available 

in the state-space tree 𝕋, then we split the frequencies of the user action. The probability 

of before including it to the group and the remaining probability is included in another 

group. 

• If the probability of all nodes in group ‘h’ > ‘x.prob’ 

In this case, if the probability ‘x’ is smaller than that of the states in the group ‘x’ is chosen 

to be added in, the entire group is first split into two groups, and ‘x’ is added in one of 

them. If all the groups have some partner of ‘x’ then we say that k-diversity cannot be 

satisfied as the residual state cannot be included into any group. 

Algorithm for RESIDUALS (G, C, g) 

1 while |𝐶| ≥ 1 
2   pick an arbitrary x ∈ C 
3   if there is a group in C(G), numbered h, that does not contain a partner of x 
4        p=probability of all nodes in group h 
5        if p < x.prob  
6               y = SPLIT (x,p/x.prob, x.parent) 
7               C = C ∪ {y} 
8            elseif p > x.prob 
9                 g = g + 1 
10                 for each node u in group h 
11                 v = SPLIT (u, x.prob/p, u.parent) 
12                 v.groupno = g 
13         C = C \ {x} 
14         x.groupno = h              
15       else return FALSE 
16 return TRUE 

 
 
 
 



  

59 

The algorithm does the same as mentioned above, lines 5-7 will split node ‘x’ into two 

groups and lines 8-12 will split each state from a group that has probability x.prob. If there’s 

already an exact match, then splitting function will not take place.   

3.2.4 Group Propagation   

            The GROUPIFY(G) process performs only one step to transform the state-space tree  𝕋. 

So, considering the given group G, such that each group is constructed by GROUPIFY upon 

partitioning C(G) which needs to be partitioned further by using the same procedure and should 

partition the set of children nodes. To partition all the children nodes, we should use the procedural 

function PROPAGATE (G) which processes the complete subtrees rooted at any node of that 

group G. The entire tree 𝕋 can be transformed by passing a singleton set { 𝕋. 𝐫𝐨𝐨𝐭 } which is the 

only node rooted at layer 0.  

 

 

 

 

 

 

The return value from the above procedural function indicates whether the whole state-space tree 

𝕋 was successfully transformed to achieve maximum privacy. 

3.2.5 An Example of k-Diversity 

An example that explains the algorithms SPLIT, GROUPIFY, and RESIDUALS functions 

are illustrated below. Table 21 represents the raw data for the first two keystrokes. This example 

is only for our instance, there can be multiple keystrokes in the application state space. To achieve 

maximum privacy, we will consider the given privacy parameter k and make sure that probabilities 

PROPAGATE(G) 
1 if GROUPIFY(G) 
2     for each group H in C(G) 
3        if not PROPAGATE (H) 
4            return FALSE 
5      return TRUE   
6 return False   
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in a group should be the same. Let us consider partial data for first two keystrokes with their 

frequency in Table 21. 

TABLE 21 

PARTIAL DATA FOR FIRST TWO KEYSTROKES FOR k = 2 

1st Keystroke Frequency 2nd Keystroke Frequency 

w 52 we 53 
m 15 mo 20 
b 25 ba 35 
c 45 ci 38 
k 8 ke 10 
d 20 do 31 
a 20 ab 22 
f 50 fa 45 
l 10 la 12 

 

Step 1: Firstly, in Table 20 to achieve maximum privacy the give privacy parameter considered is 

‘k=2’ and the data in Table 22 is sorted in ascending order considering the frequency of the user 

actions for 1st keystroke (we are using only 1st keystroke to explain this example). Each user action 

has its unique packet burst. 

TABLE 22 

SORTED DATA IN ASCENDING ORDER  
 

1st 

Keystroke 

Frequenc

y 

Packet 

Burst 

(Bytes) 

k 8 2⃗ , 3⃗⃖, 1⃗ , 2⃗⃖ 
l 10 2⃗ , 7⃗⃖, 1⃗ , 2⃗⃖ 
m 15 4⃗ , 5⃗⃖, 1⃗ , 2⃗⃖ 
a 20 5⃗ , 1⃗⃖, 1⃗ , 2⃗⃖ 
d 20 2⃗ , 8⃗⃖, 1⃗ , 2⃗⃖ 
b 25 3⃗ , 3⃗⃖, 1⃗ , 2⃗⃖ 
c 45 6⃗ , 3⃗⃖, 1⃗ , 2⃗⃖ 
f 50 7⃗ , 4⃗⃖, 1⃗ , 2⃗⃖ 
w 52 3⃗ , 5⃗⃖, 1⃗ , 2⃗⃖ 
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Step 2:  To form groups for a given parameter k = 2, we first consider the first value (node 1) from 

Table 20. Since k = 2, we should consider the first two values from the Table i.e. k = 8 and l = 10 

which is fed as input as shown in Figure 14. Since the actions inside a specific group should have 

the same probabilities, we consider the same frequency for each group. So, k and l will be 8 and 

the remaining l = 2 will be fed as input to the next group. 

 

 

 
 

 

Figure 14. Formation of group 1 from Table 22. 
 

TABLE 23 

PACKET BURSTS FOR GROUP 1 

1st 

Keystroke 
Frequencies 

Packet Burst 

(Bytes) 
Packet Padding Group Number 

k 8 2⃗ , 3⃗⃖, 1⃗ , 2⃗⃖ 2⃗ , 7⃗⃖, 1⃗ , 2⃗⃖ 
GROUP 1 

l 8 2⃗ , 7⃗⃖, 1⃗ , 2⃗⃖ 2⃗ , 7⃗⃖, 1⃗ , 2⃗⃖ 
 

Once a group is formed, we make sure that the records in the group are identical to each 

other i.e. their packet bursts are made to look alike. Section 2.9.3 explains how the unification of 

packets can be done. Since l = 2 is remaining, this will be considered as input to group 2. Group 2 

can have frequency = 2 only which is shown in Figure 15. 
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Figure 15. Formation of group 2 from Table 22. 

TABLE 24 

PACKET BURSTS FOR GROUP 2 
 

1st 

Keystroke 
Frequencies 

Packet Burst 

(Bytes) 
Packet Padding Group Number 

l 2 2⃗ , 7⃗⃖, 1⃗ , 2⃗⃖ 4⃗ , 7⃗⃖, 1⃗ , 2⃗⃖ 
GROUP 2 

m 2 4⃗ , 5⃗⃖, 1⃗ , 2⃗⃖ 4⃗ , 7⃗⃖, 1⃗ , 2⃗⃖ 
 

 

The same process continues until all the groups are formed. Forming groups such that the 

probabilities within a specific group are the same is achieved by splitting the nodes as needed and 

assigning group numbers for each group which can be recorded by the attribute groupno for all 

nodes in the state-space tree.  

 

 

 

 

 

Figure 16. Formation of group 3 from Table 22. 
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TABLE 25 

PACKET BURSTS FOR GROUP 3 
 

1st 

Keystroke 
Frequencies 

Packet Burst 

(Bytes) 
Packet Padding Group Number 

m 13 4⃗ , 5⃗⃖, 1⃗ , 2⃗⃖ 5⃗ , 5⃗⃖, 1⃗ , 2⃗⃖ 
GROUP 3 

a 13 5⃗ , 1⃗⃖, 1⃗ , 2⃗⃖ 5⃗ , 5⃗⃖, 1⃗ , 2⃗⃖ 
 

 

 

  

 

 

Figure 17. Formation of group 4 from Table 22. 

TABLE 26 

PACKET BURSTS FOR GROUP 4 
 

1st 

Keystroke 
Frequencies 

Packet Burst 

(Bytes) 
Packet Padding Group Number 

a 7 5⃗ , 1⃗⃖, 1⃗ , 2⃗⃖ 5⃗ , 8⃗⃖, 1⃗ , 2⃗⃖ 
GROUP 4 

d 7 2⃗ , 8⃗⃖, 1⃗ , 2⃗⃖ 5⃗ , 8⃗⃖, 1⃗ , 2⃗⃖ 
 

 

 

 

 

 

Figure 18. Formation of group 5 from Table 22. 
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TABLE 27 

PACKET BURSTS FOR GROUP 5 
 

1st 

Keystroke 
Frequencies 

Packet Burst 

(Bytes) 
Packet Padding Group Number 

d 13 2⃗ , 8⃗⃖, 1⃗ , 2⃗⃖ 3⃗ , 8⃗⃖, 1⃗ , 2⃗⃖ 
GROUP 5 

b 13 3⃗ , 3⃗⃖, 1⃗ , 2⃗⃖ 3⃗ , 8⃗⃖, 1⃗ , 2⃗⃖ 
 

 

 

 

 

 

Figure 19. Formation of group 6 from Table 22. 

 
 

TABLE 28 

PACKET BURSTS FOR GROUP 6 
 

1st 

Keystroke 
Frequencies 

Packet Burst 

(Bytes) 
Packet Padding Group Number 

b 12 3⃗ , 3⃗⃖, 1⃗ , 2⃗⃖ 6⃗ , 3⃗⃖, 1⃗ , 2⃗⃖ 
GROUP 6 

c 12 6⃗ , 3⃗⃖, 1⃗ , 2⃗⃖ 6⃗ , 3⃗⃖, 1⃗ , 2⃗⃖ 
 

 

 

 

 

Figure 20. Formation of group 7 from Table 22. 
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TABLE 29 

PACKET BURSTS FOR GROUP 7 
 

1st 

Keystroke 
Frequencies 

Packet Burst 

(Bytes) 
Packet Padding Group Number 

c 33 6⃗ , 3⃗⃖, 1⃗ , 2⃗⃖ 7⃗ , 4⃗⃖, 1⃗ , 2⃗⃖ 
GROUP 7 

f 33 7⃗ , 4⃗⃖, 1⃗ , 2⃗⃖ 7⃗ , 4⃗⃖, 1⃗ , 2⃗⃖ 
 

 

 

 

 

 

Figure 21. Formation of group 8 from Table 22. 
 

TABLE 30 

PACKET BURSTS FOR GROUP 8 
 

1st 

Keystroke 
Frequencies 

Packet Burst 

(Bytes) 
Packet Padding Group Number 

f 17 7⃗ , 4⃗⃖, 1⃗ , 2⃗⃖ 7⃗ , 4⃗⃖, 1⃗ , 2⃗⃖ 
GROUP 8 

w 17 3⃗ , 5⃗⃖, 1⃗ , 2⃗⃖ 7⃗ , 4⃗⃖, 1⃗ , 2⃗⃖ 
 

Step 3: Residual Problem - Each group formed will be of size k because when the iteration ends, 

no group can be formed if it has fewer than k nodes. So, when a group cannot be formed, we make 

sure that the node can be added in any of the groups which do not have that user action present in 

that group. Now, after all the groups are formed “w = 35” is remaining, so we can add ‘w’ to any 

of the above groups that does not contain the action ‘w’. This remaining frequency is called 
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RESIDUALS. So, ‘w’ can be distributed to Groups 1, 2, 3, 4, 5, 6 and 7 but not group 8 because a 

part of ‘w’ is already present in group 8. ‘w’ is distributed to group 3, 5 and 1.  

 

 

 

 

 
 

Figure 22. Formation of residual action ‘w’ to group 3 from Table 22 
 

 

TABLE 31 

PACKET BURSTS FOR GROUP 3 FOR RESIDUAL ACTION 
 

1st 

Keystroke 
Frequencies 

Packet Burst 

(Bytes) 
Packet Padding Group Number 

m 13 4⃗ , 5⃗⃖, 1⃗ , 2⃗⃖ 5⃗ , 5⃗⃖, 1⃗ , 2⃗⃖ 

GROUP 3 a 13 5⃗ , 1⃗⃖, 1⃗ , 2⃗⃖ 5⃗ , 5⃗⃖, 1⃗ , 2⃗⃖ 

w 13 3⃗ , 5⃗⃖, 1⃗ , 2⃗⃖ 5⃗ , 5⃗⃖, 1⃗ , 2⃗⃖ 
 

 

Remaining frequency of ‘w’ = 22 is added to group 5 in which we could consider only 13 out of 

remaining 22.  

 

 

 

 

 

Figure 23. Formation of residual action ‘w’ to group 5 from Table 22. 
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TABLE 32 

PACKET BURSTS FOR GROUP 3 FOR RESIDUAL ACTION 
 

1st  

Keystroke 

Frequencies Packet Burst 

(Bytes) 

Packet Padding Group Number 

d 13 2⃗ , 8⃗⃖, 1⃗ , 2⃗⃖ 3⃗ , 8⃗⃖, 1⃗ , 2⃗⃖ 

GROUP 5 b 13 3⃗ , 3⃗⃖, 1⃗ , 2⃗⃖ 3⃗ , 8⃗⃖, 1⃗ , 2⃗⃖ 
w 13 3⃗ , 5⃗⃖, 1⃗ , 2⃗⃖ 3⃗ , 8⃗⃖, 1⃗ , 2⃗⃖ 

 

 

Even after adding ‘w’ to group 3 and group 5 we are still left out with ‘w = 9’ units. So, this can 

be added to any of the groups other than the groups which contains a fraction of ‘w’ in them.  

 

  

 

 

 

Figure 24. Formation of residual action ‘w’ to group 1 from Table 22. 
 

TABLE 33 

PACKET BURSTS FOR GROUP 1 FOR RESIDUAL ACTION 

 
1st  

Keystroke 

Frequencies Packet Burst 

(Bytes) 

Packet Padding Group Number 

k 8 2⃗ , 3⃗⃖, 1⃗ , 2⃗⃖ 3⃗ , 7⃗⃖, 1⃗ , 2⃗⃖ 

GROUP 1 l 8 2⃗ , 7⃗⃖, 1⃗ , 2⃗⃖ 3⃗ , 7⃗⃖, 1⃗ , 2⃗⃖ 
w 8 3⃗ , 5⃗⃖, 1⃗ , 2⃗⃖ 3⃗ , 7⃗⃖, 1⃗ , 2⃗⃖ 

 

Therefore, ‘w = 1’ cannot be distributed to any of the groups because residual action ‘w’ 

is less than the frequency of any group. If the remaining frequency of ‘w’ is smaller than all 
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frequencies in any group then, we must pick a group and split that group into two smaller groups 

to accommodate this remainder of ‘w’. Considering group 6, we divide this group into two parts 

as include ‘w’ in one of them with frequency 1.  

 

 

 

 

 

Figure 25. Splitting of group 6 into two states. 
   

 

 

  

 

 

Figure 26. Inclusion of residual action ‘w’ to group 6 from Table 22. 

 
Therefore, the whole Table is said to satisfy all the conditions and is said to be k-diverse. 

If all the groups already have a fraction of ‘w’ in them, then a failure is returned stating that the 

whole Table is not k-diverse.  
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CHAPTER 4 

CONCLUSIONS AND FUTURE WORK 
 

Internet users are presently growing across the globe. The Internet has become part and 

parcel of human lives. The need for privacy is a very important aspect and online web-based 

applications prefer to keep their input private from the attackers. For example, data entered by any 

user on an online tax application must be kept private from an eavesdropper. Various other tasks 

which would need privacy is: Partner searching, instant messaging, online chatting, watching 

online videos, VOIP calls, GPS, search engine queries, and many more. Regardless of data 

encryption, data is susceptible to privacy breach by an eavesdropper who looks at the patterns of 

Internet packets, timing information, and packet sizes. It has been known that popular features like 

auto-suggestion and auto-correction compromise confidentiality. 

 In this method, we completely transform the underlying state-space tree 𝕋 to achieve the 

desired level of privacy. Three other methods mentioned in Chapter 2 exists to provide privacy. 

Liu et al [5,6] achieves k-anonymity and l-diversity achieves privacy for a given parameter. Bagai 

and Chandrashekar [8] improved the method which further provides more privacy with privacy 

parameter l using l-diversity by considering the limitations of Liu et al. [5,6] work. This work is 

an extension to Bagai and Chandrashekar [8] which additionally achieves k-diversity, by 

transforming the state-space tree 𝕋. We achieve privacy by unifying the states of the original tree 

𝕋 and we split some portions of states into several equivalent states such that portions of the 

original state space tree can be unified with diverse states. Hence, results in maximum privacy i.e. 

k-diversity. 

We have explained an initial form of this method, but several other improvisations can be 

made. For example, if we consider GROUPIFY algorithm, states are formed such that all the states 
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with k as privacy parameter groups can be formed such that each group has the same probabilities. 

Maybe a better grouping technique can be made which can result in forming lesser groups than 

this method.  Similarly, in RESIDUALS function choice of group numbered h, in Line 3 a better 

technique can be used to form smaller groups of the resulting group. For example, from section 

3.3.5 ‘w’ = 35 (residual action) were randomly put into groups 3, 5 and 1, instead of sending 

‘w=35’ to three groups we could’ve sent it to group 7(Frequency = 33). We have left this as a 

future work for further optimizations. 
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