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ABSTRACT 

 
Recent advances in wireless data and real time communication have stimulated 

the need to allow mobile users to send multicast data by using secure and seamless 

connectivity to the global Internet and with one another without any compromise. IP 

multicast provides solutions to a broad range of services. For example e-learning courses, 

MPEG video, Videoconferencing, and White-boards etc. In all of these applications, IP 

multicasting conserves a huge amount of bandwidth by simultaneously sending the 

information to multiple recipients. The Mobile IP is the standard which supports mobility 

and provides two schemes for mobile users to receive multicast packets, either by using a 

tunnel from the home agent (home subscription) or by joining multicast groups in the 

foreign network (remote subscription). Both schemes are a compromise in terms of 

security and routing in order to support multicast in Mobile IP. The problem with the first 

scheme is that it uses non-optimal routing and latency increases as the mobile user starts 

moving away from the home network, the second scheme requires a multicast router in 

the foreign network and may suffer from frequent modifications in the multicast 

distribution tree each time the mobile user moves to a different foreign network. Also, the 

solutions provided for multicasting in mobile networks are not secure, and bogus users 

can easily intercept multicast packets by becoming a part of the multicast distribution 

tree. This thesis describes and discusses the research related to improving secure 

multicasting mechanism in Mobile IP with special reference to real time applications. It 

introduces Trusted Multicast Agents (TMA) to facilitate secure multicasting in Mobile 

IP. A trusted multicast agent is a secure and trusted multicast router that serves disjointed 

multiple foreign networks by sitting in the middle of the sender and receiver.  
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CHAPTER 1 

INTRODUCTION 
 

1.1 Background 

Fast and seamless wireless data and real time communication, such as voice and 

video are becoming a powerful trend in this burgeoning mobile data space. Today, 

mobile professionals want to communicate and be able to carry out their business 

activities even though they are on the move. Another trend in wireless communication is 

the support of mobility in real-time applications as mobile Internet is prevalent. In real 

time applications, such as MPEG video and Videoconferencing, IP multicast plays a vital 

role in conserving bandwidth by sending information to multiple recipients.  

A traditional Internet Protocol (IP) routes packets from a source endpoint to a 

destination by allowing routers to forward packets from incoming network interfaces to 

outbound interfaces according to routing tables. The routing tables typically maintain the 

next-hop information for each destination IP address, according to the number of 

networks to which that IP address is connected. The network number is derived from the 

IP address by masking off some of the low-order bits. Thus, the IP address typically 

carries with it information that specifies the IP node’s point of attachment. To maintain 

existing transport-layer connections as the mobile node moves from place to place, the 

node must keep its IP address the same. In TCP, connections are indexed by a quadruplet 

that contains the IP addresses and port numbers of both connection end-points. Changing 

any of these four numbers will cause the connection to be disrupted and lost. On the other 

hand, correct delivery of packets to the mobile node’s current point of attachment 
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depends on the network number contained within the mobile node’s IP address, which 

changes at new point of attachment. It requires a new IP address associated with the new 

point of attachment to route the packets to the mobile node. 

In the light of this, a common mobility management framework is required in 

order to allow mobile users to roam between different access networks with little or no 

manual intervention. A promising technology used to support mobility is Mobile IP. 

Mobile IP [22] is a protocol developed by the Mobile IP Internet Engineering Task Force 

(IETF) working group that provides network attachment and transparent datagram 

delivery to mobile device each time it changes its network in a seamless way. Mobile IP 

defines a Home Agent as an anchor point with which the Mobile Client always has a 

relationship, and a Foreign Agent, which acts as the local tunnel-endpoint at the access 

network where the mobile client is visiting. Mobile IP is becoming more popular in the 

marketplace since its development back in early 1990s. However, Mobile IP does not 

provide concrete support for real-time applications that require multicasting. Mobile IP 

offers two schemes of multicast service, home subscription, remote subscription, which 

lack multicast support for real-time applications such as Videoconferencing.  

A major challenge in Mobile IP multicasting is providing security. Multicast 

security in mobile networks is more difficult to achieve than multicast security in static 

networks in several areas. For instance, most services running on multicast framework 

based on multicast protocols, assume that the underlying infrastructure provides basic 

security such as confidentiality, authenticity, and integrity. A secure multicast protocol 

must ensure that the legitimate members of the group, who are authorized, to have access 

to the group’s information. Since secure multicast group communication is encrypted, 
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when a new entity joins the group, the key used to encrypt the traffic must be refreshed to 

prevent the new member from accessing past traffic. The key also needs to be updated 

when a member leaves a group in order to prevent the leaving member from intercepting 

and storing the data transmissions. 

1.2 Problem statement 

When a MH moves from the domain of one mobility agent to the other, it needs to 

register its new address with the HA. The process of movement detection and registration 

is called handoff and is associated with some latency. Due to this latency packets are lost 

and this is unacceptable during multicasting in general and real-time applications in 

particular. The approach is to use a trusted multicast agent that is recognized by the home 

agent and serves as the access point by mobile hosts to the multicast backbone.  

1.3 Goals 

The goal of this research is to focus on reducing the packet loss during handoff 

and facilitating secure multicast sessions for Mobile IP. The packet loss during the 

handoff in general and during multicast sessions in particular is to be reduced while 

securing the multicast data. The proposed scheme should be scalable such that it can be 

implemented on large-scale networks including Mobile IP infrastructure. The provision 

of security services, and their interoperability with proposed framework, is outside the 

scope of this thesis. 

1.4 Thesis Organization 

This thesis is divided into six chapters. Chapter 1 presents the problem statement. 

Chapter 2 deals with introduction to multicasting and describes various multicast 
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protocols along with the previous work done to facilitate multicasting in mobile 

networks. Chapter 3 describes how trusted multicast agents are used to perform smooth 

handoff and provide secure multicast sessions in mobile nodes, and a mathematical 

explanation is provided for the fast and secure handoff during multicast sessions. In 

Chapter 4, an analytical model is built for the existing and proposed schemes. Chapter 5 

presents simulations to compare the performance of proposed scheme by varying various 

parameters. Finally, research conclusions and recommendations for future work and 

research are presented in Chapter 6. 
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CHAPTER 2 

LITERATURE REVIEW 
 

This chapter deals with the various documents that have been reviewed to develop 

this idea and research. This Chapter is divided into three sections. It begins with a brief 

overview of Mobile IP version 4. It also gives an overview of Multicasting and different 

multicast routing protocols. In section two, previous work related to mobile multicasting 

is reviewed. The third section explores technical challenges and issues associated with 

multicasting in Mobile IP.  

2.1 Mobile IP Overview 

Mobile IP [22] allows mobile hosts (MH) to move about the Internet without 

loosing connectivity to their home agent (HA) in their home network (HN). Each mobile 

node has a permanent IP address (a home address) on its HN. When the MH leaves the 

home subnet and moves to another foreign subnet, it discovers a foreign agent (FA) on 

that subnet and acquires a temporary care-of address (COA). The COA is advertised by 

the FA. Other times, the MH acquires a COA via the Dynamic Host Configuration 

Protocol (DHCP), which is called co-located COA. The MH informs the HA of its COA 

through a registration process. During registration process the HA binds the MH COA 

with the MH home address. Datagrams arriving for the MH at its HN are tunneled (The 

tunnel is the path between the HA and the COA) to the MH at its COA as shown in figure 

2.1.  

Mobile IP is the cooperation of three separable functions. 

 Discovering the care-of address 
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 Registering the care-of address 

 Tunneling to the care-of address 

 

Figure 2.1: Mobile IP Operation 
 

i) Discovering the care-of address 

The basic operation involves periodic broadcasts of advertisements also called 

ICMP Router Advertisements or agent advertisements by the mobility agent routers onto 

their directly connected subnetworks. Home agents and foreign agents broadcast agent 

advertisements at regular intervals. If a mobile node needs to get a care-of address and 

does not wish to wait for the periodic advertisement, the mobile node can broadcast or 

multicast a solicitation called agent solicitation. Home agents use agent advertisements to 

make themselves known, even if they do not offer any care-of addresses. Thus, agent 

advertisements allow for the detection of mobility agents, and they lists one or more 

available care-of addresses. 

Mobile nodes use router solicitation to detect any changes in the set of mobility 

agents available at the current point of attachment. If advertisements are no longer 

available, from a foreign agent that previously had offered a care-of address to the mobile 

node, the mobile node then presumes that the foreign agent is no longer within range of 

the mobile node’s network interface. In this scenario, the mobile node begins to search 
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for a new care-of address or may use a care-of address known from advertisements it is 

still receiving. The mobile node may wait for another advertisement, or it may choose to 

send an agent solicitation. 

ii) Registering the Care-of Address 

Mobile Node registration with the Home agent involves two kinds of registration 

messages. 

 Registration Request 

 Registration Reply 

Both registration requests and registration reply messages use UDP port 434. The 

data structure of request messages is shown in figure 2.2. The registration process is the 

same whether the mobile node has obtained its care-of address from a foreign agent, or 

alternatively has acquired it using DHCP.  

 

 

Figure 2.2: Registration process in Mobile IP  
 

The process begins when the mobile node, with the assistance of a foreign agent, 

sends a registration request with the care-of address information. When the home agent 

receives this request, it adds the necessary information to its routing table. The home 

agent sends a registration reply back to the mobile node after approving all of the 

information sent by the mobile node. The registration reply message contains a lifetime 
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field which tells the mobile node how long the registration will be honored by the home 

agent. The registration request message contains fields and flags that characterize the 

tunnel through which the home agent will deliver packets to the care-of address. In order 

to make the registration mechanism secure against fraudulent registrations, a method is 

specified in Mobile IP; it involves inclusion of an unforgeable value (a timestamp or 

newly generated random number or a nonce is inserted into the identification field) along 

with the registration that changes for every new registration. If the mobile node and the 

home agent get too far out of synchronization for the use of timestamps, or if they lose 

track of the expected random numbers, the home agent will reject the registration request 

and include information to allow resynchronization with the reply. There are three 

different authentication extensions defined for use with Mobile IP. 

 the mobile-home authentication extension 

 the mobile-foreign authentication extension 

 the foreign-home authentication extension 

The mobile-home authentication extension is required in all registration requests 

and replies. The Security Parameter Index, within any of the authentication extensions, 

defines the security context which is used to compute the authenticator. The SPI selects 

the authentication algorithm and secret (a shared key, or appropriate public/private key 

pair) used in computing the authenticator. The default authentication algorithm uses 

keyed-MD5 in prefix + suffix mode to compute a 128-bit message digest of the 

registration message.  
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iii) Tunneling to the Care-of Address 

The home agent, after successful registration, will begin to attract datagrams 

destined for the mobile node and tunnel each one to the mobile node at its care-of 

address. The tunneling can be done by using IP-within-IP encapsulation algorithm or 

Minimal encapsulation algorithm. The default encapsulation method which is supported 

by all mobility agents is IP-within-IP encapsulation. Using IP-within-IP, the home agent 

or the tunnel source, inserts a new IP header, or tunnel header, in front of the IP header of 

any datagram addressed to the mobile node’s home address. The new tunnel header uses 

the mobile node’s care-of address as the destination IP address, or tunnel destination. The 

tunnel source’s IP address is the home agent, and the tunnel header uses four as the 

higher level protocol number, indicating that the next protocol header is again an IP 

header. In IP-within-IP, the entire original IP header is preserved as the first part of the 

payload of the tunnel header. There, to recover the original packet, the foreign agent 

merely has to eliminate the tunnel header and deliver the rest to the mobile node. 

Alternatively, minimal encapsulation can be used as long as the mobile node, home 

agent, and foreign agent all agree to do so. The header of minimal encapsulation is 

slightly more complicated than that of IP-within-IP because some of the information from 

the tunnel header is combined with the information in the inner minimal encapsulation 

header to reconstitute the original IP header; it reduces the header overhead. 

2.1.1 Route Optimization 

As mentioned in the previous section, packets going to the mobile node have to 

travel through the home agent when the mobile node is away from home, but packets 

from the mobile node to the correspondent node can instead be routed directly to their 
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destination. Route optimization is the solution to this triangle routing problem. Route 

optimization suggests that the routes to mobile nodes from their correspondent nodes can 

be improved if the correspondent node has an up-to-date mobility binding for the mobile 

node in its routing table. With an updated binding, the correspondent node will be able to 

send encapsulated datagrams directly to the mobile node’s care of address instead of 

relying on a possibly distant home agent to do so. Mobile IP with route optimization 

operates in following four steps: 

1. A binding warning message by the correspondent node informs the home 

agent that the correspondent node needs a fresh binding. 

2. The correspondent node sends a binding request. 

3. The home agent sends an authenticated binding update containing mobile 

nodes current care-of address. 

4. The home agent receives a binding acknowledgement from the 

correspondent node. 

2.2 Multicasting Overview 

Traditional IP communications allow a host to send packets to another host based 

on a one-to-one model (IP unicast) or to all hosts (IP broadcast). IP multicast provides an 

alternative by sending packets to a group of hosts on the network based on a one-to-many 

or many-to-many model. It reduces traffic by replacing copies for all recipients with the 

delivery of a single stream of information. The same objective can be achieved for real-

time multimedia, which is feasible with repeated delivery but only at a great expense to 

the sender. IP multicast provides efficient, timely, and global many-to-many distributions 

of data over the Internet and private networks. 
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Multicast is based on the concept an arbitrary group of receivers expresses an 

interest in receiving a particular data stream. Unlike unicast and broadcast addresses, 

multicast groups do not have any physical or geographic boundaries. The hosts / receivers 

interested in joining / receiving can be located anywhere on a network or the Internet as 

long as the multicast-enabled path has been established from the source to the recipient. 

To receive a particular multicast data stream, a host must join a multicast group by using 

a multicast group membership discovery protocol (MGMD) such as Internet Group 

Management Protocol (IGMP). IGMP [3, 4, 5] is used to dynamically register individual 

hosts on a multicast group on a particular LAN. Hosts identify group membership by 

sending IGMP messages to their local multicast router. Routers continuously listen to 

IGMP messages and periodically send out queries to discover which groups are active or 

inactive on a particular subnet. IGMP v2/3 allows individual members to independently 

join or leave a group. When a multicast router knows the group information of its directly 

connected hosts, it exchanges information with other routers enabling it to join or leave 

trees of multicast group recipients. These exchanges use a multicast routing protocol.  

In Figure 2.3, the multicast group G consists of hosts G1, G2, and G3. These three 

join the multicast group G by informing their local router that they are interested in a 

particular multicast group address, which is G in this case. All three hosts accomplish this 

task by using IGMP Protocol [1, 2, 3]. The source S1, which is not a member of multicast 

group G, sends a single copy of its multicast data addressed to the multicast group G. The 

data is duplicated at routers R1 and R3 to ensure that it reaches all the hosts that are 

interested in this multicast data. Hosts other than G1, G2, and G3 will not receive a copy 

of multicast data, since they are not part of multicast group G. 

 11



All the Multicast routers in this example communicate among themselves using a 

multicast routing protocol. A Multicast routing protocol provides multicast distribution 

tree of hosts to the multicast-enabled routers. A multicast-enabled router uses this 

information to send packets to all of the recipients of the multicast group. Traditional IP 

unicast packets are sent from a single sender to a single receiver. These unicast packets 

are routed, which is based on forwarding table information built up by underlying unicast 

routing protocols, through a number of routers before reaching the receiver. 

 

Figure 2.1: Basic Multicasting Operation in sample network 
 

However, some scenarios such as MPEG video or Videoconferencing need 

individual IP packets to be delivered to multiple receivers. The same objective can be 

achieved by unicasting the packet to each recipient, but it is undesirable due to following 

reasons: 

 More bandwidth is required since multiple copies of packet would be sent over 

the same links 
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 The source needs the complete list of IP addresses of all recipients to unicast the 

packet 

2.2.1 Internet Group Management Protocol (IGMP) 

To receive a particular multicast data stream, the host must join a multicast group 

by using Internet Group Management Protocol or IGMP. IGMP [3, 4, 5] is used to 

dynamically register individual hosts on a multicast group on a particular LAN. There are 

currently three versions of IGMP, with each successive generation offering incrementally 

better efficiency and functionality. The most widely used and deployed is version two.  

i) IGMP Version 1 

In Version 1 [3], there are two types of IGMP messages: 

 Membership Query 

 Membership Report 

 
Figure 2.2(a): IGMP Version 1 Packet Format 

 
 

ii) IGMP Version 2 

In Version 2 [4], there are four types of IGMP messages. 

 Membership Query 

 Version 1 Membership Report 

 Version 2 Membership Report 

 Leave Group 
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Figure 2.4(b): IGMP Version 2 Packet Format 

 
ii) IGMP Version 3 

In Version 3 [5], there are two types of IGMP messages. 

 Membership Query 

 Version 3 Membership Report 

IGMP Version 3 also supports message types from the previous two versions. 

 
Figure 2.4(c): IGMP Version 3 Packet Format 
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2.2.2 IGMP Operations 

When a host wants to join a multicast group, it sends out an IGMP membership 

report message, that corresponds with a particular multicast group, to its local multicast 

router. A host sends a membership report for the group it wishes to join. A local router 

receives this IGMP membership report message and joins the multicast group using a 

multicast routing protocol. The router periodically sends out an IGMP membership query 

to verify that at least one host on the subnet is still interested in receiving traffic to that 

group. This special router is called the Querier. Hosts respond to the IGMP membership 

query messages by sending IGMP report messages indicating their group memberships. 

All routers on the LAN receive the report messages and note the memberships of hosts on 

the LAN. When a host joins a group, it immediately transmits a Report for that group, 

rather than waiting for a Query. Since IGMP messages are raw IP datagrams and sent to 

multicast group addresses with a TTL of one, some messages are repeated once or twice 

after short delays. When there is no reply to three consecutives IGMP membership 

queries, the router times out the group and stops forwarding traffic directed to that group. 

2.2.3 Multicast Routing Protocols 

When a multicast router knows the group membership of its directly connected 

hosts, it shares this information with other routers enabling it to join or leave trees of 

multicast group recipients. This sharing is done through multicast routing protocol. There 

are several multicast routing protocols but only three are used significantly, and they 

include Protocol Independent Multicast Sparse Mode (PIM-SM) [16], Protocol 

Independent Multicast Dense Mode (PIM-DM), and Distance Vector Multicast Routing 

Protocol (DVMRP) [12], PIM-SM is particularly widespread. Three further protocols 
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exist: Bi-directional PIM, Multicast OSPF (MOSPF) [15], and Core-Based Trees 

Multicast Routing (CBT) [14]. None of these have been seriously deployed due to their 

limitations. In all of these traditional multicast protocols, mobility of sources and 

receivers are not considered. Either mobility invalidates the tree or resets the multicast 

tree. 

Multicast routing protocols build trees to connect all the members in a multicast 

group. Once a tree has been constructed, multicast data is forwarded down the tree of 

recipients, with duplicate copies of the packets generated where the tree branches. There 

can be two different types of multicast routing protocols. The first being opt-in protocol 

type, where routers indicate which multicast groups they want to receive data for in 

advance of the data flow. The second being opt-out protocol type, which is known as 

broadcast-and-prune, where every router initially assumes to receive multicast data, and 

each tree initially spans every link in the network before each router prunes itself. The 

location of the root of any given multicast tree depends on the multicast routing protocol. 

Multicast protocols use one or both of the following methods. 

 Source-based tree protocols build a separate tree for each source sending 

data to a multicast group. Each tree is rooted at a router adjacent to the 

source, and sources send data directly to the root of the tree. 

 Shared tree protocols build a single tree used for all sources sending to a 

multicast group. The tree is rooted at some selected node. The protocols 

then use a protocol-specific mechanism to transport the multicast 

datagrams from the source to the root of the tree.   
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2.2.4 Protocol Independent Multicast – Sparse Mode (PIM-SM) 

PIM-SM [16] is an opt-in multicast routing protocol which uses either source-

based trees or shared trees. It uses shared trees by default in which multicast trees are 

rooted at some selected node (router) called the Rendezvous Point (RP). To send the 

datagram to the RP, sources must encapsulate data in PIM control messages and send it 

by unicast to the RP. This is achieved by source’s Designated Router (DR), which is a 

router on the source’s local network.  

PIM-SM [16] also uses source-based trees, in which a separate multicast 

distribution tree is built for each source sending data to a multicast group. Each tree is 

rooted at a router adjacent to the source, and the sources send data directly to the root of 

the tree. Source-based trees enable the use of Source-Specific Multicast (SSM), which 

allows hosts to specify the source from which they wish to receive data as well as the 

multicast group they wish to join. With SSM, a host identifies a multicast data steam with 

a source and group address pair (S, G), rather than by group address alone (*, G). PIM-

SM is scalable to a network of any size. The explicit join method avoids unwanted traffic 

from flooding the network. 

2.3 Mobility and Multicasting: Issues 

To support multicast, two tasks have to be implemented. First, a process should be 

implemented to track group membership and to enable hosts to join and leave the 

multicast group. Second, an algorithm is needed to route multicast datagrams within the 

network. With the help of IGMP and multicast protocols these objectives can be 

achieved. An overview of traditional multicast protocols such as DVMRP [12], MOSPF 

[15], CBT [14, 15], and PIM [16] is presented in the previous sections. These traditional 
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protocols are designed with static host in mind and hence are prone to problems in mobile 

networks. The issues with these protocols, multicast in general, and in mobile networks in 

particular is summarized below [9, 10, 11]: 

 When the source of a multicast datagram is a mobile host, then a copy of the 

datagram may not reach all hosts (static or mobile) that are members of the 

multicast group. 

 In the case of multicast using source specific trees, it must acquire a co-located IP 

address and setup a multicast tree rooted at the co-located IP address before it can 

send out multicast datagrams. 

 At the receiving end, when a mobile host migrates to a cell with no other group 

members, it will experience delay. This is mainly caused by subscription delay, 

tree rebuild or due to non-existent multicast routers in the region. This issue has 

three parts: 

i. When a mobile host migrates to a foreign network that may not support 

multicast service. In this case, the receiver cannot rejoin the multicast 

session until it migrates to a network which supports multicast. 

ii. When a mobile host migrates to a foreign network that support multicast 

service but does not join the multicast group(s) in which the visiting 

mobile host is subscribed to, the mobile host has to wait for IGMP next 

membership query cycle and endure rejoining delay. 

iii. When a mobile host migrates to a foreign network that supports multicast 

service and foreign agent has joined the multicast group, The mobile host 

may receive duplicate packets, subsequent packets, or packet loss. 
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 After migration, multicast protocols that are based on the shortest path tree, such 

as DVMRP, may route packets incorrectly or drop packets due to reverse path 

forwarding. 

 In the shared-tree approach such as PIM [16] or CBT [13, 14], an algorithm is 

needed to determine the core(s), the rendezvous point (RP) strategic locations(s) 

in the network. This ensures that receivers obtain the least possible delay. The 

core’s location is usually selected at the start of the multicast session. In mobile 

networks, if source / receiver are mobile, then a core’s or RP’s position will be 

sub-optimal after each receiver / source migration. What is needed is an algorithm 

to relocate the core (dynamic core), but this kind of algorithm will be infeasible 

due to high signaling messages involved and multiple constraints that have to be 

satisfied due to host movement. 

 The time to live (TTL) specified may be inappropriate. For example, a TTL set 

for one region maybe inappropriate for another. Once the mobile host migrates 

out of a region, the specified TTL value earlier maybe too small. Hence, the same 

MH may receive datagrams from the source in some cells but not in others. 

 If the mobile host wants to send a multicast datagram directly from the foreign 

network, a mobile host must acquire and use a co-located IP address in the foreign 

network as the source address of multicast packets, in which case there must be a 

multicast router in the foreign network. 

 Unless a mobile host is at its home network, the multicast datagram that it wishes 

to send could possibly be dropped. If downstream-multicast routers receive 

multicast datagrams on a different interface, the one which is used to send 
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datagrams to the mobile host, then the arriving datagram is dropped. Furthermore, 

downstream routers continue to tract reverse paths to the mobile host assuming 

that the mobile host is on its home network. Thus, the multicast routes that are 

established are always with reference to the mobile host’s home network and are 

incorrect when the mobile host is at a foreign network. 

2.3.1 Mobility and Multicasting: Security Issues 

Security threats to multicast communications in mobile networks are similar to 

those in unicast communications. Some of the main security issues are described below 

[23]: 

i) Secure Group Communication 

Only legal members of the group should have access to communication related to 

that group. In other words, non-members must not be able to eavesdrop on multicast 

traffic. This requires the presence of a confidentiality service for the multicast group. An 

integrity service is also required to assure that a message has not been illegally altered in 

transit. The members of the group should be able to detect such illegal modifications. 

ii) Group and Member Authentication 

The main issues here are concerned with the authentication of the group and 

members of the group. These are often intricately linked with key distribution and 

management as the provision of the authentication service is often based on possession of 

certain keys. Hence the problem of securely distributing keys amongst the members of 

the group becomes a vital concern. It is necessary to provide mechanisms for revoking 

memberships of those who leave and for registering those who wish to newly join. This 

in turn implies that there must be some secure mechanisms for secure key generation, 
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distribution, and revocation as the membership of the group changes. There may also be a 

need for periodically refreshing the key for the group. Another related issue is the need 

for individual member authentication in addition to the group authentication. For 

instance, under certain circumstances, it may be necessary to determine which member of 

the group performed a certain action. 

iii) Multicast Group Management 

Here the main issues are concerned with which node can join the group and how 

one decides about it. This is part of access control. In general, for any operation that 

changes the group structure, these issues need to be addressed. 

iv) Multicast Service Availability 

There should be appropriate mechanisms to counteract the denial of service 

attack. Maintaining service availability against malicious attack is ever more challenging 

in a multicast setting, as clogging attacks are easier to mount. 

2.4 Related Work 

The issues presented in previous section clearly identify the need for improved 

multicast techniques for mobile networks. There are several proposals aimed to provide 

multicast facility in mobile networks. A brief overview of these proposals is presented in 

this section. 

2.4.1 Multicast in IETF Mobile IP 

There are two approaches proposed in RFC 2002 to accomplish multicast in 

Mobile IP: 

 Bidirectional HA Tunneling 
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 Remote Subscription 

i) Bidirectional HA Tunneling 

In the bi-directional tunneling approach the home agent becomes the sender and 

receiver for multicast traffic on behalf of its mobile host. Whenever the mobile host 

migrates to a new subnet, a bi-directional tunnel is created from the mobile host’s care of 

address to the HA. As a result any traffic generated by the MH or directed towards the 

MH has to traverse through the HA. When a MH wants to send a multicast datagram, it is 

required to tunnel it through its HA. From the receiver point of view, the source did not 

leave its subnet. This scheme incurs a high handoff latency as the MH moves further 

away from the HA. This method also introduces the tunnel convergence problem, where 

multiple MHs are serviced by one foreign agent and some or all MHs have different HAs. 

As a result, each HA will have a tunnel to the FA. How should one solve the tunnel 

convergence problem? The solution is proposed in [19] using designated multicast 

service provider. 

 
ii) Remote Subscription 

In remote subscription method, a mobile host joins a multicast group in the visited 

foreign network, assuming that a multicast service is available in the foreign network. 

The care of address is then used for multicast. The disadvantage of this method is that if a 

source-rooted tree is used, then the tree needs to be rebuilt form the new location.  

2.4.2 Multicast in Mobile Networks using AMTree 

A scheme known as AMTree is proposed which is the Active Network (AN) 

based multicast tree that is bidirectional, optimizable on demand and adaptive to source 
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migration [9]. An Active Network based optimization algorithm is introduced in this 

proposal that is executed on demand by receivers.  

The service provided by AMTree is unreliable, best-effort, and connectionless 

delivery of packets. An AMTree takes advantage of the processing capabilities at routers, 

which enable MHs to continue sending packets to receivers after migration. Hence, the 

multicast tree can be maintained without much modification and incurs minimal packet 

latency. It implies that the handoff latency will be low, and there will be minimal 

disruptions to packet flow. Also, due to intra-network processing, signaling overheads are 

low, and the tree is updated dynamically in an efficient way. AMTree uses the shortest-

path / source-rooted tree approach. Using AMTree, no periodic control messages are used 

to catch topology changes. This is mainly because receivers are required to join the tree 

explicitly; thus, data only flows over links that lead from the source to the receivers. If 

the link to the parent active router (AR) is down, an optimization process is executed to 

graft another portion of the tree. This scheme, unlike PIM and CBT, does not suffer from 

traffic bottlenecks, since the tree is a source-rooted tree. ARs dynamically filter out 

unnecessary control messages. For example, join/optimization/NACK/ACK messages are 

filtered out by ARs nearest to the subscribing receiver.  

In the multicast tree, active routers with at least one receiver/subscriber are known 

as core routers. Its main functionality is to provide abstraction during handoff. It means 

that no modifications are required for routers that are downstream from the core router 

during handoff. Furthermore, the shortest path is maintained for each receiver connected 

to the core, given that migration in an AMTree is quite similar to that in CBT. In contrast, 
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the cores in AMTree are dynamically assigned and receivers do not join using cores as 

rendezvous points (RP). 

AMTree has the following advantages: 

 Receivers are able to receive multicast packets in foreign networks which 

do not support multicast service. 

 A fast rejoin is possible since the mobile host does not have to wait for 

IGMP query cycle. 

 Lengthy rejoin process has been eliminated in networks where no group 

membership exists. 

 This scheme has reduced rejoin delays, packet duplication, and packet loss 

but does not guarantee reliable multicast of traffic to all group members. 

2.4.3 Mobile Multicast Protocol (MoM) 

A new scheme is proposed in [19] to facilitate multicasting in networks with 

mobile hosts. The scheme uses the basic unicast routing capability of IETF Mobile IP as 

a foundation and leverages existing IP multicast to provide multicast services for mobile 

hosts. This scheme suggests advantages over approaches like remote subscription and bi-

directional tunneling proposed for the mobile multicast problem.  

The assumptions of this scheme are as follows: 

 The service to be provided is the unreliable, best effort, connectionless 

delivery of multicast datagrams. It means that datagrams may be lost, 

duplicated, delayed, or delivered out of order. It assumes that higher level 

protocols are responsible for handling such conditions. 

 A multicast router is co-resident with the HA. 
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 Foreign agents are being used at the foreign networks. 

 The home agent and foreign agents are not mobile (static). 

 There are no a priori assumptions about the size of the multicast group, the 

geographic distribution of the multicast group members, and number of 

mobile hosts in the network, the location of mobile hosts, or the frequency 

of mobile host movement. 

In this scheme, HA forwards multicast traffic to the MH through Mobile IP tunnel 

via the FA. In the IP multicast distribution tree, the HA is one of many group members 

and source of the multicast is assumed to be at the root of the tree. In this approach, the 

FA does not have to join multicast groups on behalf of visiting MHs. Hence, MHs will 

not face any join and graft delays any time they move to a new foreign network.  

To multicast traffic towards MHs for particular multicast group residing at 

different FAs, the HA forwards a copy into each corresponding Mobile IP tunnel. This 

means that HA is not required to forward a separate copy for each mobile host that it 

serves; instead it will forward one copy for each foreign network. FAs must use link-level 

multicast at each foreign network to complete the delivery. In case a MH resides under a 

FA higher up than its HA in the delivery tree, routing loops may occur as packets from a 

FA and may get re-forwarded down the tree to the HA, which re-forwards it back up 

again. This problem is solved by enforcing a time to live of one hop on any multicast 

packet delivered from an FA. Tunnel Convergence can happen if multiple Mobile IP 

tunnels (from different HAs) can terminate at a particular FA. To solve the tunnel 

convergence problem, a selection is preformed by the FA to appoint one HA as the 

designated multicast service provider, DMSP, for a given multicast group. The DMSP 

 25



forwards only one multicast datagram into the tunnel even if it serves multiple MHs at 

the foreign network.  

Following are the disadvantages of this scheme: 

 There is a trust issue involved when the FA is performing selection for the 

DMSP. 

 When a MH moves from one foreign network to another, it may 

experience a temporary disruption of multicast delivery service due to the 

fact that in Mobile IP there is no explicit deregistration with the foreign 

agent when a host moves. 

 In case the moving MH’s HA is the DMSP for a group at the previous 

foreign network, a DMSP handoff will be required to a different HA to 

forward datagrams for the remaining multicast group members at the 

foreign network. 

 It suffers from routing latency and long distance tunneling from the home 

network. 

2.4.4 Supporting IP Multicast for Mobile Hosts 

Multicast agents are introduced in [11] for IP Multicast to mobile hosts. A 

multicast agent is a multicast router that serves multiple foreign networks. It maintains a 

list of multicast groups that have mobile members belonging to the group. A foreign 

agent in the service area of a multicast agent notifies the multicast agent of the multicast 

groups that visiting mobile hosts belong to. The multicast agent joins these multicast 

groups and tunnels packets for these groups to the foreign agent. The foreign agent then 

delivers the multicast packets to mobile hosts using local multicast 
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In Mobile IP, there are two possibilities for a mobile receiver host to attach to the 

multicast backbone: 

 Home subscription 

 Remote subscription 

In the home subscription method, a mobile host joins a multicast group in its 

home network, assuming that the home agent is a multicast router. Each multicast packet 

is encapsulated as a unicast packet and then tunneled by the home agent to the care-of 

address of the mobile host in the foreign network.  This approach compromises the link 

sharing advantage of IP Multicast and uses suboptimal routing through the home 

network. In the remote subscription method, a mobile host joins a multicast group in the 

visited foreign network, assuming that a multicast service is available in the foreign 

network. The main advantage of remote subscription is the optimal multicast routing to 

the current locations of mobile group members. The downside of this approach is that it 

requires a multicast router in every foreign network.  

The multicast agent scheme proposed in this paper combines the advantage of 

home subscription and remote subscription in Mobile IP and the link-level multicast in 

MoM [19]. 

The addition of multicast agents has the following advantages: 

 Roaming mobile hosts are kept relatively close to their access points to the 

multicast backbone by restricting the size of the service area of a multicast 

agent. This reduces the disruption to multicast services caused by mobility 

of group members. 
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 Frequent modifications to multicast trees are reduced since the service 

area of a multicast agent covers multiple foreign networks. 

 The tunnel convergence problem is solved, since multicast agents are 

disjointed. 

This approach has several drawbacks. In a scenario where a mobile host is the 

first member of the group in the service area of the multicast agent for the new foreign 

network, there were several overheads for the multicast agent. In addition to propagating 

group membership from the mobile host to the foreign agent and then to the multicast 

agent, the multicast agent has to join the group through some multicast routing protocol. 

This can cause disruption to multicast service. 

2.4.5 Range Based Mobile Multicast (RBMoM) 

An approach based on bidirectional HA tunneling and remote subscription, is 

presented in [21] called Range Based Mobile Multicast (RBMoM). Their ideas are based 

on having a multicast home agent (MHA). Instead of tunneling through the HA, the 

MHA is responsible for delivery of multicast packets to the MH. Unlike bidirectional 

HA, where HA’s position is fixed, the MHA is assigned to the MH and changes as the 

MH moves out of the MHA’s range. The MHAs then rejoin the multicast session, if the 

MHA that the MH handoff has not subscribed yet. By having MHAs and, depending on 

the range given, the need to rejoin the multicast session after handoff is considerably 

reduced. The disadvantage of RBMoM is the tunnel convergence problem, since multiple 

MHAs may tunnel packets to a given FA. 

 28



This chapter gives a brief overview of Mobile IP, Multicasting, Mobility with 

Multicasting, and issues related to it. It also describes various research done in mobility 

and multicasting. The next chapter presents the proposed protocol in detail. 
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CHAPTER 3 

SECURE MULTICASTING FOR MOBILE NETWORKS USING TRUSTED 
MULTICAST AGENTS 

 
This chapter presents the protocol for secure multicasting in mobile networks 

using trusted multicast agents. The first section provides a brief overview of wireless 

sensor networks and a location tracking mechanism – STUN. In the second section, the 

proposed method is explained with examples. The third section provides a description of 

the protocol design and an example network scenario to support the protocol. A 

mathematical explanation is given at the end of the chapter. 

3.1 Wireless Sensor Networks 

Recent advances in wireless communications have enabled the development of 

low-cost, low-power, multifunctional sensor nodes. These tiny sensors, which consist of 

sensing, data processing, and communicating components, leverage the idea of sensor 

networks. A sensor network consists of a large number of sensor nodes that are densely 

deployed either inside the region or very close to it where some phenomenon is to be 

monitored. Sensor nodes are fitted with an onboard processor which enables them to 

locally process the raw data and simple computations before transmitting it. The sensor 

nodes are usually scattered in a sensor field. Each of these scattered sensor nodes have 

the capabilities to collect data and route data back to the sink. Data are routed back to the 

sink by a multihop infrastructureless architecture. The sink may communicate with the 

task manager via the Internet or satellite. The protocol stack used by the sink and sensor 

nodes is shown in Figure 3.1[26]. The protocol stack consists of the physical layer, data 

link layer, network layer, transport layer, application layer, power management plane, 
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mobility management plane, and task management plan. The physical layer should meet 

the requirements of robust modulation, transmission and receiving mechanisms. The data 

link layer should be capable of collision detection and use minimal power. 

 

Figure 3.1: Sensor Network Protocol Stack 
 

The network layer is responsible for routing the data supplied by the transport 

layer. The transport layer maintains the flow of data. The power, mobility, and task 

management planes monitor power, movement, and task distribution among the sensor 

nodes. In addition, the mobility management plane detects and registers the movement of 

sensor nodes, so a route back to the user is always maintained, and the sensor nodes can 

keep track of who the neighbor sensor nodes are. 

3.1.1 STUN – Scalable Tracking Using Networked Sensors 

The STUN architecture is used in the proposed protocol for location tracking of mobile 

hosts. A scalable tracking architecture employs hierarchical structure to allow the system 

to handle a large number of tracked objects. STUN uses hierarchy methods to connect the 

sensors, using the query point as the root and tree is called hierarchy tree. The leaves of 
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the tree are sensors, and the other nodes are communication nodes, which are called 

intermediate nodes.  The information about movement of the mobile host is stored at 

intermediate nodes. The leaf sensors send detection messages which contain the IP 

address of the MH toward the root. An intermediate node will pass a detection message to 

the root only if it has modified its detected set about the movement of MH. If the detected 

set is not modified, the intermediate node will prune the message. Once the root has 

received the information about MH, it transmits the information to the mobility agent. 

The sensor network sends the IP address of the mobility agents it is connected to. The FA 

records this IP address and its table, which is called the new mobility agent determination 

table. 

 

Figure 3.2: STUN used to detect MH movement 
 

In Figure 3.2 [26], an example is provided where a row of sensors covering a region is 

shown to be descendent from the same intermediate node X. When MH moves through 

the region, each sensor will detect its arrival and departure and generate the 

corresponding detection messages with the MH’s IP address. 
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3.2 Proposed Scheme: Trusted Multicast Agents 

The approach is to use trusted multicast agents that are trusted by the home agent 

and serve as the access point by mobile hosts to the multicast backbone. The service area 

of a multicast agent spans multiple foreign networks. This avoids the requirement of 

multicast router in each foreign network. Each trusted multicast agent maintains a list of 

groups that have mobile members in its service area, and for each group, a list of foreign 

agents that have visiting mobile members belonging to the group. The trusted multicast 

agent joins the multicast groups on behalf of the mobile group members in its service 

area. Upon receipt of multicast packets for a group, the multicast agent tunnels the 

multicast packets to all foreign agents that have visiting mobile hosts belonging to the 

group. The foreign agent is responsible for collecting multicast group information of 

visiting mobile hosts and informing the trusted multicast agent of any changes. Upon 

receiving multicast packets from the trusted multicast agent for a multicast group, the 

foreign agent uses link-level multicasting to deliver the multicast packets to all visiting 

members in the group. 

When the mobile host moves from the service zone of one trusted multicast agent 

to another, disruption in multicast service can happen. This disruption can be avoided by 

old trusted multicast agents notifying new trusted multicast agents in advance and 

sending multicast data to the new trusted multicast agents that can be forwarded to the 

new care-of address of the mobile host after a successful handoff. Trusted multicast 

agents will also perform security operations to stop bogus nodes from becoming part of 

the multicast distribution tree. Each trusted multicast agent will be a security-hub for a 

group of mobile users visiting its service zone.  
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3.2.1 Assumptions 

The following assumptions have been made in the design of this protocol: 

 Foreign agents are being used at the foreign networks. 

 The home agents and foreign agents are static hosts. 

 Trusted Multicast Agents will provide multicast facility. 

 Service area of Trusted Multicast Agents is disjointed. 

 PIM-SM [16] is running on all multicast routers 

The security module of this protocol is based on following assumptions: 

 A public key infrastructure is in place in the form of a certification 

authority (CA) or a hierarchy of certification authorities for the purpose of 

authentication and public key distribution. A certification authority [24] is 

a trusted third party that verifies the identity of a participating entity, 

allocates a distinguished name to it, and vouches for the identity by 

signing a public key certificate for that entity using a private key. 

 All mobile hosts are registered by local CA and receive a certificate signed 

by CA. 

 Each foreign agent and trusted multicast agent has a public key. 

 Each mobile host has a public and private key pair. 

 Trusted Multicast agents maintain a list of public keys of all foreign agents 

in their service area. 

 Each Trusted Multicast agent is trusted for authenticating a mobile host by 

using public key information. 
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 The beacon message generated by a foreign agent includes its public key 

certificate. 

 A group key is shared among trusted multicast agents and foreign agents 

for the same group. 

This protocol makes no a priori assumptions about the following: 

 Size of multicast group 

 The geographic distribution of the multicast group members 

 The number of mobile hosts in the network 

 The location of the mobile hosts or frequency of mobile host movement 

 Presence of multicast router in foreign network 

3.3 Design Overview 

IP multicast provides multicast service to static hosts. A multicast router connects 

a host to the Internet cloud or multicast backbone. The host communicates group 

information with the multicast router using IGMP [3, 4, 5] protocol. The multicast router 

serves different roles at the local and Internet level. Here are the responsibilities of the 

multicast router at both levels: 

 Communicates group information with the local host 

 Delivers multicast packets to local group members using local multicast 

 Sends multicast packets from local host to group members over the 

Internet 

At the Internet level, multicast routers are equipped with multicast routing 

protocols to exchange group information and to route multicast packets. The Trusted 

Multicast Agent paradigm provides secure and trusted architecture for multicast to 
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mobile hosts and functions as the secure access point by mobile hosts through foreign 

agents to the multicast backbone. The service area of Trusted Multicast Agents span 

multiple foreign networks. At the Internet level, Trusted Multicast Agents are secure 

multicast routers running multicast routing protocol. Since the proposed architecture does 

not assume any multicast routers in the foreign network, at the local level, foreign agents 

use local multicast to send packets to group members registered within its service area. 

For simplicity, the proposed approach is separated into two modules: 

1. Multicast Module 

2. Security Module  

The Multicast Module describes the functions of Trusted Multicast Agents in 

terms of providing basic multicast service. The Security Module extends the basic 

multicast service of Trusted Multicast Agents and explains how it solves the trust and 

security problem. 

3.3.1 Multicast Module 

This section describes protocol with different roles and locations of the mobile 

host. 

i) MH as a Multicast Source in Home Network 

This case assumes that the multicast router is within the home network service 

area. The MH joins the multicast group G through multicast router by communicating 

group information using IGMP [4] protocol. In other words, MH sends group 

membership requests using IGMP to its local router. The local router then sends JOIN 

requests towards the root of the tree, which is the HA in this case. When the packets are 

sent from MH, it will flow from MH’s local routers to the multicast router. The Multicast 
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router will then send the packet to the multicast group G using multicast backbone as 

shown in figure 3.3(a). Since the protocol assumes PIM-SM [16] is the multicast routing 

protocol running on the multicast router, the multicast router will serve as the 

Rendezvous Point (root of the tree). MH and other group members will form the 

multicast distribution tree as leaf members.  

 

 
Figure 3.3(a): MH as a Multicast Source in Home Network 

 
If the MH wants to leave the group G, it will send explicit IGMP LEAVE request 

towards the multicast router. The multicast router will stop sending any future multicast 

packets to MH. 

ii) MH as a Multicast Recipient in Home Network 

The MH joins the multicast group using the same process as described in Case (i). 

The multicast router will forward multicast packets addressed to group G members 

towards the MH using local multicasting as shown in figure 3.3(a). 

iii) MH handoff during Multicast Service in Home Network 
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When the MH moves into a new foreign network, it has to register with its home 

agent to update its mobility binding in order to maintain its IP connectivity to the 

network. Also to continue with the IP multicast, it has to communicate its group 

membership to the foreign agent. According to this protocol, the foreign agent and trusted 

multicast agent perform the following additional responsibility on top of their base 

functionality. 

iv) Additional Responsibilities of the Foreign Agent 

The foreign agent notifies the MH about availability of local multicast service 

during agent advertisement. If local multicast is available then IGMP messages can be 

used. A foreign agent maintains a list of multicast groups that have members in its service 

area. It periodically sends IGMP membership queries, to update the list, to the all-hosts 

group 224.0.0.1. A MH responds by sending an IGMP membership report for each group 

it belongs to. The IGMP membership report is sent to the multicast address of the group. 

If local multicast or broadcast is not supported in the foreign network, then a MH 

has to send its IGMP membership reports directly to the IP address of the foreign agent. 

In this case, the foreign agent has to maintain a list of multicast groups and list of visiting 

mobile hosts that belong to each group.  
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Figure 3.3(b): List of Multicast Groups and Visiting Mobile Hosts 
 

The foreign agent may delete mobile hosts registration from the list of a group 

when their mobile registration expires at the foreign agent. When a trusted multicast 

agent receives packets for a multicast group, it tunnels the packet to each foreign agent on 

the list for the multicast group. If a multicast router is available in the foreign network, it 

will be used for local multicast to all group members in the foreign network. If there is no 

multicast router then the responsible foreign agent has to send a copy of a multicast 

packet separately to each MH in the multicast group. 

v) Additional  Responsibilities of the Trusted Multicast Agent 

When a foreign agent detects any change in the list of multicast groups of mobile 

hosts through membership reports or expiration of mobile registrations, it communicates 

the change to the corresponding trusted multicast agent. This communication is about 

joining or leaving of multicast groups by foreign agent. The trusted multicast agent 

maintains a list of multicast groups that have mobile group members in its service area. It 

also maintains a list of foreign agents for each group that have mobile hosts in the group. 
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The trusted multicast agent joins these groups on behalf of mobile group members and 

participates in multicast routing. This case deals with movement of the MH from the 

home network to the service area of FA1 served by the Trusted Multicast Agent TMA1. 

During the handoff from HA to FA1, the process works as follows: 

 

 
Figure 3.3(c): Additional Responsibilities of the Trusted Multicast Agent 

 
 

1. The Wireless sensor network SN1 detects movement of the MH and 

informs HA, TMA1, and FA1 about this movement.  

2. The HA, after receiving the notification from SN1, sends the registration 

and authentication information as shown in figure 3.3(c) regarding the MH 

to multicast backbone in which all the Trusted Multicast Agents are 

members. The identification field is a 64-bit number, constructed by the 

mobile node, used for matching Registration Requests with Registration 

Replies, and for protecting against replay attacks of registration messages 

[22]. 
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Figure 3.3(d): Packet format Registration Request 
 

3. The registration request packet is followed by one of the extensions shown 

in figure 3.3(e) and figure 3.3(f).  

 

Figure 3.3(e): Mobile-Home Authentication Extension 
 

 
Figure 3.3(f): Foreign-Home Authentication Extension 

 
 

4. The HA sends a cached registration request of FA1 to the MH. FA1 sends 

a request to the Trusted Multicast Agents for the information regarding the 

MH.  

5. TMA1 sends the information to FA1.  

6. FA1 receives registration request from the MH, and after authenticating 

the request it notifies the HA about MH’s new care-of address.  
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7. The HA provides information about MH group membership to TMA1. 

8. TMA1 will join the multicast group on behalf of the MH while the MH is 

busy in the registration process. 

9. TMA1 will start sending the multicast packets to FA1 and other foreign 

agents for buffering. 

10. FA1 then uses local multicasting to deliver the packets to the MH and 

other group members in its network. 

11. If local multicasting is not supported in the FA1 service area, the foreign 

agent will send a copy of a multicast packet separately to each of the 

visiting group members. 

vi) MH as a Multicast Source in Foreign Network 

To send the multicast packets, the MH delivers the packets to FA1. FA1 then 

forwards the packet to TMA1 for final delivery. TMA1, through PIM-SM support 

multicasts the packets to group members. Since FA1 and TMA1 maintain lists of the MH 

group membership, this process will incur less delay.  

vii) MH as a Multicast Recipient in Foreign Network 

This case is very similar to part of Case (iii). TMA1 sends the multicast packets 

received from the source to FA1 and other foreign agents involved in the group. FA1 then 

uses the local multicasting to deliver the packets to the MH and other group members in 

its network. If local multicasting is not supported in FA1 service area, the foreign agent 

will send a copy of a multicast packet separately to each of the visiting group members. 

viii) MH Intra-Service Area handoff during Multicast Service 
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When the MH moves from FA1 to FA2 within same Trusted Multicast Agent 1 

service area, the process is as follows: 

 

 
Figure 3.3(g): MH Intra-Service Area handoff during Multicast Service 

 
1. Wireless sensor network SN2 detects movement of MH and informs FA1, 

TMA1, and FA2. 

2. At this point, if TMA1 receives any multicast packets, it will be forwarded 

to FA2 instead of FA1. 

3. FA2 will start buffering the packets till MH registration process finishes. 

4. FA2 sends a request to the TMA1 to download the information regarding 

the MH.  

5. In the meantime, FA1 sends a cached registration request of MH to FA2. 

6. The MH sends a registration request to FA2 for authentication. 

7. FA2 then informs the HA about the MH’s new care-of address. 

8. FA2 will start sending the buffered packets to the MH. 
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ix) MH Inter-Service Area handoff during Multicast Service  

When the MH’s handoff from FA2 to FA3 occurs in the service area of trusted 

multicast agents, the wireless sensor network SN3 detects the movement and informs 

FA2, TMA2, and FA3. Here is the step-by-step process: 

 

 
Figure 3.3(h): MH Inter-Service Area handoff during Multicast Service 

 
 

1. SN3 detects the movement of the MH crossing service area and informs 

FA2, TMA1, TMA2, and FA3. 

2. TMA1 starts forwarding any multicast packet it receives during this period 

to TMA2. 

3. TMA2 sends the multicast packets to FA3 and FA3 will start buffering 

until the MH registration process finishes. 

4. FA2 sends a cached registration request of the MH to FA3. 

5. FA3 sends a request to TMA2 in order to download the information 

regarding the MH. 
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6. The MH sends a registration request to FA3 for authentication. 

7. FA3 then inform the HA about the MH’s new care-of address. 

8. FA3 will start sending the buffered packets to the MH. 

 

3.3.2 Security Module 

A mobile host maintains an access control list for the group it wants to initiate. It 

then sends the list to foreign agent, which in turn is forwarded to the trusted multicast 

agent. All the intermediate entities and home agent will cache this information, which 

includes foreign agents and trusted multicast agents. The key question here is who should 

perform the role of the group manager, which is a trusted entity that is responsible for the 

generation and distribution of keys? The HA cannot be given this responsibility due to 

single point of failure. Also, making the FA a group manager does not solve the problem, 

as mobile host can frequently change foreign agents, which can result in re-generating 

and re-distributing the group key information to the group members. Since the trusted 

multicast agent provides coverage to multiple foreign agents, making the trusted 

multicast agent a group manager is a better choice.  

The trusted multicast agent becomes a member of all currently active groups and 

therefore assumes the responsibility of group manager. It implies that all group key 

management functions are maintained by the trusted multicast agent. Since the group 

information is maintained only at the trusted multicast agent, this approach eliminates the 

overhead associated with handoffs in case of the foreign agent as group manager. 

However, whenever a mobile host joins or leaves a group, the update notification 

messages must be sent from the foreign agent to the trusted multicast agent, which then 
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has to refresh the keying information and propagate it down. All JOIN and LEAVE 

requests are processed at the trusted multicast agent. 

The following sub section explains how the mobile host joins and leaves a group 

using this security module. 

 
i) MH joining a Multicast Group 

When a MH wants to join a group G, it sends the request to its foreign agent FA. 

A FA will join a group G if and only if it has at least one mobile host under its 

jurisdiction. Both the MH and the FA will be authenticated by the trusted multicast agent. 

Once the authentication of the concerned MH is successful, then its current FA becomes 

a member of the group and receives packets for that group on behalf of the MH.  

ii) MH leaving a Multicast Group 

When a MH leaves a particular multicast group, it needs to send an explicit IGMP 

LEAVE message to its FA. This message includes the identity of the MH along with its 

group membership details. The FA then forwards this information to the trusted multicast 

agent. Upon receiving this information, the trusted multicast agent then re-generates and 

re-distributes the group key to its group members. 

3.4 Mathematical Model 

The section presents a mathematical model to compare the proposed scheme with 

Mobile IP.  

Mobile IP allows the mobile node to roam across the wireless networks which 

involves switching from one mobile agent to another. This process of switching from one 

mobile agent to another is called Mobile IP Handoff. Mobility Management involves 
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Location Management and Handoff Management. Handoff management is the process by 

which a mobile node keeps its connection active when it moves form one mobility agent 

to another. 

HA

MH

FA1 FA2

Internet

Before Handoff After Handoff

Handoff

 
Figure 3.4: Typical Mobile IP Handoff Scenario 

 
Consider a mobile node that is leaving one foreign agent and transitioning to a 

new foreign agent. The first foreign agent and associated foreign agents must send 

binding warning messages to the home agent, alerting the home agent that packets from 

the correspondent node are arriving, but the mobile node is no longer in the first foreign 

agent network. The first foreign agent starts buffering the packets in its retransmission 

buffer. Simultaneously, the mobile node will complete the association with the second 

foreign agent, and the home agent will establish the new care-of address with the second 

foreign agent. The home agent then provides a new care-of address to the second foreign 

network, and this allows direct tunneling of messages between the mobile node on the 

second foreign network and the correspondent node. After successful registration, the 

mobile node requests the second foreign agent to send binding updates to the first foreign 
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agent. On receiving the binding updates, the first foreign agent transmits the buffered 

datagrams to the second foreign agent.  

Based on the above example, handoff delay is the sum of movement detection of 

mobile node, channel acquisition delay [25] and registration delay: 

DelayHandoff = DelayMovement Detection + DelayChannel acquisition + DelayRegistration

Here the movement detection delay and channel acquisition delay are fixed 

delays. However, the registration delay is a variable delay. Registration delay depends on 

network conditions and the mobility agent’s capacity to process the registration.  

 
MH FA PREVIOUS FA CURRENT HA

Movement Detection

L2 Handoff

Agent Advertisement

Registration Request Registration Request

Registration Reply

Registration Reply

MOVEMENT DETECTION

HANDOFF

AGENT ADVERTISEMENT

REGISTRATION REQUEST

REGISTRATION REPLY

 
Figure 3.5(a): Control message diagram for Traditional Mobile IP Handoff 

 
 

Movement detection in traditional Mobile IP comes into picture when its lifetime 

expires or by using prefixes [22]. Using Prefix-Lengths Extension has limitations because 

all agents must send this extension in their advertisement. One can assume that the first 

method is being used for movement detection. The MH detects that it has moved from a 

mobility agent when the lifetime of that agent’s advertisement has expired, and it has not 
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received any new advertisements from it. Next assume that right before the MH receives 

the last packet from the old FA, it also receives an agent advertisement with the lifetime 

set to TLifetime seconds. 

TLifetime = Agent advertisement lifetime 

T1 = the time when the MH received the last packet 

Using the movement detection algorithm in traditional Mobile IP, it is evident that 

the MH will know at time T1 + TLifetime that it has moved. After this time, the MH will 

perform L2 handoff with an access point.  

One can assume that a MH cannot associate with two access points at the same 

time; hence, the L2 handoff occurs only after the previous association is broken. After the 

L2 handoff, the MH may register with an agent from which it has had an advertisement 

or try to discover an agent by sending an agent solicitation (T3). The MH then sends a 

registration request to the FA (T (MH-FA)), which forwards it to the HA (T (FA-HA)). The HA 

sends a registration reply to the FA (T (HA-FA)), which forwards it to the MH (T (FA-MH)). 

Hence the total time Handoff THandoff during which packets are lost can be 

expressed as: 

THandoff = TLifetime + L2delay + T3+ T (MH-FA) + T (FA-HA) + T (HA-FA) + T (FA-MH)

The processing time involve in establishing the security association between the 

HA, FA, and MH is PSA. Adding the processing time for the authentication (HMAC-

MD5) is assumed to be 1ms. Hence, the total time Handoff THandoff with security 

parameters can be expressed as: 

THandoff = TLifetime + L2delay + T3+ T (MH-FA) + T (FA-HA) + T (HA-FA) + T (FA-MH) + PSA + 1 
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In the proposed scheme, wireless sensors are used to perform movement 

detection. These wireless sensors can be placed in such a way that the L3 handoff process 

completes before L2 handoff takes place. We assume that the wireless cells do not 

overlap all the times. Wireless sensors take a certain non-zero time to detect that mobile 

networks are moving in a particular direction. This includes the time for sending 

messages to the network and messages to move up the hierarchy. When this detection 

time is DT. The proposed scheme introduced a new component called Trusted Multicast 

Agents. These Trusted Multicast Agents (TMA) are placed between the FA and the HA 

and between the FA’s covering multiple foreign agents. We assume the distance between 

the FA, the TMA, and the distance between the HA and TMA are equal. 

T1WS-FA = T1WS-HA = T1WS-TMA

The wireless sensors then inform the HA, TMA, and the FA about this movement. 

The HA immediately sends all the information regarding the MH to the TMA (T1HA-TMA). 

By this time, the FA would have sent a request to the TMA (T1FA-TMA) and the TMA then 

sends this information to the FA (T1TMA-FA). By this time the HA would have sent a 

cached registration of the FA. The MH sends a registration request to the FA, and the FA 

sends a registration reply to the MH. 

As soon as the MH receives the reply, it will try to force an L2 handoff, since the 

MH is receiving packets during L3 handoff from the old FA. The total handoff latency 

during which packets are lost using wireless sensors can expressed as: 

T (WS) Handoff = L2 delay + PSA + 1 
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Figure 3.5(b): Control message diagram for proposed scheme with trusted multicast 

agents 
 

The wireless sensors should start detection, so that by the time L2 handoff occurs, 

the MH should have received the registration reply forwarded by the new FA. Time taken 

for detection and L3 handoff can be expressed as: 

TDetection = DT + T1WS-HA + T1HA-TMA + T1FA-TMA + T1TMA-FA + T1(MH-FA) + T1(FA+MH)

Adding authentication and security association processing time, the new equation 

can be expressed as: 

TDetection = DT + T1WS-HA + T1HA-TMA + T1FA-TMA + T1TMA-FA + T1(MH-FA) + T1(FA+MH) + 

PSA + 1 

Assume a car is moving at s meter / second (m/s). The distance D at which the 

wireless sensors should be installed can be expressed as 

D = TDetection * s meters 

 

The time TDetection in the above equation should be assumed slightly greater than 

the actual value to account for jitter, queuing, and processing delay. Then it is assured 

that the registration reply will reach the MH before it moves to the new FA. To determine 
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packet loss during handoff, one can assume the source sends packets to the MH every S 

seconds. The proposed scheme for packet loss during handoff can be expressed as: 

Packet DropHandoff = T (WS)Handoff * Data Rate 

Hence 

Packet DropHandoff = T (WS)Handoff / S 

However, in traditional Mobile IP it is time taken for the handoff which is THandoff. 

The handoff time for the wireless sensors is the L2 delay which is much less compared to 

the traditional Mobile IP handoff time. 

In traditional Mobile IP, after handoff, the MH can continue to receive the 

multicast traffic in the new foreign agent service area if there are other active members of 

the group. However, the proposed protocol is considering the worst case scenario in 

which there is no group member available in the foreign agent service area. It implies that 

after the handoff, the MH must wait for an IGMP Query in the new FA network. After 

receiving the IGMP Query, it sets up a random back off timer. An IGMP Membership 

Report will be sent when the timer expires.  Now we define the following terms: 

T(IGMP)QW : IGMP Query waiting time 

T(IGMP)RB : IGMP Report back off time 

TMTree  : Multicast Tree establishing time 

Psecurity  : Sum of all authentication and key generation and 

distribution time 

The protocol assumes that the PIM-SM is running on multicast routers.  The 

additional handoff latency introduced by multicast routing protocols is not severe as 
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compared to IGMP. Hence, the proposed scheme takes into consideration the IGMP 

processing time. 

 

 
Figure 3.5(c): Control and Data message diagram for traditional Mobile IP 

 
In case of traditional Mobile IP, total handoff time before receiving multicast 

packets TMulticast-Handoff is given by the following equation: 

TMulticast-Handoff = TLifetime + L2delay + T3+ T (MH-FA) + T (FA-HA) + T (HA-FA) + T (FA-MH) + 

PSA + 1 + T (IGMP) QW + T (IGMP) RB + TMTree + Psecurity

In the proposed scheme, the HA will invoke the trusted multicast agent TMA to 

send and receive the IGMP query messages on behalf of the MH during the pre-

registration time by sending the access control list of the multicast group. 
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Figure 3.5(e): Control and Data message diagram for proposed scheme with trusted 
multicast agent 

 
Hence, the proposed scheme cuts down the time required for IGMP query 

messages and join process. The scheme implies the total handoff time TMulticast-Handoff 

before receiving multicast packets and is given by the equation: 

TMulticast-Handoff = L2 delay + PSA + 1 

The above equation shows that the proposed scheme adds no additional time to 

process the multicast join because the HA triggers the trusted multicast agent to initiate 

the join process with upstream routers to establish the multicast tree. When the MH 

arrives in the new service area of trusted multicast agents, the multicast traffic is already 

available for it.  
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CHAPTER 4 

ANALYSIS 
 
 

In this chapter an analytical model is proposed for Mobile IP handoffs, handoff 

method using wireless sensors, and the trusted multicast agents. A simulation model is 

also presented and handoff cost is derived for the proposed scheme.  

4.1 Simulation Model 

In [27] a simulation model is presented for analyzing the handoff cost in Mobile 

IP. This simulation model is implemented in a similar fashion for the proposed scheme in 

this thesis. Since the movement delay cost is assumed to be constant in this model, hence 

it is not modeled. However, in this model, cells represent the movement area for the 

MHs. The mobility agents are present in each cell, and the trusted multicast agents are 

placed between the mobility agents. The crossing over of MHs from one cell to the 

another is associated with handoff latency. During this handoff, the MH cannot send or 

receive packets. A MH resides in each cell it visits for a generally distributed time 

interval and then moves on to the next cell. When the MH leaves a cell, there is an equal 

probability that any one of the immediate neighboring cells is selected as the destination. 

In this thesis, the hexagonal cell configuration is selected [29]. In the hexagonal 

configuration, cells are in a hexagonal shape and each cell has six neighbors. The size of 

each cell is determined by the number of MHs. As shown in Figure 1(a) and Figure 1(b), 

each cell is surrounded by rings of cells. The inner most ring consists of only one cell and 

is the center cell.  In this model, all distances are measured in terms of the number of 

rings. The number of cells in ring i, denoted by g(i), is given by: 

55 



g(i) = 6i where i = 1,2,3, … 

  

(a) (b) 
Figure 4.1: Cells in a Hexagonal showing MHs movement  

 
 

The number of cells that are within a distance d from any cell can be expressed as: 

Number of cells = 3d (d + 1) + 1 

Lets assume, 

n = Movements made by the MH to reach a mobility agent 

The Trusted Multicast Agents are placed in such a way that the distance between 

the TMAs and the HM is equal to the distance between the TMA and the FA. Each 

movement of the MH is associated with a handoff.  

Lets assume, 

k = Distance between the HA and the first FA 

A distance i cell is one that is at a distance i away from the center. The distance 

between the HA and the current FA is determined by using the model in [29]. Let Ln be a 

matrix in which each element Ln
i,j is the probability of a MH moving to a mobility agent 
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in a distance i cell after n movements. A MH moves to a neighboring cell with equal 

probability of 1/6 i.e. the random walk mobility model is considered. The probability 

distribution of the distance traveled in n movements is given by: 

 

4.2 Registration Cost 

Registration cost includes the processing messages cost at mobility agents and the 

transmission cost of registration messages. For simplicity, the processing cost at different 

mobility agents is assumed to be the same and is denoted by Cp. The transmission cost of 

messages is proportional to the distance between the HA, FA, and the MH. Let the 

constant be δt for the distance between mobility agents. The transmission cost on wireless 

links is always higher than wired links. Let this be w times higher than the wired links; 

hence, the transmission cost between the FA and MH is w δt. Let Thf denote the 

transmission cost between the HA and the FA while Tfm is the cost between the mobility 

agent and the MH.  

The registration cost per movement for Mobile IP is expressed below: 

2 Tfm + Cp when the MH returns home 

and 2 Thf + 3 Cp + 2 Tfm for all other cases 
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Figure 4.2(a): Registration cost for traditional Mobile IP 
 

The average registration cost is calculated for d movements. If dh
i,j denotes the 

distance between the HA and the FA in the cell with coordinates (i,j) then the cost Ci,j,mh 

for the MH to register with its HA from cell (i,j) is 

2w δt + Cp for dh
i,j = 0    (4.1) 

2(dh
i,j + w) δt + 3Cp for dh

i,j ≠ 0  (4.2) 

 

Figure 4.2(b): Registration cost for proposed scheme 
 

The average registration cost for d movements can then be calculated as 
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When wireless sensors are used, the effective registration cost is twice the 

distance traveled between the Trusted Multicast Agents and the FA dconf i,j in addition to 

the processing cost. The cost Ći,j,mh can be calculated as 

2wδt + Cp for dh
i,j = 0    (4.4) 

2(dconf i,j + w) δt + 2 Cp for dh
i,j ≠ 0  (4.5) 
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The probability of the FA being in this cell after nth movement is Ln
 i,j. Hence, the 

average registration cost of using wireless sensors is given by 

' ,,,
,1

1 CL mhji

n
ji

ji

d

n
d ×∑∑

=

   (4.6) 

4.3 Movement Cost 

A MH crossing a network boundary does not realize it has moved from the old 

FA’s network until the lifetime of the agent advertisement has expired. One can assume 

that the mobility agents advertise a lifetime of L seconds. In the worst case scenario, the 

MH may stop receiving packets due to handoff as soon as it receives the last agent 

advertisement. The MH will then take L seconds for movement detection. However, 

considering the best case the MH may stop receiving packets from old FA immediately 

after the lifetime of the last agent advertisement expires. The MH may choose to perform 

L2 handoff as soon as it breaks association with the previous FA. However, it can register 

with the new mobility agent only after the previous agent’s advertisement expires. The 

movement detection cost can then be considered as a discrete random variable with 

uniform distribution between 0 and L seconds. One can assume that M ni,j,f denote the cost 

of the delay, a random variable as the MH moves to a mobility agent. The average cost of 

movement detection for traditional Mobile IP delay can be expressed as 
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Now the movement delay in the presence of wireless sensors is the same. It 

implies that it is equal to the L2 handoff delay. Let M’ be the value of the L2 delay. 

Therefore, movement detection delay cost is given by 
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4.4 Handoff Cost 

Handoff cost includes registration cost and movement delay cost. Unlike handoff 

delay, there is a sum of processing involved to complete the handoff.  

In case of traditional Mobile IP, handoff cost can be expressed as 
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In case of Mobile IP with wireless sensors, handoff cost be expressed as 
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4.5 Handoff Delay 

As mentioned in chapter 3, handoff delay is the time difference between the last 

packet from the old FA and the first packet from the new FA. In traditional Mobile IP, 

handoff delay is the sum of movement detection delay, registration delay and layer two 

L2 delay. Hence, it can be expressed as 

Ci,j,mh + Mn
 i,j,f + M’    (4.11) 

For Mobile IP with wireless sensors, it is equal to the L2 delay i.e. 

M’      (4.12) 

The handoff delay mentioned for traditional Mobile IP and proposed approach 

does not consider the time required to join the multicast group. After handoff, the MH 

can continue to receive the multicast traffic in the new foreign agent’s service area if 

there are other active members of the group already registered in the FA’s service area. 
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When considering the worst case scenario, in which there is no group member available 

in the foreign agent service area, the MH must wait for an IGMP Query in the new FA 

network after the handoff is complete. After receiving the IGMP Query, the MH sets up a 

random back off timer. An IGMP Membership Report will be sent when the timer 

expires.  The following parameters are defined in Chapter 3. 

T(IGMP)QW : IGMP Query waiting time 

T(IGMP)RB : IGMP Report back off time 

TMTree  : Multicast Tree establishing time 

Psecurity  : Sum of authentication, key generation and distribution time 

For simplicity, ignore the time required to complete the security process Psecurity. 

One can assume that the router sends IGMP queries every 60 seconds (the default time 

for Cisco 7000 series routers). The MH may handoff at any moment during the IGMP 

Query Interval. It implies that the waiting time for the next IGMP Query can be anywhere 

between 0 and 60 seconds. When the MH receives the query, it sets a random timer 

between 0 and 10 seconds, for sending the IGMP Membership Report. From [32] it is 

observed that IGMP Query waiting time and IGMP Report back off time contribute most 

to the overall handoff latency. Due to IGMP, after successful handoff and registration, the 

MH needs to wait for 32.4 seconds [32] on average to continue receiving the multicast 

packets.  It is concluded from the above figures that in traditional Mobile IP, due to large 

handoff delay during multicast handoff, real time applications i.e. videoconferencing can 

not be supported. 

In the proposed scheme, the HA will invoke the trusted multicast agent to send 

and receive the IGMP query messages on behalf of the MH during the pre-registration 
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process by sending the access control list of the multicast group; thus, this eliminates 

IGMP Query waiting time and IGMP Report back off time. This implies that handoff 

delay for multicast is cut down to L2 delay which is 

M’      (4.13) 

4.6 Packet Loss 

Packet loss is directly proportional to the handoff delay. If packets are streamed at 

a constant rate, then the packet loss is the product of the rate and the delay. For real time 

applications, packet loss can be extremely high, especially when one considers 

multicasting during videoconferencing.  

4.7 Duplicate Packets 

When using the proposed approach, a scheme is needed to tackle the duplicate 

multicast datagrams in the multicast tree. As mentioned in Chapter 3, during the handoff, 

the MH is busy in the registration process, and the trusted multicast agent is 

simultaneously sending multicast datagrams to the neighboring FAs. Duplicate packets in 

the multicast tree are an overhead of the proposed scheme. 

4.8 Traffic overhead 

During the handoff period, the HA forwards packets to more than one FA. 

Simultaneous binding is an overhead of the pre-registration scheme. To evaluate the 

handoff, consider that the correspondent node (CN) is sending traffic to the MH at a 

constant rate R. The amount of data sent simultaneously to the FA is given by RNτ where 

N is the number of autonomous systems (AS) to which traffic is being sent 

simultaneously, and τ is the handoff period [30]. Thus, the total amount of data forwarded 

 62



in a unit period of time is given by λ τRN where λ is the handoff rate per second and is 

expressed as [31] 

∏= Lρνλ       (4.14) 

Where ρ is the active mobile density per m2, υ is the velocity in meters per 

second, and L is the perimeter of the cell in meters. Total data sent to all mobile nodes 

during the same period is m.R where m is the number of MHs in the cell. 

The traffic overhead ratio is defined [30] as the ratio of number of bytes sent as a 

result of simultaneous binding to the total number of bytes sent by the sources i.e. 

m
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Substituting for λ the traffic overhead ratio can be denoted as 

m
LN

.
....
∏

νρτ      (4.16) 

From the case of hexagonal cells described earlier, ρ can be expressed as 

2

2
33 r

m
=ρ       (4.17) 

2

2
33 r  is the area of each hexagonal cell. Therefore using (4.13) handoff rate can 

be expressed as 

∏
=

r
m

3
4 νλ      (4.18) 

For a hexagonal cell L = 6r and assuming N = 2, from equation (4.14) the traffic 

overhead ratio can be calculated as 

∏
=

r3
..8

0
τνξ       (4.19) 
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Registration cost is calculated with (4.1 – 4.6) and traffic overhead is calculated 

by (4.18). Information about the MH sent by the sink to the old mobility agent and the 

traffic characteristics forwarded to the new mobility agent is another overhead that occurs 

in the proposed scheme. For the message from the sink to the old mobility agent, payload 

is equal to the MH’s IP address (4 bytes). Payload for sending the MH’s traffic 

characteristics is 6 bytes. This adds 20 bytes of IP header, 18 bytes of MAC header, and 

24 bytes for the MH – FA authentication packet size. Using equation (4.14), the overhead 

is equal to 

sec/.216 bytesL
∏
ρν      (4.20) 

In the next chapter, the performance evaluation results are presented for different 

parameters derived in this chapter. 
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CHAPTER 5 

RESULTS 
 

In this chapter, simulations are done using MATLAB [28] to illustrate the 

behavior of the proposed scheme presented in previous chapters. The objective of this 

simulation is to highlight characteristics of the proposed scheme using parameters such as 

registration cost, movement delay cost, handoff cost, and handoff delay cost.   

5.1 Simulation Environment 

The movement area of the MH is taken into account for 20 hexagonal rings. The 

hexagonal random walk mobility model, as described in [29], is employed. The HA can 

be in any cell which is at a distance of k from the initial FA. Results are computed for all 

possible locations of the HA, i.e. for all k < 21. It is assumed that the MH always starts 

from cell 0. Consider the case when the HA is in cell 0. The MH makes 20 movements 

and may reach cell 20 if it moves in one direction. Simulations are performed by 

assuming the HA is in cells 2, 3…20. From the second case on up, it is assumed that the 

MH is not connected to the HA at the begining. The simulations are run for two sets of 

cases by δt and Cp. When δt = 0.01 and Cp = 0.001, the transmission cost between 

mobility agents dominate. For δt = 0.001 and Cp = 0.01 the transmission cost is small 

compared to the processing cost of the mobility agents. For the first case, one can assume 

that the bandwidth is a constraint, but for the second case, the processing and scheduling 

rates at the mobility agents are high. 
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5.2 Comparison of Registration Cost 

Figure 5.1 shows the ratio of the registration cost in the proposed scheme for 

traditional Mobile IP. A ratio of greater than 1 means that the cost of registration is 

higher for the proposed scheme. One can see that the values for the second case are 

higher than the first, since registration costs are lower. 

 

Figure 5.1(a): Registration Cost Ratio for proposed and traditional Mobile IP with 
δt = 0.01 and Cp = 0.001 

 

 

Figure 5.1(b): Registration Cost Ratio for proposed and traditional Mobile IP with 
δt = 0.001 and Cp = 0.01 
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5.3 Comparison of Movement Cost 

For the proposed scheme, the movement delay is constant which is equal to the 

L2 delay. A value of 0.2 seconds is assumed. The movement delay for traditional Mobile 

IP is assumed to be a uniformly distributed random variable between 0 and 3 seconds. All 

results are calculated for one set of random variables. Figure 5.2 shows the movement 

cost ratio between the proposed scheme and traditional Mobile IP. When the 

advertisement expires earlier than 0.2 seconds, the movement cost ratio is higher than 1. 

For the case when the HA from the initial FA is 20 cells away, movement delay for 

traditional Mobile IP is 0.00096 seconds for the 7th movement. The movement cost ratio 

is the same for both cases as one set of random variables was used to do a performance 

evaluation. 

 

Figure 5.2(a): Movement Cost Ratio for proposed and traditional Mobile IP with δt 
= 0.01 and Cp = 0.001 

 

 

 67



 

Figure 5.2(b): Movement Cost Ratio for proposed and traditional Mobile IP with δt 
= 0.001 and Cp = 0.01 

 

5.4 Comparison of Handoff Cost 

Registration cost is higher in the proposed scheme because of the additional FA 

through which the message is transmitted. Reducing the lifetime of agent advertisements 

may reduce handoff cost, but the overhead increases. Since availability of bandwidth is a 

constraint, increasing the frequency of agent advertisements is not suggested. Figure 5.3 

shows that handoff cost for the proposed scheme was lower for 91.8% crossovers. On 

average, it was lower for 92.6% of the handoffs. If the lifetime value in the agent 

advertisement is increased further, the percentage of times the handoff cost ratio will be 

lower than one with inch higher. In figure 5.3(b), processing cost is higher than 

transmission cost. This results in a decrease in registration costs, but the registration cost 

ratio increases. Higher values are observed in figure 5.3(b) because the handoff cost ratio 

is directly proportional to the registration cost ratio. 
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Figure 5.3(a): Handoff Cost Ratio for proposed and traditional Mobile IP with δt = 
0.01 and Cp = 0.001 

 

 

Figure 5.3(b): Handoff Cost Ratio for proposed and traditional Mobile IP with δt = 
0.001 and Cp = 0.01 
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5.5 Comparison of Handoff Delay 

Figure 5.5 shows the handoff delay ratio between the proposed scheme and 

traditional Mobile IP. In traditional Mobile IP, handoff delay is the sum of registration 

delay, movement detection delay, and L2 handoff. However, in the proposed scheme, 

handoff delay is equal to L2 delay. The ratio is always less than one, since handoff delay 

for traditional Mobile IP includes the L2 delay.  

 
 

Figure 5.4(a): Handoff Delay Ratio for proposed and traditional Mobile IP with δt = 
0.01 and Cp = 0.001 

 
Since registration cost is lower for the case (b) δt = 0.001 and Cp = 0.01, the 

handoff delay ratio is slightly higher. On average, handoff delay is reduced by 89.2% for 

the first case and 88% in the second case.  
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Figure 5.4(b): Handoff Delay Ratio for proposed and traditional Mobile IP with δt = 

0.001 and Cp = 0.01 
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CHAPTER 6 

CONCLUSION AND RECOMMENDATIONS 
 

Mobile IP is a significant step towards demanding nomadic Internet use. Mobile 

IP has great potential and outlook in the complex Internet marketplace. There is a great 

deal of interest in mobility and Internet access, and Mobile IP is a way to fulfill that 

requirement. Mobile IP contributes to many current research efforts and products. 

Despite lots of ongoing research to refine and extend the protocol, there are still major 

issues with Mobile IP. Two of the most outstanding problems with Mobile IP are handoff 

and security, especially during real time communication. The resolution of these issues 

are critical in serious deployment of Mobile IP. Mobile IP, when used for applications 

that need information to be replicated on multiple hosts in different locations such as 

teleconferencing and broadcasting services, faces issues like packet drop that affects the 

Qos. Most of the multicast protocols are not designed for mobile hosts. Thus, real time 

applications, which require high Qos, cannot tolerate these issues. 

This thesis contributes by proposing a new framework for supporting secure 

multicasting in mobile networks. The concept of the trusted multicast agents is 

introduced to serve as a secure access point to the multicast backbone of mobile hosts. 

They are placed close to the multicast members in order to avoid problems due to long 

distance tunneling of multicast packets. Trusted multicast agents serve multiple foreign 

agents in a service zone. By doing this, one avoids the high infrastructure requirement of 

remote subscription and the frequent modifications to the multicast tree. The security 

module was built on top of Multicast module to provide secure multicasting between 

trusted multicast agents and the multicast group. Also, use of wireless sensors along with 
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trusted multicast agents improves the handoff. This approach requires minimal 

modifications to Mobile IP: primarily the addition of mechanisms to handle issues that 

arise only when the multicast and host mobility are both present.  

Performance results show that the proposed scheme reduces the handoff delay by 

almost 90% which results in reduction of packet loss. It is a great promise for real time 

applications which require high bandwidth and cannot suffer packet loss and huge delay 

due to handoff. Performance results also shows that in traditional Mobile IP, real time 

applications will suffer.   

6.1 Recommendations 

In this thesis, an analytical model is proposed to facilitate multicasting in the 

mobile network. More complete performance studies are needed especially with 

congestion between the trusted multicast agents and the multicast group. Also, 

experiments with prototype implementation can be carried out. Existing secure group key 

generation and distribution algorithms can be applied as well as modifications can be 

made to enhance existing security in traditional Mobile IP.
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