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ABSTRACT

With the development of new complex engineered systems or retrofitting the old ones,
new types of safety issues and unforeseen failure modes may have arisen. Traditional
probabilistic risk assessment framework falls short in evaluating the risks involved in the
unexpected adverse failure events, such as those major failures induced by nature. Focusing on
failure prevention and recovery efforts, the concept of resilience provides a new way to cope
with system complexity and failures. A resilient system is a system that possesses the ability to
survive and recover from the likelihood of failures due to disruptive events. The design concept
that incorporates resiliency into engineering practices is known as engineering resilience.
Despite an increase in the usage of engineering resilience concept, the diversity of its
applications in various engineering sectors complicates a universal agreement on its
quantification and associated measurement techniques. Thus, there is a pressing need to develop
a generally applicable engineering resilience analysis framework. This dissertation proposes
enhanced predictive engineering resilience analysis frameworks, which include the modeling,
assessment, allocation, and improvement in designing resilient systems for a broader engineering
discipline. The presented study also expects to serve as a building block toward developing
resilient and sustainable complex engineered systems.
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CHAPTER 1
INTRODUCTION AND LITERATURE SURVEY

1.1

Research Background and Motivation
Change occurs perpetually in life. For an engineered system to adapt to changes, this

ability has to be designed into the system. Currently, most engineered systems are designed with
a passive and fixed design capacity, in terms of the load level that the system design can
withstand. Traditional research efforts were focused on developing a system with high reliability
to prevent failures. Although the high-reliability concept has managed to improve system
performance, there are two main reasons why high reliability is no longer sufficient in some
instances: (1) To maintain the desired level of high system reliability, a great deal of system
redundancy is typically designed into most engineered systems, which causes a strikingly high
life cycle cost (LCC). The costs involved in improving reliability would increase substantially as
the system reliability level approaches the maximum achievable reliability. At some point, it is
no longer economical to improve system reliability further as the law of diminishing returns will
apply. (2) Failures could be inevitable in many engineering applications, even with very high
system reliability. For instance, a failure event with a zero probability of failure could still occur
in engineering practice as suggested by the probability theory.
Moreover, the continuous pursuit of developing a better, safer, and longer lasting
engineered system has pushed the continuous growth in complexity and scale of engineering
systems [1]. Subject to operation in unpredictable and uncertain conditions, complex engineered
systems may require extraordinarily high safety precautions in design to account for unforeseen
failure modes, such as those induced by adverse natural disasters. However, in the early design
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stage, it is very challenging, if not impossible, for system designers to determine all possible
failure modes. Thus, a noticeable consideration has been given to engineering resilience that it is
necessary to be designed into engineered systems in order to cope with system complexity and
unforeseen failure modes.
Engineering resilience is the concept that incorporates resiliency into engineering
practices. A resilient system is a system that possesses the ability to survive and recover from the
likelihood of damage due to disruptive events or mishaps. Engineering resilience has presented
itself as the turning point in recent research efforts toward a more systematic way of addressing
failures of engineering systems. In cases when achieving higher system reliability is no longer
affordable and failure is inevitable, engineering resilience offers the ability to survive failures
and to recover from calamities.
Despite an increase in the usage of engineering resilience concept, the diversity of its
applications in various engineering sectors complicates a universal agreement on its
quantification and associated measurement techniques. This has resulted in a pressing need to
develop a generally applicable engineering resilience analysis framework, which standardizes the
modeling, assessment, and improvement of engineering resilience for a broader engineering
discipline.
The objective of this dissertation is to offer a better understanding of the engineering
resilience concept in the engineering design community, and aid in promoting further
developments of generally applicable resilience quantification metrics, resilience analysis
methodologies, and resilience design tools. In a bigger picture, the presented study expects to
serve as a building block towards developing a generally applicable engineering resilience
analysis framework that can be readily used for system design.
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1.2

Literature Review
This section provides a literature survey of existing studies in engineering resilience from

a system design perspective. The recent development in engineering resilience research will be
presented first, followed by engineering resilience assessment attributes, which include resilience
curve, resilience attributes, resilience metrics, and resilience scale. Please note that the literature
of engineering resilience provided in this dissertation is not exhaustive. For a more detailed
compilation of engineering resilience literature review, please refer to the “Engineering
Resilience Quantification and System design Implications: A Literature Survey” paper [2].
1.2.1 Engineering Resilience
Primarily popularized by researchers in the field of ecology, resilience in an ecosystem is
defined as the speed with which an ecosystem returns to its equilibrium state following a
perturbation [3]. This idea of “speed of returning to equilibrium” has influenced the origin of the
engineering resilience concept [4]. In engineering, “speed of returning to equilibrium” is
typically associated with: (1) how fast an engineered system can adapt to deviation following a
misfortune, and/or (2) how swiftly an engineered system can be restored from its disrupted states.
Engineering resilience is the concept that fuses resilience ability into engineering
practices. Resilience in engineering implies the ability of an engineered system to autonomously
sense and response to adverse changes in health conditions, to withstand failure events, and to
recover from the effects of these unpredicted events [5]. A resilient system, from the perspective
of the U.S. Department of Defense, as reported in the literature [6], represents the system that
exhibits specific resilience properties, such as the ability to repel, resist, or absorb, ability to
recover, and ability to adapt. A survey of the definitions of resilience that have been reported in
different disciplines can be found in [7, 8]. Engineering resilience has been sought as an
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alternative or as a complement to the traditional view of system safety to endure the possibility
of failure [9-11]. The resilience of engineered systems has been addressed in many different
aspects, leading to the fast growing engineering discipline referred to as “engineering resilience”,
sometimes also addressed as “resilience engineering” in the engineering society.
To date, the implementation of the engineering resilience concept has been widely
spotted in various engineering disciplines. Many of the engineering resilience implementations
are associated with large-interconnected-complex systems, such as transportation systems [1220], power systems [7, 21-25], production systems [26-31], multi-tier supply chains [5, 26, 3240], general infrastructure systems [7, 21, 41-48], health care systems [49-52], spacecraft swarms
[53] and many more. The implementation of engineering resilience is not only limited to
complex systems applications, but the engineering resilience concept could also be implemented
to the single-mechanical-design system such as aircraft actuators [54], aircraft controllers [55-57],
or CNC machining systems [58].
Although engineering resilience has gained popularity among designers, engineers, and
practitioners, the consensus on how engineering resilience can be designed, quantified, and
improved in engineered systems has not yet been reached. This may be partly because of
engineering resilience, during its implementation, is highly subject to the application context. It
is dependent on the architecture of the systems, the operating conditions, the type of disruptive
events, along with the magnitude of damage [59].
Different systems may be designed to be resilient to different disruptions, which would
most likely require different approaches. The catch here is in what way or manner engineering
resilience can be translated to unambiguous quantifiable measures. To design or create resilience
in a system, a set of actions describing resiliency can be further interpreted in the same
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quantifiable measures as engineering resilience. After one identifies a proper way to quantify
engineering resilience, modifying system designs and operations thereby improving resilience
can be further carried out.
1.2.2 Resilience Curve
Most engineered systems are exposed to uncertain, unpredictable, and potentially harsh
operating conditions, which partake in the alteration of system performance level over time (P(t)).
Figure 1 shows the performance behavior of a resilient engineered system compared to that of a
non-resilient engineered system, after being subjected to a disruptive event.

Figure 1. Resilient vs non-resilient behavior
A resilient engineered system possesses the ability to recover the system performance
level from its disruptive state to its operating state as indicated in Figure 1(a). On the other hand,
a non-resilient engineered system may gradually decline toward a significantly lower
performance level due to an unexpected disruptive event. Depending on the inherent capabilities
of the system to withstand mishaps, the system may reach an unhealthy or degraded stable-state
(Figure 1(b)). This scenario is indicated by a lower performance level (Pv). If the system cannot
survive the disruption, it will continue to worsen until the systems face a complete failure or
collapse state (Figure 1 (c)). From Figure 1, it is apparent that engineering resilience is more
favorable when the system is subjected to disruptive events.
5

Figure 2. Four states engineering resilience curve [2, 26]
Since resilience has been generally associated with the losses of system performances
after a disruptive event, a resilience curve is thus typically represented as a system performance
curve, P(t), plotted against time, t. In general, there are four states in the timeline of the
engineering resilience concept. As illustrated in Figure 2, these four states are further explained
as follows:
(1)

Reliability state (SI), where the system operates under normal operating conditions with a
system performance level (Po) without failure. This state is also known as a baseline,
original, prior-disturbance, reference, or desired state.

(2)

Unreliability state (SII), when the reliability fails. This occurs when the system reliability
is not sufficient enough to absorb the impact of a disturbance event that occurs at time td.
As a result, the system performance gradually decreased from Po to the reduced or
degraded performance level Pv.

(3)

Recovery state (SIII), where the system improves its performance functions as a result of
restorative efforts. This is the defining behavior of a resilient system, which can be
achieved with the help of additional sufficient resources. The recovery period takes place
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from the time the system is in the lowest degraded states, tv, to the time when the system
is fully recovered, tn, or when the resources are exhausted during recovery. This period is
also known as the control period [60].
(4)

Recovered steady state (SIV), where the system has been successfully recovered. It is
indicated by a performance level matching that of the reliability state has been recovered.
There are cases where the recovered steady state could be higher or lower than the initial
system performance level Po. The ideal case for the recovered steady state is that the
recovered system state is expected to be operating at the same performance level as the
original system did without failures.
In reality, the contour in all four states is typically expected to show some degree of non-

linear behavior due to the presence of internal uncertainties in the system or external
uncertainties from the surrounding operating environment. To maintain simplicity for the
purposes of demonstration, many of the resilience curves in this dissertation fall into the linear
category. Regardless of the shape of the contours in each stage of a resilience curve, a system is
said to have a higher resilience if it exhibits lesser performance loss. The performance loss in the
system is portrayed by the shaded triangle area in Figure 2.
1.2.3 Resilience Attributes
For a system to be resilient against disruptive events or potential failures, there are two
essential properties that a system should possess before or after the occurrence of a perturbation.
The first one is the ability of the system to maintain function without failures, or generally
referred to as “Reliability”. The second one is the ability of the system to recover from
misfortunes, or the ability to “Recovery” or “Recoverability”. These two key attributes of
resilience could be designed and engineered to enable the failure resilience for an engineered
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system. Reliability and recovery attributes have also been viewed as passive and proactive
survival rates [26, 54], static and dynamic resilience [59], or absorptive capacity and adaptive
capacity [7].
Besides the reliability and recovery, other resilience attributes have also been studied
including the ability of a system to monitor its operations, anticipate potential failures, response
to failures, and learn from failures [61]. The ability of a system to monitor includes tracking the
changes in its own performance as well as its environment, allowing a disruptive event to be
anticipated, minimized or avoided. When a disruptive event has been anticipated, more coherent,
timely, and effective responses can be expected from the system. If the responses of the system
are not the desired responses, the ability of the system to learn allows the system to learn from
the experience, so that the ability to monitor, anticipate, and response can be enhanced.
1.2.4 Resilience Metrics
Quantification of engineering resilience plays a major role in defining the resilience
ability in a system. Although it has been explored in diverse engineering disciplines, to date,
universal engineering quantification metrics still exhibits little standardization. Agreement on a
general quantifiable measure remains a challenge. There are many different approaches and
aspects (including uncertainties) that should be taken into consideration when it comes to
quantifying engineering resilience.
Some available resilience metrics that have been proposed over the years are provided in
the table below showing the diversity of the available metrics. The available metrics are grouped
based on the derivation approaches of the resilience quantification metrics. These resilience
metrics are categorized based on three categories, namely, (1) resilience curve, (2) pre- and postdisaster performances, and (3) resilience attributes. Some metrics could fit into more than one
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category. Further detail of each quantification metrics can be found in the published journal
article of engineering resilience survey by Yodo and Wang (2016) [2]. Moreover, please note
that the available resilience quantification metrics provided in this paper is not exhaustive.
Table 1. List of the available resilience quantification metrics
Year

Author*

2003 Bruneau, et al.
2007 Li and Lence
2009 Attoh-Okine, et al.
2010 Renschler, et al.
2011 Youn, et al.
2012 Ouyang, et al.
2012 Miller-Hooks, et al.
2012 Henry and Ramirez-Marquez
2013 Omer
2014 Zobel and Khansa
2014 Shafieezadeh and Burden
2014 Francis and Bekera
2014 Ayyub
2014 Baroud, et al.
2015 Munoz and Dunbar
2015 Bhavathrathan and Patil
2015 Franchin and Cavalieri
2016 Yodo and Wang
2016 Dessavre, et al.
2016 Dixit, et al.
*
This list is not exhaustive

Resilience
Curve
•

Pre- and PostDisaster

Resilience
Attributes
•
•

•
•
•

•
•
•

•
•
•
•
•
•
•
•

•

•

•
•
•
•

•

•
•

•
•
•

For a complex system with multi-dimensional performance criteria, different resilience
metrics may be adopted for different resilient performance characteristics. In this dissertation,
two fundamental resilience metrics have been employed for the modeling and quantification of
resilience for a dynamic engineered system.
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The first resilience metric approaches from the perspective of resilient performance
attributes. As discussed previously, a resilient system is a system that possesses the ability to
survive and recover from the likelihood damage due to disruptive events or mishaps. For an
engineered system, resilience has been defined as the ability of an engineered system to sense
and withstand adverse events and to recover from the effects of the disruptive events [49].
A mathematical formula has been derived to quantitatively measure the resilience (Ψ) of
engineered systems with two essential attributes as reliability (R) and restoration (ρ), in which
system reliability quantifies the ability of an engineered system to maintain its capacity and
performance above a safety limit during a given period of time under stated conditions, whereas
restoration measures the ability of an engineered system to restore its capacity and performance
by detecting, predicting and mitigating/ recovering from the system-wide effects of adverse
events. Mathematically, it can be expressed as

Resilience Ψ  = Reliability (R) + Restoration (ρ)
= R + ρ  R, ΛP , ΛD ,κ 
= R + ρ 1 R 

(1)

in which the capacity restoration () can be considered as the degree of reliability recovery.
Please note that restoration is only necessary to be carried out when there is performance
degradation or failures in the system (1-R). Both reliability and restoration can be further derived
as a set of conditional probability depending on the system application. For example, the
restoration can be further quantified as a conditional probability of a system reliability (R), a
correct diagnosis event (ɅD), a correct prognosis event (ɅP), and a mitigation/recovery action
success effect (κ) [54].
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Figure 3. Performance loss before and after a disaster [2]
The first resilience metric is more suitable to assess the resilience of the system prior to
the occurrence of disruptive events. After the occurrence of disruptive events (
Figure 3), the impact of the disruptive events on the system can be quantified as the performance
loss from period td to tn. For the second resilience metric, resilience (Ψ) can be quantified as the
ratio of the areas below the system response curve, after a disruptive event (AP(t)) over the
baseline system response (BP(t)) from time to to T* [21, 47, 62], mathematically shown as
T*

 AP(t) dt

t

Ψ = T*o

 BP(t) dt

(2)

to

where T* is a long time period. BP(t) characterizes the system performance if no disruptions
occur from time to to T*. AP(t) characterizes the system response in the presence of a disruptive
event from time to to T*.
1.2.5 Resilience Scale
A resilience scale allows one to evaluate how much resilience has been gained or lost in a
system. As reported in the literature, most of the resilience metrics have taken a resilience scale
between 0 and 1 [25, 52, 65], or may be expressed as a percentage value in the range of 0% to
11

100%. Quantifying resilience based on different system performances of interest with a universal
scale between 0 and 1 could potentially simplify the complication induced by all different
resilience metrics, thereby reaching a generally applicable quantity.
As resilience could also be considered as one of the system characteristics, it is more
convenient to quantify it at a relative scale based upon the performance changes before and after
a disruptive event. In addition, when uncertainties are incorporated in resilience analysis,
probabilistic resilience metrics can be used that generally possess a probability value between 0
and 1. By using a resilience scale, a resilience value could be interpreted based on system
performance recovery after a disruptive event or based on the probabilistic concept on how likely
the system would survive or recover from the disruptive event in general. For example, a system
that has a resilience value of 0.9 can be interpreted as that the system is 90% resilient to a
particular disruptive event in general. Specifically, it could indicate a 90% probability that the
system will survive a given disruptive event or recover to a predefined system performance
within a given time period after the disruptive event.
From the resilience scale perspective, success in engineering resilience would point
towards the ability of a system to sense the changes in health conditions, to prevent and/or
survive the likelihood of damage, and to recover from the post-disruption effects successfully.
Failures in engineering resilience imply the inability of a system to adequately adapt to changes
following a mishap, instead of system breakdowns or malfunctions [63]. In addition, while there
are multiple potential disruptions, an engineered system may possess different resilience
performance towards different disruptive events. Depending on the severity of disruptions, the
system could be more resilient to one type of disruption, but not to other types [59].
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1.3

Dissertation Scope
This dissertation proposes enhanced predictive engineering resilience analysis

frameworks, which include the modeling, assessment, allocation, and improvement of designing
resilient systems for a broader engineering discipline. The focus of this dissertation is directed
more towards engineering resilience analysis with the expectation to promote sustainability,
prevent catastrophic failures, and manage affordable costs in complex engineered systems
applications. This dissertation is further organized as follows: Chapter 2 discusses the resilience
modeling using bayesian networks, Chapter 3 elaborates on a predictive resilience framework
employing dynamic bayesian network approach, Chapter 4 presents an allocation framework to
allocate resilience in sub-components level in a complex system, and Chapter 5 introduces a
control-guided resilience framework to ensure resilience during operating stage. Lastly,
conclusions are drawn in Chapter 6, along with suggested future works.
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CHAPTER 2
RESILIENCE MODELING USING BAYESIAN NETWORK

2.1

Bayesian Network
A Bayesian network (BN), also known as bayes network or belief network, is a directed

acyclic graph (DAG) that aims to represent the probabilities properties among variables of
interest in an uncertain-reasoning problem [64, 65]. A BN is known as a graphical modeling tool
for reasoning under uncertainty. In other words, a BN is able to graphically represent
relationships between variables in complex systems in a natural and compact way, which makes
BN suitable for modeling many real-world applications: forecasting [66-69], data mining [7072], risk assessment [73-75], and many other applications that involve complex systems.
BN approach can be understood as follows. A BN can be represented as G = (V, E),
where a graph G is a collection of a set of vertices (variables or nodes) V   X1 , X 2 ,, X n  and a
set of edge (arcs or links) represented by E. A link from node Xi to Xj indicates a causal relation
between these two vertices, in which the value of Xj is dependent on the value of Xi. Here, Xi is
called as a parent of Xj, or Xj is the child of Xi. A vertex without any parent is called a root vertex,
and a vertex without any child is called a leaf vertex.
The strength of dependencies among the variables with parent nodes is ruled by the
conditional probability tables (CPT) assigned to each dependent (children) nodes. The CPTs may
be obtained by direct measurements, data learnings, expert knowledge, or obtained from a
combination of prior or expert knowledge and data [65, 76]. The CPT stipulates the probability
of the children node in a particular state given any combination of parent states [76]. Let pa(Xi)
to be a set of all parents of variable Xi. The conditional probability distribution of variable Xi
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given their immediate parents’ node is represented as P(Xi|pa(Xi)). The joint probability
distribution of all variables specified in V, P(V), can be constructed from the conditional
probability distributions as
P V   P  X 1 , X 2 ,..., X n 

 P  X 1 pa( X 1 )   P  X 2 pa( X 2 )  ...P  X n pa( X n ) 

(3)

n

  P  X i pa( X i ) 
i 1

BN is also capable of modeling joint probability distributions in a compact and
economical manner. This is a benefit of BN approach, where BN requires fewer parameters than
the conventional method, only parameters of interest are taken into consideration. Probability
updating is another of the key properties that BN possess. It enables the decision makers to
update probabilities of variables P(Xi) given new observation, called evidence e. The updated
probability is given as

P(V | e) 

P(V,e)
P(V,e)

P(e)
 P(V,e)

(4)

V /e

where P(V|e) is the updated joint probability; ∑𝑉/𝑒 (. ) is the summation over all values of V
except e. More details of BN properties can be found in [26, 64, 73, 77].
2.2

Resilience Assessment Framework with BN
This section presents a generic framework for modeling and assessing engineering

resilience of complex systems based on BN approach. A general schematic of described
framework is depicted as a DAG in Figure 4. As mentioned previously, there are two important
system attributes in assessing resilience in complex engineered systems; reliability and
restoration. As seen in Figure 4, both reliability and restoration serve as prior nodes to the top
resilience node.
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Figure 4. A conceptual scheme of resilience based on BN
The downgraded system happened when only if there are failures observed in the system,
in other words, when reliability failed. There is a need for a downgraded system to be restored to
an optimal operating condition after the occurrence of a disruptive event. The probability of
system restoration depends on the probability of system reliability in the pre-disturbance state,
and the probability of system characteristics being downgraded due to disruptions. Thus,
reliability node and system specific characteristic node serves as prior nodes to the restoration
node. System specific characteristics node intends to include the difference in characteristics of
specific system applications using the proposed framework. Such characteristics include system
structures, logic connections of subsystems, and interactions of the system with the
environments.
In addition to the system restoration, system characteristics also determine the reliability
level of the system. BN approach has been employed in reliability analysis for complex systems
by various research [78-80]. The reliability of the system can be obtained using probability
propagation techniques after reliability system structure has been transformed to BN
representation from reliability block diagrams (RBDs) or fault trees (FTs) [78]. RBDs and FTs,
are graphical methods that show how interactions among components or sub-systems contribute
16

to system reliability. Similar with RBDs or FTs, system specific characteristics node consists of
many interconnected specific sub-nodes that are essential in defining reliability and restoration
measure in the system.
Without loss of generality, two types of disruptions are considered; internal disruptions
(human error, component failure, etc.), and external disruptions (earthquake, hurricane, etc.).
These are considered to be the main root causes of all disruptive events that are likely to happen.
Upon perception of disruptions (external or/and internal), the system specific characteristics such
as capacity or inventory may gradually downgrade over the time. Thus, the probability of failure
of a system’s characteristics can be expressed in terms of probability of occurrence of internal
and external disruptions.
In this resilience assessment BN structure (Figure 4), internal and external disruptions are
the root nodes, and system resilience is the leaf node. The probability of system resilience is
expressed as a function of the probability of system reliability and the probability of system
restoration. Since Resilience node in BN is defined as a probability of success in achieving
resilience in the complex system, it takes the value between 0 and 1. By incorporating BN
approach, the joint probability distribution of engineering resilience can be represented as

P ( | R,  ) = P (Disruptions)
 P (System Specific Characteristics| Disruptions)
 P (R | System Specific Characteristics)

(5)

 P ( | R, System Specific Characteristics)
2.3

Case Study: Electric Motor Supply Chain
Global companies are striving to develop high-reliability, low-cost, and sustainable

industrial environments. However, several core functions of complex industrial applications,
specifically supply chains and production processes, are very prone to disruptions due to the

17

uncertainties involved in supply-demand processes or manufacturing environments. This
indicates that disruptions on supply chain can pose a huge negative impact on the performance of
manufacturers, suppliers and market conditions. Thus, it is incumbent to investigate the role of
resilience in supply chain systems. Through the combined effort of being able to model and
quantify resilience for a complex system in uncertain environments, the proposed approach
hopes to assist in the development of more resilient complex engineered systems.
2.3.1 Case Study Description
In this case study, the resilience of electric motor supply chain was examined. This case
study was chosen for these reasons: (1) Supply chain system is considered as a complex system.
A typical supply chain consists of different tiers of suppliers that are interconnected with each
other [5]. (2) Disruptions in supply chain systems may have an adverse impact on financial
conditions and operations of suppliers, manufacturers, and stakeholders as well [81-83].
The electric motor supply chain case study investigated in this paper is a three-tier supply
chain that involves: suppliers, manufacturers, and distribution centers. The main components of
an electric motor, its assembly breakdown, along with the supply chain structure are illustrated in
Figure 5. An electric motor is composed of two assembly parts; a drive assembly and a case
assembly. Drive assembly is made by assembling rotor and stator together, while case assembly
is made by assembling shield and base together.
This supply chain has eight suppliers, where suppliers (1&2), (3&4), (5&6), and (7&8)
are committed to supplying rotor, stator, shield, and base respectively to the sub-assembly
manufacturers. There are four sub-assemblers, sub-assemblers (9&10) are dedicated to making
drive assembly by assembling rotor and stator, and sub-assemblers (11&12) are committed to
making case assembly by assembling shield and base. The drive assemblies and case assemblies
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are further assembled together to make electric motor in two locations of final-assemblers
(13&14). The electric motors are then distributed to four distribution centers (15, 16, 17, & 18).

Figure 5. Electric motor supply chain case study

2.3.2 Modeling Approach
The BN for assessing the resilience of electric motor’s supply chain was structured
through historical data and subject expert matters. The casual relationships between components
in the electric motor supply chain were obtained using belief propagation of suppliers and
manufacturers experts. List of the components involved in modeling the resilience of the supply
chain is tabulated in Table 2. The proposed structured BN is realized in Figure 6.
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Table 2. List of variables used in modeling supply chain’s resilience
Node
X1
X2
X3
X4
X5
X6
X7
X8
X9
X10
X11
X12
X13
X14
X15
X16
X17
X18
X19
X20
X21
X22
X23

Variable
Resilience Attributes
Supply Chain’s resilience
Supply Chain’s reliability
Supply Chain’s restoration
External Disruptive Events
Flood
Hurricane
Tornado
Fluctuation on rotor price
Fluctuation on stator price
Fluctuation on shield price
Fluctuation on based price
Internal Disruptive Events
Transportation failures
Machine breakdowns
Systems’ Specific Characteristic
Capacity of rotor’s supplier (Kansas City)
Capacity of rotor’s supplier (Tupelo)
Capacity of stator’s supplier (Tupelo)
Capacity of stator’s supplier (Aberdeen)
Capacity of shield’s supplier (Casper)
Capacity of shield’s supplier (Minneapolis)
Capacity of base’s supplier (Ashland)
Capacity of base’s supplier (St. Louis)
Lead time of rotor’s supplier (Kansas City)
Lead time of rotor’s supplier (Tupelo)
Lead time of stator’s supplier (Tupelo)

Node
X24
X25
X26
X27
X28
X29
X30
X31
X32
X33
X34
X35
X36
X37
X38
X39
X40
X41
X42
X43
X44
X45
X46
X47
X48
X49
X50

Variable
Lead time of stator’s supplier (Aberdeen)
Lead time of shield’s supplier (Casper)
Lead time of shield’s supplier (Minneapolis)
Lead time of base’s supplier (Ashland)
Lead time of base’s supplier (St. Louis)
Lead time of drive assembler (Kansas City)
Lead time of drive assembler (Tupelo)
Lead time of case assembler (St. Louis)
Lead time of case assembler (Medford)
Lead time of motor manufacturer (Wichita)
Lead time of motor manufacturer (Knoxville)
Inventory of drive assembler (Kansas City)
Inventory of drive assembler (Tupelo)
Inventory of case assembler (St. Louis)
Inventory of case assembler (Medford)
Performance of motor manufacturer (Wichita)
Performance of motor manufacturer (Knoxville)
Safety stock of manufacturer (Wichita)
Safety stock of manufacturer (Knoxville)
Service level of distribution center (New York)
Service level of distribution center (Dallas)
Service level of distribution center (San Diego)
Service level of distribution center (Seattle)
Stand-by supplier for rotor
Stand-by supplier for shield
Alternative transportation
Suppliers’ quality ratings

Through investigation of historical data and several questionnaires from suppliers,
manufacturers and distribution managers, three types of natural disasters: flood, hurricane, and
tornado, that are most likely to affect the electric motor supply chain. These natural disasters can
adversely impact the capacity of rotor supplier in Kansas City (X13), the capacity of shield
supplier located in Minneapolis (X18), and lead time of final-assemblers located in Wichita
(X33). It is also found that price fluctuation for rotor, stator, shield and base in markets (X7-X10)
can have a negative influence on the capacity of their corresponding suppliers.
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Figure 6. BN for electric motor supply chain
Insufficient supplier’s capacities will result in an extended supplier’s lead time (X21X28). The lead time of drive and case sub-assemblers (X29-X32) are directly dependent on the
lead time of their corresponding suppliers; similarly, the lead time of final-assemblers (X33,
X34) are related to the lead time of drive and case assemblers, so these causalities are important
to be considered in modeling supply chain’s resilience.
The performance of motor manufacturers (X39, X40) can be expressed as a function of
their lead times and safety stocks. Therefore, the lead time and safety stock of manufacturers are
displayed as the prior nodes for manufacturer’s performance. The performance of the finalassemblers is also served as an index to assess the service level of distribution centers (X43X46). The BN model in this particular case study, service levels in different locations is
considered as the parents for the final-assemblers performance variables.
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The overall electric motor supply chain’s reliability (X2) is defined as a function of
distribution center’s service levels (X43-X46) and the suppliers’ quality ratings (X50). Therefore,
the probability of failure in system reliability is dependent on the probability of failure of its
attachments. The suppliers’ quality ratings provide a dimension of input for the ratings of the
quality of different suppliers, which could be quantified, for example, from the rejection rate of
incoming parts from the lower-tier suppliers.
To define the causality in the restoration node (X3), variables that may have a direct
impact on restoration actions are identified. The first one is redundancy, in the sense that having
stand-by suppliers for critical parts such as rotor and shield (X47, X48) or alternative
transportation resources (X49). These strategies could improve system’s restoration by
substituting the failed-to-perform suppliers with the stand-by suppliers. Second is the
performance of motor manufacturer (X39, X40). Systems with excellent performance are more
likely to be restored rapidly with minimum possible efforts.
The reliability of the supply chain system (X2) is the third attribute in restoration node
because systems with a higher degree of reliability are less prone to any disturbance. Finally, the
resilience variable (X1) is defined as a function of reliability (X2) and restoration (X3) variables.
In this case study, resilience node is the leaf node.
2.3.3 Results
In this case study, the managerial committee suspected that the final-assemblers play an
important part in the overall supply chain’s resilience. Thus, several scenarios which involve
performance and lead time of the final-assemblers in Wichita and Knoxville are examined. There
are sixteen possible scenarios that could impact the resilience of electric motor supply chain, and
the results are arranged in Table 3. X33 and X34 are the lead time of final-assemblers in Wichita
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and Knoxville respectively. Similarly, X39 and X40 corresponds to the performance for finalassemblers in Wichita and Knoxville.
Table 3. Different scenarios involving final-assemblers
Scenario

Restoration

Reliability

Resilience

Failure
Events
None

X33

X34

X39

X40

1.

F

F

F

F

0.89

0.84

0.86

2.
3.
4.
5.
6.
7.
8.
9.
10.
11.

T
F
F
F
T
F
T
F
T
F

F
T
F
F
T
F
F
T
F
T

F
F
T
F
F
T
T
F
F
T

F
F
F
T
F
T
F
T
T
F

0.83
0.89
0.71
0.70
0.83
0.51
0.67
0.70
0.68
0.71

0.48
0.84
0.60
0.49
0.65
0.36
0.39
0.49
0.30
0.66

0.65
0.86
0.66
0.60
0.48
0.44
0.53
0.60
0.49
0.60

12.
13.
14.
15.

T
T
T
F

T
T
F
T

T
F
T
T

F
T
T
T

0.67
0.68
0.49
0.51

0.39
0.30
0.26
0.36

0.53
0.49
0.38
0.44

Three

16.

T

T

T

T

0.49

0.26

0.38

Four

One

Two

* T = True, failure state, F= False, success state

The first scenario is the original state of the electric supply motor chain where there were
no failures observed for any lead time or performance measures of the final-assemblers. The
original state indicates electric motor supply chain is 86% resilient. In other words, when the
supply chain is functioning normally without any disruptive events, it has an 86% success rate in
achieving resilience. Scenario 2 to Scenario 5 shows there is one disruptive event observed in the
supply chain. Comparing these four scenarios, it can be seen that when one disruptive event
happened on either node X33 (Scenario 2) or X40 (Scenario 4), the supply chain resilience is
greatly affected due to low supply chain’s reliability.
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One may have suspected that if X33 and X40 happen to fail at the same time (Scenario
10), this combination will result in the worst resilience value. However, this is not always the
case. Comparing Scenario 6 to Scenario 11, where there are two failure events observed at the
same time, Scenario 7 has the lowest resilience (44%) instead of Scenario 10. This is because of
the interactions between nodes in quantifying resilience in Scenario 7 are stronger compared to
the nodes in Scenario 10. In Scenario 7, the observed failure events are the performances of
final-assemblers in Wichita (X39) and Knoxville (X40). Likewise, Scenario 14 and Scenario 16
have the same resilience value of 38% although there are three failure events observed in
Scenario 14 and four failure events in Scenario 16. It can be concluded that X34 (lead time in
Knoxville) does not have a great influence in overall supply chain’s resilience quantification.
Note that in this example, the results shown are the resilience values analyzed at a particular time
instant.
BN offers decision makers a full insight to different scenarios that are likely to happen in
a compact way. Given the ability of BN to capture the strength of the causality between nodes,
decision makers can have a better understanding of the effect of interactions among failure
events in quantifying resilience. The dependencies among nodes may be critical in determining
system’s resilience and should not be neglected. In the circumstance of improving system’s
resilience, decision makers are able to come out with a better approach when allocating budget
when dependencies among nodes are considered.
2.4

Discussion
In order for resilience concept to be more applicable and useful to various engineering

domains, one has to be able to measure resilience. However, the readily-used resilience
quantification tools are still not well-developed. Thus, BN was proposed as an enhancement in
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promoting a readily-used assessment tool to model and quantify resilience. What BN approach
has to offer in resilience modeling is discussed as follow.
BN approach offers a simple and compact way of representing complex system’s
resilience from different data domains. In simple arcs and nodes, BN graphically displays natural
causal relationships among variables that involved in molding system’s resilience. Statistically,
the strength of dependencies between variables can be measured by their conditional
probabilities. The simple BN graph holds compact information in their nodes and arcs. Other
than being simple yet compact, constructing a resilience model using BN does not depend on the
number of available data points. BN takes account into all data and does not require minimum
sample sizes when performing analysis [66].
In the event of modeling resilience, many interconnected variables influence the
resilience measure in a complex system. The input data of each component may not always
possible to be obtained from only one data source. Hence, the benefits of allowing the
combination of various data sources marks the usefulness of BN in quantifying resilience in
cases where some data may be missing, incomplete or not feasible to be measured in real-time.
However, the variables and probabilities for restoration measures can be obtained from the
expert manufacturer input.
Once the resilience model is constructed, BN provides fast response in evaluating
different possible scenarios. This unique attribute makes BN a good tool to aid in decision
making, where quick responses are critical. Equipped with the advantage of being able to
represent resilience statistically in a compact causal graph, BN allows a transparent approach for
decision makers to study and evaluate different resilience scenarios. This is especially true on the
occasions when dependencies involved between variables are critical, as demonstrated in the
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case study of electric motor supply chain, where the dependencies between variables could be
easily overlooked. Through BN approach, resilience concept can be realized towards building
low-cost, high-reliability and sustainable complex systems.
Although BN offers many benefits, however, there are some shortcomings in BN
approach. One of those is BN does not offer a feedback loop. Thus, updating a large BN may
require a substantial amount of effort. To accommodate the need of system design changes, the
dynamic configuration of BN must be taken into considerations. While considering the fact that
resilience evolves over time, Dynamic Bayesian Network (DBN) could be implemented to
overcome the shortcomings of BN. Resilience assessment with DBN will be presented in the
following chapter.
Moreover, BN is considered as a data-intensive and computationally expensive approach,
although BN is generally independent of data mining process. Identifying important components
could be used towards simplifying the data required to build BN. A sensitivity analysis could be
used in prioritizing critical components in the complex system. In addition, efficient
computational algorithms could be sought to improve the efficiency of the proposed resilience
modeling with BN framework.
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CHAPTER 3
RESILIENCE ANALYSIS USING DYNAMIC BAYESIAN NETWORK

3.1

Dynamic Bayesian Network
BN had been previously proposed as resilience modeling and assessment tool [5, 26, 84].

The main advantages of BN in resilience prediction include its ability to graphically represent a
causal relationship, to incorporate different data sources, and to provide fast response in
evaluating different scenarios [5, 26]. Given the benefits, BN also has its shortcomings [66]. A
feedback loop is not allowed in a BN model, thus BN cannot be employed to model a cyclic
relationship. Moreover, BN is good to model a physical-causal model. However, learning and
updating a BN requires an extensive computational load. Updating BN is necessary for resilience
modeling especially in monitoring the possibility of disruptive events. To overcome to
shortcoming gaps of BN in predictive resilience analysis, DBN is preferred.
A DBN composes of BNs at different time slices [85]. By introducing relevant temporal
dependencies, BNs could be extended to a DBN [86]. The term “dynamic” in DBN does not
mean the graph structure changes over time [87]. It refers to the modeling of a dynamic system.
A DBN extends a BN by providing an explicit discrete temporal dimension to facilitate modeling
of the dynamic behavior of random variables V over a discretized timeline [76, 88, 89]. DBN is
also called a two-time slice BN (2TBN) with the reason that there are two-time slices considered
in DBN modeling, time slice t and t+Δt [89]. Δt is the discrete time slice (or step) usually
assumed to be 1. By dividing a timeline into a number of time slices, DBN allows the random
variables at the t+Δt time slice to be conditionally dependent upon their parents at the same time
slice, 𝑝𝑎(𝑋𝑖𝑡+𝛥𝑡 ), as well as their parents, 𝑝𝑎(𝑋𝑖𝑡 ), and their own states, 𝑋𝑖𝑡 , at the previous time
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slice [87, 88]. The joint probability function of V at the t+Δt time slice, P(V

t+Δt

), can be

mathematically expressed as
P V t+t   P  X 1t+t , X 2t+t ,..., X nt+t 
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Transformation in the system which occurs dependently with time can be captured by
DBN [90, 91]. DBN is popular because it is easy to interpret and learn, where the graph is
directed and the conditional probability distribution (CPD) of each variable can be estimated
independently [87]. Moreover, feedback loops can be demonstrated in the DBN. This feature is
effective to realize recovery phenomena. Recovery can be translated as positive feedbacks to
system performance. Given these advantages, DBN can be readily used to model and at the same
time quantify resilient performance in engineered systems.
3.2

Resilience Assessment Framework with DBN
For an engineered system to be resilient, it should possess two basic attributes, as

mentioned previously. These basic attributes are reliability and restoration, which should be
modeled as priors to the resilient performance. It should be noted that restoration occurs only
when system reliability fails to maintain system performance. Thus, reliability could be regarded
as prior to restoration. Restoration processes could be represented as actions or processes which
reduce and recover the impact of disruptions. It should be noted that restoration strategies in the
specific system would differ depending on different failure modes and system characteristics The
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DAG showing the relationship between reliability, restoration, and resilient performance is
shown in Figure 7.

Figure 7. Relationship between reliability, restoration, and resilient performance
The system structures, logic connections between subsystems or critical components, and their
interaction with the environments, are some examples of system characteristics which represent
an engineered system [26]. Over time, these system characteristics may undergo changes, which
possibly result in a performance drop. A resilient system should restore the system capacity lost
after a drop in system performance is observed. For example, in a transportation network
application, the flow capacities for each link connecting two nodes are different at any given
point of time. In the aftermath of a disruptive event, some of the links may be damaged and
become unavailable until the damaged links are restored. This dynamic relationship between the
system, reliability, and restoration, can be modeled as a DBN, as illustrated in Figure 8. In DBN,
temporal arcs link nodes in two different time slices, and non-temporal arcs link nodes in the
same time slices.

Figure 8. DBN representation for the system, reliability, and restoration
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The building block of a DBN is a static BN [86]. A DBN can be viewed as a compilation
of a static BN at different time slices. Figure 9 shows the unrolled version of the DBN in Figure
8 in two-time slices. The first slice describes the initial state at time t, and the second time slice
shows the temporal transitions at time t+1. There are two dynamic behaviors considered in the
modeling of an engineered resilient system, the restoration process and time-variant process. At
the initial time step (t), the system evaluates its reliability. If there are any failures observed or
when reliability fails, the system restoration will take place. The restoration process is viewed as
a positive feedback from restoration to the system at the next time slice (t+1). Moreover, the
system state at t+1 is also influenced by their own state at the previous time slice in order to
show the time-variant process if there is no failure observed

Figure 9. Dynamic relationship between the system, reliability, and restoration
Relating the relationship between the system and resilient performance through reliability
and restoration, the general framework for modeling and quantifying resilience in an engineered
resilient system with the DBN approach is shown in Figure 10. Disruptions are deemed as one of
the most common causes, which take part in altering the characteristics of a system. In the DBN
framework, the disruptions node serves as a prior to the system nodes. If there are no disruptions
observed, however, the dynamic behavior of the system is still taken into account in this
framework. This dynamic behavior is realized by modeling the conditional dependencies of the
30

system nodes with their previous states. To develop a more detailed model, system
characteristics that represent the system could be modeled as nodes instead of the system nodes.
Two types of arcs are used to connect the system nodes and resilience attributes nodes. The
system nodes and the reliability node are connected through non-temporal arcs. Temporal arcs
are used to link the system nodes and restoration nodes. Additionally, at each of the time slices,
the resilient performance of the system could be quantified through reliability and restoration
nodes at that particular time slice.

Figure 10. A framework for modeling resilience based on DBN
3.3

Case Study: Power Distribution
In 2015, the United States suffered ten weather and climate disasters with losses

exceeding $1 billion dollars [92]. Due to the climate changes over the years and the
progressively severe weather expected, the number of outages caused by severe weather is also
expected to rise. This causes the U.S. energy sector in general and power grids in particular, to
become more vulnerable [93]. Thus, it is in the interest of power grids to be more resilient
towards future threats. In this section, a case study of a general power system is presented to
demonstrate the effectiveness of modeling and quantifying resilience through the DBN approach.
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3.3.1 Case Study Description
The electricity distribution system, from generation stations to end users, is considered to
be a complex engineered system. Figure 11 shows the basic structure of most electric grids,
which consists of four major sub-systems: generation, transmission, distribution, and customers.
Generally, a number of redundancies, backup systems, and alternative energy sources are
incorporated into the electricity distribution system to ensure the resiliency and sustainability of
electricity supply on a daily basis.

Figure 11. Basic structure of the US Electric Grid
In the state of Kansas, diverse sources of energy, both renewable and non-renewable, are
used to generate dependable and affordable electricity. Moreover, the electricity customers are
served by a multitude of utility companies. In this case study, only important components whose
incapacitations would have adverse effects for customers in Sedgwick County, KS were studied.
After surveying the historical power outage data, five selected important components were
deemed to be power stations, step-up transformers, transmission lines, step-down transformers,
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and distribution lines to customers. These important components involved in the electric
generation and their estimated failure rates are noted in Table 4.
Table 4. Key component for electricity generation
Symbol
PS
ST1
TL
ST2
DL

3.3.2

Description
Power Stations
Step Up Transformers
Transmission Lines
Step Down Transformers
Distribution Lines

Estimated Failure rates
(λ)
0.001
0.006
0.005
0.01
0.02

Modeling Approach
The DBN approach was adopted in modeling and quantification of electric power
distribution system resilience. The basic structure of the DBN is given in Figure 10. Tracing
back from customers’ usage to generation plants, there are five important components selected as
the model representation for the electric power distribution system. The DBN for electric power
distribution system was modeled as a five-variable system DBN, as portrayed in Figure 12.

Figure 12. DBN for electric power distribution system
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The five components were modeled as dynamic nodes, where they were conditionally
dependent upon their: (1) parents at the same time slice, (2) parents at the previous time slice,
and (3) own states at the previous time slice. For example, the priors nodes for step up
transformers (ST1) at time t are (1) Power station (PS) and disruptions at t, (2) Restoration at t-1,
and (3) itself, ST1 at t-1. The time slices in the model were set to be 12, in order to simulate 12period units of time. The rest of the nodes were kept the same as the basic structure presented in
Figure 10. The states of each node involved are listed in Table 5.
Table 5. The state of nodes for electric power DBN
Node
Resilient Performance
Reliability
Restoration
PS
ST1
TL
ST2
DL
Disruptions

State
1: not-resilient 0: resilient
1: not-reliable 0: reliable
1: not-effective 0: effective
1: fail 0: safe
1: fail 0: safe
1: fail 0: safe
1: fail 0: safe
1: fail 0: safe
1: occur 0: not occur

Since the customers in Sedgwick County, Kansas are served by dozens of utilities, the
problem presented here was to compare the resiliency of power grids serving customers in two
locations, Region A and Region B. The comparison results will be used towards the next period
of budget allocations for the critical infrastructures improvements. More budgets will be
allocated towards the grid with lesser resilience. Grid A and Grid B has a similar topology in
terms of their system configurations and key components. Thus, they were modeled as the same
DBN structure shown in Figure 12. However, their differences are mainly reflected by the
different values in their CPTs. As an example, two representative CPTs for both grids are
tabulated in Table 6 for the step up transformer (ST1) node and the restoration node.
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Table 6. The CPT of ST1 node and restoration node for Grid A and Grid B
Prior
Grid
Node
ST1

A
B
Prior
Node
Restoration

Grid
A
B

PS
Disruption
Safe
Fail
Safe
Fail

Safe
Not
Occur
0.95
0.05
0.90
0.10

Fail
Occur
0.85
0.15
0.80
0.20

Not
Occur
0.65
0.35
0.60
0.40

Occur
0.45
0.55
0.30
0.70

Reliability

Safe

Fail

Safe
Fail
Safe
Fail

0.95
0.05
0.90
0.10

0.70
0.30
0.70
0.30

3.3.3 Results
Based on the historical data of power generation and outages, and combined with expert
knowledge, conditional probabilities were assigned to each node. The data for conditional
probabilities in this case study were provided by the project sponsors and all data were assumed
to have gone through a learning and validation process. Moreover, the obtained historical data
has been appropriately scaled to maintain confidentiality.
There are three major scenarios observed when the disruptions occur, disruptions on the
transmission sub-system (Scenario 1), disruptions on the distribution sub-system (Scenario 2),
and disruptions on both transmission and distribution sub-systems (Scenario 3). An evidencebased case was hypothesized to study the recovery behavior of each power grid in all three
scenarios. Table 7 lists the observed occurrence time of evidence used in different scenarios.
From Table 7, Scenario 1 could be interpreted as when a disruption occurred at time step t=4,
step up transformer (ST1) were observed to fail at the same time step. Moreover, to simulate the
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possibility of a cascading impact, the transmission lines (TL) were observed to face failures at
the latter time step t=5.
Table 7. The observed evidence
Evidence Time
Scenario 1 Scenario 2 Scenario 3
PS
ST1
4
4
TL
5
5
ST2
4
4
DL
5
5
Disruption
4
4
4

Symbol

As mentioned in the previous chapter that the restoration strategies required in the
specific system may be different depending on different failure modes and system characteristics.
Restoration actions in this case study were represented as actions or processes that reduce the
effect of blackouts and recover power supply from power outages. Some examples of restoration
process in electric distribution applications are maintenance activities (corrective, preventive,
and/or condition based), component redundancies, alternative lines/sources such as renewable
energy, micro-grids, or batteries, and load balancing. In this case study, the individual restoration
processes were not modeled in detail because many nodes are required to show different
recovery actions of disruptions. Instead, the restoration events were modeled as one general node
and represented by CPTs provided in Table 6. These CPTs were estimated from average
historical repair time from blackouts data.
The resilience curves showing the baseline performance and three disruption scenarios
are shown in Figure 13 for Grid A and Grid B. The resilience curves were plotted as the
performance index P(t) against time step. P(t) in Figure 13 indicates the overall system
performance level at time t, which also corresponds to the top node in Figure 12. The physical
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meaning of P(t) varies based on the system applications of interest, as it is the performance
indicator of the system with respect to different failure modes. For example, in this case, study
P(t) was measured through the electricity supply level of normally operating components in the
electric distribution system.

Figure 13. Grid A and Grid B resilience curves for all scenarios
Grid A and Grid B considered in the case study were two different physical electric
distribution systems which are located in two different regions. These two grids have a similar
topology in terms of their configurations and key components. This resulted in both resilient
performance curves for both Grid A and Grid B to exhibit a similar behavior, although their
differences were characterized with different CPTs. As a comparison, the results of resilient
performance (P(t)) plotted against time for both Grid A and B in the presence of transmission
disruptions (Scenario 1) are shown in Figure 14.

Figure 14. Grid A and Grid B resilience curves for Scenario 1
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In Figure 14, Grid B was found to suffer a greater damage impact compared to Grid A.
However, the performance level of Grid B had been restored extensively, exceeding the
performance level of Grid A. To compare which grid is more resilient, the second resilience
metric was employed. It calculates the resilience index by comparing the system performance
when there is no occurrence of disruptive events (baseline) with the resilient performance after
the restoration process was completed in the presence of different disruptive events scenarios.
The complete results obtained from employing the second resilience metrics for both Grid A and
Grid B with all the scenarios are tabulated in Table 8.
Table 8. The results of two different grids

Grid B

Grid A

Scenario
Baseline
1
2
3
Baseline
1
2
3

Performance Area
(unit area)
9.1578
8.7246
8.7023
8.2739
9.4185
8.6425
9.0002
8.3507

Resilience
95.27%
95.03%
90.35%
91.76%
95.56%
88.66%

The resilience values displayed in Table 8 are presented in the terms of percentage. For
example, Grid A – Scenario 1 is found to be 95.27% resilient. This means that Grid A has a
success rate of 95.27% in restoring its capacity loss to full function when there is a disruption in
the transmission sub-system (Scenario 1). Success in the engineering resilience concept would
point more towards the ability of a system to sense the changes in performance, to minimize the
impact of disruptive events, and to recover from mishaps successfully. Instead of system
breakdowns or malfunctions, failures in engineering resilience imply the inability of a system to
adequately adapt to changes following a mishap [94]. Thus, the dynamic behavior of an
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engineered resilient system is an essential aspect to consider in modeling and quantification of
resiliency in engineering domains.
Different systems are more resilient towards different disruptions. From Table 8,
comparing both Grid A and Grid B to Scenario 1 and Scenario 2, it could be noticed that Grid A
was more resilient towards Scenario 1 (95.27%), and Grid B was more resilient towards Scenario
2 (95.56%). Thus, prior to allocating budget for retrofitting Grid A and Grid B, different retrofit
options could be customized by studying their resiliency in various failure scenarios. DBN is
beneficial this case because DBN could generate multiple failure scenarios in an efficient manner
without excessive computational efforts or long processing time.
3.4

Discussion
The DBN approach could be employed for modeling and quantifications of resilient

performance in engineered resilient systems. Apart from being able to capture the dynamic
behavior of a system, by utilizing DBN, the system structure and its interdependencies, as well as
positive feedback resulting from the restoration process, are all taken into account. In DBN, the
variables of interest are represented as nodes, and their interdependencies are connected with
links. The strength of their interdependencies is measured through the conditional probabilities
provided in the CPTs. Moreover, the CPTs also hold compact information regarding different
possible states and the probabilities of occurrence for each variable of interest. The time-variant
behavior is exhibited through temporal plates and temporal arcs.
Once the DBN structure has been constructed based on Figure 10, evaluating multiple
possible scenarios could be carried out in a fast-response manner, which could be advantageous
in the decision-making process. The results displayed in Table 8 show that overall; Grid A has
higher resilience in all scenarios compared to Grid B. Thus, Grid B could expect to receive a

39

higher budget allocation portion for infrastructure improvement in the future. Since different
systems are resilient against different disruptions, there may be cases where system A is more
resilient than system B in some scenarios, while system B is more resilient than system A in
others. In this type of case, a cost-benefit analysis could be employed to further appraise the
importance of the system’s resilience improvement in terms of dollar value.
Although the DBN approach could be used as a readily available resilience modeling and
quantification tool, there are limitations from the assumptions made. For example, the restoration
process was assumed to restore the system to be as good as the baseline with an unlimited budget
and resources. In reality, however, the effectiveness of the recovery strategies is highly
dependent on the allocation of the available resources and budget. These qualities of restoration
behavior should be incorporated in future resilience modeling and quantification processes.
Moreover, the DBN approach could be overwhelming to construct when trying to quantify
resilience in more complex and realistic cases. A self-learning and/or data-mining process could
be incorporated in the process of estimating the CPTs.
Apart from these drawbacks in DBN approach, it is also important to note that the
resilience level of a system is also determined by the resilience level of its components. Hence,
optimizing the resilience level of the components is critical in defining the overall system
resilience. The optimization resilience framework based on BN/DBN at the components level
will be discussed next.
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CHAPTER 4
RESILIENCE ALLOCATION FOR SYSTEM DESIGN

4.1

Resilience Allocation Framework
A complex engineered system generally comprises of many interconnected components.

How the interactions among these lower-level components could give rise to the collective
behavior of the top-level system is often a subject of interest while trying to optimize a complex
system. Correspondingly, in order to pursuit for the top-level system to meet the target resilience
level, optimally allocating resilience into subsystems or components level is essential. A
straightforward 3-step resilience allocation framework is introduced in this dissertation. This
framework incorporates quantification, identification, and allocation step as portrayed in Figure
15. Each step is discussed in detail as follows.

Figure 15. Resilience allocation for engineering systems
4.1.1 Quantification of Engineering Resilience
According to Madni (2009), the available techniques for engineering resilience in
systems can be broadly divided into analytical methods or integrative methods [94]. Analytical
methods have a tendency to incorporate probabilistic techniques, where disruptions events could
be predicted. Integrative methods are more comprehensive and inclined to cover risk
managements and cultural factors. In this dissertation, analyzing resilience in the system was
done with analytical methods. However, the integrative method could be employed as well.
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Upon exposure to external or/and internal disruptions, the system characteristics such as
performance gradually downgrade or the remaining useful life may shorten over time. Therefore,
the probability of failure of the system characteristics can be expressed in terms of probability of
occurrence of internal and external disruptions. System characteristic could impact the overall
system’s reliability and restoration. Resilience could be further modeled and quantified in a
probabilistic manner by adopting the Bayesian Network (BN) approach, which has been
introduced previously. The relationship between disruptive events, system characteristics,
restoration, reliability and resilience in a BN structure is portrayed in Figure 4.
4.1.2 Identification of Critical Components
Current global trends are growing towards developing a system with an increase in
system complexity. A complex system may be challenging to analyze in the early conceptual
design stage. However, a better understanding of how this complex system can achieve resilience
is crucial. Critical components are said to be the heart of the system. If critical components are
not functioning properly, this could cause a significant negative impact on the performance of
the whole system.
After resilience level was quantified, as proposed in the previous section, Sensitivity
analysis could be further implemented to study the after-effect failures between lower-level
components or sub-systems and the top-level resiliency level. Sensitivity analysis is implemented
by setting each prior node (parent node) to be failed individually, and then their individual
effects on the resilience are measured. Any components whose failures result in a low resilience
level beyond the predefined threshold limit are identified as the critical components. A
predefined threshold limit for low resilience level should be set by the decision makers if data is
not available.
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Through sensitivity analysis, the critical lower-level components or sub-systems that take
part in shaping the top-level resilience level could be identified. Other lower-level sub-systems
that may not have much contribution to the overall system resilience may be omitted. Thus, the
structure of complex system could be reduced and allocation could be centered among the
critical components.
4.1.3 Allocation of Resilience
After critical variables in a complex system were identified, the top-level resilience can
be expressed as a set of critical sub-systems. Top-level system resilience could be further traced
back to a series connection, a parallel connection, or any connections involving the combination
of series and parallel connections as depicted in Figure 16.

Figure 16. Various system connections
Once the understanding of how lower-level components affect the top-level resilience
had been established, the top-level resilience (Ψ) could be mathematically formulated as a
function of its lower-level system resilience (ψ), Ψ = (ψ1, ψ2,…, ψn), n is the number of critical
sub-systems of interest. For example, by assuming the independence between component failures,
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top-level resilience (Ψ) for a system that is connected in series (Ψseries), parallel (Ψparallel), or
combination of series and parallel (Ψseries-parallel), can be expressed as

series   1  2  ...  n

 parallel  1  (1  1 )  (1  2 )  ...  (1  n )
series-parallel  1   (1  1 )  (1  2 )    3

(7)

Since each component possesses its own reliability and restoration level, lower-level system
resilience (ψ) could also be quantified as a function of reliability and restoration. Analytically ψ
is expressed as

 n  rn   n .(1  rn )

(8)

where n is the number of critical sub-systems, r is the sub-systems reliability, and σ is the subsystems restoration capacity. 1-rn indicates the occurrence of failure events for the nth sub-system.
r and σ are the subjects of interest in this allocation scenario.
In order to be able to optimally allocate resilience to the lower-level system while
meeting top-level target resilience, the general resilience allocation optimization problem could
be mathematically formulated based on a non-linear optimization method as
Minimize
f o (r,σ)
Subject to

 sys (ψ1 (r,σ), ... ,ψn (r,σ))  T
rnL  r  rnU

σ nL  σ  σ nU

(9)

where fo(r, σ) is the objective function, Ψsys is the top-level system resilience, and ΨT is the
resilience target that has to be satisfied. ψ is the lower-system resilience. n is the number of
critical sub-systems. r and σ are the allocation decision variables. The characteristics of decision
variables were modeled as constraints, which were bounded through lower and upper bounds.
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Lower bounds imply the minimum requirement a decision variable should have, and
upper bounds suggest the maximum requirement a decision variable could inherit. Repair or
maintenance activity is used as the way to realize the restoration process in the system. The
resilience allocation problem can be similar to repairable system reliability allocation. The
presented study generalizes the passive approach to failures of repairable systems to take into
account failure preventions for system capacity restoration, thus enables a proactive way to deal
with system failures.
In the cases where no feasible solution could be obtained or top-level resilience could not
be achieved, identification of critical components should be reevaluated. Figure 17 shows a
flowchart of the proposed resilience allocation framework. During the identification of
components (Step2), the resilience threshold could be further increased to identify fewer critical
components. On the contrary, the resilience threshold could be made lower to identify more
critical components. If there is no predefined value for the resilience threshold, the resilience
threshold value could be obtained upon the agreement of decision makers or expert opinions.

Figure 17. Flowchart of the resilience allocation framework
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When setting up an optimization problem for a complex system especially with
interdependencies among the components, the optimization problem tends to be large with a
significant number of variables and constraints [95]. Finding global optimal solutions generally
require a large number of functions evaluations and tend to be impractical for moderate to largesize problems, especially those with computationally expensive function evaluations [96, 97].
The complex optimization problem can be reduced to a series of less complex sub-problems that
can be optimized separately. Thus, the proposed resilience allocation can be accordingly
performed on the critical components and subsystems of a complex system, when computational
cost becomes a critical concern. The implementation of the proposed resilience allocation
framework is demonstrated in the following case study.
4.2

Case Study: Power Distribution
In this section, the proposed resilience allocation framework is applied to the electric

power distribution system. To generate dependable and affordable electricity, generation stations
rely on diverse sources of energy. In general, energy resources can be divided into two categories,
non-renewable resources (fossil fuels, coal, petroleum, natural gas, and nuclear) and renewable
resources (wind, biomass, geothermal, hydroelectric, and solar). In the recent years, in order to
generate lower-cost electricity, often renewable energy is feed to the main grid to help satisfying
electricity demand. This has caused the power distribution to become more complex in terms of
power regulations. Moreover, some physical structures have to be retrofitted to fit this
consolidating power distribution needs between renewable and non-renewable energy. Where to
allocate resilience in the power grid is essential to ensure the stable and low-cost electricity
distributions.
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4.2.1 Case Study Description
Figure 18 shows Kansas electricity generation from various sources in 2015, obtained
from the U.S. Energy Information Administration (EIA). The data obtained from EIA mentioned
that 61% of net electricity generation in Kansas came from coal-fired electric power plants, 19%
from wind energy, and the rest from various non-renewable sources.

Figure 18. Kansas net electricity generation in December 2015 [98]
Figure 11 shows a diagram of a typical electric distribution system. After the electricity is
produced by generators in generation sites, the voltage is stepped up by the transformer to a
transmission voltage. Transmission utilities are important entities in an electric distribution
system. They link power productions and power consumers. Transmission lines are designated to
transfer electricity at high voltages over long distances, from generation sites to local distribution
substations. The electricity from transmission lines is further stepped down to distribution
voltages at the distribution substations before they are delivered to the customers.
Electricity customers are typically served by dozens of utilities. Tracing back from
customers’ usage to generation plants, the important components involved in the electricity
generation are noted in Table 9. In this case study, only important components whose
incapacitations would have adverse effects for customers were studied.
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Table 9. Key components for electricity generation
Symbol
DC
TS
RPP
NRPP
PP
RS

Description

Qty.

Distribution Companies
Transmission Systems
Renewable energy power plants
Non-Renewable energy Power Plants
Processing Plants
Raw material Suppliers

3
3
2
6
2
3

4.2.2 Modeling Approach
To ensure the top-level resilience for the electric power system is fulfilled, resilience
should be allocated to the lower-level components. The resilience allocation framework for the
electric power system case study follows the proposed methodology that was previously
introduced, is detailed as follows.
Step 1. Quantification of resilience at the top-level system: Bayesian Network was used
as an assessment tool to measure resilience at the top-level scale. Categories of the components
are listed in Table 10.
Table 10. Components in Bayesian Network

Nodes in BN

Resilience Attributes





Resilience
Reliability
Restoration

System Characteristics







DC (1-3)
TS (1-3)
RPP (1-2)
NRPP (1-6)
PP (1-2)
Storage

Disruptions




RS (1-2)
Weather

Data for conditional probability table were obtained from U.S. Energy Information
Administration (EIA), Kansas Energy Council (KEC), and Kansas Energy Information Network
(KEIN). Based on historical data and expert opinions, incapacitations could be caused by adverse
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weather conditions and shortages of raw-material-supply for power plants. Restoration strategies
were emergency storage systems and interactions between the distribution centers. Interactions
between the distribution centers mean that if one distribution center failed to perform, the other
distribution centers will share the load in distributing electricity to the customer. In other words,
the other distribution centers could be said to follow stand-by system models. Reliability of the
top-level system was measured as the supply performance from the distribution centers to
customers. Customers acted as end users and were not modeled as nodes in BN. The level of
resiliency of the electric power distribution system in delivering electricity to customers was the
subject of interest.
The BN for the electric power distribution system is portrayed in Figure 19. Electric
power distribution system was found to be 91% resilient, where T (true) indicates failure state
and F (false) indicates success state. The probability of success in achieving resilience was 0.91
or 91%. It was also 97% reliable and possessed 85% restoration capability.

Figure 19. Bayesian network model for electric distribution system
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Step 2. Identification of critical components: Sensitivity analysis was utilized to identify
critical components in the system. Sensitivity analysis was done by failing each system
characteristics node and observing their effects of failed nodes on the top-level resilience node.
Results obtained from the sensitivity analysis are tabulated in Table 11.
Table 11. Sensitivity analysis results
Failure
observed

Resilience
level

Failure
observed

Resilience
level

Failure
observed

Resilience
level

Weather
RS1
RS2
PP1
PP2
RPP1
RPP2

0.88476
0.84381
0.89290
0.88188
0.87236
0.88122
0.88386

NRPP1
NRPP2
NRPP3
NRPP4
NRPP5
NRPP6
Storage

0.85449
0.85956
0.86361
0.88443
0.86871
0.87121
0.81402

TS1
TS2
TS3
DC1
DC2
DC3
-

0.81178
0.77536
0.85410
0.71043
0.70973
0.72989
-

The resilience threshold value for this case study was defined as 80% resilience. To be
more specific, the system is expected to have at least 80% resilience capability regardless of
which component is not functioning properly. The failure of each critical component in this
power system application is expected not to bring the resiliency of the overall system to be lower
than 80%. The resilience threshold value can be set higher or lower depending on the application
of interest. The purpose of this threshold value is to evaluate the failure effect of critical
components on the overall system. Each critical component was set to fail independently in this
case study. Failed components that caused the resilience level to degrade lower than the predefined threshold value were identified as critical components. TS2, DC1, DC2, and DC3 were
observed as the critical components appear in Figure 20. These critical components were the
subject of resilience allocation.
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Figure 20. Critical components observed
Step 3. Allocation of resilience to critical components: The relationships between critical
sub-systems were indispensable and should be taken into consideration while constructing
resilience allocation problem. These relationships were denoted as links between the critical
nodes in BN structure. The structure of resilience allocation problem for electrical distribution
system was condensed into a series-parallel system as depicted in Figure 21.

Figure 21. Resilience allocation structure for electric distribution system
The top-level resilience could be expressed as a set of critical sub-systems, which could
be analytically quantified in adherence to the structure in Figure 21. Ψsys could be further derived
in a set of component reliability (r) and component restoration (σ) as

 sys   sys  TS2 , DC1 , DC2 , DC3 



 sys   TS2 . 1  1  DC1  . 1  DC2  . 1  DC3 


3





i 1



 sys   TS2 . 1   1  DCi  
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(10)

In this study, the objective function of the allocation problem was to minimize recovery
costs involved in electricity distribution system. There were two types of recovery costs,
preventive maintenance cost (CPM) and corrective maintenance cost (CCM). When dealing with
the preliminary design stage, development cost (CD) should be taken into account as well.
Cost  CnD  CnPM  CnCM

(11)
n


T 
C   n  

 ln  rn  
D

; C PM  1  n 1  rn  c nPM ; C CM  n 1  rn  cCM
n

where n is the critical components (n= TS2, DC1, DC2, DC3). In the development cost, T is the
mission time of the system (T=1000 time units), αn and βn are constants representing the attribute
for the nth critical components. Preventive maintenance cost occurs when any component
performance degraded below the threshold level (1-r) and no major restoration action is required
(1-σ). cnPM is the preventive maintenance cost for the nth critical component. Preventive
maintenance always took place before a component faced a complete failure. However,
corrective maintenance cost occurs when failure observed for any component (1-r) and the
failure was assumed to be a complete failure. In other words, the component could not function
unless the component was replaced or restored (σ). cCM
is the corrective maintenance cost for the
n
nth critical component. Since corrective maintenance cost is higher than preventive maintenance
cost [54, 99, 100]. In this case study, cCM
was assumed to be three times higher than the
n
preventive maintenance cost.
After the objective function was defined and based on Eq.(8), the optimization for
resilience allocation problem for this case study was formulated as
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find
rn  ( rTS2 , rDC1 , rDC2 , rDC3 )
n  (TS2 ,  DC1 ,  DC2 ,  DC3 )
minimize
Cost    CnD  CnPM  CnCM 
4

(12)

n 1

constraints




 sys  rn , n   TS  r ,   . 1   1   DC  r ,       T
2

0.5  rn  1.0

3

i 1

0.5   n  1.0

i



where rn and σn are the critical components’ reliability and restoration capacity respectively,
which are also the allocation target. The lower and upper bounds for any critical component
target were 0.5 and 1.0. The minimum requirement for any critical components should be at least
50% reliable and possess 50% recovery capacity all the time. The objective function is to
minimize total cost that consists of development cost (CD), preventive maintenance cost (CPM),
and corrective maintenance cost (CCM), on the condition that target resilience should be satisfied
(Ψsys ≥ ΨT). The model parameters used in defining the cost constraints are listed in Table 12.
Table 12. Cost parameters for electric distribution system case study
Critical component (Xn)
TS2
DC1
DC2
DC3

αn

βn

cnPM

cCM
n

2.0
1.2
1.0
1.3

1.5
1.75
1.75
1.75

7.5
8.0
12.0
10.5

22.5
24.0
36.0
31.5

4.2.3 Results
Scenarios with different target resilience (ΨT ≥ 0.85, 0.90, and 0.95) were studied in this
case study. The optimization upshots are recorded in Table 13. In order to ensure the fulfillment
of the top-level target resilience; resilience has to be allocated to lower-level critical components.
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In the early stage of design, critical components do not always require an immensely highreliability level (rn) on condition that sufficient recovery capacity (σn) are built in the design of
the critical components. In the case of ΨT ≥ 0.85, critical components require 70% reliability
level and 50% restoration capacity to achieve 85% of component resilience level (ψn). One need
not incorporate excessively reliable critical components in the preliminary design stage, and this
can extensively minimize initial development cost.
Towards the future or for the advancement of the complex system, there was an addition
of cost involved in developing a higher resilience system. This additional cost was generated by
the amplification of components resilience. rn and σn had to be upgraded in order to
accommodate for higher resilience target (ΨT). From Table 13, it can be noted that the value of
cost, rn and σn increase along with higher ΨT.
Table 13. Results for electric distribution system resilience allocations
Xn

rn

σn

ψn
Ψ ≥ 0.85
0.8529
0.8523
0.8522
0.8519
T
Ψ ≥ 0.90
0.9012
0.8946
0.8945
0.8937
ΨT ≥ 0.95
0.9503
0.9447
0.9443
0.9431

Cost

Ψsys

64.2911

0.8500

74.2477

0.9000

122.6292

0.9500

T

TS2
DC1
DC2
DC3

0.7048
0.7037
0.7035
0.7025

0.5016
0.5015
0.5015
0.5022

TS2
DC1
DC2
DC3

0.7442
0.7349
0.7351
0.7286

0.6136
0.6025
0.6015
0.6083

TS2
DC1
DC2
DC3

0.8321
0.8147
0.8156
0.8090

0.7037
0.7016
0.6981
0.7022
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4.3

Discussion
Resilience concept has a lot of potential in engineering domain. There should be a

universal method dedicated for modeling, quantifying, and allocating resilience for it to be more
applicable and useful to various engineering domains. The proposed framework of allocating
resilience is dedicated to tackling some challenges associated with the inherent characteristics of
complex systems and uncertainties faced in the early design stage.
Complex systems are known by their nature to be complicated. They are viewed as
systems composed of many components and parameters that possess a relationship with each
other. To capture these dependencies between critical components of interest, their connections
are treated as logical (i.e. series, parallel or combination) in the proposed approach. Thus, there is
no estimation used in determining resilience level for these critical components. In many cases, it
may not always be possible to obtain the necessary data of each and every component involved
in a complex system. This issue is taken care in the basic premises of probability theory in
general or conditional probabilities in the BN approach. In this study, although the case study
used to demonstrate the proposed approach is a simple system with series-parallel connections,
the applicability of the methodology to a complex system is not limited.
Moreover, there are uncertainties involved in designing a system. In order to minimize
the uncertainties, system designers tend to borrow ideas or use data from current successful
systems in the early design stage. Similarly, the estimation of conditional probabilities in BN
could be either estimated from the available data (current and historical) and/or using the expert
knowledge in cases where some data may be missing, incomplete, or not practical to be
measured in real-time. The effectiveness and confidence of estimating the conditional probability
depend on the reliability of the data source used in developing the resilience model.
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Performing optimization and allocation is another challenge when subjected to a complex
system. Global optimization in a complex system has two major obstacles. First, when
formulating the optimization problem, there are a large number of parameters that should be
taken into account. This goes back to the above-mentioned challenges of not always being
possible to obtain all the parameters required for the complex system. Second, when solving the
optimization problem globally (ie. taking into account all parameters during optimization), the
no-feasible-solution scenario is not uncommon. To avoid this undesirable scenario, local
optimization to the critical components is proposed. Sensitivity analysis was used to identify the
critical component through sensitivity analysis. The sensitivity level is controlled by the desired
resilience threshold value.
As shown in the power distribution case study, optimally allocating resilience into critical
components promotes an effective method in developing a high-resilience and low-cost complex
engineered system. Designing overly reliable components require an extensive amount of effort
and time, thus these components always being associated with high cost. In the early design
stage, time and cost are crucial factors. Resilient critical components possess built-in restoration
capability, making them more preferable than highly reliable components in terms of cost and
long-useful life.
Moreover, cascading failure effects in a complex system could be slow down or
prevented by allocating resilience to the critical components. After the occurrence of a
perturbation, resilient critical components can restore themselves to their prime operating state
before the failure effects start to propagate to the adjacent components. However, the magnitude
of the damage and the degree of the built-in restoration capability should be studied further.
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The presented proposed approach still has room for improvement. In order to ensure that
failure is addressed or system is recovered during the operating states due to either internal or
external disruptive events, a control-guided failure mitigation and recovery could also be
incorporated in the preliminary design stage of resilient systems or retrofitting the non-resilient
ones. The control-guided failure recovery framework will be discussed more in the next section.
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CHAPTER 5
CONTROL-GUIDED RESILIENCE
5.1

Control Theory
Regardless of the advances in design methods, the study on how resilient the system

behaves in the presence of various disruptive events has not drawn a lot of attention from the
design community. There is an emerging need for a proper resilience design tool that can
perform a predictive resilience analysis while considering potential failure modes during the
design stage, as well as during the system operation stage. Since all failure modes are nearly
impossible to be obtained in the preliminary design stage, it is essential to be able to consider
future operating conditions in the design stage, such as the conditions that may have shifted from
those that are assumed previously.
As mentioned previously, the resiliency of a system can be improved by enhancing the
recovery ability of the system post-failure. In the scenario where failures are unavoidable, a
resilient system is expected to recover from the negative effects posed by the disruptive events in
a timely manner. It should be noted that a system, if given enough time and resources, can be
recovered to its prime state. However, in most cases, time and resources are often constrained in
recovery processes since they are always associated with the repair cost. There are two general
scenarios that can occur in recovery, an immediate recovery or a delayed recovery. Figure 22
shows the comparison of performance loss between an immediate and delayed recovery. The
shaded area is the performance loss as the aftermath of a disruptive event. It can be noticed that
the immediate recovery suffers lesser performance loss compared to the delayed recovery
strategy. Thus, in designing a highly resilient system, an immediate recovery scenario is
preferred to the delayed scenario.
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Figure 22. Immediate and delayed recovery comparison
In achieving an immediate recovery behavior in a resilient engineered system, an early
awareness of system health condition deflation over time is extremely important. Although there
are a lot of advancement in the field of prognostic and health management (PHM) that could be
incorporated into resilient systems, how the recovery activities are being executed has not been
explored much by the engineering design communities.
Successes in engineering resilience signify the ability of the system to perform a
complete recovery to its optimal performance state from its degraded or unhealthy state in a
timely manner. The concept of control theory has various benefits in its application to a resilient
engineered system, with the main advantage being its ability to regulate and govern system states,
even while the failure is taking place. Thus, recovery can be enabled and achieved in a resilient
engineered system in a quicker and more efficient manner. Most of the complex engineered
systems have a central controller to control the desired actions of the systems. Their control
system can be either operated manually, automatically or both. In the context of implementing
control theory concept in a resilient engineered system, such a controller should be designed with
the purpose of taking timely action to correct the shift in system performance in order to
maintain an optimal performance level when a disturbance occurs.
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In an engineering context, control theory is associated with how to govern the behavior of
dynamical systems [101]. A reference signal, a controller, a system, and a control loop are four
key components in involved in control theory. A reference signal is an input signal, where a
system is expected to output a performance according to the reference signal. A controller is a
mechanical, electrical, or computerized device or system. The main functions of a controller can
be summarized as the following three steps: (1) monitor the system output signal, (2) compare
the system output signal to the reference signal, and (3) adjust the operating conditions of the
system to minimize the discrepancies between output signal and reference signal, or the error
signal e(t). The system of interest is often known as a plant in control theory. Two general
control loops in control theory are open loop or closed loop. In an open loop control, the control
action is independent of system output. On the other hand, when the control action is dependent
on system output, it is said to be a closed loop control. A closed loop control is also known as a
feedback control loop. Figure 23 shows the schematic representative of closed loop and open
loop system.

Figure 23. Closed loop and open loop control system
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Control theory has been mainly employed by the control system engineering community
to design advanced custom controllers. These controllers are equipped with the ability to do
complex tasks required for the application of interest. Some examples of controllers and their
system applications are cruise control in automobiles, autopilot in aircraft, temperature controller
in heating/cooling systems, and acidity (pH) controller in water treatments. The advances in
developing modern controllers can be found in, but are not limited to, adaptive controllers [5557], resilient controllers [102-104], optimal controllers [105-107], robust controllers [108-110],
and combinations of the above, such as in the form of robust adaptive controllers [111-113]. The
focus of this dissertation is directed towards enabling resilience behavior instead of developing
an advance resilient controller. Thus, a commonly used proportional integral derivative (PID)
controller is employed in the case study that will be presented in the following section.
5.1.1 PID Controller
A PID controller is popular in solving many real-world control applications due to its
simplicity and efficiency in adjusting error signals [114, 115]. A PID controller, which relies on
the measured output variable, has a closed-loop feedback control mechanism. Thus, it can be
utilized to continuously calculate the error value e(t) which is the discrepancy between the
measured output signal and the reference signal. Three main components of a PID controller are:
(1)

the proportional term Kp is proportional to the error signal at the instant time t, which
accounts for the present error,

(2)

the integral term Ki is proportional to the integral of the error signal from t=0 up to the
instant time t, which accounts for the past error, and

(3)

the derivative term Kd is proportional to the derivative of the error signal at the instant
time t, which accounts for the possible future error [116].
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The output of a PID controller is represented by the adjusted control variables u(t) in
terms of the error signal e(t), which can be mathematically expressed as:
t

u  t   K p e  t   Ki  e   d  K d
0

Proportional

Integral

d
e t 
dt

(13)

Derivative

where τ is the integration variable representing time, which takes the values from time t=0 to the
present time t. The transfer function G(s) of a PID controller is generally written as:

G  s   K p  Ki

1
 Kd s
s

(14)

where s is the complex signal. The gains in a PID controller (Kp, Ki, and Kd) can be tuned as
desired to represent the ability of the controller to perform correction in minimizing the error
values for specific system requirements. The effect of increasing each of the PID controller gains
independently on the system dynamics in a closed-loop response is summarized in Table 14.
Table 14. Effects of increasing PID gains independently [114]
Parameter

Rise Time

Overshoot

Settling Time

Steady-State Error

Stability

Kp

Decrease

Increase

Small
Increase

Decrease

Degrade

Ki

Decrease

Increase

Increase

Large decrease

Degrade

Kd

Small
decrease

Decrease

Decrease

Minor change

Improve

Rise time is the time it takes for the system output to rise beyond the desired level for the
first time when trying to minimize the error. Overshoot is the difference between the peak level
and the steady state level of the system. Settling time is the time it takes for the system to
converge to its steady state. Steady state error is the difference between the system steady state
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output and desired output or the reference signal. Stability defines whether the system steady
state converges to the desired output, fluctuates around it, or diverges from it.
5.2

Control-Guided Resilience Framework
Prior to developing a new resilient engineered system or retrofitting old ones, system

designers have to determine if the resilience capability designed into the system is sufficient.
This stage of design typically involves extensive modeling efforts. The essential modeling
elements required to simulate a resilient scenario with the objective of analyzing the resilient
behavior of a system against a certain disturbance are:
(1)

the failure impacts of the system to simulate different impact levels of disruptive events
on the system. The failure states can be used to study the degradation of system
performance towards certain disturbances and also the ability of the system to withstand
to those particular disruptions.

(2)

the recovery strategies to simulate the capability of the system to restore itself from the
degraded state with or without assistance. Note that this recovery strategy is associated
with a time frame. Many systems, when given enough time, although if the recovery rate
is slow, can be recovered. However, to ensure the robustness of the system in terms of
recovery, a recovery period should be associated with a particular recovery strategy.

(3)

the desired performance to analyze the resiliency level of the system, which can be
determined by comparing the recovered system performance to the initial desired or
expected performance.
The modeling framework of assessing resilience in a system within the context of a

control system is depicted in Figure 24. By employing control theory, the reference signal can be
viewed as the desired performance or the initial reliable performance. The controller is tasked
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with the objective of correcting errors to bring the output signal closer to the reference signal,
which can be analogized as a restoration strategy. Different types of disturbances can be
involved to simulate the degraded performance of the system associated with the impact of
failures. In general, there are three common types of disturbances: external, internal, and inherent
disturbances. The impact of external disturbances can realize by subtracting a failure signal from
the corrective actions (input) signal and/or the system output signal since these types of
disturbances are considered to occur outside the system state (prior to the system input or at the
system output). On the other hand, internal and inherent disturbances are deemed to have an
effect on the characteristics of the system which result in the alteration of performance output to
differ from the desired performance. An inherent disturbance can be viewed as the uncertainty
that caused the noise in the system output.

Figure 24. Control-guided failure recovery framework
If there are sufficient resilience abilities designed in the system, the performance output
of the system (with the help of corrective action from the controller) is expected to portray the
behavior shown in Figure 25. When there is degraded performance detected in the system, the
controller should simultaneously be able to take timely action to correct the discrepancies
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between the desired performance and the output performance. To achieve this, the PID controller
can be tuned as desired through the value of the gains Kp, Ki, and Kd. More advanced types of
controllers (optimal, adaptive, etc.) may also be used to achieve this goal.

Figure 25. Resilience behavior as a result of corrective action from the controller
5.2.1 System Modeling: State Space Representation
In control theory, the system of interest is represented by either a transfer function or a
state-space equation. A transfer function is a representation to describe system state based on its
inputs and outputs. A typical transfer function for closed loop TFclosed(s) and open loop TFopen(s)
in terms of a complex signal s are expressed as:
TFclosed (s)=

Y(s)
U(s)

TFopen (s)=

M(s)
U(s)

(15)

where Y(s) is the actual system output, U(s) is the control input, and M(s) is the measured output.
The smallest possible subset of system variables that can be used to characterize the
overall state of the system at any given time t is identified as the state variables of a system. The
system state vector, x(t), is a set of state variables representing the function or configuration of
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the system. The control input vector, u(t), corresponds to the state variables that can be
controlled, adjusted, or governed by the controller. The state variables which are the end results
or the outputs of the system are represented in the output vector y(t). For a system that has n state
variables, p inputs, and q outputs,
 u1  t  
 y1  t  
 x1  t  






x t   
 , y t   

 , u t   
u p  t  
 yq  t  
 xn  t  





(16)

the nth-order state space description of a system can be represented in the form of
State evolution equation

x  t   f  x  t  ,u  t  ,t 

Instanteneous output equation

y  t   g  x  t  ,u  t  ,t 

(17)

For many physical systems, their dynamic behavior can be modeled as a set of first-order
differential equations. For both continuous and discrete time, ẋ can be interpreted as:
Continuous
Discrete

dx  t 
, t
dt
x  x  t  1 , t 
x



or
or

(18)


Depending on the characteristics of the system, a system can have linear (L), nonlinear (NL),
time-varying (TV), time-invariant (TI), periodically-varying (PV) state-space description, which
is tabulated below.
Table 15. Various system state space representations [117]
System

Type

ẋ(t) = t x(t)

Linear time variant (LTV)

ẋ(t) = x(t)

Linear time invariant (LTI)

ẋ(t) = (cos t) x(t)

Linear periodically variant (LPV)

ẋ(t) = t x2(t)

Nonlinear time variant (NLTV)

ẋ(t) = x2(t)

Nonlinear time invariant (NLTI)
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For simplification purposes, the dynamics of many physical systems can be approximated
as linear; given that each state variable remains within a sufficiently small operating range about
the point of linearization [118]. When incorporated to control theory, the most general statespace function of a continuous linear time-varying (LTV) system is given by:
Input

x t   A t  x t   B t  u t 

Output

y t   C t  x t   D t  u t 

(19)

where ẋ(t) is the time derivative of the state vector x, A(t) is the system matrix at time t, x(t) is the
system state vector at time t, B(t) is the control input matrix at time t, u(t) is the control input
vector at time t, y(t) is the output vector at time t, C(t) is the output matrix at time t, and D(t) is
the feedforward matrix at time t. A block diagram showing the linear state space equations of a
system is shown in Figure 26.

Figure 26. LTV state space diagram representation
The system matrix, A(t), relates how the current state affects the state change ẋ(t). How
the control signal input affect the state change is regulated by the control matrix, B(t). The output
matrix, C(t), determines the relationship between the system states and the system outputs. The
feedforward matrix D(t), allows the system input to directly affect the system output. In some
cases, if the model does not have a feedforward matrix, D(t) is equal to zero. A system with p
inputs, q outputs, and n state variables will have the n×n dimension of A(t) matrix, the n×p
dimension of B(t) matrix, the q×n dimension of C(t) matrix, and the q×p dimension of D(t)
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matrix. A(t), B(t), C(t), and D(t) matrix are constants. Moreover, x(t) and ẋ(t) are vectors with
n×1 dimension, u(t) is a vector with p×1dimension, and y(t) is a vector with q×1.dimension.
Introducing external failures can be demonstrated by subtracting the input and output
signal of the system with a failure signal depends on when the failure occurs. The initial state and
disrupted state of the system can be represented as two different system state space functions to
realize internal failures. Different types of disruptive events that cause various impacts on system
performance can be represented by different state space functions as well. Any changes in the
system characteristics will affect the state space function of the system. Inherent disturbances can
be view as uncertainties or noise in one, more than one, or all state variables in the system state
space.
The system dynamics over time can be clearly formulated when modeling a system in a
state space representation. However, when the system is a complex dynamic system such as
transportation networks, there are no clearly defined system state space equations. There is a
challenge to obtain accurate state space equations since deriving a state space equation of a
complex system is no longer straightforward as it may involve many interconnected variables.
Thus, to overcome this disadvantage, an artificial neural network (ANN) approach can be
employed to learn the system behavior in a complex system.
5.2.2 System Modeling: Artificial Neural Network Representation
Artificial neural network (ANN) or commonly simplified to the neural network (NN) is
an information processing technique which is inspired by a biological neuron cell. An ANN
model typically consists of inputs, hidden layers, and outputs/targets. A fundamental feedforward
ANN architecture is shown in Figure 27. Feedforward networks have one or more hidden layers
prior to the output layer of neurons. Each input p has a weight w. The output of the ANN, a, can
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be generated through a differentiable transfer function f. The sum of weighted inputs Wp and bias
b is the input to the transfer function. In order to ensure accurate performance output, the ANN
model has to be trained with a set of input/target pairs. The weights in an ANN model are
adjusted during the training process, based on the measurement difference between the target and
the predicted outputs.

Figure 27. A general feedforward neural network model [119]
One of the main advantages of ANN is its learning capabilities to achieve a fairly
accurate prediction output. Thus, ANN has been widely employed for deep learning, pattern
recognition/classification, function approximation, and many other applications. The advances in
ANN are well-documented, and will not be further documented in this dissertation. The detail
documentation of different ANN models and its implementation can be found in [120-125].
Due to the complexity of the system, when modeling a complex system, there are times
where the system model could not be clearly represented by a set of equations. Moreover, in
some complex systems, the system states may not be directly observed or obtained. To overcome
these challenges, a set of observable performance outputs of the system can be learned by
employing ANN. The system characteristics could thus be predicted by learning the observable
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outputs. The proposed procedure to represent a system as ANN in the control-guided resilience
framework is elaborated as:
(1)

Generate training and testing data sets. The data set consists of inputs/targets pairs. The
inputs are controller feedback u(t) and system state variables of interest x(t). The targets
are system output y at the next time step, y(t+1)= y(t)+µ. µ is a coefficient take part in
modifying the performance output at the next time step.

(2)

Build an ANN model and train it to a certain accuracy. The accuracy depends on the
application of interest. The minimum of suggested accuracy is at least 10e-3.

(3)

Replace the system block in Figure 24 with the ANN model. The updated control-guided
resilience framework is shown in Figure 28.

Figure 28. Control-guided resilience framework with static ANN as model representative
ANN models can be classified as a static or dynamic network. A static ANN output is
calculated directly from the input through feedforward connections, whereas the output of a
dynamic ANN depends on the previous inputs, outputs, or states of the network. For a static
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ANN, the obtained weights and bias in the training process remain unchanged during
implementation with control-guided resilience framework. On the other hand, for a dynamic
ANN, the weight and bias values will be updated in the implementation with control-guided
resilience framework.
Since external failures are considered to occur outside the system state, similar to the
state space system representation, external failures can be realized by subtracting the corrective
action signal (if failure occurs prior to the ANN model), and/or the system output (if the failure
affect outcome of the system ) with the failure signal. Internal failures in an ANN model can be
introduced in different ways: (1) Employ the weight and bias associated with the failed observed
performance output during the failure period. Altering the learning mechanism mimics the
system functional failure which leads to affecting the predicted output by the ANN. (2) Subtract
the input variables to ANN with the failure signals. By doing so, it can be implied that external
failures may have led to the internal failures. Uncertainties or noise may be incorporated to the
ANN inputs or outputs to represent the inherent disturbances. In order to show the advantages of
control-guided resilience framework, the case study employing a parallel electrical system
representation will be discussed in the following section.
5.3

Case Study: Clean Energy Transmission
Power regulation over the years has been studied tremendously due to its complexity in

dividing and supplying power from different sources to various sectors of energy customers
while meeting the electricity demands at every instantaneous time. In this case study, the
resiliency of a local electricity transmission system was studied. The current transmission system
was proposed to be retrofitted with a clean energy transmission system. The proposed approach
of employing control theory will be applied to study the resilience scenario in the future
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retrofitted system. In this section, the description of the case study will first be detailed, followed
by the modeling approach, results, and discussion.
5.3.1 Case Study Description
Renewable energy has gained attention over the past years as a promising candidate for a
low-cost clean energy solution. However, renewable energy is considered as intermittent energy,
since it is not continuously available at any given time due to factors beyond direct operational
controls. Renewable energy is highly depending on weather conditions, resulting in highvariation and inconsistent daily energy generation. In some days, where weather conditions are
not suitable, no energy can be generated. Thus, current utility companies and customers still have
to depend on non-renewable energy sources, such as coal-fired power plants, to deliver stable,
reliable, and affordable electricity.
On days when weather conditions are conducive to generating electricity, a substantial
amount of affordable and clean electricity can be generated. During these days, to effectively and
efficiently incorporate this electricity into the power grid, power regulators usually attempt to
displace non-renewable energy with renewable energy. Further, after satisfying nominal
electrical demands, this excess renewable energy that has already been generated will be wasted
due to limitations in power storage capability. While much research has been directed towards
developing advanced battery energy storage systems to store such excess energy, another
approach to effectively utilize the excess renewable energy is to supply it to other further regions
that do not have access to renewable energy. Thus, more electricity demands can be fulfilled
with the renewable energy instead of the non-renewable energy. The objective of this case study
is to evaluate the resiliency of the electrical distribution system when the clean energy
transmission lines are retrofitted in place of the current transmission lines.
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Schematically, if the current grid connections are retrofitted with the renewable energy
lines will look like Figure 29(A). The physical power system retrofit can be represented as an
equivalent parallel electrical circuit in Figure 29(B), showing both renewable and non-renewable
transmission lines serving energy to different regions, represented as a combined load. The
resilience scenario was conducted on a daily basis, or in other words, on a 24-hour timescale (ts).
The simulation model was developed within the MATLAB/Simulink environment based on
Figure 24.

Figure 29. Grid connection retrofitted with renewable energy connection
The desired system performance, which acted as the reference signals, was studied based
on the ability of the transmission system to output daily power required to fulfill the daily
electricity demand. There is two reference signal evaluated in the case study. The total daily
demand was studied for the central region of the United States, which was obtained from the
United States Energy Information Administration (EIA). The historical data of daily demand
complied for a year and it was found to mimic a sine function, and thus an adjusted sine wave
was used as the reference signal in the model. Moreover, to closely relate with the fundamental
resilience curve, a constant desired reference curve with a constant output of 30MWH was also
considered in this case study.
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Figure 30. Electricity daily demand for central US region (Source: EIA)
The default Simulink PID controller block was employed as the controller in the case
study. The PID controller could be tuned periodically to provide a swift response to different
types of disruptions. However, in the case study, the gains in the PID controller were tuned to
give a 0.5 time step response for every scenario studied.
For the current system, the disturbances based on the historical data of occurrences can
be categorized as external, internal, and inherent disturbances. The severity of both external and
internal disturbances was measured in terms of power loss during a period of time. The external
disturbances were typically induced by nature or weather, such as a thunderstorm or high winds,
which may threaten to cut off power transmission lines. This type of disturbance was considered
to affect the control input to the system and/or the output of the system. Since the external
disturbances were unpredictable in most cases, the behavior of the external disturbances was
modeled as a step function where at the time of occurrence, the damaged done to the system
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could be simultaneously applied as a sharp drop in system performance. The external
disturbances were simulated to happen prior to the input of the system with a total of a 30% drop
at t=10 time step.
Component failures and operating errors are deemed as internal disturbances. The
damage imposed by the internal disturbances was modeled to result in a lighter damaging effect
compared to external failures. The internal disturbances were represented through various failed
system models (state space or ANN) correspond to a 15% power loss range. The internal
disturbances were also set to happen at time t=10 time step.
Moreover, inherent uncertainties at every instantaneous time were taken into
consideration while modeling the system to account for noise that exists during actual operating
conditions. Gaussian noise with a mean of 0 and variance of 0.1 was added to the system to
represent the inherent uncertainties in the system. These inherent uncertainties may result in
variations or instability in the performance output, which can be considered as a type of inherent
disturbance.
5.3.2 Modeling Approach: State Space Representation
The state space functions of the presented case study were obtained by converting the
parallel transmission system to a t-network. A t-network is a two-port network, which connects a
generator to a load, where one port is the sending end of power and the other port is the receiving
end of power.

Figure 31. General representation of a transmission line[126].
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Some important variables that are essential to the design of the transmission lines are the
voltage drop, line loss, or transmission efficiency. These design parameters are affected by the
resistor (R), an inductor (L), and a capacitor (C) of the transmission lines.

Figure 32. RLC representation of a transmission line.
There are three length categories for transmission lines: short, medium, and long. The
characteristics of each categories of transmission line are tabulated below.
Table 16.Transmission lines characteristics
Short

Medium

Long

Length

< 50km

50-150km

> 150km

Voltage

Up to 20 kV

20-100kV

>100kV

Modeling
notes

Negligible capacitance
effect (only resistance, and
inductance are taken in
calculation)

Capacitance effect is
present (distributed
capacitance is used in
calculation

Line constants are
considered as
distributed over the
length of the line
(Source: www.electrical4u.com)

This case study was modeled based on a nominal t-network for a medium transmission
line, where the series impedance is divided into two equal parts, as shown in Figure 33. Vs is the
supply voltages, Vr is the receiving voltages, Vm is the midpoint voltages, Is is the current flowing
though the supply end, Ir is the current flowing through the receiving end, Z is the series
impedance, Y is the shunt admittance, R is the resistance per phase, X is the inductive reactance
per phase.
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Figure 33. Nominal T representation of a medium transmission line
The state space representation can be obtained by applying Kirchhoff’s Current law
(KCL) and Kirchhoff’s Voltage law (KVL). The current and voltage flowing though the
capacitor is given as:
Im 

Vm
=YZ m
Zm

and

Vm  Vr 

Z
Ir
2

(20)

Applying KCL at the sending end:

Is  Ir  Im
I s  I r  YVm

(21)

Z 
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2 

Applying KVL at the sending end
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Z  Z
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2  2
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and

I s  CVr  DI r

(23)

The equation of the Vs and Is can be rewritten in the matrix form as:
Vs   A B  Vr 
 I   C D   I 
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 ZY
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 s 
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  V 
 r
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(24)

Depending on what are the controllable variables of interest, the equations above can be
transformed to the state space model based on the RLC characteristics. In this case study, the
state variables were taken as the voltages at the receiving end, the control input was the voltage
sources, and the output was current through resistors. A comparison of different transformation
of transmission line state space representation can be found in the literature by Macias et, al
[127].
Apart from deriving the state space equations from a transmission system, a modelingbased method with an assistance of a well-known software can be employed as well. The state
space representative of the transmission line case study in this section was obtained by modeling
the case study in the MATLAB Simscape Power Systems environment according to the seriescompensated

transmission

system

modules,

which

can

be

found

online

at

https://www.mathworks.com/help/physmod/sps/powersys/ug/series-compensated-transmissionsystem.html. The state variables of interest were voltages going through the receiving end of
transmission line 1, V1(t), and the receiving end of transmission line 2, V2(t). The control input is
the voltage at the sending port of transmission line. The output of interest was the system
performance in terms of electric power output P(t), where P(t) = I1(t)V1(t) + I2(t)V2(t). The
simplified MATLAB/Simulink model employing the control theory as the proposed approach to
enable resilience behavior in a system is shown in Figure 34.
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Figure 34. Schematic control architecture modeled in MATLAB/Simulink
Different combinations between external, internal, and inherent disturbances were
simulated. Eight scenarios were presented for both constant and historical demand. The
simulation results for three different disruption scenarios and two desired performance (constant
and historical demand) are tabulated in Table 17. The corresponding resilience curves obtained
for each scenario are portrayed in Figure 35 for constant demand and Figure 36 for historical
demand. In Scenario 1 to Scenario 4, the system’s inherent uncertainties were not included in the
resilience assessment. The inherent uncertainties were featured in Scenario 5 to Scenario 8.
Table 17. Case study results for the state space (SS) system representation
Disturbances

Resilience %

Scenario
External
1.
2.
3.
4.
5.
6.
7.
8.

Internal Inherent
No failure

•
•

•
•

•
•

•
•

•
•
•
•

Constant
demand
99.9978
98.7882
99.2159
98.2539
99.9385
98.8388
99.2891
98.1894
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Historical
demand
99.9944
98.4700
99.2856
97.7984
99.9308
98.4080
99.2572
97.9315

Convergence
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

The resulting resilience curves for each disturbance scenario were further employed to
quantify the resilience level of the system when subjected to a particular disturbance. The
resilience level was quantified based on
T*

 RP(t) dt

t

Ψ = T*o

 DP(t) dt

(25)

to

where Ψ is the system resilience level, to is the initial scenario time, T* is an extended time
period that is enough to capture the overall scenario of interest. Moreover, RP(t) indicates the
resilient performance at time t, which characterizes the system response in the presence of a
disruptive event from time to to T*, and

DP(t) is the desired performance at time t that

characterizes the system performance if no disruptions occur from time to to T*. In this case
study, the resilience scenario was studied from to=0 to T*=24hr.
Another way to identify the resiliency of the system over a period of time is by
comparing the convergences of the resilient performance curve with the desired performance
curve. The system is said to converge if the system is able to successfully catch up with the
desired performance curve from its degraded states within a specific recovery period. The end of
the recovery period, in this case, is at the end of a day or t=24hr. In all the scenarios presented,
the system was found to be able to converge by the end of the day for both constant and
historical demand. This is because, after the disruptions, the controller was able to help the
system recover from its degraded state and meet the desired performance at some point before
the end of the specified recovery period. Convergences depend heavily on the time allocated for
the system to recover if the time of the case study is shortened or lengthened, the conclusions on
the convergence results may be different from when t=24hr.
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Figure 35. SS constant demand results
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Figure 36. SS historical demand results
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5.3.3 Modeling Approach: Artificial Neural Networks
In the NN system representative approach, the assumption was made in the condition
when there were no observable system states except the output power y(t)=P(t). How to enable
resilience in such implicit systems is the research question that this control-guided resilience
framework with NN system modeling is going to address. The proposed procedure to represent a
system as ANN in the control-guided resilience framework was done based on Figure 28.
In generating training/testing set, a set of controller output to the system u(t) was
generated and the observed output y(t) performance was noted. The system was modeled to
output P(t), which is the total power from two transmission lines, where P(t) = P1(t) + P2(t) =
I1(t)V1(t) + I2(t)V2(t). In the training/testing data pairs, there were one controller variables u(t),
and the associated two outputs of P1(t) and P2(t). The data was generated based on the nominal
condition of the system, meaning where there is no failure in the system.
In the building ANN model, a static feedforward neural network was implemented, with
an architecture of three inputs (u(t), P1(t), and P2(t)), two hidden layers, and two outputs P1(t+1)
and P2(t+1). The ANN was built in MATLAB environment with Levenberg-Marquart training
algorithm. The training and testing resulted in a mean squared error (MSE) of 1.119e-7.

Figure 37. NN architecture and training results
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Further, the same NN architecture with the same weight setting was incorporated with the
previously developed control theory as shown in Figure 28 by replacing the SS system block
with the NN system representation block. The time frame for the resilience scenario was taken as
daily, or t=24 ts. Moreover, the resilience properties of the system were evaluated as the same
way with the previous section by using the area under the curve and convergence evaluations.
Similar to the SS, the external failure was deemed to happen outside the environment of
the NN system representation with the severity of 30% power loss at t=10ts. The internal failures
were modeled to fail the inputs to the NN by giving a wrong observable performance output
which resulted in a 15% power loss at time t=10ts. The inherent uncertainties were also modeled
as inherent disturbances and were modeled as a Gaussian noise with 0 mean and 0.1 variance.
Eight scenarios were presented with Different combinations of external, internal, and inherent
disturbances. The simulation results for two demand types (constant and historical) are tabulated
in Table 18. The corresponding resilience curves obtained for each scenario are portrayed in
Figure 38 and Figure 39 for historical demand. In Scenario 1 to Scenario 4, the system’s inherent
uncertainties are not included in the resilience assessment. The inherent uncertainties are
featured in Scenario 5 and Scenario 6.
Table 18. Case study results for the neural network (NN) system representation
Disturbances

Resilience %

Scenario
External
1.
2.
3.
4.
5.
6.
7.
8.

Internal Inherent
No failure

•
•

•
•

•
•

•
•

•
•
•
•

Constant
demand
99.9962
98.7709
99.2968
98.2623
99.9838
98.7634
99.2844
98.2548
84

Historical
demand
99.9914
98.5291
99.1768
97.9191
99.9884
98.5197
99.1625
97.9098

Convergence
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Figure 38. NN linear demand results
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Figure 39. NN historical demand results
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5.4

Discussion
In the concurrent development of resilience functions in complex engineered systems

under uncertainty, the resilience concept and control theory concept are found to complement
each other. The engineering resilient concept promotes failure recovery in the presence of
disruptive events, whereas control theory employs a controller to regulate system states to bring
the system output closer to the desired performance - in other words, to enable resilient behavior
in the system.
Control theory has various benefits in application to a resilient engineered system. The
main advantage is its ability to regulate, govern, and modify system states through a controller.
As seen in the presented case study, the discrepancies between the desired and output
performance were corrected by the PID controller while the failure was taking place. A
controller in the engineering resilience context can thus be considered as a failure recovery
strategy, where during the presence of failures the system performance is simultaneously
maintained by the controller so that it does not degrade further. In addition to maintaining system
performance during its degraded states, the controller also aided in improving the system
performance corresponding to the desired performance. The discussion of the findings from the
presented case study will be elaborated more in the next section discussing the discrepancies in
modeling using two different system representative approaches and the effect of different
controller feedback.
5.4.1 Different System State Representations
The case study was carried with two different system representations: (1) state space, SS,
and (2) neural network, NN. The SS is the most common system state representation employed
in control theory. However, when dealing with complex systems or implicit system, there are
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cases where SS could not be clearly defined. Thus, NN system representation was proposed to
describe this type of systems. In the presented case study, although the SS of the parallel
transmission lines system could be derived from an equivalent RCL circuit, the NN system
representation was implemented to evaluate the effectiveness of the NN approach in representing
a system. The desired inputs, failures inputs, and controller settings were kept the same for both
SS and NN system representation. The discrepancies for both approaches in the constant demand
are shown in Table 19 for constant demand and Table 20 for historical demand. The equivalent
resilience curves for both approaches are portrayed in Figure 40 for constant demand Figure 41
for historical demand.
Table 19. Discrepancies in constant demand results
Disturbances
Scenario
1.
2.
3.
4.
5.
6.
7.
8.

External

Resilience %

No failure
•
•

•
•

NN

99.9978
98.7882
99.2159
98.2539
99.9385
98.8388
99.2891
98.1894

99.9962
98.7709
99.2968
98.2623
99.9838
98.7634
99.2844
98.2548

0.0016
0.0173
0.0809
0.0084
0.0453
0.0754
0.0047
0.0654

Internal Inherent

•
•

SS

Discrepancies
|SS-NN|

•
•

•
•
•
•

The discrepancies were calculated by taking the absolute value of the difference in the
resilience percentage of SS and NN system representation for all presented scenarios. For
constant demand results, the maximum discrepancy was found for Scenario 4, which is around
0.08%. Other scenarios in constant demand results resulted in lesser than 0.088% discrepancies.
For historical demand, the results showed slightly higher discrepancies compared to the constant
demand. Three scenarios showed discrepancies more than 0.10%, Scenario 4 0.12%, Scenario 6
0.11%, and Scenario 3 0.10%. Higher discrepancies were deemed to be caused by the non88

constant desired demand where the controller or the system should keep adjusting the parameters
to meet the demand. Comparing all the presented scenarios, it can be seen that the discrepancies
between two system modeling approaches resulted in small errors of lesser than 0.15%. Thus, it
could be further concluded that NN system representation is deemed to be as effective as SS
system representation in predicting the system output at the next time step.
Table 20. Discrepancies in historical demand results
Disturbances
Scenario
1.
2.
3.
4.
5.
6.
7.
8.

External

Resilience %

No failure
•
•

•
•

NN

99.9944
98.4700
99.2856
97.7984
99.9308
98.4080
99.2572
97.9315

99.9914
98.5291
99.1768
97.9191
99.9884
98.5197
99.1625
97.9098

0.0030
0.0591
0.1088
0.1207
0.0576
0.1117
0.0947
0.0217

Internal Inherent

•
•

SS

Discrepancies
|SS-NN|

•
•

•
•
•
•

The resilience level for the scenarios with inherent uncertainties (Scenario 5-8) in the
system was found to yield a slightly lower value when compared to the scenarios without
inherent uncertainties (Scenario 1-4). Thus, estimating resilience with linear curves instead of
non-linear curves could be deemed as overestimating the resilience capability in the system.
From Figure 40 and Figure 41, it can be seen that NN system representation required a slightly
more time to converge to the desired performance. This may be resulted by the additional of time
consumed in the NN learning algorithm. The more complex NN architecture may require more
time to predict the output. Moreover, it can be seen from the enlarged section of resilience curves
(Scenario 6 and 8) that in the presence of uncertainties, the NN representation showed smoother
curves compared to the SS representation. This could be further interpreted as the NN system
representation is more independent against inherent uncertainties.
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Figure 40. Resilience curves for constant demand results
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Figure 41. Resilience curves for historical demand results
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5.4.2 Controller Feedback
In the physical context of implementing control theory within a complex engineered
system, resilient behavior can be enabled by integrating a controller into the system. Such a
controller should be designed such that, when a disturbance occurs, the controller should
simultaneously be able to take timely action to correct the shift in system performance. Since the
focus of this study is to bridge control theory and the engineering resilience concept, the focus
has not been on to the design of the controller itself, but on the potential for controllers to act as
resilience-enablers.
The controller’s architecture also depends on the architecture and complexity of the
systems. The PID controller used in the paper was simply a representation of a controller
algorithm. In a real-world application, for a general system, a PID controller can be represented
as a group of components or devices working together to achieve PID characteristics. The
components could be in the form of mechanical, hydraulic, electronic, or pneumatic types, more
often in some combination of these. As the current trend of control systems heads more towards
an automatic computer-based system, a PID controller may be represented by a simple algorithm
or line of code, implemented within a microchip. The physical context of the PID controller was
not discussed in the presented case study. It was assumed that, in reality, there is such a
controller mimicking the capabilities of the PID controller in regulating power in a transmission
grid. For example, this could be an advanced voltage regulator embedded in the parallel
transmission systems.
In the case study, the PID controller’s feedback was set to give a swift response of 0.5 sec
in simulation time. In reality, depending on the type of the controller (eg. an operator, a machine,
or automatic switches), there might be a time delay for the controller to respond to failures. As
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shown in Figure 42, the PID controller used in the case study has limitations on its ability to
correct the system when the controller feedback time was lowered. Moreover, given the same
level of damage impact, a slower controller response may cause a greater performance loss. Thus,
an appropriate setting of the controller should be adjusted to achieve a swift response against
failure.

Figure 42. Controller response varies with time
Given that the PID controller employed in the case study is only intended to demonstrate
the proposed approach, a more advanced control mechanism should be sought for applications to
do with real complex engineered systems in the future. Moreover, in the presented case study,
internal and external failures were only subjected to the system or the outcome of the system,
and the controller was assumed to be free from these failures. In reality, controllers possess a
maximum capability threshold and are not immune to failures. Controllers are by themselves
required to be resilient against failures Thus, as a direction of future work, collaborations with
control system engineers will be established to develop a more advanced and resilient controller
suited for this application of interest.
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CHAPTER 6
CONCLUSIONS AND FUTURE WORK

6.1

Future Work
In the engineering design community, the current focus of engineering resilience research

is primarily directed towards improving overall system performance in the presence of likelihood
failures. Little attention has been given to the study of how the system responds during and/or
after the occurrence of a failure event. Recovering from disrupted states to maintain optimal
performance is a key feature that a resilient complex engineered system should have. For future
work, the proposed control-guided resilience framework will be equipped with a dynamic ANN
to enable an adaptive mechanism of the system to recover from failures during the operating
stage. Moreover, recent advancement in PHM, such a self-cognizant dynamic system approach
can also be incorporated in the resilience framework to ensure an early awareness of failures.
Most of the complex engineered systems have a central controller to control the desired
actions of the systems for example to be able to take timely action to correct the shift in system
performance to maintain an optimal performance level. To ensure recovery during the operating
states, the resiliency of the controller itself is important. Thus, as one of the future work direction,
the resilient properties of advanced control systems will be investigated and improved.
This research could also be leveraged to involve a cost-benefit assessment associated
with different design alternatives while considering interdependencies or controller selection to
achieve resilience in the presence of failures. Moreover, multi-criteria decision making could
also be utilized to evaluate various restoration strategies with time, resources, and cost
constraints to provide assistance for decision makers.
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6.2

Conclusions
Engineering resilience is the concept of incorporating resilience in engineered systems.

A resilient system is a system that possesses the ability to withstand and recover from failures.
Due to the diversity of its usage in different engineering applications, a universal agreement on
resilience quantification and associated measurement techniques in engineered systems has not
yet been met.
This dissertation proposes an enhancement in modeling the resilience of engineered
systems based on probabilistic approach while taking complex system characteristics into
considerations. Bayesian network (BN) approach was proposed to model resilience at a
particular time instant. To capture the dynamic behavior of system performance and the positive
effect of restorative actions, the dynamic version of the Bayesian network (DBN) was employed.
In addition, to ensure that the top-level resilience satisfies the target resilience level, a resilience
allocation optimization problem (RAOP) was introduced in a three-step approach to optimally
allocate resilience into the critical components. Moreover, to ensure that the restoration efforts
were successfully executed during and/or after a disturbance in the post-design stage, a controlguided resilience framework was proposed by fusing control theory with engineering resilience
concept. The proposed frameworks are structured based on the basic essential attributes of
resilient performance, which are reliability and restoration.
The presented study in this dissertation expects to serve as a building block towards
developing a generally applicable engineering resilience analysis and design framework that can
be readily used for system design. This research also hopes to aid in accomplishing a bigger goal
such as in promoting sustainability, preventing cascading failures, and managing an affordable
life cycle cost in engineered system design applications.
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