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ABSTRACT

Reliability standards are followed in power system industries as a series of requirement
from planning to operation and this necessitates evaluating, improving and reporting reliability
indices of the power systems to the regulators on a regular basis. Eighty percent of the power
system outages happen due to disturbances caused in the distribution power system. Recent
developments in smart grid technologies demonstrate how communication technologies can be
used to improve the reliability of the distribution power system.
In this research, a distributed sensor network architecture is projected for monitoring the
distribution system. A dedicated communication protocol “ALARM” for distributed sensor
monitoring network communication is briefly discussed. Furthermore, a Hidden Markov Model
(HMM) based local event detection mechanism is proposed to improve the reliability of the
distribution power system. The proposed system has the capability of detecting faults locally with
a minimum delay time. It is shown that such a local event detection system can improve the
reliability of the distribution power system in many aspects.
Further, a novel methodology to evaluate the reliability of cyber physical power system is
proposed in this research. This work incorporates power component failure, automation
component failure, communication failure, communication delay and cyber-attacks to develop a
comprehensive equipment level reliability model. From the 36 possible states, a 12-state model is
derived to aid the component level reliability analysis. Furthermore, for large network level
reliability evaluation purpose, a reduced 2 state model is also obtained. Depending on the
application in the power system, smart component categorized into three groups and corresponding
2 state models are obtained for each category. Finally, sensitivity analysis is carried out to evaluate
the impact of cyber-failure and cyber-attacks on the reliability of the smart component.

vi

TABLE OF CONTENTS

Chapter

Page

1. INTRODUCTION .............................................................................................................. 1

1.1 Distribution Power System Reliability ......................................................................... 1
1.2 Smart Grid Communication .......................................................................................... 2
1.3 Contribution of this Work ............................................................................................. 4
1.4 Organization of Thesis .................................................................................................. 5
2. LITERATURE REVIEW ................................................................................................... 7

2.1 Distribution System Communication Architecture ....................................................... 7
2.2 Distributed Sensor Monitoring Network ...................................................................... 8
2.3 Dedicated ALARM Protocol for Distributed Power System ...................................... 10
2.4 Reliability Evaluation of Smart Component ............................................................... 11
3. PART I: ENHANCING THE RELIABILITY OF DISTRIBUTION SYSTEM.............. 14

3.1 Introduction to HMM .................................................................................................. 14
3.1.1 Number of States in the model..................................................................... 14
3.1.2 State Transition Probability ......................................................................... 15
3.1.3 Observation Sequence .................................................................................. 15
3.1.4 Observation Symbol Probability Distribution ............................................. 15
3.1.5 Initial State Probability ................................................................................ 16
3.2 Problem Formulation: Local Detection of Faults in Distributed Sensor Network ..... 16
3.3 Modeling of HMM for Distribution Fault Local Detection Problem ......................... 20
3.3.1 Identifying States ......................................................................................... 20
3.3.2 Modeling Probabilities ................................................................................. 21
3.3.3 Evaluating the Priori Probabilities ............................................................... 24
3.3.4 Extracting the Suitable Feature from the Measurement .............................. 24
3.4 HMM Algorithm for Determining the States.............................................................. 28

vii

TABLE OF CONTENTS (continued)

Chapter

Page

4. PART I: NUMERICAL ANALYSIS AND RESULTS ................................................... 29

4.1 Effect of Time Period of Analysis .............................................................................. 29
4.2 Result and Discussion ................................................................................................. 34
5. PART II: RELIABILITY EVALUATION OF CYBER PHYSICAL SYSTEM ............. 35

5.1 Subsystem Reliability Modeling ................................................................................. 36
5.1.1 Power Component Modeling ....................................................................... 36
5.1.2 Automation Component States .................................................................... 37
5.1.3 Cyber Link States ......................................................................................... 38
5.2 Smart Component ....................................................................................................... 40
5.3 Smart Component Reliability Modeling ..................................................................... 40
5.4 Approximate State Probability Model ........................................................................ 49
5.5 Reduced Two State model .......................................................................................... 51
5.5.1 Equivalent Two-State Model of Health Monitoring .................................... 51
5.5.2 Equivalent Two-State Model of Real-Time Monitoring and Control ......... 52
5.5.3 Equivalent Two-State Model of Actuators .................................................. 53
6. PART II: NUMERICAL ANALYSIS AND RESULTS .................................................. 55

6.1 Evaluation of Approximate Model ............................................................................. 56
6.2 Evaluation Two State Reliability Model..................................................................... 58
6.2.1 Evaluation of Health Monitoring Type Smart Component Two State Model
............................................................................................................................... 58
6.3 Evaluation of Real-Time Monitoring and Control Type Smart Component Two State
Model ................................................................................................................................ 60
6.4 Evaluation of Actuator Type Smart Component Two State Model ............................ 62
7. CONCLUSION AND FUTURE WORK ......................................................................... 64

7.1 Enchaining Distribution System Reliability ............................................................... 64
7.2 Evaluating Reliability of Cyber Physical Power System ............................................ 65

viii

TABLE OF CONTENTS (continued)

Chapter

Page

8. REFERENCES ................................................................................................................. 66

ix

LIST OF TABLES

Table

Page

1. Smart Grid communication technologies [4] ...................................................................... 3
2. Percentage of detection accuracy ...................................................................................... 34
3. Power component transient rates ...................................................................................... 37
4. Automation component transient rates ............................................................................. 38
5. Cyber link transient rates .................................................................................................. 39
6. All possible 36 states considering subcomponent states................................................... 41
7. 12 states of the smart component ...................................................................................... 43
8. All possible transient between 12 states ........................................................................... 44
9. Infeasible transitions for smart component ....................................................................... 45
10. Numerical values for state transitions rates ...................................................................... 55

x

LIST OF FIGURES

Figure

Page

1. Wireless overhead power line sensors similar to [14] ........................................................ 8
2. Power distribution network (a) future power distribution network (b) communication

infrastructure supporting the distribution network ............................................................. 9
3. Different communication infrastructure for a single node [8] .......................................... 10
4. Sensor–communication–power network ........................................................................... 12
5. A measurement sequence window shows different events in the distribution system ..... 17
6. A measurement sequence window shows different events in the distribution system ..... 18
7. A measurement sequence window shows different events in the distribution system ..... 19
8. A measurement sequence window shows different events in the distribution system ..... 19
9. Proposed four state diagram of the power system ............................................................ 22
10. Graphical representation of the HMM .............................................................................. 22
11. Variation of instantaneous current for high impedance Fault at bus 671 ......................... 25
12. Variation of instantaneous absolute current for high impedance fault at bus 671 ............ 26
13. Variation of RMS current for high impedance Fault at bus 671....................................... 26
14. Variation of square sum current between two consecutive stationary points for high

impedance fault at bus 671 ............................................................................................... 27
15. Variation of the differential of square sum current between two consecutive stationary

points for high impedance fault at bus 671 ....................................................................... 27
16. Flowchart of the simulation .............................................................................................. 28
17. IEEE 13 bus system with distributed sensors ................................................................... 29
18. Time domain features for fault at bus 671 with impedance 11.963Ω .............................. 31
19. Time domain features for fault at bus 671 with impedance 5.69Ω .................................. 31
20. Time domain features for fault at bus 671 with impedance 1.2Ω ..................................... 32
21. Time domain features for fault at bus 671 with impedance 3.78Ω ................................... 32
22. Time domain features for fault at bus 671 with impedance 0.351Ω ................................ 33
23. Time domain features for fault at bus 671 with impedance 0.0957Ω .............................. 33
24. State Transition diagram for power component................................................................ 36
25. State Transition diagram for automation component........................................................ 38
26. State Transition diagram of the cyber link ........................................................................ 39

xi

LIST OF FIGURES (continued)

Figure

Page

27. State model for the Smart Component .............................................................................. 46
28. Equivalent two-state model of the health monitoring ....................................................... 52
29. Equivalent two-state model of the real-time monitoring .................................................. 53
30. Equivalent two-state model of the actuators ..................................................................... 54
31. Comparison of Smart Component 𝑃1 state probability under variation of pre-fault

detection rate ..................................................................................................................... 56
32. Comparison of Smart Component P1 State probability under varying power component

direct failure rate ............................................................................................................... 57
33. Comparison of Smart Component P1 state probability under varying cyber–attack rate. 57
34. Comparison of Health Monitoring Smart Component Failure State probability under

varying power component direct failure rate .................................................................... 58
35. Communication failure impact on health monitoring system ........................................... 59
36. Cyber-attack impact on health monitoring system ........................................................... 60
37. Cyber-attack impact on real-time controller system ......................................................... 61
38. Communication failure impact on real-time controller system ........................................ 61
39. Cyber-attack impact on actuators...................................................................................... 62
40. Communication failure impact on actuators ..................................................................... 63

xii

LIST OF ABBREVIATIONS

3G

Third Generation of Mobile

GSM

Global System of Mobile Communication

GPRS

General Packet Radio Service

GMM

Gaussian Mixture Model

HMM

Hidden Markov Model

IEEE

Institute of Electrical and Electronic Engineering

IED

Intelligent Electronic Device

QER

Quadrennial Energy Review

RMS

Root Mean Square

SCADA

Supervisory Control and Data Acquisition

TDMA

Time Division Multiple Access

UPFC

Unified Power Flow Controller

WiMAX

Worldwide Interoperability of Microwave Access

WAN

Wide Area Network

xiii

CHAPTER 1
INTRODUCTION

An electrical power system is a large and complex system, consisting of all the
components, for generating electricity to delivery to customers, connected together. A power
system can be categorized into three major subsystems, depending on their operation, as,
Generation, Transmission and Distribution [1]. A generation system is where the power is
generated in bulk form, from other energy sources such as coal and hydro power, etc. Generated
power is transferred in bulk form from the generation stations to the load centers through the
transmission system. A distribution system is where the electricity is distributed to the individual
customers. Due to the complexity of the distribution power system, a majority of power
disturbances happens in the distribution system. According to reported power system disturbances,
80% of the power system outages are caused by distribution system level disturbances [2]. As the
power system is crucial to the economy and the daily life of the modern world, the reliability of
the distribution power system should be maintained at a high level. Reliability standards are
followed in the power systems as series of requirements that need to be fulfilled during planning
and operation. Power systems should be very reliable because they frequently face a lot of
disturbances such as change in demand, change in weather, component detrition, accidents etc.
1.1

Distribution Power System Reliability
As renewable and communication technologies are integrated with the modern distribution

power system it is becoming more and more complex. According to the Quadrennial Energy
Review (QER) 2015 report, $275 billion have been invested in the United States’ distribution
power system by its member utilities since the year 2000. According to the Edison Electric Institute
report, the increased distribution level capital expenditures were largely linked to storm hardening
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and improved system reliability, including undergrounding infrastructure [3]. As the power system
is growing large and complex, evaluating the reliability of such a system is also becoming
challenging.
1.2

Smart Grid Communication
A modern electric distribution network grows in complexity as it has problems such as the

lack of monitoring capability, situational awareness and automated controls. Traditional
mechanical and manual controlled switches in the system causes slow response times and longer
duration of disturbances. Smart grid initiation requires modernizing the traditional electric grid by
integrating modern communication technologies and automation in all levels of the feeder. The
smart grid initiation enhances the efficiency, reliability and safety of the power grid through better
monitoring and automation [4]. Table 1 shows the comparison of different communication
technologies used in the smart grid. These different communication technologies are used in the
power system for different applications.
Considering low cost, scalability and secure wireless communication such as WiMAX was
identified as the best candidate for the wide monitoring network. Wireless communication
technologies uses the existing shared cellular networks for communication. Since the regular
cellular network is used by many other customers it leads to congestion, delay and packet loss in
the communication. Therefore, these cannot be used for mission critical applications such as fault
detection [4]. Utilities are moving in the direction of installing and operating their own private
wide area networks (WAN) for the highly critical nature of the power system applications for
maintaining the reliability of the distribution power system [5].
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TABLE 1
SMART GRID COMMUNICATION TECHNOLOGIES [4]
Communication
Technology

Spectrum

Data Rate

Coverage
range

Application

Limiting

AMI,
GSM

900-1800MHz

Up to
14.4kbps

1-10km

Demand

Low data

Response,

rate

HAN
AMI,
GPRS

900-1800MHz

Up to
170kbps

1-10km

Demand

Low data

Response,

Rate

HAN
1.92-1.98GHz
3G

2.11-2.17GHz
(Licensed)

AMI,
384kbps2Mbps

1-10km

2.5GHz,3.5GHz,

Up to

(LOS)

5.8GHz

75Mbps

1-5km
(NLOS)

Power Line
Communication

ZigBee

1-30MHz

2.4GHz, 868915MHz

Response,
HAN

10-50km
WiMAX

Demand

2-3Mbps

250kbps

1-3km

30-50m

AMI,
Demand
Response

AMI, Fraud
Detection

AMI, HAN

Costly
spectrum
rates

Not
Widespread

Harsh noisy
channel
environment
Low data,
short range

Smart Meters, Sensors, Data Collectors, and Renewable energy resources are also joined
into the communication network for optimal and reliable operation of the power system. Therefore,
to improve the reliability of the smart grid, the number of locations in the distribution system
requiring communications services are increased.
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Communication protocols used by most utility companies are based largely on the
traditional Time-Division Multiple Access technology (TDMA). Even though TDMA is a highly
reliable communication technology they are most suited however for point to point bit rate vocal
communication services.

Since the power system need to share time sensitive data, a priority

based dedicated point to multi point communication protocol is needed for the smart grid
environments [6].

1.3

Contribution of this Work
Our research focuses on enhancing reliability of distribution power system through a

communication architecture based on a distributed sensor monitoring network. Power Distribution
Companies are installing communication capable devices in feeders to enable two way
communication between automation components, monitoring devices and substation control
center. [7] This research will benefit utility companies to get the most advantage out of
communication enabled devices in the power system.
In our previous research we proposed a communication architecture and communication
protocol dedicated to the smart grid environments to enhance the reliability of the power
distribution system [8]. A distributed sensor network communication architecture is proposed and
evaluated for distribution system monitoring and automation. Furthermore, a communication
protocol “ALARM” is proposed for the distributed sensor network. The proposed communication
protocol uses specific power system properties to prioritize critical information to send to the
control center [8]. The proposed communication protocol will enhance the reliability of the
distribution power system in many ways. Fault location and automated isolation of faulty area is
evaluated as one of the power system application in that research.
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This thesis proposes a local event detection algorithm to improve the performance of the
proposed ALARM communication protocol. The proposed local fault detection system uses
Hidden Markov Model (HMM) to detect the interruption events locally before communicating to
the control center. Sensors communicate to the control center only after the detection of
interruption in the system. Therefore, the local detection of interruption will reduce the data
congestion in the communication network. Furthermore, since the events are locally detected, this
information will reduce the process time at the control center for advanced decision making.
Finally, a novel methodology to evaluate component level reliability is proposed to assess
the improvements of smart grid reliability due to the integration of cyber components in the power
system. A multi-state model is proposed to evaluate the reliability of the cyber physical
components of the power system. A 36 state model is used to evaluate the reliability of the cyber
physical components considering power component failure, automation component failure,
communication failures, communication delay and cyber-attack. A reduced 2 state model is
obtained for the purpose of using in large scale power system reliability evaluation. The proposed
reliability evaluation model will provide the most accurate reliability evaluation of smart
components in the power system.
1.4

Organization of Thesis
The content of this thesis have been partitioned into seven chapters. Chapter 1 introduces

the power system reliability, smart grid communication technologies and discuss the contribution
of this work. Chapter 2 summarizes the literature work done in this research area. Chapter 3
provides the modeling of the proposed HMM based local detection tool for local detection of
distribution system disturbances. Chapter 4 provides the numerical analysis and results of the
proposed HMM based local detection tool tested in an IEEE standard feeder. Chapter 5 provides
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the modeling and analysis of component level reliability evaluation of the smart components.
Chapter 6 provides the numerical analysis and discussion of the proposed reliability evaluation
method for smart components. Finally, conclusion and the possible extensions of this work are
include in chapter 7.

6

CHAPTER 2
LITERATURE REVIEW

2.1

Distribution System Communication Architecture
The Smart grid initiative requires future distribution systems to enable automation to

improve its performance and reliability. Integrated communication and automation facilities are
expected to decrease the downtime and increase the real-time controllability of the future
distribution system [9]. To reach maximum automation, future distribution systems need improved
feeder level monitoring and communication. This initiative requires investment in the
communication infrastructure at the feeder level that will not only improve the reliability of the
distribution system but also increase the life time of the power system assets. [10].
Recent literature [11] shows an increased interest in using distributed sensor networks for
distribution system monitoring. Based on operating needs, the communication system should
provide quick decision–making tools for distribution system operations. This becomes crucial for
the dynamic management of the distribution system during both normal and abnormal conditions.
This requires remotely accessible distributed sensors along feeders [11]. Technical advancements
in low cost current and voltage sensors allow utilities to deploy these devices within the distributed
network on a massive scale [7]. These sensors can measure load currents from 0A to 600A. These
have long-range wireless communication capabilities. The sensors are also compact in size and
weight and therefore ideal for distribution feeder level application.
Wang et. al. conducted a survey on wireless sensor networks for smart grid application and
identified that the placement of wireless distributed sensors along distribution feeder to be an
attractive future trend [12]. Wireless communication is one of the better options because of its
capability of being more flexible and cost effective, while offering adequate long-range
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performance [13]. Furthermore, Wang et. al. discussed that a self-healing power system is possible
through multiple sensors placed along the feeders [12]. Adrabou proposes a pole mounted
communication infrastructure along with the utilization of low cost, massively deployed sensors
for monitoring the distribution system [14]. Figure 1 shows the distributed current sensors installed
on an overhead line similar to [14] where distributed sensors communicate with its Access Point
wirelessly.

Figure 1. Wireless overhead power line sensors similar to [14]
2.2

Distributed Sensor Monitoring Network
The motivation behind placing distributed sensors along with the expected communication

infrastructure is discussed in this section. Wang et. al. proposes smart distribution network
implementation with a large number of Intelligent Electronic Devices (IEDs) along the feeders
[13]. Since the consumer is also generating and supplying power to the grid, distribution level
monitoring is necessary for the optimal operation of the grid. Better monitoring in distribution
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level will also support the efficient and reliable operation of the power system. Figure 2 shows the
future power system electrical network and the associated distributed sensor monitoring
communication network. As indicated in the Figure 2 the distributed sensors are grouped and
communicate with the neighboring Access Points using wireless technology. The Access Points
then exchange data for advance decision making through wired or wireless communication.

(a)

(b)

Figure 2. Power distribution network (a) future
power distribution network (b) communication
Future
infrastructure supporting the distribution network
However, such massive deployment of sensors along the feeders will increase the data
congestion in the communication system. This will result in data loss and communication delays.
Therefore, an event driven communication protocol is proposed to reduce the congestion and data
loss in the communication system [8]. The proposed communication protocol uses specific power
system properties to prioritize the critical information from the other information.
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2.3

Dedicated ALARM Protocol for Distributed Power System
ALARM is an Average Low-Latency Medium Access Control Communication protocol

dedicated to distributed sensor monitoring networks to prioritize critical information from other
information. Figure 3 shows the different communication protocols used in a single node. In case
1, the nodes send the information at a predefined time through a single communication channel.
Here, the information placed in a queue and sent to the control center in the order of the arrival of
information. In case 2 the node uses multiple channels to send the information, while periodic
information is send at predefined time slots, a dedicated separate channel is used for sending
critical information. This types of communication architecture are not cost effective since they use
multiple channels. In case 3 the node sends the information only on the detection of events. In this
communication protocol the sensor uses only one channel to communicate, however, the
information is queued depending on their time sensitivity. ALARM protocol is similar to the case
3 communication protocol and uses specific power system properties to prioritize the critical
information in the queue.

Figure 3. Different communication infrastructure for a single node [8]
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In a distributed sensor monitoring network, multiple sensors will detect the same event and
try to communicate to the control center. ALARM protocol is used to prioritize certain distributed
sensors depending on the critical information. ALARM protocol uses fault current magnitude seen
by sensors to prioritize the sensors. The full detail of the protocol can be found in [8].
Since the ALARM protocol allows the sensors to communicate only on abnormal events
such as faults and solar temporal events, a detection mechanism is needed in the sensor level.
Therefore, it is essential that the sensors be able to differentiate the abnormal events from normal
events such as load switching and capacitor switching etc. On the other hand, the proposed
detection system should not take significantly large processing time to detect the fault. This will
result in further delays in the arrival of information being used in higher level decision making,
such as fault location. The distributed sensors measure only the current and voltage magnitudes at
feeder level. Therefore, a mechanism is needed to detect the fault using their respective local
measurements.
2.4 Reliability Evaluation of Smart Component
Reliability evaluation of power components in the presence of automation devices and
cyber-links is critical for evaluation of power system reliability indexes. The communications and
automation infrastructure are becoming an integrated components in the power grid [15]- [16].
The increase in usage of remote sensors and automated switches require a more reliable and
effective communication infrastructure. Figure 4 shows a typical structure of the automated power
system decision process. The combination of the power system components, cyber-link and the
automation device is modeled as a smart component [17]. It is expected that the Smart Component
should improve the reliability of the power system component as well as the overall power system
performance.
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Figure 4. Sensor–communication–power network
Reliability analysis of the cyber-power system has been gaining attention in recent
literature. Most of these works have considered two state models (up-down) for cyber component
similar to conventional power system reliability evaluation. Falahati et. al. proposed a two state
model for power component as well as communication component to evaluate the reliability of the
smart power system. Direct impact of the cyber component failures in the power components are
analyzed to evaluate the reliability of the power system [18]. This method is used by Yan Zhang
to evaluate the reliability of a digital substation. Reliability indexes of the substation are evaluated
by considering possible fault scenarios in different main feeders of the power system and the direct
impact of cyber components failures in the substation controller [19]. However, these do not
consider cyber-link failures and cyber-attacks.
Lei et. al. evaluated the reliability of the smart components considering the cyber link
failures and power component failure. In this work, a two state Markov model is used for power
component and cyber links. Link failure due to the packet delay resulting from congestion as well
as physical link failures due to cyber device failure are modeled to evaluate the cyber link failure
12

probability [20]. Ahanger et. al. used the above method to evaluate the reliability of the power
system under DG penetration [21]. Falahati et. al proposed to incorporate the indirect and direct
impact of the cyber system failures in the power system failure rate utilizing a two state Markov
model power component as well as cyber component [22]. These did not consider automation
device failure or cyber-attacks.
Zhang et. al. evaluated the reliability of the power system considering cyber-attacks [23]
by considering power component failures due to the cyber-attacks. Furthermore, the model was
used to evaluate reliability of a wind farm energy management system [24] and a unified power
flow controller (UPFC) [25]. Xiang et. al. incorporated cyber-attack failure into the power
component failure rate by considering the cyber-attack failure as a probability distribution function
[26]. The authors evaluated the SCADA system reliability indices by using the above model [27].
Automation component failure rate and cyber-link failure are not considered in these works.
Lei et. al. proposed a multi-state model for the composite power system in [28]. Here, the
impact of the cyber components failures are incorporated into the evaluation of the smart
component failure rate. However, automation component failure and cyber-attacks are not
considered in their model. Heidari et. al. proposed a multi-state model for smart components with
ideal communication [17]. In this work, preventive action is introduced as an additional state. The
preventive action is possible due to improved observability with the sensor network.
For proper functionality of the Smart Component, all the following sub-systems need to
operate together: (i) automation component, (ii) cyber-link and (iii) power component. When
evaluating Smart Component reliability it is necessary to consider the failures of all the subsystems separately and the impact of these failures to the smart component operation. This has not
been addressed.
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CHAPTER 3
PART I: ENHANCING THE RELIABILITY OF DISTRIBUTION SYSTEM

The objective of this work is to develop an effective distribution system fault detection tool
for distributed sensors. This work proposes a Hidden Markov Model (HMM) based decision tool
for the distributed sensors for the fault detection applications. Each sensor will be equipped with
this decision-making tool to detect the events locally at sensor level. Upon an abnormal event
detection, the proposed decision tool will share the information with the hierarchical decision tools
via wireless communication [29].
3.1

Introduction to HMM
Hidden Markov Model (HMM) is a powerful tool used in pattern recognition and

prediction for continuous observation sequences such as speech recognition [30]. It has also been
used in a variety of power system applications. T.Thiruvaran et. al. used HMM to automatically
identify the electric loads which are switching in a power system. They used the extracted feature
of switching current signals to identify the switching loads [31]- [32]. G.Georgouls et. al. used
Hidden Markov Model to detect the fault in asynchronous machines using the recorded current
signal [33]. Soualhi et. al. used HMM based tool to detect the Induction motor faults [34]. E.G.
Strangas et. al. used HMM based algorithm to identify the failure prognosis in ac drives. An HMM
is characterized by the following elements [35].
3.1.1 Number of States in the Model
N, the number of states in the model. Even though the states are hidden for practical
problems, there is always some physical significance attached to the set of states. Each state is
distinct from other states and generally any states can be reached from any other states. The states
in the system denoted by.
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𝑺 = {𝑺𝟏 , 𝑺𝟐 , … . 𝑺𝑵 }

(3.1)

3.1.2 State Transition Probability
Probability of moving from one state to another state. Transition probability of the states
are defined as.
𝒂𝒊𝒋 = 𝑷(𝑺𝒊 |𝑺𝒋 ), 𝒊, 𝒋 = 𝟏, 𝟐, 𝟑 … . 𝑵

(3.2)

Where 𝑃(𝑆𝑖 |𝑆𝑗 ) are the condition probability of moving from state 𝑖 to state 𝑗. The
transition matrix is defined as.
𝒂𝟏𝟏
𝑨=[ ⋮
𝒂𝑵𝟏

⋯ 𝒂𝟏𝑵
⋱
⋮ ]
⋯ 𝒂𝑵𝑵

(3.3)

For the special case where any state can be reached from any other state in a single step we
have 𝑎𝑖𝑗 > 0 for all 𝑖, 𝑗. For other type of HMMs where 𝑎𝑖𝑗 = 0 where state 𝑗 cannot be reached
from state 𝑖.
3.1.3 Observation Sequence
M, the number of distinct observation sequence observed from states. The observation
sequence is corresponded to the physical output of the system being modeled. The observation
sequence is denoted by.
𝑽 = {𝒗𝟏 , 𝒗𝟐 , … . 𝒗𝒎 }

(3.4)

3.1.4 Observation Symbol Probability Distribution
Conditional probability of the particular observation coming from the particular state. The
observation probability densities for state 𝑖 denoted by.
𝒃𝒊 (𝒎) = 𝑷(𝒎\𝑺𝒊 ), 𝒊 = 𝟏, 𝟐, … 𝑵
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(3.5)

3.1.5 Initial State Probability
Probability of being in a state when the algorithm started. The initial state probabilities of
the states are defined as.
𝑺 = {𝑺𝟏 , 𝑺𝟐 , … . 𝑺𝑵 }

(3.6)

The above complete description of the HMM is given by the compact notation.
𝝀 = (𝑨, 𝑩, 𝚷)

(3.7)

Where 𝐴 = [𝑎𝑖𝑗 ]is the transient probability matrix, 𝐵 = [𝑏𝑖 (𝑚)] is the matrix with the
observation probability and 𝜋 is the initial state probabilities.
3.2

Problem Formulation: Local Detection of Faults in Distributed Sensor Network
This work proposes to use sequence current measurement data to identify the disturbances

in the power distribution system. The proposed system uses only current magnitude measurement
using the current sensors to reduce the investment cost and processing time. However, when the
voltage sensors also used to measure the feeder voltages the detection accuracy can be improved.
Each sensor in the distributed sensor network continuously measures the line current
magnitude in their corresponding feeder section. The proposed distributed sensor monitoring
network has communication only between the control center and the sensors and therefore, the
neighboring sensors do not share information with each other. This communication architecture is
chosen to reduce the investment cost. Therefore, the proposed HMM must use only the local
measurement of each sensors to detect the disturbances. Each sensor needs to decide whether the
power system is in a normal state or an abnormal state before it communicates to the control center.
For example, Figure 5 shows a plot of current measurement of 0.8 second window obtained
from a distributed monitoring sensor simulated in PSCAD software. This window of measurement
is a sequence of data consisting of different distribution system events such as low impedance
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fault, high impedance fault, large industrial load switching, and capacitor switching and solar
spatial temporal events. Figure 5 shows particular simulation window where the following events
are simulated and recorded. A high impedance fault at 0.3s, a large industrial load switching event
at 0.4s and a capacitor switching event at 0.7s.

Large Load

High

Capacitor

Switching

Impedance

Switching

Fault

Figure 5. A measurement sequence window shows different events in the distribution system
Figure 6 shows particular simulation window where the following events are simulated and
recorded. A low impedance fault at 0.5s, a large industrial load switching event at 0.3s and a
capacitor switching event at 0.7s.

17

Large Load

High

Capacitor

Switching

Impedance

Switching
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Figure 6. A measurement sequence window shows different events in the distribution system
As shown in Figure 5, the capacitor switching transient peak currents magnitude can be
larger than the fault current magnitude. Therefore, if the current sensors report based on the peak
magnitude, they cannot detect the high impedance fault. Furthermore, the sensors may falsely
report the capacitor switching as a fault to the control center. Therefore, a decision tool should be
installed in the sensor level to incorporate multiple dimensional information, such as time,
magnitude, frequency etc. to detect the fault before communication to the control center.
When multiple measurements are used for detection, accuracy can be increased. However,
it will increase the processing time which will result in a delay in communication. To reduce the
computational power and delay, this work is limited to use time domain features for the fault
detection problem. Figure 7 and Figure 8 shows the same particular simulation window where the
Root Mean Square (RMS) value of the current measurement is evaluated and plotted against the
time. When the root mean current measurement is used as it can be seen from Figure 7 the load
switching and capacitor switching cannot be detected since the RMS current magnitude is very
small.
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Figure 7. A measurement sequence window shows different events in the distribution system

Large Load

High

Capacitor

Switching

Impedance

Switching

Fault

Figure 8. A measurement sequence window shows different events in the distribution system
Since instantaneous peak current or RMS current values are not sufficient for the accurate
detection of distribution events, a HMM based detection algorithm is proposed to solve the
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problem. The proposed algorithm uses time domain features of the sequential current measurement
data to detect the distribution system disturbances.
3.3

Modeling of HMM for Distribution Fault Local Detection Problem
The actual operating states of the power system is unknown and continuously changes in

time. However, the current state of the power system is only dependent on the previous state. For
example, the fault current magnitude is dependent only on the previous state of the power system.
Therefore, a HMM based detection algorithm can be modeled for the distribution power system.
3.3.1 Identifying States
Even though the power system is continuously changing between multiple states, this work
utilizes four distinct states based on the distribution system event categorization.
1. Normal operating state
The distribution system is operating normally. The only changes that could be observed
are small load changes. Therefore, no significant change in voltage and current signals
are recorded in the feeders. No changes are required in the operating conditions of the
distribution system. Therefore distributed sensors do not need to report the measurements
to control center.
2. Normal event state
An event occurred in the distribution system. However, this event is due to necessary
operations carried out by an operator or automatic control systems. Therefore, these
events typically requires less attention from control center. However, in the automation
scenario, this would enable automatic tap-changer operations or could be used for asset
health monitoring applications.
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Since this work is limited to fault detection, such events are not further analyzed. It is
envisioned that the abnormal events such as fault detection will have a higher priority for
communication [8] and normal events which are used for periodic decision process or
health monitoring will have a lower priority. A similar approach can be taken for the lower
priority normal events. Therefore, this work can be extended without losing its generality.
3. Low impedance fault state
Low impedance fault will cause significantly large fault currents which could damage
distribution system equipment or cause cascading faults. Therefore, these faults need to
be detected with very high accuracy in a very short duration. These faults can be detected
by substation level protection devices and therefore may have a very short duration.
Therefore, low impedance faults are considered as separate state
4. High impedance fault state
Since high impedance fault could have low magnitude fault currents which could be at
times in the order of normal current. Not all faults can be detected by the protection
device. The impact of these faults is much lower than low impedance faults. Therefore,
based on the impacts this is modeled as a separate state
3.3.2 Modeling Probabilities
The number of states in the HMM is 4 (N=4) as shown in Figure 9. Figure 9 shows the four
different states considered in the distribution system with the transition rates. The transient rate 𝑎𝑖𝑗
indicates the probabilities of transitioning form state 𝑖 to state 𝑗. It is possible to include more states
into the HMM depending on the application and the detection accuracy of the HMM algorithm
using the process presented in this work.

21

Figure 9. Proposed four state diagram of the power system
Figure 10 shows the continuous changing of states and their association with the
measurements. The operating state will affect the measurements; however, measurements have no
direct impact on the future states. Current state depends only on the previous operating state. This
is very typical for the four state distribution system operations model (estimating the next state
using a sequence of past measurements).

Figure 10. Graphical representation of the HMM
Figure 10 represents the HMM applied for the local event detection problem with the
following notations, 𝑆 = {𝑆1 , 𝑆2 , 𝑆3 … . 𝑆𝑛 } indicate states and 𝑚𝑖 indicate the measurements. At
a particular time 𝑡, the sensor receives a measurement 𝑚𝑖 and need to decide the actual system
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state before it communicate to the control center. The probability of the power system being in
state 𝑆𝑖 is given by the conditional probability.
𝑷(𝑺𝒊𝒕 |𝒎𝒕𝟏 :𝒕−𝟏 )

(3.8)

Where 𝑃(𝑆𝑖𝑡 |𝑚𝑡1 :𝑡−1) is the probability of being state 𝑆𝑖 at time t given that the
measurement sequences from time 𝑡1 to (𝑡 − 1). Using probability marginalization, the
conditional probability in (1) can be shown as
𝑷(𝑺𝒊𝒕 |𝒎𝒕𝟏 :𝒕−𝟏 ) = ∑𝑺𝒕−𝟏 𝑷(𝑺𝒊𝒕 |𝑺𝒕−𝟏 )𝑷(𝑺𝒕−𝟏 |𝒎𝒕𝟏:𝒕−𝟏 )

(3.9)

where 𝑃(𝑆𝑖𝑡 |𝑆𝑡−1 ) is the transient probability from a given state at time (𝑡 − 1) to state 𝑆𝑖
at time t, 𝑃(𝑆𝑡−1 |𝑚𝑡1:𝑡−1 ) is the conditional probability of being in state 𝑆 at time (𝑡 − 1)given
the measurement sequence from time 𝑡1 to 𝑡 − 1. Therefore, if the current state probability and the
transient probabilities of the states are known, the next state probabilities can be evaluated. Further
using conditional probability theory the 𝑃(𝑆𝑖𝑡 |𝑚𝑡1 :𝑡 )can be shown as
𝑷(𝑺𝒊𝒕 |𝒎𝒕𝟏 :𝒕 ) =

𝑷(𝒎𝒕 |𝑺𝒊𝒕 )𝑷(𝑺𝒊𝒕 |𝒎(𝒕𝟏 : 𝒕

− 𝟏))

∑𝑺𝒕 𝑷(𝒎𝒕 |𝑺𝒕 )𝑷(𝑺𝒕 |𝒎𝒕 :𝒕−𝟏 )
𝟏

(3.10)

where 𝑃(𝑚𝑡 |𝑆𝑖𝑡 ) is the conditional probability of a given measurement m from the state 𝑆𝑖
at time t, 𝑃(𝑆𝑖𝑡 |𝑚𝑡1:𝑡−1 ) is the conditional probability of being state 𝑆𝑖 given that the measurement
sequence from time 𝑡1 to 𝑡 − 1, 𝑃(𝑚𝑡 |𝑆𝑡 ) is the conditional probability of the given measurement
m form the state S at time t and 𝑃(𝑆𝑡 |𝑚𝑡1:𝑡−1 ) is the conditional probability of being state 𝑆 at
time t given that the measurement sequence form time 𝑡1 to 𝑡 − 1. Using the given extracted
measurement feature, the HMM evaluates the above probabilities for all the states and from that,
the current state of the power system can be determined.
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3.3.3 Evaluating the Priori Probabilities
Initial state probability, measurement probability distribution for given states and transient
probabilities of the states can be obtained from the historic data. If the historic data is unavailable,
simulation based analysis could be carried out.
Gaussian Mixture Models (GMM) are ideal to model the necessary probability function
when the probability distributions are unknown [32]. Since the probability distribution functions
for distribution level fault study and state transition probabilities for the proposed four state models
are unknown a GMM model is used in this work. The observation probability densities for the
proposed work are.
𝒃𝒊(𝒎) = 𝑷(𝒎|𝑺𝒊 ), 𝒊 = 𝟏, 𝟐, 𝟑, 𝟒

(3.11)

And the state transition matrix is given by probability.
𝒂𝟏𝟏
𝒂𝟐𝟏
𝑨 = [𝒂
𝟑𝟏
𝒂𝟒𝟏

𝒂𝟏𝟐
𝒂𝟐𝟐
𝒂𝟑𝟐
𝒂𝟒𝟐

𝒂𝟏𝟑
𝒂𝟐𝟑
𝒂𝟑𝟑
𝒂𝟒𝟑

𝒂𝟏𝟒
𝒂𝟐𝟒
𝒂𝟑𝟒 ]
𝒂𝟒𝟒

(3.12)

All these probabilities are evaluated from the GMM mixture models and used in the
HMM model.
3.3.4 Extracting the Suitable Feature from the Measurement
Based on the distribution system operating conditions and current measurements using
distributed sensors, the superior feature is determined based on:


A low intensity processing technique that can be installed with the low cost sensors is
considered, since these sensors will be deployed massively in the distribution system.



The detection algorithm needs to be efficient in detecting abnormal events. Therefore, the
time domain features extracted from measurement are tested for the HMM.
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The following measurements were evaluated in this work:


Absolute magnitude of the current waveform.



RMS of the current wave form.



Square sum of the current magnitude calculated based on the two consecutive stationary
points.



Rate of change of square sum current magnitude within two consecutive points.
These different extracted features were tested in the HMM for detection accuracy of the

operating states. Figure 11 to Figure 15 shows the five different features tested in this work from
a measurement sequence observed from a distributed sensor. Where, Figure 11 shows the variation
instantaneous current magnitude with the time. Figure 12 shows the variation of absolute current
magnitude with the time, Figure 13 shows the variation of the RMS current with the time, Figure
14 shows the variation of the square sum of the current between two consecutive stationary points
with the time and Figure 15 shows the rate of change of the square sum current between two
consecutive stationary points with the time.

Figure 11. Variation of instantaneous current for high impedance fault at bus 671
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Figure 12. Variation of instantaneous absolute current for high impedance fault at bus 671

Figure 13. Variation of RMS current for high impedance fault at bus 671
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Figure 14 Variation of square sum current between two consecutive stationary points for high
impedance fault at bus 671

Figure 15. Variation of the differential of square sum current between two consecutive stationary
points for high impedance fault at bus 671
Testing of different features for the HMM detection accuracy shows that the square sum
between two consecutive stationary points give higher accuracy in detection of the fault states. As
it is shown in Figure 15, the square sum of the current between two consecutive stationary points
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highly distinguish fault currents from switching transient currents. Therefore, square sum between
consecutive stationary points is used in the HMM to detect the fault state.
3.4

HMM Algorithm for Determining the States
The proposed algorithm continuously monitors the stationary points of the current

magnitude measurement. After the detection of two consecutive stationary points, the square sum
of the current magnitudes between two stationary points will be evaluated. This value is then used
in the HMM to detect the most probable operating state of the power system. Figure 16 shows the
flowchart of the proposed algorithm.

Figure 16. Flowchart of the simulation
In this work, the sensor assumes that the initial state of operation is ‘Normal Operating
State.’ As shown in Figure 16 then the received measurement is used to evaluate the probabilities
of being in each state. These would be used as the initial state probability for the next time interval
as well as to determine the current operating state of the power distribution system.
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CHAPTER 4
PART I: NUMERICAL ANALYSIS AND RESULTS

An imperative aspect of this research is that all techniques and models proposed have been
developed and tested with the use of an IEEE standard bus system with PSCAD simulation
software.
4.1

Effect of Time Period of Analysis
The IEEE 13 bus system was used for the numerical analysis to evaluate the feasibility of

using HMM based detection tools for distributed sensor based fault detection. IEEE 13 bus model
was designed in the PSCAD platform and different distribution system events are simulated.
Distributed current sensors were installed in each of the nodes along the network as shown in the
Figure 17 to record the current measurements.

Figure 17. IEEE 13 bus system with distributed sensors
The distributed sensor located at bus 632 was taken as the point of interest. However, it
can be noted that the same algorithm can be used at any of the sensor locations. Since fault location
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is arbitrary, a uniform distribution is used to place the fault along the entire feeder. Mediumvoltage fault data from an ABB technical report [36] is used in this work to determine the
distribution feeder-level fault model. Based on this report, the fault impedance is modeled as a
lognormal distribution with μ=0.1 and σ=1.40 [36]. Faults were generated with random fault
resistance in each bus and the magnitudes of the current readings were recorded at each sensor
location. Likewise, capacitor switching and load switching at different buses was also simulated.
For the low impedance fault, the clearance time is set to ¼ cycle and for the high impedance
fault, the clearance time is set to 5 cycles. It is reasonable as, for the low impedance fault, the
relays normally take ¼ of a cycle to trip the line. Therefore, the distributed sensors need to detect
the fault event using the available information locally. For the high impedance fault, typically
relays take 5 cycles to trip the line and therefore the fault clearance time is set to 5 cycles.
For the simulation, a 0.8 second window of measurement sequence data consisting of
different distribution system events was used. Figure 18 and Figure 19 shows the used 0.8s
simulated window where the fault was simulated at 0.5s, load switching at 0.3s and capacitor
switching at 0.7s. Figure 18 and Figure 19 shows two separate high impedance fault measurement
sequence windows obtained from sensor 632. Figure 20 and Figure 21 shows two separate medium
impedance fault measurement sequence windows obtained from sensor 632. Figure 22 and Figure
23 shows two separate low impedance fault measurement sequence windows obtained from sensor
632.
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Figure 18. Time domain features for fault at bus 671 with impedance 11.963Ω

Figure 19. Time domain features for fault at bus 671 with impedance 5.69Ω
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Figure 20. Time domain features for fault at bus 671 with impedance 1.2Ω

Figure 21. Time domain features for fault at bus 671 with impedance 3.78Ω
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Figure 22. Time domain features for fault at bus 671 with impedance 0.351Ω

Figure 23. Time domain features for fault at bus 671 with impedance 0.0957Ω
As it is described, 200 simulations each containing 0.8 second windows of data similar to
Figure 18-Figure 23, with randomly generated fault resistance values with varying fault locations
were used to train the HMM. After modeling the HMM another 100 fault simulation data used to
verify the proposed HMM.
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4.2

Result and Discussion
The detection accuracy of the simulation results for different types of faults are tabulated

in Table 2. As it is shown in the Table 2, the proposed HMM based algorithm shows higher
detection accuracy for the low impedance faults. However, when fault impedance is larger the
detection accuracy reduces significantly. It is due to the moderate fault current magnitude seen in
high impedance faults. It has been noted that the proposed algorithm detects all the events in the
power system. However, when the fault impedance is very large, the proposed method classifies
the fault event as a switching event. This is due to the fact that the proposed method is only using
the square sum of the magnitudes between two consecutive stationary points to detect the fault.
TABLE 2
PERCENTAGE OF DETECTION ACCURACY
Fault Type

Percentage of
Detection Accuracy

Low Impedance 100%
Fault
Medium

99.875%

Impedance Fault
High Impedance 88.2358%
Fault

Detection accuracy can be improved by using different extracted features such as vectors
in the HMM. High level decisions such as fault location and very high impedance fault detection
can be evaluated by collecting information from all the sensors in the network at the control center.
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CHAPTER 5
PART II: RELIABILITY EVALUATION OF CYBER PHYSICAL SYSTEM

Reliability evaluation of power components in the presence of automation devices and
cyber-links is critical for the improved performance of smart-grid. This work incorporates power
component failure, automation component failure, communication failure, communication delay
and cyber-attack to develop a comprehensive equipment reliability model. From the 36 possible
states, a 12-state model is derived to aid in power system reliability analysis. Due to the nature of
the smart component application, following basic applications are considered in this work (i)
health monitoring (ii) real-time monitoring and (iii) actuation. Finally, sensitivity analysis is
carried out to evaluate the impact of cyber-failure and cyber-attacks on the reliability of the smart
component.
For proper functionality of the Smart Component, all the following sub-systems need to
operate together: (i) automation component, (ii) cyber-link and (iii) power component. When
evaluating Smart Component reliability, it is necessary to consider the failures of all the subsystems separately and the impact of these failures to the smart component operation.
This work proposes a multi-state model for component level reliability evaluation by
considering (i) power component random failures, (ii) cyber link random failures, (iii) cyber-attack
failures (iv) communication delay and (v) communication failure. Furthermore, based on the
operational requirements, two-state models for the following type of smart component applications
were developed, (i) health monitoring (ii) real-time monitoring (iii) actuation such as automated
switching operations. The following sections provide detailed analysis on the multi-state model
and state reduction for Smart Component reliability.
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5.1

Subsystem Reliability Modeling
Smart Component reliability modeling requires a better understanding of each subsystem.

The following subsections describe the modeling of each subsystem.
5.1.1 Power Component Modeling
The current carrying components such as transmission lines, transformers, switches or
circuit breakers are defined as power components. With the automation component and cyberlinks, the power component condition can be closely monitored. It is evident that with the proper
monitoring and detection techniques, power system component failures can be identified well in
advance before a permanent fault occurs. Similar to [3], the state transition is modeled as in Figure
24.

Figure 24. State transition diagram for power component
In Figure 24, the Up state (U) is defined as the normal operational state and Pre-Fault (P)
state is defined as a state in where the monitoring components detects an abnormality and possible
power component failure is anticipated for the future. When a component is detected with a
potential for failure, preventive maintenance is scheduled based on the sensor data. The Preventive
(M) state is when the component is under preventive maintenance. This will take less repair time
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than corrective maintenance. Fail (F) state is when the component fails and requires a maintenance.
𝜆𝑝𝑥𝑥 is the appropriate failure rate and 𝜇𝑝𝑥𝑥 is the associated repair rate.
The state transmission diagram is rationalized as: when a pre-fault condition is reported by
the automation component, depending on the pre-fault condition, a crew is scheduled for
maintenance. However, there may be instances where a fault happens on the system due to the
sudden change of external factors. Under these conditions, pre-fault detection is not possible.
Therefore, preventive maintenance is not possible for these scenarios. The pre-fault state indicates
that there is a pre-fault condition in the power component and the component needs preventive
maintenance to return to the Up state. Table 3 shows the name of all possible transient rates of the
Power component and the corresponding notation.
TABLE 3
POWER COMPONENT TRANSIENT RATES
Component

State Transition Rate

Notation

Power Component preventive failure rate.

𝜆𝑝𝑢𝑝

Power Component direct failure rate.

𝜆𝑝𝑢𝑓

Power

Power Component preventive maintenance rate.

𝜆𝑝𝑝𝑚

Component

Power Component pre-fault failure rate.

𝜆𝑝𝑝𝑓

Power component maintenance repair rate.

𝜇𝑝𝑚𝑢

Power component direct repair rate.

𝜇𝑝𝑓𝑢

5.1.2 Automation Component States
Sensors, Data concentrator and Remote Switches are considered as automation
components. Probable states for automation components can be modeled as shown in Figure 25.
Cyber-attack can compromise the automation component; therefore, a third state, Compromised
(C), is included in the model in addition to the Up and Failed states.

37

Figure 25. State transition diagram for automation component
Compromised state may impact the smart component and the power system differently
than fail state depending on the hacker’s intention. Table 4 shows the name of all possible transient
rates of the Automation component and the corresponding notation.
TABLE 4
AUTOMATION COMPONENT TRANSIENT RATES
Component

Automation component

State Transition Rate

Notation

Automation component Cyber-attack rate

𝜆𝑎𝑢𝑐

Automation component direct failure rate.

𝜆𝑎𝑢𝑓

Automation component cyber-attack failure rate.

𝜆𝑎𝑐𝑓

Automation component repair rate.

𝜇𝑎𝑓𝑢

5.1.3 Cyber Link States
Cyber Link is considered as the facility which enables communication. For proper
functionality of the smart component, data needs to be transmitted between the automation
component and the control center within an allowable time delay depending on the application.
Failure in cyber-link could happen due to congestion in the network or due to a failure of cyber
devices such as routers and switches. Figure 26 shows the proposed three-state model for the cyber
link.
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Figure 26. State transition diagram of the cyber link
Delay state (D) is a state where the data received from the monitoring component is delayed
beyond the allowable time and is not useful for decision making. Due to the delay, actual state of
the component is not known. However, the previous state could be used until the data is received.
Therefore, decisions can be made with the available information and updated upon receiving the
new data. In Fail state, data will not be received as it is lost in the communication failure. Table 5
shows the name of all possible transient rates of the cyber link and the corresponding notation.
TABLE 5
CYBER LINK TRANSIENT RATES
Component

State Transition Rate
Communication up to

Notation
𝜆𝑐𝑢𝑑

delay, failure rate.
Communication up to

𝜆𝑐𝑢𝑓

fail, failure rate.
Communication Component

Communication delay to

𝜇𝑐𝑑𝑢

up, repair rate.
Communication delay to

𝜆𝑐𝑑𝑓

fail, failure rate.
Communication fail to
up, repair rate.
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𝜇𝑐𝑓𝑢

5.2

Smart Component
In addition to the above subsystem transient rates, smart component transient rates are also

introduced for state reduction purposes. It is assumed that the transition from FXX to UUU will
require an inspection of the cyber-link, automation device and power component as well as all the
necessary subsystems being repaired. This work assumes power component to have the longest
repair time compared to that of the other subsystems. Furthermore, different crews will be involved
in repairing of these subsystems and therefore, they can be repaired in parallel.
Thus, the repair time to bring the Smart Component to up state (UUU) is the summation of
the following: (i) inspection time for all the subsystems and (ii) repair time of the power
component. Repair rate of the smart component from maintenance to up state is defined as 𝜇𝑠𝑚𝑢
while the repair rate of the smart component from fail state to up state is defined as 𝜇𝑠𝑓𝑢 . If the
repair procedure is different from the one explained, then it must be calculated. This calculation
will not affect the proposed model.
5.3

Smart Component Reliability Modeling
When all the subcomponents are considered collectively as a Smart Component and each

subcomponent’s possible states are evaluated, there are 36 possible state for the smart component.
𝑵𝒖𝒎𝒃𝒆𝒓 𝒐𝒇 𝑷𝒐𝒘𝒆𝒓 𝒄𝒐𝒎𝒑𝒐𝒆𝒏𝒕 𝒔𝒕𝒂𝒕𝒆𝒔 = 𝟒
𝑵𝒖𝒎𝒃𝒆𝒓 𝒐𝒇 𝒂𝒖𝒕𝒐𝒎𝒂𝒕𝒊𝒐𝒏 𝒄𝒐𝒎𝒑𝒐𝒏𝒆𝒏𝒕 𝒔𝒕𝒂𝒕𝒆𝒔 = 𝟑
𝑵𝒖𝒎𝒃𝒆𝒓 𝒐𝒇 𝑪𝒚𝒃𝒆𝒓 𝒍𝒊𝒏𝒌 𝒔𝒕𝒂𝒕𝒆𝒔 = 𝟑
𝑺𝒎𝒂𝒓𝒕 𝒄𝒐𝒎𝒑𝒐𝒏𝒆𝒕 𝒔𝒕𝒂𝒕𝒆𝒔 = 𝟒 × 𝟑 × 𝟑 = 𝟑𝟔
For reliability evaluation, each of these 36 states are individually analyzed and state reduction
is applied. Table 6 shows the states which are combined or eliminated with the rationales.
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TABLE 6
ALL POSSIBLE 36 STATES CONSIDERING SUBCOMPONENT STATES
Power
component

Automation
Component

Cyber
Link

Smart
Component

1 Up

Up

Up

UUU

2 Up

Up

Delayed

UUD

3 Up

Up

Failed

UUF

4 Up

Compromised Up

UCU

5 Up

Compromised Delayed

UCD

6 Up

Compromised Failed

UCF

7 Up

Failed

Up

UFU

8 Up

Failed

Delayed

UFD

9 Up

Failed

Failed

UFF

10 Pre-fault

Up

Up

PUU

11 Pre-fault

Up

Delayed

PUD

12 Pre-fault

Up

Failed

PUF
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Smart Component State
Smart component working
properly
Power component is working
properly. Communication delayed
between automation component
and the control center.
There is no communication
between automation component
and the control center.
Automation component is
compromised by a cyber-attack.
These states considered as
impossible state because
compromising a component
without proper communication is
not possible. These states will not
affect the smart component
performance.
The automation component is
failed. Therefore, the
communication states will not
affect the smart component
performance. Therefore, these
states can be merged together.
Smart component is working
properly. However, there is a
permanent fault is about to occur.
Power component is working in
pre-fault condition properly. But
the data received from the
automation component is not in
real-time.
There is no communication
between automation component
and the control center.

TABLE 6 (continued)
Power
component

Automation
Component

Cyber
Link

Smart
Component
State

13

Pre-fault

Compromised

Up

PCU

14

Pre-fault

Compromised

Delayed

PCD

15

Pre-fault

Compromised

Failed

PCF

16

Pre-fault

Failed

Up

PFU

17

Pre-fault

Failed

Delayed

PFD

18

Pre-fault

Failed

Failed

PFF

19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36

Maintenance
Maintenance
Maintenance
Maintenance
Maintenance
Maintenance
Maintenance
Maintenance
Maintenance
Failed
Failed
Failed
Failed
Failed
Failed
Failed
Failed
Failed

Up
Up
Up
Compromised
Compromised
Compromised
Failed
Failed
Failed
Up
Up
Up
Compromised
Compromised
Compromised
Failed
Failed
Failed

Up
Delayed
Failed
Up
Delayed
Failed
Up
Delayed
Failed
Up
Delayed
Failed
Up
Delayed
Failed
Up
Delayed
Failed

MUU
MUD
MUF
MCU
MCD
MCF
MFU
MFD
MFF
MUU
FUD
FUF
FCU
FCD
FCF
FFU
FFD
FFF

Smart Component State
Automation component is
compromised by attacker.
This is an impossible state
because compromising a
component without proper
communication is not possible.
These states merged since the
automation component is failed
the state of the communication
does not affect the smart
component performance
Component forced shutdown
by operator for preventive
maintenance.
These all states can be merged
together as single state. Since
the power component is not
working, there is no effect on
the other sub component states
in smart component operation.
Power component failed in
these all states. These states
can be merged together as a
single state. Since the power
component is failed there is no
effect on the other sub
component states in smart
component operation.

As it is explained in Table 6, each individual 36 states are analyzed. According to the
performance of the smart component some of the states are merged and some of the states are
neglected. After the state reduction, there are 12 states of smart component identified and further
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analysis performed on 12 state model of the smart component. All the 12 states are shown in Table
7.
TABLE 7
12 STATES OF THE SMART COMPONENT
No

Subsystem
States

1

UUU

Smart
component
state
UUU

2

UUD

UUD

3

UUF

UUF

4
5

UCU
PUU

UCU
PUU

6

PUD

PUD

7

PUF

PUF

8

PCU

PCU

9

UFU, UFD,
UFF

UFX

10

PFU, PFD,
PFF

PFX

11

12

MUU, MUD,
MUF, MCU,
MCF, MCD, MXX
MFU, MFD,
MFF
FUU, FUD,
FUF, FCU,
FCD, FCF,
FXX
FFU, FFD,
FFF

Functionality of the Smart Component State
Smart Component Functioning properly.
Delay in sending data from smart component to
control center.
Communication failed between smart component
and control center.
Smart component compromised.
Smart component in pre-fault condition
Delay in sending data while smart component in
pre-fault condition.
Communication failed to while smart component in
pre-fault condition.
Smart component compromised while smart
component in pre-fault condition.
These all states are merged as one state. Since the
automation component is failed, the communication
has no impact on the performance of the smart
component.
These all states are merged as single state. Since the
automation component is failed, the communication
has no impact on the performance of the smart
component.
These all states are merged as single state. The
power component is forced to shut down for
preventive maintenance. Therefore, communication
and automation have no impact on the smart
component performance.
These all states are merged as single states. The
power component has failed and is under a possible
correction action including replacement. Therefore,
communication and automation have no impact on
the performance of the smart component.
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Where X in MXX, FXX and UFX denote the corresponding subsystem being in any of the
merge states. The proper function of the smart component depend on the application. After
reducing the states from 36 to 12 states all possible state transition are evaluated. All possible state
transients between 12 states are shown in Table 8.
TABLE 8
ALL POSSIBLE TRANSIENT BETWEEN 12 STATES
𝑷𝟏

𝑷𝟐

𝑷𝟑

𝑷𝟒

to⇩

UUU

UUD

UUF

𝑷𝟏

UUU

0

𝜇𝑐𝑑𝑢

𝑷𝟐

UUD

𝜆𝑐𝑢𝑑

𝑷𝟑

UUF

𝑷𝟒

𝑷𝟓

𝑷𝟔

𝑷𝟕

UCU

UFX PUU

𝜇𝑐𝑓𝑢

0

0

0

𝜆𝑐𝑢𝑓

𝜆𝑐𝑑𝑓

UCU

𝜆𝑎𝑢𝑐

𝑷𝟓

UFX

𝑷𝟔

𝑷𝟖

𝑷𝟗

𝑷𝟏𝟎

𝑷𝟏𝟏

𝑷𝟏𝟐

PUD

PUF PCU PFX

MXX

FXX

𝜇𝑎𝑓𝑢 0

0

0

0

0

𝜇𝑝𝑚𝑢 𝜇𝑝𝑓𝑢

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

𝜆𝑎𝑢𝑓

0

0

𝜆𝑎𝑐𝑓

0

0

0

0

0

0

0

0

PUU

𝜆𝑝𝑢𝑝

0

0

0

0

0

𝜇𝑐𝑑𝑢

𝜇𝑐𝑓𝑢

0

𝜇𝑎𝑓𝑢 0

0

𝑷𝟕

PUD

0

0

0

0

0

𝜆𝑐𝑢𝑑

0

0

0

0

0

0

𝑷𝟖

PUF

0

0

0

0

0

𝜆𝑐𝑢𝑓

𝜆𝑐𝑑𝑓

0

0

0

0

0

𝑷𝟗

PCU

0

0

0

𝜆𝑝𝑢𝑝

0

𝜆𝑎𝑢𝑐

0

0

0

0

0

0

𝑷𝟏𝟎 PFX

0

0

0

0

0

𝜆𝑎𝑢𝑓

0

0

𝜆𝑎𝑐𝑓 0

0

0

𝑷𝟏𝟏 MXX

0

0

0

0

0

𝜆𝑝𝑝𝑚 𝜆𝑝𝑝𝑚 𝜆𝑝𝑝𝑚 0

0

0

𝑷𝟏𝟐 FXX

𝜆𝑝𝑢𝑓

𝜆𝑝𝑢𝑓

𝜆𝑝𝑢𝑓

𝜆𝑝𝑢𝑓

𝜆𝑝𝑢𝑓 𝜆𝑝𝑢𝑓

𝜆𝑝𝑢𝑓 𝜆𝑝𝑢𝑓 𝜆𝑝𝑢𝑓 0

0

From
⇨

𝜆𝑝𝑢𝑓

0

Evaluating all the possible transitions between the states, the transitions given in Table 9
are neglected. The neglected transients and the rationale behind neglecting the transient are given
in Table 9.
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TABLE 9
INFEASIBLE TRANSITIONS FOR SMART COMPONENT
From To

Reason

UUF

When the communication is not available component can’t go from up to

PUF

pre-fault.
UFU

PFU

When the monitoring component is failed component can’t go from up to
pre-fault.

PCU

MXX

When the monitoring device is compromised the actual health condition
of the power component cannot be determined therefore it is impossible to
schedule the maintenance.

PFX

MXX

When the monitoring device is failed the actual health condition of the
power component cannot be determined therefore it is impossible to
schedule the maintenance.

After evaluating the feasible transient rates between the 12 states in the model, a state
transient model is developed. Figure 27 shows the state transient diagram of the 12 state model.
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mSmu

Power – U
Automate – U
Communication – U

lCud
mCdu

lAuf

lCuf

Power– U
Automate – U
Communication – D

mCfu

mAfu

Power– U
Automate – C
Communication – U

Power– U
Automate – F
Communication – X

mSfu

lPuf
lPuf

lAuf
Power– P
Automate – C
Communication – U

lPpf

lCuf

mCdu

Power– P
Automate – U
Communication – D

lPpm

lPpf

Power– F
Automate – X
Communication – X

lCdf

mCfu

Power– P
Automate – U
Communication – F

Power– P
Automate – F
Communication – X

lPuf
lPuf

lCud
mAfu

lAcf

lPpf

lPuf

lPpm

Power– P
Automate – U
Communication – U

lAuc

Power– U
Automate – U
Communication – F

lCdf

lPup

lAuc

lPpf

lPpm

lPpf

Power– M
Automate – X
Communication – X

Figure 27. State model for the Smart Component
Using the state transient diagram given in Figure 27 State transient equation can be written
as follows.
−𝝀𝒄𝒖𝒅 − 𝝀𝒄𝒖𝒇 − 𝝀𝒂𝒖𝒄 − 𝝀𝒂𝒖𝒇 − 𝝀𝒑𝒖𝒑 − 𝝀𝒑𝒖𝒇
[
⋮
𝝀𝒑𝒖𝒇

⋯
⋱
⋯

𝒅𝑷𝟏

𝝁𝒑𝒇𝒖 𝑷𝟏
𝒅𝒕
⋮ ][ ⋮ ] = [ ⋮ ]
𝒅𝑷𝟏𝟐
𝑷𝟏𝟐
𝟎

(5.1)

𝒅𝒕

In stable condition
𝒅𝑷𝟏

𝟎
𝒅𝒕
[ ⋮ ] = [⋮]
𝒅𝑷𝟏𝟐
𝟎

(5.2)

𝒅𝒕

Therefore.

[

−𝝀𝒄𝒖𝒅 − 𝝀𝒄𝒖𝒇 − 𝝀𝒂𝒖𝒄 − 𝝀𝒂𝒖𝒇 − 𝝀𝒑𝒖𝒑 − 𝝀𝒑𝒖𝒇
⋮
𝝀𝒑𝒖𝒇
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⋯
⋱
⋯

𝝁𝒑𝒇𝒖 𝑷𝟏
𝟎
⋮
]
[
]
=
[
⋮
⋮]
𝑷𝟏𝟐
𝟎
𝟎

(5.3)

Therefore.
(−𝝀𝒄𝒖𝒅 − 𝝀𝒄𝒖𝒇 − 𝝀𝒂𝒖𝒄 − 𝝀𝒂𝒖𝒇 − 𝝀𝒑𝒖𝒑 − 𝝀𝒑𝒖𝒇 )𝑷𝟏 + (𝝁𝒄𝒅𝒖 )𝑷𝟐 + (𝝁𝒄𝒇𝒖 )𝑷𝟑 + (𝝁𝒂𝒇𝒖 )𝑷𝟓 +
(𝝁𝒑𝒎𝒖 )𝑷𝟏𝟏 + ( 𝝁𝒑𝒇𝒖 )𝑷𝟏𝟐 = 𝟎

(5.4)

(−𝝁𝒄𝒅𝒖 − 𝝀𝒄𝒅𝒇 − 𝝀𝒑𝒖𝒇 )𝑷𝟐 + (𝝀𝒄𝒖𝒅 )𝑷𝟏 = 𝟎

(5.5)

(−𝝁𝒄𝒇𝒖 − 𝝀𝒑𝒖𝒇 )𝑷𝟑 + (𝝀𝒄𝒖𝒇 )𝑷𝟏 + ( 𝝀𝒄𝒅𝒇 )𝑷𝟐 = 𝟎

(5.6)

(− 𝝀𝒑𝒖𝒇 − 𝝀𝒂𝒄𝒇 − 𝝀𝒑𝒖𝒑 )𝑷𝟒 + (𝝀𝒂𝒖𝒄 )𝑷𝟏 = 𝟎

(5.7)

(−𝝀𝒄𝒖𝒅 − 𝝀𝒄𝒖𝒇 − 𝝀𝒂𝒖𝒄 − 𝝀𝒂𝒖𝒇 − 𝝀𝒑𝒑𝒎 − 𝝀𝒑𝒖𝒇 )𝑷𝟔 + ( 𝝀𝒑𝒖𝒑 )𝑷𝟏 + ( 𝝁𝒄𝒅𝒖 )𝑷𝟕 +
(𝝁𝒄𝒇𝒖 )𝑷𝟖 + (𝝁𝒂𝒇𝒖 )𝑷𝟏𝟎 = 𝟎

(5.8)

(−𝝁𝒄𝒅𝒖 − 𝝀𝒄𝒅𝒇 − 𝝀𝒑𝒑𝒎 − 𝝀𝒑𝒖𝒇 )𝑷𝟕 + (𝝀𝒄𝒖𝒅 ) = 𝟎

(5.9)

(−𝝁𝒄𝒇𝒖 − 𝝀𝒑𝒑𝒎 − 𝝀𝒑𝒖𝒇 )𝑷𝟖 + (𝝀𝒄𝒖𝒇 )𝑷𝟔 + (𝝀𝒄𝒅𝒇 )𝑷𝟕 = 𝟎

(5.10)

(−𝝀𝒂𝒄𝒇 − 𝝀𝒑𝒖𝒇 )𝑷𝟗 + ( 𝝀𝒑𝒖𝒑 )𝑷𝟒 + (𝝀𝒂𝒖𝒄 )𝑷𝟔 = 𝟎

(5.11)

(−𝝁𝒂𝒇𝒖 − 𝝀𝒑𝒖𝒇 )𝑷𝟏𝟎 + (𝝀𝒂𝒖𝒇 )𝑷𝟔 + ( 𝝀𝒂𝒄𝒇 )𝑷𝟗 = 𝟎

(5.12)

(−𝝁𝒑𝒎𝒖 )𝑷𝟏𝟏 + (𝝀𝒑𝒑𝒎 )𝑷𝟔 + ( 𝝀𝒑𝒑𝒎 )𝑷𝟕 + (𝝀𝒑𝒑𝒎 )𝑷𝟖 = 𝟎

(5.13)

(−𝝁𝒑𝒇𝒖 )𝑷𝟏𝟐 + (𝝀𝒑𝒖𝒇 )𝑷𝟏 + (𝝀𝒑𝒖𝒇 )𝑷𝟐 + (𝝀𝒑𝒖𝒇 )𝑷𝟑 + (𝝀𝒑𝒖𝒇 )𝑷𝟒 + (𝝀𝒑𝒖𝒇 )𝑷𝟓 +
(𝝀𝒑𝒖𝒇 )𝑷𝟔 + (𝝀𝒑𝒖𝒇 )𝑷𝟕 + ( 𝝀𝒑𝒖𝒇 )𝑷𝟖 + ( 𝝀𝒑𝒖𝒇 )𝑷𝟗 + ( 𝝀𝒑𝒖𝒇 )𝑷𝟏𝟎 = 𝟎

(5.14)

𝑷𝟏 + 𝑷𝟐 + 𝑷𝟑 + 𝑷𝟒 + 𝑷𝟓 + 𝑷𝟔 + 𝑷𝟕 + 𝑷𝟖 + 𝑷𝟗 + 𝑷𝟏𝟎 + 𝑷𝟏𝟏 + 𝑷𝟏𝟐 = 𝟏

(5.15)
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Using the equation from 5.4 to 5.7 and 5.9 to 5.15, the state transient matrix can be written as
follows
λ11
0
λcud
0
λcuf
0
λa
uc
0
λauf
0
0
0
=
0
0
0
0
0
0
0
0
0
λp
[1] [ uf
1

μcdu
λ22
λcdf
0
0
0
0
0
0
0
λpuf
1

μcfu
0
λ33
0
0
0
0
0
0
0
λpuf
1

0
0
0
λ44
λacf
0
0
λpup
0
0
λpuf
1

μafu
0
0
0
λ55
0
0
0
0
0
λpuf
1

0
0
0
0
0
λcud
λcuf
λauc
λauf
λppm
λpuf
1

0
0
0
0
0
λ67
λcdf
0
0
λppm
λpuf
1

0
0
0
0
0
0
λ78
0
0
λppm
λpuf
1

0
0
0
0
0
0
0
λ89
λacf
0
λpuf
1

0
0
0
0
0
0
0
0
λ910
0
λpuf
1

μpmu
0
0
0
0
0
0
0
0
−μpmu
0
1

μpfu P1
0
P2
0
P3
0
P4
0
P5
0
P6
P7
0
P8
0
P9
0
P
10
0
P
−μpfu 11
1 ] [P12 ]

where
𝛌𝟏𝟏 = −𝝀𝒄𝒖𝒅 − 𝝀𝒄𝒖𝒇 − 𝝀𝒂𝒖𝒄 − 𝝀𝒂𝒖𝒇 − 𝝀𝒑𝒖𝒑 − 𝝀𝒑𝒖𝒇
𝛌𝟐𝟐 = −𝝁𝒄𝒅𝒖 − 𝝀𝒄𝒅𝒇 − 𝝀𝒑𝒖𝒇
𝛌𝟑𝟑 = −𝝁𝒄𝒇𝒖 − 𝝀𝒑𝒖𝒇
𝛌𝟒𝟒 = − 𝝀𝒑𝒖𝒇 − 𝝀𝒂𝒄𝒇 − 𝝀𝒑𝒖𝒑
𝛌𝟓𝟓 = −𝝁𝒂𝒇𝒖 − 𝝀𝒑𝒖𝒇
𝝀𝟔𝟕 = −𝝁𝒄𝒅𝒖 − 𝝀𝒄𝒅𝒇 − 𝝀𝒑𝒑𝒎 − 𝝀𝒑𝒖𝒇
𝛌𝟕𝟖 = −𝝁𝒄𝒇𝒖 − 𝝀𝒑𝒑𝒎 − 𝝀𝒑𝒖𝒇
𝛌𝟖𝟗 = −𝝀𝒂𝒄𝒇 − 𝝀𝒑𝒖𝒇
𝛌𝟗𝟏𝟎 = −𝝁𝒂𝒇𝒖 − 𝝀𝒑𝒖𝒇
The failure rate of the smart component is evaluated as
𝝀𝒔𝒎𝒂𝒓𝒕 =

∑𝒊 𝑫𝒊 𝑷𝒊
∑𝒊 𝑷𝒊

where, 𝑃𝑖 is the probability of the state which is considered as up and the 𝐷𝑖 is the departure rate
from the corresponding state to the down states. And failed state probability is given by,
𝑷𝑺𝒎𝒂𝒓𝒕
= ∑𝑷𝒊
𝑭
where, 𝑃𝑖 is the probability of being in the states which are considered as down states and used
for sensitivity analysis.
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5.4

Approximate State Probability Model
For analytical purpose, simplified equations are derived to evaluate each state probability.

These simplified equations can be used to evaluate the probability of being in each state.
Approximated solutions are obtained using the following assumptions.
1.

Power component repair rate is very high compare to power component failure rate.

2.

Communication failure rates are very high compare to power component failure rate.

Using the equations 5.4
(−𝝁𝒄𝒅𝒖 − 𝝀𝒄𝒅𝒇 − 𝝀𝒑𝒖𝒇 )𝑷𝟐 + (𝝀𝒄𝒖𝒅 )𝑷𝟏 = 𝟎
Since 𝑚4 ≫ 𝑙2 + 𝑙10
𝒍

𝑷𝟐 = 𝒎𝟖 𝑷𝟏

(5.16)

𝟒

Using the equations 5.5
(−𝝁𝒄𝒇𝒖 − 𝝀𝒑𝒖𝒇 )𝑷𝟑 + (𝝀𝒄𝒖𝒇 )𝑷𝟏 + ( 𝝀𝒄𝒅𝒇 )𝑷𝟐 = 𝟎
Since 𝑚5 ≫ 𝑙2

𝑷𝟑 =

(𝒍𝟗 𝒎𝟒 +𝒍𝟖 𝒍𝟏𝟎 )
𝒎𝟒 𝒎𝟓

𝑷𝟏

(5.17)

Using the equations 5.6
(− 𝝀𝒑𝒖𝒇 − 𝝀𝒂𝒄𝒇 − 𝝀𝒑𝒖𝒑 )𝑷𝟒 + (𝝀𝒂𝒖𝒄 )𝑷𝟏 = 𝟎
Since 𝑙7 ≫ 𝑙2 + 𝑙1
𝒍

𝑷𝟒 = 𝒍𝟓 𝑷𝟏
𝟕

(5.18)

Using the equations 5.7
(−𝝁𝒂𝒇𝒖 − 𝝀𝒑𝒖𝒇 )𝑷𝟓 + (𝝀𝒂𝒖𝒇 )𝑷𝟏 + (𝝀𝒂𝒄𝒇 )𝑷𝟒 = 𝟎
Since 𝑙7 ≫ 𝑙2 + 𝑙1 , 𝑚3 ≫ 𝑙2
𝒍 +𝒍

𝑷𝟓 = ( 𝟔𝒎 𝟓 ) 𝑷𝟏
𝟑
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(5.19)

Using the equations 5.8
(−𝝀𝒄𝒖𝒅 − 𝝀𝒄𝒖𝒇 − 𝝀𝒂𝒖𝒄 − 𝝀𝒂𝒖𝒇 − 𝝀𝒑𝒑𝒎 − 𝝀𝒑𝒑𝒇 )𝑷𝟔 + ( 𝝀𝒑𝒖𝒑 )𝑷𝟏 + ( 𝝁𝒄𝒅𝒖 )𝑷𝟕
+ (𝝁𝒄𝒇𝒖 )𝑷𝟖 + (𝝁𝒂𝒇𝒖 )𝑷𝟏𝟎 = 𝟎
Since 𝑙7 ≫ 𝑙5 and 𝑙3 𝑚4 ≫ 𝑙4 𝑚4 − 𝑙8 𝑙10
𝒍

𝑷𝟔 = 𝒍𝟏 𝑷𝟏

(5.20)

𝟑

Using the equations 5.9
(−𝝁𝒄𝒅𝒖 − 𝝀𝒄𝒅𝒇 − 𝝀𝒑𝒑𝒎 − 𝝀𝒑𝒑𝒇 )𝑷𝟕 + (𝝀𝒄𝒖𝒅 )𝑷𝟔 = 𝟎
Since 𝑚4 ≫ 𝑙4 + 𝑙3 + 𝑙10
𝒍 𝒍

𝑷𝟓 = 𝒎𝟏 𝒍𝟖 𝑷𝟏

(5.21)

𝟒 𝟑

Using the equations 5.10
(−𝝁𝒄𝒇𝒖 − 𝝀𝒑𝒑𝒎 − 𝝀𝒑𝒑𝒇 )𝑷𝟖 + (𝝀𝒄𝒖𝒇 )𝑷𝟔 + (𝝀𝒄𝒅𝒇 )𝑷𝟕 = 𝟎
Since 𝑚5 ≫ 𝑙3
𝑷𝟓 =

𝒍𝟏 (𝒍𝟗 𝒎𝟒 +𝒍𝟖 𝒍𝟏𝟎 )
𝒍𝟑 𝒎𝟒 𝒎𝟓

𝑷𝟏

(5.22)

Using the equations 5.11
(−𝝀𝒂𝒄𝒇 − 𝝀𝒑𝒑𝒇 )𝑷𝟗 + ( 𝝀𝒑𝒖𝒑 )𝑷𝟒 + (𝝀𝒂𝒖𝒄 )𝑷𝟔 = 𝟎
Since 𝑚5 ≫ 𝑙3
𝑷𝟓 =

𝒍𝟓 𝒍𝟏 (𝒍𝟑 +𝒍𝟕 )
𝒍𝟑 𝒍𝟕 𝒍𝟕

𝑷𝟏

(5.23)

Using the equations 5.12
(−𝝁𝒂𝒇𝒖 − 𝝀𝒑𝒑𝒇 )𝑷𝟏𝟎 + (𝝀𝒂𝒖𝒇 )𝑷𝟔 + ( 𝝀𝒂𝒄𝒇 )𝑷𝟗 = 𝟎
Since 𝑚3 ≫ 𝑙4
𝑷𝟓 =

(𝒍𝟔 𝒍𝟕 +𝒍𝟓 𝒍𝟕 +𝒍𝟓 𝒍𝟑 )𝒍𝟏
𝒍𝟑 𝒍𝟕 𝒎𝟑
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𝑷𝟏

(5.24)

Using the equations 5.12
(−𝝁𝒑𝒎𝒖 )𝑷𝟏𝟏 + (𝝀𝒑𝒑𝒎 )𝑷𝟔 + ( 𝝀𝒑𝒑𝒎 )𝑷𝟕 + (𝝀𝒑𝒑𝒎 )𝑷𝟖 = 𝟎
Since 𝑚3 ≫ 𝑙4
𝒍

𝑷𝟓 = 𝒎𝟏 𝑷𝟏

(5.25)

𝟏

Using the equations 5.12
(−𝝁𝒑𝒇𝒖 )𝑷𝟏𝟐 + (𝝀𝒑𝒖𝒇 )𝑷𝟏 + (𝝀𝒑𝒖𝒇 )𝑷𝟐 + (𝝀𝒑𝒖𝒇 )𝑷𝟑 + (𝝀𝒑𝒖𝒇 )𝑷𝟒 + (𝝀𝒑𝒖𝒇 )𝑷𝟓 + (𝝀𝒑𝒑𝒇 )𝑷𝟔
+ (𝝀𝒑𝒑𝒇 )𝑷𝟕 + ( 𝝀𝒑𝒑𝒇 )𝑷𝟖 + ( 𝝀𝒑𝒑𝒇 )𝑷𝟗 + ( 𝝀𝒑𝒑𝒇 )𝑷𝟏𝟎 = 𝟎
Substituting 𝑃2 , 𝑃3 , 𝑃3 , 𝑃5 , 𝑃11
𝒍

𝒍

𝒍

𝒍

𝑷𝟏𝟐 = 𝒎𝟐 (𝟏 + 𝒎𝟖 + 𝒎𝟗 + 𝒍𝟓 +
𝟐

𝟒

𝟓

𝟕

𝒍𝟔 +𝒍𝟓
𝒎𝟑

𝒍

𝒍

𝒍 𝒍

𝒍 𝒍

) 𝑷𝟏 + 𝒎𝟒 (𝒍𝟏 + 𝒎𝟏 𝒍𝟖 + 𝒎𝟗 𝒍𝟏 +
𝟐

(𝒍𝟔 𝒍𝟕 +𝒍𝟓 𝒍𝟕 +𝒍𝟓 𝒍𝟑 )𝒍𝟏
𝒍𝟑 𝒍𝟕 𝒎𝟑

𝟑

𝟒 𝟑

𝟓 𝟑

𝒍𝟓 𝒍𝟏 (𝒍𝟑 +𝒍𝟕 )
𝒍𝟑 𝒍𝟕 𝒍𝟕

+

) 𝑷𝟏

𝑷𝟓 = 𝒇𝑷𝟏

(5.26)

Using the equations 5.12
𝒍

𝒍

𝒍

𝒍

𝒇 = 𝒎𝟐 (𝟏 + 𝒎𝟖 + 𝒎𝟗 + 𝒍𝟓 +
𝟐

𝟒

𝟓

𝟕

𝒍𝟔 +𝒍𝟓
𝒎𝟑

𝒍

𝒍

𝒍 𝒍

𝒍 𝒍

) + 𝒎𝟒 (𝒍𝟏 + 𝒎𝟏 𝒍𝟖 + 𝒎𝟗 𝒍𝟏 +
𝟐

𝟑

𝟒 𝟑

𝟓 𝟑

𝒍𝟓 𝒍𝟏 (𝒍𝟑 +𝒍𝟕 )
𝒍𝟑 𝒍𝟕 𝒍𝟕

+

(𝒍𝟔 𝒍𝟕 +𝒍𝟓 𝒍𝟕 +𝒍𝟓 𝒍𝟑 )𝒍𝟏
𝒍𝟑 𝒍𝟕 𝒎𝟑

)

Substituting all equation from 5.16 to 5.26 in in 5.14
𝑷𝟏 + 𝑷𝟐 + 𝑷𝟑 + 𝑷𝟒 + 𝑷𝟓 + 𝑷𝟔 + 𝑷𝟕 + 𝑷𝟖 + 𝑷𝟗 + 𝑷𝟏𝟎 + 𝑷𝟏𝟏 + 𝑷𝟏𝟐 = 𝟏
The respective state probabilities can be evaluated.
5.5

Reduced Two State model
For the reliability evaluation of large systems, the 12 state model is further simplified into

a two state model. For the purpose of obtaining a two state model, smart components are
categorized into three groups and a corresponding two state model is proposed. It can be noted that
once all the relevant parameters known these probabilities can be evaluated simply.
5.5.1 Equivalent Two-State Model of Health Monitoring
Health monitoring smart component is considered where automation component consisting
of sensors are used for pre-fault detection of the power component. Such applications can be found
in Transformer health monitoring systems.

51

Here, sensors are used to detect parameters such as oil condition, vibration and oil
temperature etc. In Health monitoring applications, sensors and communication are not used to
control the operation of the power component. Therefore, the failures of the communication or the
automation component does not affect the operation of the power component or the power system.
Therefore, automation and cyber-link failure has no direct impact on the smart component
performance when health monitoring is considered. Therefore, a two-state model is developed for
smart component as shown in Figure 28.
Power– U
Automate – U
Communication – D
Power– U
Automate – U
Communication – F
Power– U
Automate – F
Communication – X
Power– U
Automate – C
Communication – U

UP STATE
Power – U
Automate – U
Communication – U

Power– P
Automate – C
Communication – U

Power– P
Automate – U
Communication – U

Power– P
Automate – F
Communication – X

Power– P
Automate – U
Communication – F

Power– P
Automate – U
Communication – D

DOWN STATE

Power– F
Automate – X
Communication – X
Power– M
Automate – X
Communication – X

Figure 28. Equivalent two-state model of the health monitoring
5.5.2 Equivalent Two-State Model of Real-Time Monitoring and Control
Real-Time monitoring and control type smart component is considered when the
measurements from an automation component is used to control the operation of the power
component. A UPFC, Real-Time transmission line power flow control application can be
considered as a real-time monitoring control type smart component application. In real-time
transmission line power flow control application, the temperature measurement of the transmission
line can be used to control the real-time power flow in the line.
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Therefore, the performance of the automation component and the communication will
impact the smart component functionality. Real-time monitoring performance directly depends on
the automation component and the communication state. Therefore, a two-state model is developed
as shown in Figure 29.
UP STATE

Power – U
Automate – U
Communication – U
Power– P
Automate – U
Communication – U

DOWN STATE
Power– P
Automate – C
Communication – U

Power– F
Automate – X
Communication – X

Power– P
Automate – F
Communication – X

Power– M
Automate – X
Communication – X

Power– P
Automate – U
Communication – D

Power– P
Automate – U
Communication – F

Power– U
Automate – U
Communication – F
Power– U
Automate – U
Communication – D
Power– U
Automate – C
Communication – U
Power– U
Automate – F
Communication – X

Figure 29. Equivalent two-state model of the real-time monitoring
5.5.3 Equivalent Two-State Model of Actuators
Actuator type of smart component is considered when the automation component is
controlled remotely. An automation enabled switch can be considered as an actuator type smarter
component. The failure of the communication or the automation component does not affect the
operation of the power system. However, when the operation is needed, unavailability can severely
impact the power system. Actuators do not operate continuously but only when required and
therefore the communication and automation component failure indirectly impacts the operation
of the power system. Therefore, a two state model is developed for the actuators as shown in Figure
30.
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UP STATE

DOWN STATE

Power– U
Power – U
Automate – U
Automate – U
Communication – U Communication – F

Power– F
Automate – X
Communication – X

Power– U
Automate – F
Communication – X

Power– P
Power– P
Automate – U
Automate – U
Communication – U Communication – D

Power– M
Automate – X
Communication – X

Power– P
Automate – C
Communication – U

Power– P
Power– U
Automate – U
Automate – U
Communication – D Communication – F

Power– U
Automate – C
Communication – U

Power– P
Automate – F
Communication – X

Figure 30. Equivalent two-state model of the actuators
The communication failure is only temporary and the simultaneous occurrence of the
actuator operations and the communication failure is less probable. Therefore, it is assumed that
communication failure will not impact the actuator performance. However, cyber-attack and the
automation component failure will impact the performance adversely.
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CHAPTER 6
PART II: NUMERICAL ANALYSIS AND RESULTS

Due to the unavailability of the actual data, the model is verified using sensitivity analysis.
The objective is to evaluate the reliability of the Smart Component for the three different
applications. Table 10 shows the values used in the analysis.
TABLE 10
NUMERICAL VALUES FOR STATE TRANSITIONS RATES
Sub system

Parameter

Notation

Value

component
𝜆𝑝𝑢𝑝

𝑙1

0.08

𝜆𝑝𝑢𝑓

𝑙2

0.01

𝜆𝑝𝑝𝑚

𝑙3

100

𝜆𝑝𝑝𝑓

𝑙3

0.005

𝜇𝑝𝑚𝑢

𝑙4

1000

𝜇𝑝𝑓𝑢

𝑚1

500

Automation

𝜆𝑎𝑢𝑐

𝑚2

0.1

Component

𝜆𝑎𝑢𝑓

𝑙5

0.02

𝜆𝑎𝑐𝑓

𝑙6

100

𝜇𝑎𝑓𝑢

𝑙7

1500

𝜆𝑐𝑢𝑑

𝑚3

300

𝜆𝑐𝑢𝑓

𝑙8

100

𝜇𝑐𝑑𝑢

𝑙9

8000

𝜆𝑐𝑑𝑓

𝑚4

50

𝜇𝑐𝑓𝑢

𝑚5

1000

Power Component

Cyber Link
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6.1

Evaluation of Approximate Model
Approximated probability for each 12 state can be obtained from solving equations 5.16 to

5.26. A sensitivity analysis is performed in the exact solution and the approximated solution to
show the accuracy of the approximated solutions. After obtaining the approximated solution, the
solutions are compared with the exact solution by changing various parameters. The comparison
plots of approximated solution and exact solutions are provided. Figure 31 shows the comparison
of 𝑃1 state probability with variation of pre-fault detection rate. As it can be shown in the graph,
the error between approximate solution and exact solution can be neglected.

Figure 31. Comparison of Health Monitoring 𝑃1 state probability under variation of pre-fault
detection rate
Figure 32, shows the comparison of 𝑃1 state probability with variation of power component
direct failure rate. Figure 33 shows the comparison of 𝑃1 state probability with variation of
automation component cyber-attack rate.
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Figure 32. Comparison of Smart Component P1 State probability under varying power
component direct failure rate

Figure 33. Comparison of Smart Component P1 state probability under varying cyber–attack rate
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Figure 34. Comparison of Health Monitoring Smart Component Failure State probability under
varying power component direct failure rate
Figure 34 compares the failure state probability of Health Monitoring type smart
component with the variation of power component direct failure rate. From the above comparison,
it can be noted that the approximated solution is only deviating by a small error and also preserves
the generality of the equations.
6.2

Evaluation Two State Reliability Model
For the evaluation of the accuracy of the two state model, a sensitivity analysis is performed

in the two state models.
6.2.1 Evaluation of Health Monitoring Type Smart Component Two State Model
As it shown in the Figure 35 and Figure 36, communication failure and cyber-attack does
not impact the health monitoring type smart component significantly. Even though failure state
probability is increasing with the communication failure, the increment is not significant.
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According to the model cyber-attack does not always impact the health monitoring negatively.
This is due to the highest repair rate of the automation component. However, these impacts are not
significant. When the automation component repair rate is increased, the failure state probability
is decreased. As expected, when the failure rate of the automation component upon cyber-attack
is increased, the failure state probability also increased. However, these impacts are not significant
in the health monitoring smart component.

Figure 35. Communication failure impact on health monitoring system
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Figure 36. Cyber-attack impact on health monitoring system
6.3

Evaluation of Real-Time Monitoring and Control Type Smart Component Two
State Model
As it shown in the Figure 37 and Figure 38, cyber-attacks and communication failure

significantly impacts the reliability of the real-time controller type smart component. As it is
indicated in the Figure 37, failure state probability is significantly increasing with the cyber-attack.
As it is expected, when the automation component repair rates is increases the failure state
probability decreased significantly. As expected, when the failure rate of the automation
component upon cyber-attack is increased the failure state probability also increased. Therefore,
cyber-attack impact on the reliability of data collection smart component is significant.
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Figure 37. Cyber-attack impact on real-time controller system

Figure 38. Communication failure impact on real-time controller system
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6.4

Evaluation of Actuator Type Smart Component Two State Model
As it shown in the Figure 39and Figure 40, cyber-attack and communication failure

considerably impact the reliability of the actuator type smart component. As it is indicated in the
Figure 39, failure state probability is significantly increasing with the cyber-attack. As it is
expected, when the automation component repair rates is increases the failure state probability
decreased significantly. Further, when the failure rate of the automation component upon cyberattack is increased the failure state probability also increased. Therefore, cyber-attack impact on
the reliability of data collection smart component is significant.

Figure 39. Cyber-attack impact on actuators
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Figure 40. Communication failure impact on actuators
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CHAPTER 7
CONCLUSION AND FUTURE WORK

The objective of this research was to develop methods to enhance and evaluate the
reliability of smart distribution power system. Distribute sensor monitoring network is projected
to enhance the reliability of smart distribution power system. A HMM based local fault detection
tool was proposed to use in sensor level to detect the distribution power system events. Further, a
novel methodology to evaluate the reliability of a smart component is also proposed in this
research.
7.1

Enchaining Distribution System Reliability
A HMM based local fault detection tool for distributed sensors with minimum processing

time and computational power is proposed in this research. The proposed method uses time domain
features and an HMM for the local detection of a fault before sensors communicate to the control
center. This algorithm will reduce the data congestion in the communication channel as well as
reduce the decision time delay at the control center since the fault is already locally detected. This
will result in improved reliability of the distribution power system. The proposed method shows
higher accuracy for the low impedance fault while less accuracy of detection for high impedance
faults. Even though this detection accuracy is low, this algorithm will eliminate the data congestion
in the communication network by large percentage.
While there exists a variety of ways this research can be extended, both to increase the
detection accuracy as well as to aid in other applications, two additions that could be increase the
detection accuracy are discussed below. In the current method, only one of the time domain
features used for detection, however using multiple features as a vector can improve the detection
accuracy. Simulation result shows the high impedance fault detection has a low accuracy. This can
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be improved by using frequency domain features in the detection algorithm while maintaining a
low processing time delay.
7.2

Evaluating Reliability of Cyber Physical Power System
A comprehensive reliability study for automation enabled power components, considering

all possible subsystem failure modes was carried out in this work. A 12-state reliability model is
proposed for the reliability evaluation of a smart component. An approximated 12-state model is
also obtained for the analytical purpose as well as to use in complex power system component
level reliability evaluation. Furthermore, the reliability of the Smart Component is analyzed for
various applications. The model shows that subsystem failures impact the smart component
reliability evaluation depending on the smart component application. A reduced order 2 state
model is also provided for use in reliability evaluation of large power system networks.
This research work can be extended to complete network reliability evaluation by using
appropriate two state model for each components in a large power system. One notable observation
in this study was the correlation between the change in different transient rates and the resulting
change in the reliability of smart component. Therefore by obtaining optimal failure rates and
repair rates of a smart component the reliability of power system can be improved.
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