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ABSTRACT 
 

 

Watermarking channel capacity is defined as the highest rate in bits per image of 

information that can be embedded with arbitrarily low probability of detection error 

under a given distortion between original and watermarked image. It is analogous to 

channel capacity defined in information theory. A mathematical method of decision- 

making called Game Theory, in which a competitive situation involving two parties is 

analyzed to determine the optimal solution for an interested party is very popular in 

information theory. Our approach for finding the amount of information that can be 

embedded in a digital image uses some principles of this theory. The two parties involved 

here are the information hider and the attacker. The information hider and attacker have a 

limit on the maximum amount of distortion each can introduce. The concept of game 

theory can be applied to watermarking as, information hider tries to embed as much 

information as he can constrained to maximum allowable distortion and the attacker tries 

to remove the embedded information by attacking the watermarked data constrained to 

maximum allowable distortion. 

Experiments are conducted by considering the above scenario. The results and 

conclusions are discussed in later sections of this thesis. 
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Chapter 1

Introduction and Preview

1.1 Introduction

With the development of efficient multimedia equipment such as digital cameras,

music players, etc, a very huge amount of multimedia data is generated in our daily

lives. The popularity of the world wide web displayed the potential of distributing

multimedia data over the digital networks. This increased generation and distribution

rate of multimedia data created a new problem of protecting the ownership rights.

Digital watermarking is proposed as one way to accomplish this. Digital watermarking

can be carried out on a single image, video or audio data. This thesis deals with only

image watermarking. Similar approach can be used for video and audio data also.

Digital watermarking is the process of embedding a signal (watermark) into an-

other signal (host image or carrier). The image after watermarking is called the

watermarked image. Figure 1.1, shows the process of watermarking. In a typical

application, watermarked image is transmitted instead of the original image. The

received image is then decoded to extract the watermark. The embedding process

has to meet the constraints such as invisibility, robustness to attacks and reliabil-

ity. Invisibility means that the watermarked image should not reveal any clues of the

1



Figure 1.1: Process of watermarking.

presence of the watermark to un-authorized user. Robustness against attacks requires

that the watermark should be able to survive attacks such as channel noise, compres-

sion and geometric transformations. Reliability requires the unambiguous detection

of watermark from the received signal at the decoder. Intuitively, it can be seen that

these constraints conflict with each other, invisibility requires less distortion to be

introduced in the host signal, where as robustness to attacks and reliability of detec-

tion requires more information to be embedded which results in more distortion. As

a result the design of watermarking scheme needs to provide a compromise between

the conflicting constraints. The compromise may vary depending on the application.

1.1.1 Types of Watermarking

Each watermarking technique falls into one of the two categories, public or private

watermarking. In public watermarking or blind watermarking, the host signal is not
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needed at the decoder for the extraction of the watermark. Only the key, which can

typically be the locations in the host signal where the watermark bits are embed-

ded is required to recover watermark from the watermarked image. On the other

hand private watermarking or non-blind watermarking, require the host signal for

the extraction process.

In this thesis, the blind watermarking technique is considered. The reason being,

this approach is more close to practical world applications. Watermarking applica-

tions include broadcast monitoring, owner identification, proof of ownership, copy

control, covert communications, etc.

1.1.2 Watermarking Domains

Watermarking can be carried out in either spatial domain or transformed domain.

The simplest of the two domains to insert watermark is the spatial domain. In spatial

domain watermarking, each pixel value of the image is modified depending on the

watermark signal pattern. Changing the pixel value does effect the image statistics.

Due to the constraint that the watermark should be imperceptible, there cannot be

much deviation from the original image statistics. This requires that the change

introduced in each pixel be less. One disadvantage of spatial domain watermarking

is, it is not robust to attacks such as compression.

In transform domain watermark embedding, the host signal is converted into trans-

formed domain by application of transforms like discrete cosine transform (DCT),

discrete fourier transform (DFT), discrete wavelet transform (DWT), etc. The prop-

erties of an image transform include, energy compaction and decorrelation of the

coefficients. Transforms such as DWT and DCT arrange the image coefficients from

low frequency to high frequency. Real world images can be represented using less
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number of low frequency coefficients. Embedding watermark in the low frequency

coefficients makes the watermark robust against attacks.

In this thesis, DCT based transform domain watermarking is used. The DCT,

is often used in image processing, especially for lossy data compression (for example

JPEG standard)due to its energy compaction property. In a DCT transformed image

most of the image information tends to be concentrated in a few number of low-

frequency DCT coefficients. These coefficients can be more finely quantized than the

higher coefficients. Many higher frequency coefficients may be quantized to 0 (this

allows for very efficient run-length coding).

1.2 Thesis Overview

This thesis discusses the information theoretic approach to the evaluation capacity

of multichannel digital image watermarking. The host image is first divided into

K channels by applying DCT. Each channel k, is assumed to be i.i.d Gaussian with

N (0, σ2
k). The information hider and attacker are both constrained by their individual

total distortion levels. Information hider introduces a distortion in channel k such

that the sum of all the distortions introduced in each channel is less than the overall

allowable distortion level for hider. The attacker also has the same constraint as

the data hider i.e., sum of distortions in individual channels should be less than the

overall allowable distortion for attacker [1].

Two types of attacks are modelled in this thesis, additive white Gaussian noise

(AWGN) and compression. In former case, the attacker generates a Gaussian dis-

tributed sequence with a variance equal to that of the distortion in kth channel.

Compression attack is modelled by quantizing the watermarked data, which results
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in loss of information (including the watermark itself). The probability of correct

detection and the MSE between the host image and the watermarked image are com-

puted for capacity evaluation.

1.3 Thesis Outline

The organization of this thesis is as follows. Chapter 2 presents the literature survey

and sets the background for the thesis. Chapter 3 presents the multichannel image

watermarking model. Two types of attacks (AWGN and compression) are discussed

in this chapter. Chapter 4 summarizes the experimental results of capacity evaluation

obtained for both types of attacks. A summary of results is presented in chapter 5.
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Chapter 2

Literature Survey

The first related publication in the field of watermarking was dated back to 1979 [2].

But it was only after the popularity of world wide web in 1990 that it gained a large

interest. Although lot of practical work has already been done, theoretical results are

still emerging.

A survey of some important work carried out in the field of watermarking is

presented in [3]. In this survey, the authors try to provide a perspective regarding

the role of communication and information theories in digital watermarking. Many

techniques have been developed for embedding the watermark into the host signal.

The spread spectrum technique introduced by Cox et al [4], is one of the popular

techniques. In the spread spectrum technique the narrowband signal is spread over

a wideband signal such that signal energy present in any frequency band is very low.

Many authors since have used the spread spectrum concept but in different ways.

For example, Piva et al [5] embedded the watermark in the DCT domain as did Cox.

Similarly Khoda et al [6] used the DCT of the YIQ encoding of an image. Wong

et al [7] embedded the watermark using spread spectrum technique in log-2 spatio

domain.
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An information theoretic approach for data hiding capacity is proposed by Moulin

et al [1]. Their model defines message (M), host data (X̃N = (X̃1, ..., X̃1)), key (KN =

(K1, ..., KN)), watermarked data (XN = (X1, ..., XN)) and admissible distortion levels

D1 and D2 for data hider and attacker. The host data is divided into K channels

using a multirate transform (wavelet transform)such that the samples of the signals

in each channel are assumed to follow i.i.d. Gaussian with zero mean and variance σ2
k.

The inverse sub sampling factor is rk = Nk/N , Nk is number of element in channel

k , N is the total number of elements, such that
∑K

k=1 rk = 1. The weighted mean

square error between xN (an instance of the input data) and x
′N (an instance of the

watermarked data) is given as

d(xN , x
′N) =

1

N

K∑

k=1

wk

Nk∑
n=1

|xk(n)− x
′
k(n)|2

where wk is a set of positive weights. The data hider designs his model such that

Ed(X̃,X) ≤ D1 and attacker designs his model such that Ed(X̃, Y ) ≤ D2. Same

value of capacity is obtained in case of both blind and non-blind watermarking. Let

θ1k and θ2k are the distortions introduced by data hider and attacker in channel k

such that the overall distortion constraints
∑K

k=1 rkθ1k ≤ D1 and
∑K

k=1 rkθ2k ≤ D2 are

satisfied and 0 ≤ θ1k,
σ2

kθ1k

σ2
k+θ1k

≤ θ2k, θ2k ≤ σ2
k for 1 ≤ k ≤ K. The input data is assumed

to have a Gaussian distribution with zero mean and variance σ2
s , X̃ = N (0, σ2

s).

After the hider embeds the watermark, a distortion of θ1k, the data has a distribution

X = N (0, σ2
s + D1). Y = N (0, σ2

s + D1 + D2), is the distribution after the attack

(eg: compression).

[1] also talks about the use of spike models. In spike models, the input data

is divided into two types of channels, one that has large variance σ2
k >> D1, D2 for

1 ≤ k ≤ K∗ and the other with low variance σ2
k << D1, D2 for K∗ ≤ k ≤ K. Then
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the capacity is given as

C =
1

2
r∗ log(1 +

D1

D2 −D1

) where r∗ =
K∗∑

k=1

rk ∈ [0, 1]

They conclude that the optimal power allocation of data hider and attacker are in-

dependent of signal variance. The optimal data hiding strategy equalizes the power

in strong channels and negligible power is allocated to weak channels.

Waterfilling technique for watermarking is proposed in [8]. The host data is bro-

ken into channels and these channels are assumed to be independent and modelled

as AWGN channels. A group of coefficients Gi are quantized to degree Ji for com-

pression. Each of these groups is called a channel. The degradation is modelled as

Ŵi = Wi + Zi, where Wi is the watermark signal in channel i, Ŵi is the degraded

watermark signal in channel i and Zi is the noise in channel i with probability density

function given by

f(zi) =

{
1

2Ji
for |zi| < Ji

0 otherwise

}

The capacity of ith channel is given by Ci = αi

Ji
, where αi is the magnitude of the an-

tipodal watermark signal and αi < Ji. The capacity of the overall system is obtained

by maximizing the mutual information between Ŵi and Wi based on assumption that

Zi, the watermark noise, is uniformly distributed and independent of the noise in any

other sub-channel and the constraints that
∑

i α
2
i ≤ Ew and |αi| ≤ J̄i, where Ew is

the energy of the watermark. Therefore the total capacity is given by C =
∑N

i=1
αi

Ji

bits/channel use.

The performance of watermarking in different domains (DFT, DCT, KLT, Wavelet,

Slant, Pixel and Hadamard) under compression attacks is discussed in [9]. Capacity

of watermarking is defined as the number of watermark bits that can be embedded
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in an image without causing significant degradation is evaluated. They conclude

that Hadamard and wavelet watermarking domains give the better performance than

other.

The number bits that can be hidden in an image in frequency domain is discussed

in [10]. The watermark channel is modelled as watermark being the information

signal and host data carrying it as the noise. The input message is denoted by M and

the output message after embedding is denoted by Y . The capacity for every single

use of the channel is determined by maximization of the mutual information between

M and Y .

An adaptive watermark (blind and non-blind) analysis in spatial and wavelet

domain is proposed in [11]. In spatial domain, a noise visibility function (NVF) based

on Gaussian model is considered, assuming the host image to be a Gaussian process.

Maximum allowed distortion for each pixel is given using the NVF. In Wavelet domain,

a quantization factor for each of the orientation and level of wavelet domain are

considered. Any distortion which is less than the quantization factor is considered to

be invisible. The maximum allowable distortion in wavelet domain is given using the

NVF and quantization factor. The watermark channel is considered to be Gaussian

distributed and the host data to be independent AWGN channel. A capacity is given

based on Shannon’s channel capacity formula as C = W log2(1 + σ2
w

σ2
n
), where W is

the band width, σ2
w is the variance of the image formed by the maximum watermark

amplitudes, σ2
n is the variance of the noise (assumed to be white Gaussian noise).

A relation between watermark capacity and detection error rate is derived. As per

the relation, the detection error rate is inversely proportional to average energy of

the watermark and directly proportional to the capacity of the water mark. Average
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energy of the watermark depends on the amplitude of the watermark coefficients,

whereas the capacity of watermark depends on the number of watermark coefficients.

The research work discussed in [12] mainly deals with the applications in which

watermark is used for tracing purposes. An attack may not remove the watermark

totally, but may result in a different watermark. Detection of the new watermark is

considered a success. The host signal is divided into N components and each compo-

nent is assumed as a device which holds the watermark. In order to find the maximum

number of watermarks that can be embedded, the capacity of each device is found

out. Due to noise effects the embedded watermark 6= recovered watermark. There-

fore it is assumed that recovered watermark = embedded watermark + additive noise,

i.e., Ŵ (k) = W (k) + J (k), k = 1, ..., N . A model is designed based on this assumption.

For the capacity calculation, it is assumed that both signal and jammer are of zero

mean (E(W ) = E(J) = 0) and signal power and jammer power are constrained by

E(W 2) = P and E(J2) = N , respectively. Hence channel capacity is given by the

mutual information expression I(W ; W + J). The jamming game is defined as one in

which jammer chooses distribution on J to minimize the mutual information and on

the other hand signal player chooses distribution on W to maximize the mutual infor-

mation. Therefore minJ maxW I(W ; W+J) = 1
2
log(1+ P

N
) is the capacity. Capacity in

terms of noise variance σ2 is given as C(σ) =
∑N

k=1

∑n
i=1

1
2
log(1+ 1

σ2 ) = nN
2

log(1+ 1
σ2 ),

where n is the number of elements in the component.

Chen and Wornell [13], [14] introduce a class of watermarking methods called

quantization index modulation (QIM) for data hiding. These class of techniques

embed the watermark in a cover signal through quantization; a different quantiza-

tion vector is used to embed a different watermark value. This quantization-based
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watermarking approach through capacity analysis.
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Chapter 3

Watermark Embedding, Modelling
the Attacks and Detection Process

3.1 Introduction

Watermarking is the process of embedding watermark into the host signal. The host

signal can be a text file, an audio clip, a video clip or an image and the watermark

embedded can be either visible or invisible. Visibility is associated with the percep-

tion of the human eye. The process in which the watermarked image which is visually

identical to the host image is called invisible watermarking and those which fail can be

classified as visible watermarking. A watermark can be embedded in spatial domain

or frequency domain. In spatial domain based methods, watermarks are embedded

directly into the image. In the frequency domain approach, transforms such as dis-

crete fourier transform (DFT), discrete cosine transform (DCT), or discrete wavelet

transform (DWT) are applied to the original image and the watermark is embedded

by modifying the transform domain coefficients. In this thesis, an invisible watermark

is embedded by modifying the DCT domain coefficients.
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Applications that use watermarking include digital archives, copyright, legal de-

livery of content, anti-piracy, broadcast monitoring, medical records, etc. In these

applications, an attacker may apply various data processing operations on the wa-

termarked image to interfere a decoder from recovering the watermark. In some

situations, there may not be any intensional attacks, but still the decoder may not

be able to recover watermark correctly due to transmission noise, channel noise, etc.

Hence, there is a need to develop ways to embed information in a nearly invisible fash-

ion and yet be robust to variety of attacks. In this thesis, we consider the presence

AWGN and compression attacks for evaluation of the capacity of watermarking.

Most of the research in watermarking have focused on novel ways to either hide

data or remove hidden data [15], [7]. However, the information-theoretic analysis of

watermarking has begun recently [16]. The purpose of this thesis is to use the infor-

mation theoretic concepts, to find the amount of information that can be embedded

into the host image under the constraints of invisibility, robustness against attacks

and reliability of detection.

3.2 System Model Description

The watermark message M is embedded in a host data set S, typically a gray scale

image of size 256×256. The data hider embeds the watermark, such that the total

distortion introduced by the embedding process is not more than D1. The locations

where the watermark is embedded and the magnitude of the watermark symbol is

used as key K, which is used for extraction process at the decoder. The resulting

watermarked data X is subjected to attacks from the attacker attempting to remove

or destroy the watermark. The distortion that an attacker is willing to introduce is

13



Figure 3.1: The process of blind watermarking in which the key is available at encoder
and the decoder.

constrained by D2, since going beyond D2 leaves the data worthless. The decoder

receives Y , which has the message M and has been attacked by the attacker. Decoder

has access to the key, using which it extracts M̂ . This approach is same as the one

discussed by Moulin et al in [1], [16].

In order to be used in real world, the requirements are such that the watermark

should be invisible, robust against the attacks (both intentional and unintentional)

and reliably detected by the decoder. The requirements are constrained such that

d(S, X) ≤ D1 (3.2.1)

d(S, Y ) ≤ D2 (3.2.2)

where d(., .) is the mean square error distortion. From the Figure 3.1, it can be

seen that the process of watermark can be divided into three parts, embedding the

14



Figure 3.2: Host data is divided into N blocks using DCT.

watermark, modelling the attacks and detection of the watermark.

3.2.1 Embedding the Watermark

The host image is divided into N blocks by applying DCT to the host image, such that

the samples in each block are assumed to follow i.i.d. Gaussian distributed with zero

mean and variance σ2
i , i = 1, ..., N , as shown in Figure 3.2. Applying DCT to a block

of image results in the coefficients ordered according to their frequency as shown in

the Figure 3.3 below. Each block is divided into K channels having equal number of

transform coefficients, such that each channel is independent of another and assumed

to be Gaussian distributed with zero mean and variance σ2
k, k = 1, ..., K. Therefore

a host image of size 8×8 results in 4 channels having 16 transform coefficients per

channel. The coefficients of each channel are scanned in the zigzag order, such that

channel 1 has coefficients from 1 to 16, channel 2 from 17 to 32 and so on. By scanning

the coefficients in zigzag order, the variance of channel 1 > channel 2 > channel 3 >

channel 4. This is needed in order allocate watermark energy according to the water

15



Figure 3.3: The zigzag order in which the DCT coefficients are placed in a 8×8 block.

filling technique. Water filling is the technique in which more watermark energy is

allocated to the channels with more variance.

A watermark sequence is generated depending on the allowable distortion d1k, k =

1, ..., K for each channel, which depends on the variance of the channel. The constraint

on d1k is such that

K∑

k=1

rk d1k ≤ D1 (3.2.3)

where rk = Nk/N , Nk is the number of coefficients in channel k and N is the number

of image coefficients.

A watermark sequence which is Gaussian distributed with zero mean and variance

d1k is generated, the length of the watermark is given by

Length of Watermark =
number of coefficients per channel

Spreading length
(3.2.4)

16



The watermark sequence is spread using the spreading sequence. Walsh-Hadamard

codes, which are orthogonal are used as spreading sequence. A watermark sequence

after spreading has number of symbols equal to the number coefficients in the chan-

nel. Depending on the sign of the watermark symbol, the corresponding bits of each

DCT coefficient in the channel are changed. For instance if the watermark symbol 5

(binary equivalent of 101). The bits at locations 1 and 3 of the corresponding DCT

coefficient are set to 1, irrespective of the previous value. Similarly value of the bits

at that locations will be set to 0, if the watermark symbol is negative. The bits are

not modified when the watermark symbol is 0.

3.2.2 Modelling the Attack Channel

An attack can be defined as the process which makes it difficult for the decoder

to extract the watermark embedded by the hider. An attack may not necessarily

be intentional. An unintentional attack can just be the distortion caused due to

channel noise. Two types of attacks (AWGN channel and compression) are modelled

to evaluate the capacity of watermarking.

The total distortion caused by an attack is upper bounded by D2. It means that

if rk = Nk/N and d2k is the distortion introduced by the attack in kth channel, the

3.2.2 holds.

K∑

k=1

rk d2k ≤ D2 (3.2.5)

where rk = Nk/N Nk is the number of coefficients in channel k and N is the number

of image coefficients.
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Figure 3.4: The distortion introduced by hider and attacker in kth channel.

In modelling an AWGN attack channel, a Gaussian distributed sequence with zero

mean and d2k variance is generated. This sequence is added to the watermarked image

channel. For compression attack the watermarked DCT coefficients are compressed.

Compression is implemented by quantization followed by de-quantization. Figure

3.4 shows the distortion introduced by data hider and attacker in kth channel. The

embedding and attack process are constrained by following three conditions in each

channel.

0 ≤ d1k (3.2.6)

d1k ≤ d2k (3.2.7)

d2k ≤ σ2
k (3.2.8)
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3.2.3 Watermark Detection Scheme

Blind watermarking technique is used in our model. Blind watermarking implies that

the host image is not available with the decoder for extraction. Decoder receives Y ,

which has the information of interest (watermark) and unwanted distortion introduced

by the attacker. A watermark key K which gives the locations and the values of

the watermark symbols embedded in the image and the reference pattern used for

spreading the watermark sequence are available at the decoder. Decoder uses this

information to extract M̂(n), n is the number of symbols.

The detection algorithm finds the correlation between the extracted sequence

M̂(n) and the original watermark sequence embedded M(n). The correlation R(M̂(n), M(n))

between extracted watermark sequence M̂(n) and the original watermark sequence

M(n) is computed as given in [17].

R(M̂(n),M(n)) =

∑
M̂(n)M(n)√∑

M̂2(n)
√∑

M2(n)
(3.2.9)

where n = 1, ..., N where N is the length of the watermark. For image of size 256×256

with no spreading, M will be a matrix of size 64. For the case of spreading length 2,

M will be of size 32 and as the spreading length increases the size of the watermark

decreases.

The detection scheme is described as

M̂(n) = M(n) if R(M̂(n),M(n)) > τ

6= M(n) otherwise

19



where τ is the user defined correlation threshold. Probability of correct detection

is defined as

p(c) =
number of successful detections

total number of trials
(3.2.10)

20



Chapter 4

Performance Analysis and Results

The capacity of a watermark is constrained by robustness, reliability and invisibil-

ity [18]. Robustness refers to the ability of the watermarking process to withstand

attacks. Reliability is represented by the probability of correct detection. Invisibility

refers to the amount of distortion introduced in the image due to the watermark.

4.1 Capacity Definition

The capacity of watermarking channel is defined as the number of watermark symbols

that can be embedded in the original image, such that the following two constraints

are satisfied.

1) Probability of correct detection should be a value close to 1.

2) Mean square error (MSE) between the original image and the watermarked

image is small, such that there is not much visible difference.

The first criteria refers to the robustness and reliability measure and the second

criterion refers to the invisibility measure. For experimenting, gray scale images of

dimension 256×256 are used. Watermark sequence is spread using spreading lengths

of 1, 2, 4, 8 and 16. All the experiments are performed on MATLAB. For probability
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Spread Len D1(Lena) D2(Lena) D1(Peppers) D2(Peppers) D1(Rose) D2(Rose)
1 6.8711 28.646 6.8595 29.18 6.3021 27.178
2 6.9094 28.835 6.8412 29.0 6.4274 26.518
4 6.7296 29.037 6.9793 28.898 6.1222 27.165
8 6.8712 28.624 6.9079 28.666 6.1692 26.221
16 6.5705 28.779 6.7218 28.392 6.4574 26.389

Table 4.1: Table showing the distortion introduced and the spreading lengths for test
images for AWGN attack.

of correct detection the threshold (τ) is set to 0.9. Maximum allowable distortion for

hider is set to 10 and for attacker is set to three times that of the hider, i.e. D1 = 10

and D2 = 30.

4.1.1 AWGN Attack

The test images are embedded with watermark and then attacked by AWGN. Figures

4.1, 4.2 and 4.3 show the original image and the reconstructed images for different

spreading lengths. It can be observed from the figures that, perceptually the original

image and the reconstructed images are the same. This satisfies the constraint of

invisibility. Table 4.1, shows the distortions introduced by hider and attacker for

different spreading lengths.

The Figure 4.4 shows the plots of probability of correct detection p(c) Vs Spreading

lengths for the test images. It can be seen from the curves that as the spreading

length increases, the probability of correct detection increases and almost is equal to

1, satisfying the constraint of robustness and reliability of detection.
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Figure 4.1: Lena image watermarked and attacked by AWGN. Top left image is the
Original image and rest of the images are reconstructed images.
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Figure 4.2: Peppers image watermarked and attacked by AWGN. Top left image is
the Original image and rest of the images are reconstructed images.

24



Host image

50 100 150 200 250

50

100

150

200

250

Recieved image, Spreading length =1

50 100 150 200 250

50

100

150

200

250

Recieved image, Spreading length =2

50 100 150 200 250

50

100

150

200

250

Recieved image, Spreading length =4

50 100 150 200 250

50

100

150

200

250

Recieved image, Spreading length =8

50 100 150 200 250

50

100

150

200

250

Recieved image, Spreading length =16

50 100 150 200 250

50

100

150

200

250

Figure 4.3: Rose image watermarked and attacked by AWGN. Top left image is the
Original image and rest of the images are reconstructed images.
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Figure 4.4: Plot showing the probability of correct detection Vs spreading length for
AWGN attack.
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Spread Len D1(Lena) D2(Lena) D1(Peppers) D2(Peppers) D1(Rose) D2(Rose)
1 6.9483 24.278 7.055 23.203 6.564 26.916
2 6.981 24.254 7.0478 22.919 6.5375 26.995
4 6.9996 24.136 7.421 23.004 6.6198 26.959
8 7.0887 23.931 6.9607 22.897 6.2947 26.605
16 7.0074 23.963 7.1958 23.232 6.6469 26.851

Table 4.2: Table showing the distortion introduced and the spreading lengths for test
images for compression attack.

Spreading Length Lena Peppers Rose
1 80784 76943 77605
2 40641 38366 38816
4 20163 19283 19558
8 10136 9642 9823
16 5047 4788 4884

Table 4.3: Table showing the amount of information embedded in number of bits.

4.1.2 Compression Attack

Figures 4.5, 4.6 and 4.7 shows the original test images and the reconstructed test im-

ages for the respective spreading lengths. Table 4.2, shows the distortions introduced

by hider and attacker for respective spreading lengths.

The Figure 4.8 shows the plots of probability of correct detection p(c) Vs Spreading

lengths for the test images. As seen in the case of AWGN attack, the probability of

correct detection increases with the increase in spreading length.

For τ=0.9 and a spreading length of 1, the information embedded is the maxi-

mum. But as the spreading length increases from 1 to 2, 4, 8 and 16, the amount

of information embedded decreases. This result is as shown in the table 4.3. The

amount of information embedded can be improved but with some compromise in the

reliability of detection.
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Figure 4.5: Lena image watermarked and compressed. Top left image is the Original
image and rest of the images are reconstructed images.
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Figure 4.6: Peppers image watermarked and compressed. Top left image is the Orig-
inal image and rest of the images are reconstructed images.
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Figure 4.7: Rose image watermarked and compressed. Top left image is the Original
image and rest of the images are reconstructed images.
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Figure 4.8: Plots showing the probability of correct detection Vs spreading length for
compression attack.
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Chapter 5

Conclusion

This thesis uses information theoretic approach for evaluating the capacity of multi

channel digital image watermarking.

The capacity evaluation process begins by dividing the image into K channels

and setting a limit on the maximum allowable of distortion for the hider and the

attacker. Important observation made from the results is that, as the probability

of correct detection increases with the increase in spreading length, the number of

symbols embedded decreases. This implies that as the reliability of detection increases

the capacity decreases. With a compromise in the invisibility of watermark and the

reliability of detection, capacity can be increased.
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