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ABSTRACT 

A major issue for contemporary cable networks under flat pricing is that heavy users can 

cause severe network congestion and light users subsidize heavy users. This problem is 

exaggerated when network participants do not obey the protocols. From the perspective of 

control theory, cable networks are primarily open-loop systems that assume the participants are 

non-strategic. 

The solution proposed in this research is to design a feedback (closed-loop) control 

system for cable networks using dynamic pricing. The goal of the control system is to make the 

regulation of cable networks automatic. The solution consists of three phases: modeling and 

analysis of cable networks, observer design of cable networks, and controller synthesis of cable 

networks. Each phase by itself tackles several challenges in the fields of computer networks, 

control theory, and mathematics. This research is intended to enhance bandwidth utilization 

efficiency, fairness, and security strength. The creation of an autonomic cable network involves 

two objectives: 

1. Devise a mechanism (protocol) to ensure that individual benefit is maximized, as well as 

social efficiency and fairness using a dynamic pricing scheme.  

2. Design a feedback (closed-loop) control system for cable networks. 

The proposed feedback control system for cable networks has some desired properties, 

such as controllability, stability, sub-efficiency, voluntary participation, incentive compatibility, 

simplicity, and practicability. The solution is validated by not only theoretic studies but 

simulations.  
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PREFACE 

In the classes I took years ago, I found that control theory, especially feedback control 

theory, has achieved amazing success in creating man-made autonomic systems (also called 

smart machines), such as unmanned aircraft, robots, and automatic assembly lines, and it is one 

of the most elegant theories so far. In the computer network performance analysis class I took in 

the same semester, a lot of performance analysis was talked about, but I had a question: Can we 

make a computer network, like a missile, act what we desire, not just accept its performance? 

This question motivated me to investigate the application of control theory principles to 

computer network control.  

Control of computer networks solves their management problems. The OSI network 

management functions can be classified into five categories: fault, configuration, accounting, 

performance, and security. Also, there are many types of computer networks.  What management 

function should I focus on, and what type of networks should I work on? I realized that resource 

allocation and quality-of-service are two of the primary concerns in a computer network, which 

usually consists of many autonomous participants. If these participants act strategically, the 

quality of service of the network may be unachievable. Then, I chose to study resource allocation 

and quality of service in cable networks, in which each subscriber acts independently. 

Packet-switched networks provide the means to promote resource utilization and 

economic efficiency by means of resource sharing, compared with the dedicated communication 

channels of the traditional telephone. However, in addition to efficiency, predictable network 

quality of services is still desirable for many mission-critical applications, such as control over 

networks, online treading, and audio/video applications, which have strict temporal 

requirements. Nevertheless, it is unrealistic for a current open-loop computer network, without 



 ix 

consideration of its participant autonomy, to provide predictable quality of service. By treating 

deviations from desired network quality of service as disturbances, feedback control which takes 

user autonomy into account offers a promising solution. 

Considering its participants as autonomous agents, a computer network is a community. 

Because of limited network resources (scarcity in economic terms), contentions and externalities 

can exist. Thus, some economic principles can be applied. Game theory, which originated in 

economics, can be applied to predict the outcomes of these contentions, social welfare metrics 

can be used to measure the performance of this community, and a pricing mechanism can be 

utilized to regulate it. 

This dissertation research provides only a starting point for predictable services and 

automation design/implementation with control theory principles, since it addresses a local 

network only. Typically, before flowing into the destination, a packet needs to pass several 

autonomous ISPs. So, predictability of network services is still questionable. For example, an 

ISP may favor the traffic flows of its own subscribers. There is a lot of work yet to be done.  

This dissertation includes three parts, the modeling and analysis of cable networks, traffic 

classification and observer design, and controller synthesis. The contents of the modeling and 

analysis of cable networks and the traffic classification and observer design were summarized 

into two research papers, which were published in 2012 for an Annual IEEE Communications 

Quality and Reliability (CQR) International Workshop. Hopefully, this dissertation is able to 

stimulate fruitful discussion. 
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CHAPTER 1 

INTRODUCTION 

1.1 Overview of Network Resource Allocation and Control 

Resource allocation of computer networks is a universal problem. The goal is to allocate 

the resources of computer networks efficiently and fairly. Efficiency of resource allocation 

means two things: (1) high resource utilization; (2) resources are directed to where they are most 

needed, also referred to as economic efficiency. Media sharing is supposed to promote resource 

allocation efficiency but may impair it as well as fairness when the control scheme is 

inappropriate. 

Control schemes in protocols such as media access control (MAC) and transmission 

control protocol (TCP) congestion control have been used to resolve conflicts among agents 

sharing network bandwidth. Data over Cable Service Interface Specification (DOCSIS) for cable 

networks is an example of MAC. However, these control schemes assume that network 

participants adhere to the specifications and perform the prescribed actions. These protocols do 

not account for the possibility of autonomous network participants deviating from the prescribed 

actions in an attempt to maximize their benefit. A common deviation is heavy use of bandwidth 

which may result in network congestion and unfairness. From the view of control theory, current 

cable networks are primarily open-loop systems. Treating departures from prescribed actions as 

disturbances could make feedback control a feasible solution. Other control schemes to avoid 

congestion include pre-allocating a fixed amount of bandwidth to a specific user statically. 

However, these policies lead to under-utilization of bandwidth and low social welfare. 

A computer network where resources are shared by multiple participants is a multi-agent 

system. In such a system, participants compete for a fixed amount of resources which usually 
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leads to externality (the actions by one group of agents affecting the welfare of others). Pricing is 

a common mechanism to regulate competition for the limited resources. Flat pricing is the 

simplest pricing scheme. This scheme is often successful in companies which reward the 

efficiency of workers by paying per task instead of by the hour. However, flat pricing creates 

resource allocation problems in cable networks. There was the similar problem with flat pricing 

in the early-year distribution of electricity. 

In addition to the above discovered problem in cable networks, there is another potential 

problem that, at least in theory, network participants are able to implement protocols which 

deviate from standard protocols in an attempt to increase personal benefit. Since the deviations 

are related to denial-of-service (DoS) attacks, they are a network security issue. Thus, resolving 

these allocation problems not only enhances the performance of a computer network but 

promotes its security. 

1.2 Dissertation Overview 

This research proposes a feedback control system to solve the allocation issues for cable 

networks. A feedback control system signals the plant to correct deviations when a difference is 

recognized between the actual system performance and the predefined one. An example of 

feedback control systems is the missile control system, which ensures that the missile hits to the 

target within some acceptable accuracy even though it encounters unpredictable strong wind 

along its way. Control theory, especially feedback control theory, has achieved great success and 

revolutionized the world in the past forty years in automated systems such as missiles, unmanned 

aircrafts, robots, automatic assembly lines, and others. It is also widely used to study the self-

regulation of biological systems, such as the respiratory system. 
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In recent years, control theory has been recognized as a viable technology for enabling 

the construction of autonomic computer networks as well. However, control of networks is still a 

young field, and significant problems with applying control theory to real computer networks 

still exist. The control of computer networks is difficult because of their great complexity and 

large scale. The challenges in both theory and application are substantial, especially in the areas 

of network modeling, observer design, and controller synthesis. 

An effective control system design requires a model of the system behavior.  This 

research relies on a model for both the controller design as well as the evaluation of cable 

networks.  Game theory is often used to model multi-agent systems where agents are strategic 

and externalities exist. The most popular solution concepts of games are Nash equilibriums 

(NEs). The NE concept is widely used to predict the outcome of the strategic interactions among 

decision makers in economics, political science, and other sciences. When the assumption of 

non-strategic participation is relaxed, a cable network is a multi-agent system where the actions 

of one participant affect the welfare of others. This research regards a cable network to be a 

community of agents and applies game theory, combined with system theory, to model the cable 

networks.  

Social welfare functions can be used to quantify the overall welfare of society.  When 

applied to income distribution, social welfare functions evaluate the equality of wages and the 

total wages of the community.  The most common social welfare measurements are utilitarian 

social welfare (the sum of individual utilities) and egalitarian social welfare (an agent’s utility 

which is the worst off). Social welfare metrics can measure both the efficiency and fairness of a 

society, allowing the tradeoffs of these factors to be measured for various situations.  In this 

research, the cable network is considered the community, and the cable modems are the agents.  
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An agent’s utility is defined as a convex function of the bandwidth allocated to it.  Using social 

welfare metrics to evaluate cable networks allows them to be evaluated not only in terms of 

resource utilization but also in terms of fairness.  Network utilization, which plays an important 

role in this research, is a special case of the utilitarian social welfare.  

An observer is needed for a control system if a system state required by a controller is not 

directly observable. For example, assume it is needed to design a control system based on the 

velocity of a car inside a tunnel. The entering and exit velocities are directly observable by a 

satellite, but the velocities inside the tunnel can only be estimated. A more complex example is 

the underlying drives of stock indices, such as the psychological influences on investors. The 

stock prices are directly observable, but the investors’ psychological factors can only be 

estimated. The metrics of these underlying factors can be thought of as abstract states. The 

observer proposed in this research classifies the network flows and the network states, which are 

not directly observable, and provides these as inputs to the controller.  The controller can then 

use the current information about the flows and state of the network to provide control signals to 

the system. 

Economic theory teaches that the prices of resources can successfully control their level 

of use. For example, charging a higher fee for use of a public park reduces the competition for its 

space and free access promotes its usage. In the same way, pricing can control the utilization and 

fairness of cable networks. In this research, a new dynamic rather than static pricing scheme will 

be used to control the frame sending rates of the subscribers of cable networks in order to 

promote network utilization and fairness. Therefore, the cable network being controlled will be 

modeled as a dynamic game, in which the current strategy of an agent depends on the previous 

actions selected. A controller will fulfill the objective of this resource allocation problem. The 



 5 

controller obtains the state information and classification results, and then generates control 

signal to the cable networks. This multi-agent control system will ensure that every participant 

gains and social efficiency is maximized under fairness constraints. 

1.3 Three Phases of Dissertation Research 

The solution is simplified to three phases to tackle the complexity of this research: 

modeling and analysis of cable networks, observer design of cable networks, and controller 

synthesis of cable networks. First, feedback control of cable networks requires a system model. 

In this research, a system model was developed to study cable network performance when its 

participants function strategically. The model is based on game theory and system theory. The 

cable network studied is considered a multi-agent system, and the network quality of service is 

evaluated with several social welfare metrics. Theoretical studies concluded that the prescribed 

quality of service may be unattainable when the network subscribers act strategically, and that a 

better control mechanism is needed to encourage the network participants to realize the 

prescribed quality of service. In addition to the performance analysis, the model will be used for 

controller synthesis. 

Second, in order to design a controller for a cable network, an observer is needed to 

evaluate the current network state and traffic flows. In this research, an observer model and a 

detailed observer design of cable networks was proposed. Separation of the observer model and 

its design is for the purpose of flexibility of implementation. The observer design is recast into 

an online traffic classification problem, which requires the identification of hidden states. This 

research constructs a hidden state space using social welfare metrics and the four-phases of 

network utilization dynamics for cable networks. An observer is then designed that classifies the 
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network flows as well as the network state. The network state is classified using a hidden 

Markov model. 

Third, the last phase of this research involves controller synthesis. The basic idea of 

controller synthesis is to design a dynamic game with pricing means so that maximization of the 

utility of each individual participant leads to maximization of social efficiency under a fairness 

constraint. Mechanism design was used to design the controllers. To demonstrate the 

effectiveness of the control system for cable networks, the properties, such as controllability, 

stability, incentive compatibility, voluntary participation, and sub-efficiency of the cable network 

with the proposed control system were studied. 

1.4 Dissertation Outline 

The remaining of this dissertation is organized as follows. Chapter 2 gives an overview of 

cable network and DOCSIS. Chapter 3 provides the literature survey on cable networks, multi-

agent systems, game theory, network dynamic patterns, traffic classification, autonomic 

networking with control theory, system modeling techniques, observer construction 

methodologies, controller synthesis approaches, mechanism design, and dynamic pricing. 

Modeling of cable networks and construction of a cable network control system, including 

observer and controller, are presented in Chapter 4. In Chapter 5, theoretic analysis, simulation 

study of cable networks, and evaluation of the control system are provided. Chapter 6 concludes 

the dissertation and lays out some future work. 
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CHAPTER 2 

OVERVIEW OF CABLE NETWORKS AND DOCSIS 

A cable network is a broadband access network, and Data over Cable Service Interface 

Specification (DOCSIS) is a level 1-2 protocol for it. The DOCSIS specification is defined in 

[1]. A conceptual cable network is shown in Figure 1. A cable network consists of several Cable 

Modems (CMs) and a Cable Modem Termination System (CMTS). The CMs connect to the 

CMTS through either all-coaxial or hybrid fiber coaxial (HFC) cables using a treelike 

architecture. The CMTS connects to the Internet through an operator’s back office network, and 

each CM attaches to a subscriber’s network. Cable communication is divided into several 

channels, which have different frequency ranges. Data channels are categorized into two groups: 

upstream transmission data channels (from CMs to CMTS) and downstream transmission data 

channels (from CMTS to CMs). 

 

Internet
CMTS

CM1

CM2

CMn

Upstream

Downstream

Subscriber’s 

Network

Subscriber’s 

Network

Subscriber’s 

Network

.

.

.

Cable Network

 
 

Figure 1. A cable network 
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DOCSIS has evolved from DOCSIS 1.0, DOCSIS 1.1, and DOCSIS 2.0 to DOCSIS 3.0 

since its initiation. A data channel supports either Time Division Multiple Access (TDMA) or 

Synchronous Code Division Multiple Access (S-CDMA). DOCSIS uses tiny time intervals 

called mini-slots for upstream data transmission and utilizes Reservation Aloha protocol to 

schedule bandwidth allocation. To support different service flows with different Quality of 

Service (QoS) requirements for upstream data transmission, DOCSIS defines a variety of service 

types, including Unsolicited Grand Service (UGS), Real-Time Polling Service (rtPS), and Best 

Effort (BE) Service, with diverse QoS parameters. Each cable network upstream traffic flow is 

mapped to one of them.  

BE service uses a request policy which permits CMs to make use of contention request 

opportunities for upstream transmission. Thus, collisions may occur during request transmission, 

and CMTS decides which mini-slots could be subject to collisions by sending Bandwidth 

Allocation Maps (or just called MAPs) to CMs. The format of MAP is shown in Figure 2. The 

collision resolution scheme, which is similar to that in Ethernet networks, is based on a truncated 

binary exponential back-off with two parameters (the initial back-off window and maximum 

back-off window) determined by CMTS. The back-off process uses uniform distribution. Figure 

3 shows a flow chart for the collision resolution process with the multiple transmit channel mode 

disabled.  

 
 

Figure 2. MAP format 
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Figure 3. DOCSIS collision resolution process 
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CHAPTER 3 

LITERATURE SURVEY 

3.1 Introduction 

This dissertation research is multi-disciplinary in nature.  Literature survey on several 

fields, such as multi-agent systems and game theory, cable networks, network dynamic pattern 

recognition, traffic classification, autonomic networking with control theory, and mechanism 

design and dynamic pricing were conducted. A summary is given with regard to the properties of 

computer networks, the problems with cable networks, and the problems with current solutions 

to control of networks. 

3.2 Multi-agent Systems & Game Theory 

Multi-agent systems have been studied for decades, and multi-agent system modeling and 

control have become a growing area of research. A multi-agent system, such as a computer 

network, usually exhibits the property of emergency, which cannot be seen at the agent level. 

Due to lack of invariance principles in multi-agent systems, modeling multi-agent systems 

presents a significant challenge. 

Game theoretic models are used to model the multi-agent systems where the agents are 

strategic and externalities exist [2] [3] [4]. The most popular solution concepts of games are 

Nash equilibriums (NEs). The NE concept is widely used to predict the outcome of the strategic 

interactions among decision makers in economics, political science, and other sciences. 

Recently, it also is used in some sub-fields of computers networks, such as wireless networks [5] 

[6]. The model proposed in this research was built on game theory. 

Metrics to measure the performance of multi-agent systems is a critical element of multi-

agent systems. One type of metrics used is social welfare metrics [7]. The social welfare metrics 
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include utilitarian social welfare (the sum of individual utilities), egalitarian social welfare (an 

agent’s utility which is the worst off , and Nash product  the product of individual utilities). In 

this research, a cable network is viewed as a community, the well-being of which is evaluated 

using social welfare metrics. 

3.3 Cable Networks 

The performance issues, such as link throughput and frame delay, of cable networks are 

investigated in [8] [9] [10]. The analytical model in [9] assumed that the cable network was 

under heavy traffic and that CMs were non-strategic. This research continues the assumption that 

the cable network is under heavy traffic in certain scenarios to simplify the analysis, although 

other assumptions such as a non-strategic CM are lifted in this work.  

The problems with subsidization and low bandwidth utilization have been analyzed using 

datasets of commercial and experimental broadband networks in [11] [12]. A statistical analysis 

of a commercial broadband usage dataset for a Lite service in May 2002 reveals that the top 10% 

of subscribers produced 54.6% of the entire traffic whereas the bottom 10% generated only 0.3% 

[11]. That is, the top 10% consumes 182 times as many resources as the bottom 10%. It also 

shows that, if the monthly per-user flat usage fee the Internet Service Provider (ISP) had charged 

is assumed to be $10 without profit, a subscriber in the top 10% gains $44.6 per month while one 

in the bottom 10% pays $9.7 in excess per month [11]. An analysis of an experimental 

broadband dataset also gives evidence that the flat-rate scheme requires light subscribers to 

subsidize heavy ones and wastes network resources by causing low bandwidth utilization [12]. 

3.4 Network Dynamic Patterns & Traffic Classification 

It is reported that some network traffic exhibits four phases: free flow, saturated, 

hysteretic (bi-stable), and jammed (congested) [13]. Phase transitions between free flow and 
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congestion are also observed in the empirical study of computer networks [14] [15] [16] [17] 

[18].  This research builds on this observation and incorporates the traffic phase into the network 

state classification. 

A traffic classification problem contains three parts: flow sampling, feature extraction, 

and traffic classifications. Each of these components has been studied extensively. Most 

sampling techniques target the problems of limited memory size, processing speed, and reporting 

bandwidth because of such huge volumes of network traffic [19] [20]. Some examples of flow 

features extracted include packet count, byte count, and bit rate [19] [20]. In this research, the bit 

count of each traffic flow of a cable network is estimated depending on the method in [19]. This 

method uses sampling (collecting a fraction of packets from a flow with some probability to 

reduce processing overheads) and slicing (tracing a slice of a flow with some probability to 

decrease memory usage) so as to be scalable to high speed networks.  It also uses a reporting 

threshold to control the data volume to be reported. The rate of each traffic flow of cable 

networks is determined by one of the flow estimations proposed in [20]. The estimation makes 

use of individual flow bit measurements at two successive time points to compute the average bit 

rate of the flow in this time interval. 

Machine-learning-based network traffic flow classification, which uses the statistical 

characteristics of packets, such as inter-arrival time, idle time, and packet length as the feature 

space, has been investigated intensively recently to overcome the limitations of port-based and 

payload-based network traffic flow classification techniques [21] [22] [23] [24] [25] [26] [27]. 

Flow classes can be broad classes, such as interactive, bulk, and transactional, or protocol 

families, such as HTTP, Telnet, and FTP. One of the machine-learning-based techniques used for 

the traffic flow classification is hidden Markov model (HMM) [22] [26] [27]. The key features 
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used in these HMMs are packet size (PS) and inter-packet time (IPS). In [22], the feature vectors 

are quantized with k-means clustering to map a multi-dimensional space into a 1-dimensional 

discrete space. In addition to these supervised flow classifications, clustering and entropy-based 

techniques are used to identify flows “standing out” from the rest [23]. Basic concepts of HMM 

and other machine-learning-based techniques, such as support vector machine (SVM), can be 

found in [28] [29]. 

To satisfy the real-time requirement, online network traffic classification is also 

researched [24] [25]. In [24], an online traffic classification is presented to capture concept-drift 

dynamics in data stream. Concept drift means that the statistical properties of the predictable 

variable unforeseeably change over time [24]. A naïve Bayes classifier based on statistical 

features of sub-flows of 5–8 packets is used for an online traffic classification in [25]. Petri nets 

are also used for online classification problems such as event recognition in surveillance video 

[30]. An online traffic classifier with HMM is built for observer construction in this dissertation. 

3.5 Autonomic Networking with Control Theory 

Control theory directly or in principle has been applied to autonomic computing 

applications, and significant advantages of this approach have been demonstrated. In the 

literature, three terminologies, control of networks, intelligent networking, and autonomic 

networking, are used interchangeably since control theory is a major approach for autonomic 

networking. Three major aspects of control theory, system modeling techniques, observer 

construction methodologies, and controller synthesis approaches, are surveyed one by one.  

3.5.1 System Modeling Techniques 

Like traditional control systems, control of computer networks requires models 

(including process models) of computer networks. System modeling is one of the key ingredients 
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to construct a control system. Selecting an appropriate model can simplify the design and 

implementation of control systems, and, at the same time, can improve the effectiveness of 

control. 

The major models of computer network systems are classified in Figure 4 [31]. Based on 

the assumptions made about a computer network, the models range from flow-based models, 

discrete event models (including automata-based models and Petri net based models), and hybrid 

models (combination of flow-based models and discrete event models) to statistical models and 

heuristic models. Each of them has advantages and drawbacks. A flow-based system model is 

used for congestion control over the Internet [32]. Markov models are applied to a host-based 

autonomic defense system in [33]. Pattern based models (examples of statistical models) are used 

in [34] [35]. Petri net models together with fuzzy models are used for a network flow control 

[36]. TCP flow control with feedback mechanisms with a hybrid model is presented in [37].  
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Figure 4. Model classes for computer network systems 

 

A system modeled with a hybrid model, which is of great interest, is also called a 

switched system in control-theory literature. One advantage of switched system control is of 
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dealing with model uncertainties, including un-modeled dynamics and model parameter 

variations. [38] Switched system control can be thought of a variation of adaptive control. [38] In 

this dissertation, a cable network is treated as a switched system by separating state space into 

two regions. Control signals are different in these two regions. 

3.5.2 Observer Construction Methodologies 

Observer construction has not been a great focus of most research on control of computer 

networks. In [32], the control system does not use an observer since the controller directly makes 

use of the output from the plant. In [33] [34] [39], each reported control system has a component 

similar to an observer, but no design information is described except that it is reported in [33] that 

the state estimator is recursive, which is a key characteristic of an observer. In [40], QoS 

provisioning for a Web server is proposed and the control system uses a simple linear filter as an 

observer to estimate server utilization based on two observable variables: server request rate and 

the delivered byte bandwidth. The coefficients of this filter are determined by a linear regression.  

A family of low-pass filters, which do not require system dynamics to be known, is the 

moving-average family [41] [42]. The most popular member of this family is exponential 

weighted moving average (EWMA). EWMA was used for round trip time (RTT) estimate [41]. 

The EWMA parameter is suggested to be 7/8 in [41] and 3/5 in [42]. A formal modular model, 

HMM, and EWMA are utilized to construct an observer in this dissertation.  

3.5.3 Controller Synthesis Approaches 

It appears that most traditional control approaches have been investigated to address 

autonomic networking problems. Control approaches can be classified by control strategies, 

controller intelligence levels, controller organizations, and control policies, as shown in Figure 5 

[31]. A fuzzy logic controller (belong to the category of intelligent control) is used for 
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congestion control over the Internet [32]. Markov Decision Process (MDP), which uses the 

principle of model predictive control (MPC), is applied to a host-based autonomic defense 

system in [33]. An adaptive proportional-integral-derivative (PID) controller based on pattern 

recognition to achieve adaptive control for guaranteeing the desired QoS of computer networks 

is reported [35]. Feedback control mechanisms are used for TCP flow control [37] and QoS 

provisioning for a Web server [40].  

 

 
 

Figure 5. Classification of control approaches 

 

Sliding mode control is a non-linear control strategy, in which the feedback control law is 

not continuous in time [43]. Sliding mode control can handle model uncertainties effectively 

[43]. In this dissertation, sliding mode control together with switched system control is used to 

cope with non-linearity and model uncertainties of cable network systems. 
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3.6 Mechanism Design & Dynamic Pricing 

Mechanism design is a methodology to design a new game with desired properties such 

as incentive compatibility and efficiency [44] [45] [46]. Mechanism design originates from 

economics. Mechanism design determines two rules: allocation rule and payment rule. 

Allocation rule determines how to allocate resources to agents and payment rule set the prices for 

the resources allocated. Since payment rule is usually dynamic, payment rule often refers to 

dynamic pricing. 

Mechanism design has been applied to design protocols of computer networks, typically 

wireless networks. The design is either through an existent mechanism (such as Vickrey-Clark-

Groves (VCG) mechanism) [47] [48] [49] [50] [51], which has been proved to have some desired 

properties, an optimization [52] [53] [54], which requires accuracy of system models and usually 

has non polynomial (NP) hard computation complexity, or a heuristic [55] [56], which trades off 

efficiency for simplicity. However, these design methodologies either require that the agents’ 

valuation functions are known to the designer or that agents reveal their valuation functions to 

the designer. In reality, these individual valuation functions are hardly known and revelation 

incurs large communication overheads. This dissertation relaxes this assumption and follows a 

heuristic paradigm. 

Control, which does not sacrifice the best-effort nature of packet-switched networks, for 

protecting best effort service is promoted [54] [57]. “Indeed, extending the traditional best effort 

service model has proven to be not only an extremely complex task but quite controversial too.” 

[57] Current congestion control approaches can be categorized into three classes: per-flow 

scheduling (such as admission control and resource reservation), penalty box (e.g. dropping 

elephant flows), and pricing [57] [58]. Incentive compatibility is advocated rather than excluding 
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non-responsible peers [51]. Only the pricing method, which can make a control incentive 

compatible, preserves the nature of the best effort. Thus, this dissertation follows the pricing 

approach. 

The idea of using dynamic pricing in computer networks is not new. The earliest paper 

found about dynamic pricing is published in 1993, which investigates user incentives in multi-

service-class computer networks with best effort services [59]. It is argued that with service-class 

insensitive pricing, i.e. the flat pricing, network efficiency can be very low. Therefore, a service-

class sensitive pricing scheme is needed to achieve the desired level of network quality of 

service. A simulation shows that, under service-class sensitive pricing, the users are satisfied 

more and optimize network system efficiency on the whole while maximizing their own utilities. 

Another interesting finding is that a pricing scheme is less influential while the network has light 

load. However, flows are categorized by application types and there is no dynamical treatment of 

these flows. In addition, technical details and formal proofs are not presented. 

A price-based congestion control scheme for service differentiation in broadband wireless 

access (BWA) networks is presented [60]. "While dynamic pricing is a powerful tool for 

controlling congestion in BWA networks, it has received little attention and is still an open 

research issue." [60] Two levels of games, the bandwidth provisioning at the class level and the 

scheduling at the connection level are proposed. However, there is lack of the details regarding 

determination of the price factor at the class level and, also, there is no connection level pricing 

found.  

This dissertation also uses the idea of dynamic pricing. However, in this dissertation, a 

formal detailed technical solution with control theory principles is proposed for both 

determination of pricing and automation of network devices at connection level. The dynamics 
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of flows, which are abstracted with three broad classes, heavy, normal, and light, are handled in 

this dissertation. 

A dynamic network bandwidth allocation approach based on microeconomic principles is 

discussed to show the effect of pricing in communication networks. In [61], QoS profiles are 

imbedded in users’ utilities. In each time period, the prices of links are ad usted dynamically by 

the demands for bandwidth (supplies are fixed) and an amount of bandwidth purchased on a link 

is determined according to a price set for this link. A network broker polices the users to ensure 

that the sending rate is less than or equal to the bandwidth bought on a link. A simulation study is 

provided to show that this approach achieves high link utilization and high fairness. However, no 

formal proofs of these properties are provided. In addition, a disadvantage of this approach is 

that detection of bandwidth demand and determination of price in each time period can cause 

considerable user decision-making, communication, transaction, and computation overheads 

even though the network load is light. This approach is not appropriate for media sharing, in 

which users’ sending rates are unknown for a social agency. 

Dynamic pricing scheme for call admission control for wireless networks is proposed to 

alleviate congestion [62]. As in [61], the price is adapted to the network load condition. A 

normal price is charged for each user when the arrival call rate is low and a peak rate is charged 

to the users who want to place calls at this network condition when the arrival call rate is high. 

Utility functions and demand functions for all users are assumed homogenous and known. The 

social welfare is measured with a linear combination of new-call blocking and handoff-call 

blocking probabilities. A pricing function block is applied to the system according to the current 

traffic condition to prevent it from congestion. The price is determined according to the optimal 

arrival rate, new arrival rate, and the delayed arrival rate. How to generate the delayed traffic 
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stream from the original traffic stream (one of the key ideas) is not found. In addition, like the 

approach in [61], this mechanism is not suitable for media sharing since users’ sending rates are 

unknown for a social agency. A linear regression estimation of demand curves during periods of 

a day for telecommunication traffic is studied. [63] 

The work in this dissertation also uses microeconomics principle to reshape the traffic 

pattern to achieve the objectives of control of cable networks. The detailed engineering designs, 

such as state detection, price determination and device automation, are given. We relax the 

assumption of homogeneity of users and knowingness of user utility functions to reflect the 

reality.  In this dissertation, formal treatments, such as modular design and rigorous proofs, are 

provided. Our control design aims for reducing the overheads of user decision-making, 

communication, transaction, and computation. 

Money transfer could be unnatural, cumbersome or unrealistic because of transaction and 

communication overheads. “It is challenging to determine what such payments could be and 

how, in practice, they could be enforced.” [64] It is found that, in some situations, network 

efficiency improvement can be achieved without an actual payment enforced while not as 

effective as a payment-base mechanism [64]. Some mechanisms set price but do not require a 

payment if agents act responsibly [64] [65] [66] [67]. A price actually acts as a warning. For 

example, a congestion fee is charged when the network under congestion and agents will not be 

charged if they comply with the social agency. This dissertation follows this concept in order to 

reduce the overheads of cable network operation modification and disruption. 

Some mechanisms count on indirect monetary costs (such as collision rate and power 

consumption), resource rewarding, and virtual money. In [65] [67] [68], collision rate or power 

consumption experienced by agents themselves is treated as costs. An advantage of this 
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treatment is that no central agency is required. Nevertheless, this kind of costs may be ignored by 

agents still resulting in mechanism failure. IEEE 802.11e networks studied are assumed to have 

two MAC-layer access phases, contention and pooling (contention free), and the polling phase is 

used to reward the behaviors of wireless nodes [69]. It is assumed that there are two types of 

traffic, low-priority and high-priority. Access point (AP) resorts polling to incentivize users to 

transmit their low-priority traffic with the right access probability. Since use of contention-free 

phase consumes system resource, this mechanism incurs efficiency loss in every bandwidth 

allocation configuration. Determination of pooling proportion is another issue too and a small 

portion of pooling may make the mechanism incentive incompatible.  A mechanism for realizing 

fairness in multi-hop wireless backhaul networks is studied [70]. This mechanism uses two types 

of virtual money, credits and tokens. Each Transit Access Point (TAP) in the network earns 

credits by forwarding packets and consumes them by sending packets for its local users. A TAP 

needs to have enough accumulated credits to earn a token. How to determine the credits and the 

tokens is a complicated problem. A central bank is required for this mechanism to work, which 

results in additional overheads. This dissertation uses direct monetary charge as a threat. 

To implement the optimum of a network rate control distributively, feedback control can 

be used by specifying a user’s rate change per unit of time to be proportional to the difference 

between the cost a user is willing to pay and the cost charged [71] [72]. Gradient method is 

commonly used in traditional optimal design [73]. Gradient play is a mainstay of the update 

schemes of agents’ sending rates [53] [65] [74]. Compared with best-response-based play or 

dominant-strategy-based play, gradient play does not concern about other agents’ strategies and 

only the price set by the social agency matters. In this dissertation, based on what a user is 
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willing to pay and the bandwidth cost charged, each CM uses gradient play to maximize its own 

utility and the network utilization at the same time. 

Fairness is another important factor for resource allocation besides congestion control. In 

communication networks, fairness is closely related to congestion. “Fairness becomes an issue 

only when there are unsatisfied demands and users have to compete for their share.” [57] This is 

the sense of proportional fairness. There are other senses of fairness, such as max-min fairness 

[52] [71] [75]. This dissertation only considers proportional fairness at this time. 

Pareto efficiency is one of properties mechanism designer wants to achieve. In a Pareto 

efficient allocation, nobody can become better off without harming another.  The shape of Pareto 

efficiency frontier in terms of throughput and power consumption for wireless networks with two 

nodes is presented in [56] [76]. This dissertation makes use of a similar idea. 

“Although game theory provides solutions for a situation of conflict during multiple 

access, it is still difficult to implement these solutions in a practical environment.”  [77] One 

difficulty is from uncertainty in the beliefs of the agents [78]. This uncertainty results in system 

uncertainty. Combination of mechanism design and control theory provides a promising solution. 

Only a few literatures treat game design from the perspective of control theory [78] [79] [80]. 

Relevance of control theory to mechanism design is discussed for an auction design [78]. 

Deterministic multi-stage dynamic Stackelberg games are treated from a perspective of control 

theory [79]. Non-cooperative game design for an ad hoc wireless network is treated from the 

perspective of control theory [80]. It is assumed that the cost structure of agent i is of a quasi-

linear function. Valuation functions of all agents are assumed known.  

In this dissertation, game design is treated from the perspective of both mechanism 

design and control theory to provide a viable control solution for cable networks. The valuation 
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functions of agents are assumed unknown and the social agency only has some idea of the 

market demand of a cable network. Switched control and sliding mode control are used to cope 

with the model uncertainties in cable networks. 

3.7 Rate Control & Network Security 

One of the ideas to prevent network attacks is to make attacking more difficult by 

limiting resource consumption. “A method for limiting resource consumption is the use of client 

puzzles.” [81] In the same vein, charging a fee for heavy use of cable networks can also prevent 

attacks by making attacks much more costly. Thus, this scheme improves not only network 

efficiency but also security. 

3.8 Properties of Computer Networks 

The following are the major properties of computer networks, including cable networks: 

 Composition of autonomous systems, including independent users: A computer network 

composes of many autonomous systems/users, and the Internet or a cable network is such a 

network. These independent entities are called agents, which act independently with their 

own interests and policies. 

 Best effort: Computer networks are packet-switched in nature and usually packets travel 

through several autonomous systems. Thus, unlike traditional circuit-switched networks, the 

delivery of packets can never be precisely guaranteed. 

 Externality: A user’s behaviors may affect the QoS of others. 

 Dynamic change: Network topology, network participants, and network conditions change 

over time. 

 Large scale and distributiveness: Computer networks are distributed and of large scale by 

nature. Therefore, obtaining the global states of a computer network is virtually impossible. 
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 Discrete event systems: A computer network is a discrete event system, which is driven by 

discrete events instead of time. 

 Nonlinear systems  

3.9 Problems with Current Cable Networks 

Computer networks have far reaching benefits. However, the following problems exist in 

current cable networks: 

 Economic unfairness: A flat-rate pricing scheme is prevalent today. This pricing scheme 

causes light users to subsidize the heavy users and encourages users to overuse the network 

resources. 

 Resources inefficiency (Low utilization of resources): Either resources are underused or 

performance is deteriorated by overusing the network resources (such as traffic congestion) 

due to self-interested cable network subscribers. 

 Social/Economic inefficiency: Crucial traffic flows may not be handled in a timely manner. 

The packet delay or packet loss of these flows may lead to social or economic losses. 

 Feed forward control mechanisms: Current control schemes behave like feed forward control 

mechanisms. Cable networks are basically open systems, and resources in cable networks are 

typically allocated by assuming every network participant acts as prescribed. 

3.10 Problems with Current Solutions to Control of Networks 

Significant progress in the control of computer networks has been made through 

substantial research efforts. However, the current solutions to control of computer networks still 

have the following issues: 
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 The flat-rate policy is dominating, probably because the previously proposed rate control 

solutions are difficult to implement.  The implementation difficulty is due to inappropriate 

system models, measurement problems, and/or ineffective control approaches. 

 It is assumed that the network participants are either obedient or adversary. An example is 

random early detection (RED), which assumes that each participant follows predefined rules. 

However, in reality, this behavior should not be expected since a user who does not follow 

the predefined rules may get a huge benefit. 

 It is assumed the network global state is known by expecting all participants to reveal their 

true state. In practice, either most participants’ states are hidden or an agent may benefit by 

not telling the truth even though this participant agrees to reveal his/her own states. 

 Many solutions are point solutions which only address a single component of a network, such 

as a host, a router, or a server. Some solutions use the agent-based control approach, but they 

do not relax the above assumptions. In addition, scalability still remains a big issue. 

 A large portion of research on the control of networks only discusses the framework of 

autonomic networking. The network modeling, detailed design and implementation are the 

most difficult issues which need investigated. 
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CHAPTER 4 

FEEDBACK CONTROL SYSTEM FOR CABLE NETWORKS 

4.1 Introduction 

The solution proposed for this research is to design a feedback control system for cable 

networks, shown in Figure 6. The research was performed in three parts: modeling cable 

networks, observer design of cable networks, and controller synthesis of cable networks.  

 

 
Figure 6. Feedback control of cable networks 

 

The modeling of cable networks has three main purposes: determination of the model 

structure, definition of the state space, and description of the behaviors of the agents, the 

network, and the communication. The purpose of an observer is to classify network flows and to 

estimate network system states. The observer construction is recast into a classification problem. 

The vector of the micro states (also called bandwidth allocation) and the social welfare functions 

are the features of the classifiers. Controller synthesis is devoted to devising a mechanism 

(protocol) to ensure that the actions of maximization of individual benefit induce maximization 
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of social efficiency under fairness constraint. The methodology of heuristic mechanism design is 

utilized to design a controller. 

4.2 Assumptions, Conditions, and Limitations 

The following are the assumptions, conditions, and limitations for this dissertation: 

 Each agent, i.e. network participant, is rational. This means that each agent tries to maximize 

one’s benefit. 

 The same type of agents uses the same set of strategies. 

 Each agent does not know the global states of the network in which it participates. 

 The social agency does not know the individual bandwidth valuations of agents but the 

demand function of the cable network   

 The scenarios analyzed are based on one ISP and several subscribers. 

 The ISP acts as the social agency of the cable network. 

 The number of subscriptions is fixed. 

 There are at least a couple of heavy users 

 Only one service type, best effort, is configured. 

 The multiple transmit channel mode is disabled. 

 There is no node/link failure. 

 There is no piggyback request. 

 The protocol proposed will be based on the DOCSIS protocol. 

4.3 Modeling of Cable Networks 

4.3.1 Introduction 

 An analytic model was proposed and utilized to study cable network performance with 

strategic subscribers. In addition to the performance analysis, the model will be used for 
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controller synthesis. The cable network studied was treated as a multi-agent system. The micro-

state space was defined as a vector of allocated bandwidth for cable modems, and the macro-

state space is defined as a group of social welfare functions of utilities of network participants. In 

this research, network participants were modeled as utility maximizers and the social agent was 

modeled as a social welfare maximizer. The quality of service of cable networks was measured 

with the macro-states. 

4.3.2 Multi-stage Model of Cable Networks 

The multi-stage model of a cable network system is a 9-tuple: CN = {CMcn, T, I, P, A, S, 

U, SWcn, swcn}, where: 

CMcn is a set of CMs. CMcn = {CM1, CM2, …, CMn}, where n is the number of CMs in 

the system. 

T is a set of stages. T = {t1, t2, …}. Under a flat rate, stages are independent. Thus, the 

multi-stage model can be reduced to a single-stage model by dropping stage index. For analysis 

of a cable network without the proposed automatic control, the single-stage model is used. 

I is a set of interaction rules. For the scope of this paper, there is only one interaction rule. 

I = {upstream transmission contention resolution}. 

P is a set of policies for the cable network. A policy typically is a vector. In this research, 

the relevant policy is a vector of constant flat service charge rate each subscriber pays, initial 

back-off windows, and maximum back-off windows. 

A = (A1 x A2 x … x An) is an action space, where Ai is a set of actions (strategies) of CMi, 

i = 1, 2, …, n. The vector (a1, a2, …, an)  A is called a strategy profile. To obey the interaction 

rule or to disobey are examples of actions for a CM. 
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S = (S1 x S2 x … x Sn) is a state space, where Si = [0, 1] is a set of normalized states of 

CMi, si: Ai x A-i x I x P x T→ Si, A-i = (A1 x A2 x … x Ai-1 x Ai+1 x … x An). Si is used to 

characterize system microscopic behaviors. 

U is a set of utility functions of CMs, where U = {u1, u2, …, un} and ui:  Si → , ui  0, 

ui(0) = 0, ui is increasing and concave. 

SWcn is a set of nonnegative social welfare (SW) measurement functions of the cable 

network. SWcn = {sw1, sw2, …, swL}. Each element of SWcn is a real-valued social welfare 

function of the cable network and produces an aggregate of the utility vector {u1, u2, …, un}. 

Social welfare functions are used to represent network macroscopic states. 

swcn is a real-valued aggregated social welfare, forming an aggregate of the social welfare 

function measurement vector {sw1, sw2, …, swL}. It is analogous to a multi-objective function in 

the decision-making literature. The function swcn is a non-decreasing function of swj, where j = 1, 

2, …, L, when other social welfare measurement variables are fixed. An example of swcn is a 

weighted linear sum of the individual social welfare functions, swcn = c1*sw1 + c2*sw2 + …+ 

cL*swL, where the weight cj  0. 

4.3.3 State Space of Cable Networks  

The state variables for CMs are called microscopic state variables, and the state variables 

for the cable network are called macroscopic state variables. The social welfare functions, as 

macroscopic variables, are used to measure the efficiency and fairness of the cable networks. 

 Definition 1: The microstate of CMi, si(ai, a-i, r, p)  Si, where aiAi, a-iA-i, rI and 

pP, is defined as CMi’s percentage share of the bandwidth at the current stage. Because there is 

externality in cable networks, the state of CMi depends on not only the actions of CMi but also on 
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those of the other CMs. A state vector of CM states, Alloc = {s1, s2, …, sn}, is called an 

allocation. 

Definition 2: Macro observable states are defined as social welfare functions. The two 

social welfare functions used in this model are the utilitarian and egalitarian social welfare 

functions determined by equation (1) and equation (2) respectively based on [7]. The utilization 

in the field of computer networks is a special case of utilitarian social welfare. 

        ∑                      (1) 

                                (2) 

It is hypothesized that the overall traffic dynamics of the cable network can be 

characterized by the same four phases identified in [13]. Figure 7 shows the cable network phase 

transition hypothesized. The identification of four-phases dynamics will be shown in Chapter 5. 

Definition 3: The hidden network state space is defined as PHASE x FAIRNESS, where 

PHASE = {Free Way, Saturated, Bi-State, Congestion} and FAIRNESS = {Fair Traffic, Unfair 

Traffic}. Fair traffic means that the bandwidth allocations are fair in the sense of a fairness 

criterion, such as proportional fairness. 

 

 

Figure 7. Cable Network Phase Transition Hypothesized 
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4.3.4 Behavior Models of Agents 

This research models a CM as a utility maximizer. Conditional on the network policy p 

and the actions of the other CMs, CMi makes local self-interested decisions under an interaction 

rule based on equation (3).  

                  
                   (3) 

where: i = 1, 2, …, n 

The social agent of a cable network is modeled as a social-welfare maximizer. Suppose 

the goal of the cable network is to achieve some QoS to get the desired social welfare objective. 

For a fixed interaction rule, such as upstream transmission contention resolution, the problem of 

the cable network can be formulated by equation (4). 

                                            (4) 

4.3.5 Process Models 

4.3.5.1 Network Process Models 

Network process models are Markov models using the hidden states defined by 

Definition 3, shown in Figure 8 and Figure 9.  

 
 

Figure 8. Utilization model 
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Figure 9. Fairness model 

 

4.3.5.2 CM Process Models 

CM process model is presented in the controller synthesis section. 

4.4 Observer Design 

4.4.1 Introduction 

In addition to the observable micro and macro state variables defined in the analytical 

model, some abstract states were desirable to fulfill the control specification.  Through a 

simulation study, it was identified that the utilization dynamics of cable networks exhibit four 

phases: free flow, saturated, bi-state, and congestion. The four phases combined with the level of 

fairness identified were used to construct an abstract state space for the cable network. Therefore, 

in order to design a controller for a cable network, an observer was needed to evaluate the 

current network state and traffic flows.  

A 9-tuple observer model and a detailed observer design of cable networks were 

proposed. The observer design was recast into an online traffic classification problem. The 

designed observer includes four modules: a feature estimator, a flow classifier, a network 

classifier, and a low-pass filter. The network classifier was designed with a hidden Markov 

model. Social welfare metrics were used as the feature set of the network classifier and the 

network classifier quantified the estimated social welfare metrics and used a quantized value as 

an observation to determine the current network state. 
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4.4.2 Observer Model 

The cable network observer to be constructed is a 9-tuple: Cobs={ Tdelta, Alloc, FL, F, NF, 

FC, NS, f, g}, where: 

Tdelta is a set of small identical time intervals. Tdelta = {1, 2, …, j, …}. 

Alloc is a set of bandwidth allocations of the cable network. {s1, s2, …, sn} Alloc, where 

si is the state of CMi, i.e. CMi’s percentage share of the bandwidth and i = 1, 2, …, n, where n is 

the number of CMs in this cable network.  

FL is a set of traffic flows of a cable network. 

F = F1 x F2 x … Fi … x Fn. Fi is the feature space for flow i. 

NF is a set of network features, i.e. network feature space.  

FC is a set of flow classes. FC = {Light, Normal, Heavy} in this dissertation. 

NS is the abstract state space of the cable network. In this dissertation, NS = (PHASE x 

FAIRNESS).  

f is a flow classification assignment, i.e. a map f: FL  FC. 

g is a network state assignment, i.e. a map g: NFNS. 

4.4.3 Flows & Features 

Definition 4: A flow is defined as a sequence of frames which originated from the same 

CM. A flow is identified with the identifier (ID) of the corresponding CM.  This work used 

positive integers as the IDs of CMs. A flow i is represented by fli. FL = {fl1, fl2, …, fln} 

Definition 5: The feature space of a flow, fli, is defined as the state of CMi, si,  [0, 1], i 

= 1, 2, …, n. Formally, Fi = {si}. 
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Definition 6: The feature space of a cable network is defined as NF = {sw1, sw2, …, 

swL}. An example of feature space of a cable network is {Utilitarian, Egalitarian, Utilization}, 

where L =3. 

4.4.4 Online-observer Design Specification 

The proposed observer for the cable network control system contains four modules: a 

feature estimator, a flow classifier, a network classifier, and a low-pass filter, shown in Figure 

10. The network classifier, which includes a SW quantizer and a network state estimator shown 

in Figure 11, was designed with a hidden Markov model. The inputs and outputs are the 

following: 

 Observer input: cable network traffic.  

 Observer output: the classified flows, the hidden state of the network, and utilization 

trajectory. 

 Feature estimator output: estimated allocation, i.e. a vector of micro states, and estimated 

social welfare functions 

 Flow classifier input: estimated allocation 

 Network classifier input: estimated social welfare functions 

 Low-pass filter input: estimated social welfare functions 

 
 

Figure 10. Classifier architecture of a cable network 
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Figure 11. Network classifier components 

 

4.4.5 Online-Observer Component Design 

4.4.5.1 Feature Estimation Design 

The feature estimator module takes the cable network traffic as inputs, and outputs the 

estimated allocation of each CM as well as the estimated social welfare metric for the network.  

The allocation estimation is then used by the flow classifier to classify a flow as light, normal, or 

heavy.  The social welfare metrics is used by the network classifier to determine the traffic phase 

(freeway, saturated, bi-state, and congestion) and the network fairness (fair, unfair).    

4.4.5.1.1 CM Allocation Estimation 

As stated above, the feature of a flow, fli, is the state of CMi, si  [0, 1], i = 1, 2, …, n. Let 

cap be the capacity, in bits per unit of time, of the cable network. The estimation scheme of si, i = 

1, 2, …, n, is constructed as follows. Assume that flows corresponding to CMs are independent 

and the bit count of each CM follows a non-homogenous Poisson process with intensity, i, i = 1, 

2, …, n, which is piece-wise constant through small time intervals. 

Let the bit count of the fli in j be    
   

, an observation obtained by a flow measurement 

method in [19]. Similar to the estimate in [20], the intensity (i.e. rate parameter) estimate is 

determined by equation (5): 

  ̂ 
   

 
   

   

  
⁄  (5) 
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The estimate of si, the percentage of bandwidth allocated to CMi, (represented with  ̂ ) and 

the estimate of the network allocation (represented with  ̂) in j can be obtained by equation (6) 

and (7). 

  ̂ 
   

  ̂ 
   

   ⁄  (6) 

  ̂ 
   

   ̂ 
   

  ̂ 
   

    ̂ 
   

  (7) 

4.4.5.1.2 SW Estimation 

The features of a cable network are represented by the social welfare functions based on 

[7]. The estimated SWs will be fed into the network classifier. The three social welfare functions, 

utilitarian, egalitarian, and utilization, are estimated as shown in equation (8), (9) and (10). Note 

that utilization is a special case of the utilitarian social welfare, which will serve as an important 

feature for the proposed network traffic classification. 

   ̂     ∑     ̂  
 
         (8) 

   ̂                            ̂   (9) 

  ̂  ∑  ̂ 
 
    (10) 

In these equations,  ̂  is the estimate of si, the percentage of bandwidth allocated to CMi i = 1, 2, 

…n, where n is the number of CMs in the cable network. U is a set of utility functions of CMs. U 

= {u1, u2, …, un} and ui:  Si → , ui  0, ui(0) = 0, ui is increasing and concave. Si = {si}. 
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4.4.5.2 Flow Classifier Design 

A flow classifier is a map f: FL  FC. The map requires features of the flow and the flow 

feature estimates will serve for this purpose.  In other words, the flow classifier will use the CM 

allocation estimation determined by the feature estimator module, and compare the allocation 

against an upper and lower threshold in order to classify each flow as light, normal, or heavy.   

The flow classifier uses three parameters: 

 spre: The prescribed state of a CM.  In this research, this is defined as the percentage of 

bandwidth pre-determined by the ISP to be allocated to a CM. 

 thl: Lower allocation threshold factor. 0 < thl < 1. 

 thh: Upper allocation threshold factor.  thl < thh < 1. 

The classification rules of the flow classifier are the following: 

If si < thl * spre, the flow fli will be tagged as a light flow. 

If si > thh * spre, the flow fli will be tagged as a heavy flow. 

Otherwise, the flow fli will be tagged as a normal flow. 

4.4.5.3 Network Classifier Design 
 

A network classifier is a map g: NF NS. The network classifier designed in this research 

takes the estimation of the social welfare functions as input, and outputs the network states.  A 

network state is defined in this research as a traffic utilization state shown in Figure 8 combined 

with a network fairness state shown in Figure 9. The model includes two parallel sub-models, a 

utilization HMM and a fairness HMM.  
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We denote the model parameters of the first sub-model with 1 and those of the second 

with 2.  = (1, 2). Model parameters refer to transition probability matrix, output probabilities 

conditional on a state, and initial state probabilities. Initially, these probabilities are guessed by 

the model implementers, and then they can be adapted over time. 

The two sub-models in Figures 8 and 9 are combined to get another HMM, shown in 

Figure 12, so that techniques for HMMs can be readily applicable. The HMM obtained is an 8-

node complete directed graph plus self-loops at each node. Each HMM state is identified by a pair 

(i1, i2). The number i1 corresponds to the utilization HMM and the number i2 corresponds to the 

fairness HMM. 

To apply the HMM techniques presented in [29], the states in Figure 12 were relabeled 

with values {1, 2, …, N}, N = 8.  The state ID variable i was calculated as i = 2*i1 - (2 - i2), i1= 1, 

2, 3, 4, i2 = 1, 2. For example, state (2, 1) which corresponds to (Saturated, Fair) was relabeled as 

3. It was assumed that the underlying Markov chain is homogeneous. HMM is a triple  = (Ahmm, 

Bhmm, ). Ahmm, Bhmm, and  can be determined by 1 and 2.  Ahmm = {aij} is the state transition 

probability matrix, Bhmm = {bj(k)} is the observation symbol probability distribution conditional 

on the state j, k = 1, 2, …, M, and  = {i} is the initial state distribution [29]. 

4.4.5.3.1 SW Quantizer 

In order to use the techniques of HMM and simplify the problems, especially the 

implementation problems, the vector of the social welfare functions were quantized into a set of 

discrete values.  In other words, the social welfare vector space was mapped to a 1-dimension 

discrete space. Another advantage of quantization is for interpretation purpose. For example, the 

ratio of utilitarian to egalitarian can be used to measure fairness. Let this 1-dimension discrete 
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space be {v1, v2, …, vM}. {v1, v2, …, vM} will serve as the observation symbols emitted by the 

HMM.  

 

Figure 12. Network state diagram, a HMM 

4.4.5.3.2 Network State Estimator 

Network state estimator is used to recognize dynamic phase changes of cable networks 

automatically. It has the following properties: 

 Dynamical. 

 Recursive.  

 Adaptive & learning-based. 

4.4.5.4 Low-pass Filter Design 

A low-pass filter is used to smooth the utilization chart in the free-flow or saturated phase 

and the resulting curve is used for controller synthesis. The low-pass filter is designed with a 

EWMA defined as 

 {
 ̃            ̃   

 ̃                                  
  (11) 
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where st is the observed network utilization, i.e. the sum of the bandwidth allocation (   

∑    
 
       ) at time t and  ̃  is the estimated utilization at time t. 0    1. Smaller  

emphasizes recent observations and larger  makes the process smoother. In this dissertation,  is 

selected to be 7/8 as in [41]. 

4.5 Controller Synthesis 

4.5.1 Introduction 

Controller synthesis is done through the methods of mechanism design and control 

theory. Mechanism design means to devise a mechanism in order to induce a new game, which 

results in desired outcomes. There are three possible design subspaces: interaction rule space, 

allocation rule, and policy (including payment) space. Modification of any of the variables in 

these subspaces could induce a new game. In this dissertation, the interaction rule will not be 

touched, that is, the reservation Aloha will not be changed. The allocation rule will be kept the 

same as before, i.e. CMTS allocates bandwidth to whatever user whose request has been 

successfully received. Mechanism design will be performed by means of heuristic design 

methodology to trade off optimal efficiency for simple design and implementation.  

Mechanism design can be one-shot or dynamic. Because of system uncertainties, such as 

model uncertainties (including un-modeled dynamics and parameter uncertainties) and 

disturbances, one-shot design is virtually impractical. Dynamic mechanism design allows the 

system to enter the designed equilibriums in finite time steps instead of one-shot. Thus, control 

theory methodologies can play a very important role. In this dissertation, mechanism design of 

cable networks is treated from the perspective of control theory. 

There exist several senses of fairness, such as proportionally fair and max-min fair. This 

dissertation only considers one sense of fairness, proportional fairness. It is assumed that the 



 41 

system is proportionally fair if everyone obtains his/her intended bandwidth as mentioned in 

[57]. Then, the desired goal of the system becomes maximization of network utilization under 

the constraint of proportional fairness. Proportional fairness allows us not to deal with fairness 

separately because the cable network is fair if the cable network is in Free Way or Saturated state 

and the cable network is unfair if the cable network is in Bi-state or Congestion state. Removing 

Bi-state or Congestion implies removing unfairness.  

The proposed controllers of cable networks have the following properties: 

 Sub-optimal network utilization 

 Agent-based distributed control 

 Sliding mode control, a special case of adaptive control and robust control 

 State feedback control 

 Hybrid control 

4.5.2 Controller Design Specifications 

The following are the specifications for controller design: 

 Control signal (Controller output): Rate of charge for bandwidth 

 Controller input: The classified flows, the hidden state output, and network utilization by 

the observer. 

 The reference specifications (goals): sub-optimal network utilization. 

 Control communication specifications: Control signal is carried within the control packet 

or MAP. 

4.5.3 Behavior Models Revisited 

By introducing dynamic pricing, an agent’s utility function is modeled as a quasi-linear 

function of the following form: 
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                        (12) 

where, yi (= si * cap) is introduced for easier interpretation. vi:  
+
  {0}→ 

+
  {0}, vi(0) = 0, 

vi is increasing and concave. i = 1, 2, …, n, yi is the bandwidth obtained by this agent, vi can be 

interpreted as a valuation function of this agent. 

The objective of the social agency is to maximize utilization s under the constraints of 

proportional fairness, that is  

 {

                                      

                                         
                        

 (13) 

4.5.4 Characteristics of Market Bandwidth Demand Curve 

 

Market demand for a particular good is the sum of all the individual demands for the 

same good [82]. Dupuit’s laws of demand state that demand curves slope downward and are of 

convex shape because of diminishing marginal utilities [83]. Thus, a demand curve reflects the 

prices the customers are willing to pay for the specific levels of the goods demanded. A 

downward demand curve for a cable network market means that a cable network user is willing 

to pay more for light use than for heavy use. That is, a user values light use more than heavy use 

because of the property of his/her diminishing marginal utility. Based on bandwidth quantity 

demand, the demand curve is divided into three regions as shown in Figure 13. Each of regions 

corresponds to light use, normal use, and heavy use. Let the maximal bandwidth demand of the 

regions be sl, sn, and sh respectively and the corresponding prices be pl, pn, and ph respectively. 
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Figure 13: Bandwidth demand curve 

4.5.5 Controller Design of Cable Networks 

4.5.5.1 Cable Network Controllers 

Mechanism design is used to synthesize the controller. As mentioned earlier, dynamics of 

price implies dynamics of mechanism in this dissertation. The dynamics of cable networks can 

be also modeled as the following: 

   
  ⁄          (14) 

where f(y, p) is the dynamics of the cable network. A switched-system model is used. Discrete 

network states are mapped to two switched subsystems, i.e.  = 1, 2. 

Switched subsystem 2 ( = 2): Cable network is in the Bi-State or Congestion state.  

This controller achieves congestion exclusion of cable networks. The control signal (i.e. 

the price) is constructed as 

             (15) 
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where K2  pmax =           . K2 is the controller gain for the switched subsystem 2 and it can 

be thought of as a congestion fee. 

Switched subsystem 1 ( = 1): Cable network is in the Free Way or Saturated state. 

This controller achieves congestion avoidance of cable networks. It is assumed that the 

social agency does not know the valuation functions of agents, but has some idea of the demand 

curve for this cable network. 

Let smax be the prescribed or provisioned network utilization when all CMs are 

homogenous. Assume that smax is known. To prevent congestion, choose sth < smax to be a desired 

utilization, where sth is selected close to smax. Define sd = s - sth.  Let (sd) be a Heaviside unit step 

function: (sd) = 1 if sd > 0, (sd) = 0 otherwise. Here, s - sth = 0 is called a sliding surface or sub-

efficiency frontier. Then, based on sliding mode control theory, the control signal (i.e. the price) 

is constructed as 

                   (16) 

where K1  pn. K1 is the controller gain for the switched subsystem 1. 

Control law (16) is intended to make the cable network sub-efficient and trades off 

efficiency for simplicity. It is needed because of four reasons: (1) Finding the Pareto frontier is 

NP hard. (2) Because of system uncertainties, determination of payment rules to keep the system 

on the Pareto frontier will be very complicated. (3) The system may experience frequent large 

utilization swings between Subsystem 1 and Subsystem 2. (4) Light users need to be well 

protected.   
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4.5.5.2 CM Process Model 

As stated before, each agent is a utility maximizer. Thus, the dynamics of each agent can 

be modeled by following gradient play, that is 

                                 (      )      (17) 

where xi,k is the transmission rate (bits/s) determined by agent i at time k, i is the time step, 

which is equal to or greater than the minimum of MAP time, i,k > 0 is a parameter, which 

measures the sensitivity of the transmission rate change with time to the utility change with the 

allocation. Here, i,k is private to agent i and could be a constant. This equation can be 

considered as a CM process model which determines the strategy of CMs. It is consistent with 

the fact that any user will transmit frames as fast as possible to maximize his/her utility and the 

network will blow up when the dynamic price pk is zero. 

4.5.6 Charging Rule 

It is assumed that a flat rate is paid by each subscriber as usual. If pk  0 and CMi is a 

heavy user, charge CMi an additional fee; otherwise, there is no charge for everyone. 

4.5.7 Protocol Modification 

The modification of the control frame, MAP, is small in this dissertation. The only 

modification is to add a field, the bandwidth unit price of dollars per the unit of Kbps (Kilobits 

per second) within the time interval.  

 

Figure 14. Modified MAP format
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CHAPTER 5 

THEORETIC ANALYSIS AND COMPUTER SIMULATION OF CABLE NETWORKS  

AND THE CABLE NETWORK CONTROL SYSTEM 

5.1 Introduction 

Theoretical analyses and computer simulations were developed for each phase to validate 

the design and various other aspects of the research. The model designed in the first phase of this 

research was used to perform theoretical analysis of cable networks under flat pricing to show 

the problems of congestion and subsidization.  

The proposed control system was evaluated by studying the properties of a cable network 

control system, such as controllability, stability, incentive compatibility, voluntary participation, 

and sub-efficiency. In order to demonstrate the effectiveness of the proposed cable network 

control system, the NS2 network simulator was used to simulate the cable network performance 

both without and with the proposed control solution. 

5.2 Theoretical Analysis  

5.2.1 Introduction 

Two scenarios were analyzed using the model proposed in this research.  In the first 

scenario, it was assumed that the CMs can choose whether or not to follow the congestion 

control mechanism present in the DOCSIS specification.  The second scenario assumed that all 

CMs obey the specification, but there are some heavy users in the system.  The results of these 

scenarios were used to validate the conclusion that the current control systems available for cable 

networks are not adequate to ensure efficiency and fairness in cable networks. 
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5.2.2 Scenario 1: Cable Networks with Obeying or Disobeying CMs 

The purpose of this scenario analysis was to predict the consequences of the potential 

problem that network participants are able to implement protocols which deviate from standard 

protocol specifications for personal benefit. For this scenario, assume that the cable network is 

under heavy load such that all CMs always have data to transmit. In addition, all CMs can either 

obey or disobey the upstream transmission contention resolution. The allocation of the network 

is (s1, s2, …, sn) and the utility vector of the network is (u1, u2, …, un). 

Let ui[allobey] represent the utility of CMi when all CMs obey. Let ui[disobey] represent the 

utility of CMi when CMi disobeys and the remaining CMs obey, where i = 1, 2, …, n. It has been 

proven that ui[allobey] < ui[disobey] in the proof of proposition 1 provided in section 5.2.4.  The 

analysis shows that the Nash equilibriums are the strategy profiles in which at least one CM 

disobeys. That is, all the strategy profiles are Nash equilibriums except the prescribed strategy 

profile, in which all CMs obey. There are 2
n
 – 1 Nash equilibriums. 

Table 1 shows some social welfare measurements for the various classes of action 

profiles analyzed, with the following action profile classes: 

 AP1- all CMs obey 

 AP2- only one CM, CMi, disobeys 

 AP3-two or more CMs disobey 

In Table 1, USW is the utilitarian social welfare and ESW is the egalitarian social welfare. For 

the equilibriums in which two or more CMs disobey, all social welfare measurements are zero 

since the cable network is completely congested. For the equilibriums in which one and only one 

CM disobeys, the utilitarian social welfare may be desirable but the egalitarian social welfare is 

zero. In these cases, while some traffic is successfully transmitted, the principle of fairness is 
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severely violated. It can be concluded from the results of this analysis that the goals of the CMs 

conflict with those of the cable network under the flat-rate policy. 

 

TABLE 1 

Social Welfares of the Classes of Action Profiles 

Action Profile USW ESW NE? 

AP1 n*ui[allobey] ui[allobey] No 

AP2 ui[disobey] 0 Yes 

AP3 0 0 Yes 

 

5.2.3 Scenario 2: Cable Networks with Heavy and Light Users 

The purpose of this scenario analysis is to theoretically explain how light users subsidize 

heavy ones and heavy users can cause severe network congestion under a flat pricing scheme, 

which is reported in a study of commercial/experimentation broadband networks [11] [12].  

Assume that heavy users have two strategies to choose from, heavy use or light use, while light 

users can only choose the light use strategy. The analysis demonstrates that the strategy profile in 

which all heavy CMs select the heavy use strategy is the Nash equilibrium. Let the probability 

that heavy CMs are idle be  (0 <  < 1) and the probability that light CMs are idle be  (0 <  < 

1).  < . Let the number of light CMs be n1 and the number of heavy CMs be n2, where n1 + n2 

= n. 

 Suppose k (n2 -1  k  0) heavy CMs choose the heavy use strategy. Let another heavy 

CM’s state or share of the bandwidth be s(k+1)H if it chooses the heavy use strategy and s(k+1)L if it 

chooses the light use strategy. Using properties of the DOCSIS collision resolution scheme, it 

has been proven that s(k+1)H > s(k+1)L resulting in u(s(k+1)H) > u(s(k+1)L) in the proof of proposition 2 

provided in section 5.2.4. This result shows that all heavy CMs select the heavy use strategy 
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since selecting the heavy use strategy results in a strictly higher utility value than selecting the 

light use strategy when the strategies of the other CMs are fixed. Therefore, the strategy profile 

in which all heavy CMs select the heavy use strategy is the Nash equilibrium. 

Let sheq be the state of any heavy CM and sleq be that of any light CM under the Nash 

equilibrium. Let allocsumeq be the network utilization under the Nash equilibrium. The proof of 

proposition 3, given in section 5.2.4, shown that that sheq > sleq and that when n2 grows, 

allocsumeq approaches to zero. Therefore, it can be concluded that under the Nash equilibrium 

the utilitarian social welfare could be close to zero when too many heavy CMs exist. It can be 

concluded from this scenario that even when the interaction rules of the cable network are 

obeyed, the controls of the cable network may not adequately ensure the fairness of the CMs and 

an appropriate utilitarian social welfare under the flat-rate policy. 

5.2.4 Proofs of Lemmas & Propositions 

Figure 15 shows a state diagram of contention resolution, in which r is a non-negative 

integer drawn from a uniform distribution in the interval [0, wk), where wk denotes the most 

current stage-k back-off window, k = 0, 1, 2, …, m, m+1 is the number of maximum back-off 

window stages.   
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Figure 15. State diagram of contention resolution 

 

Let 0 < p
o

bj < 1 be the back-off probability of CMj and 0 < p
o

ti < 1 be the request 

transmission probability of CMi when all CMs are obedient. The percentage of bandwidth 

obtained by CMi is 

                
  ∏    

    
        (18) 

where    
  ∑   

    
          , pbj(wk) is the back-off probability of CMj with the back-off 

window wk, wk-1 < wk and pbj(wk-1) < pbj(wk), w0 is the initial back-off window size, i = 1, 2, …, n, 

j = 1, 2, …, n, j ≠ i, 0 < a
o

k ≤ 1, h ≤ m, ∑   
    

    = 1, a
o

k represents the probability for an obedient 

CMj to select the back-off window, wk. 

Let 0 < p
d

bj < 1 be the back-off probability of CMj, one of the obedient CMs, when CMi 

disobeys and the rest of CMs obey. The percentage of bandwidth obtained by CMi is 

             ∏    
    

        (19) 
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where    
  ∑   

    
          , i = 1, 2, …, n, j = 1, 2, …, n, j ≠ i, 0 < a

d
k ≤ 1, ∑   

    
    = 1, a

d
k 

represents the probability for an obedient CMj to select the back-off window, wk, when CMi 

disobeys and the remaining CMs obey. 

If a CM disobeys, the rest of CMs, which always get collisions, get equal chances to enter 

back-offs with any possible wk. Therefore, a
d

k = 1 / (m + 1) for any k, 0  k  m. 

Based on upstream transmission contention resolution, a smaller back-off window is 

always selected before a larger one. Thus, a
o

0  a
o
1  a

o
2  …  a

o
h > 0.  

Lemma 1: If h < m, or h = m and k’  0 ≤ k’ < h and a
o
k’ > a

o
k’+1), then, a

o
0 > 1 / (m +1) 

Proof of Lemma 1: We use proof by exhaustion and proof by contradiction. 

Case (1): Let h < m and a
o

0  1 / (m +1), then a
o

0 + a
o

1 + … + a
o

h ≤  h + 1) * a
o
0   (h + 1) 

/ (m + 1) < 1. This contradicts to ∑   
    

    = 1. 

Case (2): Let h = m, k’  0 ≤ k’ < h and a
o
k’ > a

o
k’+1), and a

o
0  1 / (m +1). Then, a

o
k’+1 < 

1 / (m + 1) for some k’. Since a
o

0 + a
o

1 + … + a
o

h = a
o

0 + … + a
o
k’ + a

o
k’+1 + … +  a

o
m < (k’ + 1) / 

(m + 1) + (m – k’) / (m + 1) = 1. This contradicts to ∑   
    

    = 1. 

Proposition 1: ui[allobey] < ui[disobey] 

Proof of Proposition 1: When all CMs obey, contention resolution process indicates that h 

< m, h = m and k’  0 ≤ k’ < h and a
o
k’ > a

o
k’+1), or h = m and a

o
0 = … = a

o
k = … a

o
m = 1 / (m + 

1). Based on Lemma 1, the distribution of a
d

k has first-order stochastic dominance over that of 

a
o

k. With the theory of stochastic dominance, we have 

 {
∏    

    
        ∏    

    
                                                                   

               
 ∏    

    
          ∏    

    
                   

 (20) 

Thus, ui[allobey] < ui[disobey] according to the properties of the utility functions stated in the model. 
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Let pb be the back-off probability of a heavy user rather than k+1 th user when k+1 th 

user select heavy use strategy. Let pb be the back-off probability of a light user when k+1 th 

user select heavy use strategy. Let pb be the back-off probability of a heavy user when k+1 th 

user select light use strategy. Let pb be the back-off probability of a light user rather than k+1 th 

user when k+1 th user select light use strategy. Let pt,
k+1

, pt
 k+1

 be the request transmission 

probabilities of k+1 th user when this user selects heavy use strategy and light use strategy 

respectively.  

 

{
 
 

 
                 

    (           )
 

 (           )
     

         
          

                                                                                       

                
    (           )

 

 (           )
     

         
    (     

   )                                                                                   

 (21) 

where pc
 k+1

 and  pc
 k+1

 are k+1 th user’s collision probabilities when this user selects heavy use 

and light use strategies respectively. 

Proposition 2: s(k+1)H > s(k+1)L 

Proof of Proposition 2: If a user switches from light use strategy to heavy use strategy 

and the other users’ loads do not change, then the other users have the same or higher collision 

probabilities. It is implied that the other users have the same or higher back-off probability. 

Therefore, we have pb  pb and pb  pb. Thus, (1 - pc
 k+1

)   (1- pc
 k+1

), which implies 

pc
 k+1

   pc
 k+1

. 

Back-off process indicates that the request transmission probability decreases or keeps 

equal with the collision probability increasing. Thus, pt
k+1

  pt
 k+1

. 

Therefore, s(k+1)H > s(k+1)L since  > . 
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Let pc be the collision probability of a heavy user and pc be collision probability of a 

light user. Let pt be the request transmission probability of a heavy user and pt be the request 

transmission probability of a light user. pb and pb are the corresponding back-off probability. 

pt + pb = 1 and pt + pb = 1. Let                                    , then: 

{
 
 
 

 
 
 

                                                                                                                            

                                                                                      

                               (     )               (     )

                                                                                                                             

                                                                                    

        (     )        (     )               (     )          

 

Proposition 3: sheq > sleq 

Proof of Proposition 3: 

                                                          

                                                                          

                                                                       

          (         )  (         )                    

                                                                                      

                                                                                        

 

Let pb = pb + . Then 

 {
                                           

                                                                               
 (22) 

Given the number of collisions (including no collision), the ratio of the collided requests to the 

total requests of a light user is the same as or higher than that of a heavy user. A CM’s back-off 

window size increases if and only if a collision is seen by this CM. Using the similar arguments 

to those in Proposition 2,   0. Therefore, from equation (9), sheq > sleq. since c > 0,  > ,   1, 

and pt > 0. 
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Proposition 4: The network utilization is low when the number of heavy users is too 

large. 

Proof of Proposition 4: The network utilization can be expressed as: 

{
 
 
 
 

 
 
 
            ∑   

 

   

                                                                                 

 ∑                        

  

                  

 ∑     

  

    (          )
    

               

 

Ignoring the allocation of bandwidth to light users, the network utilization can be approximated 

with 

                                         (23) 

When n2 grows, allocsumeq approaches to zero since             . 

5.3 Simulation Studies 

5.3.1 Introduction  

Three simulation studies have been performed in this research.  The first simulation study 

was performed to show that there is a four-phase dynamic traffic pattern in cable networks 

similar to the traffic pattern observed in other networks. The second simulation was designed to 

confirm the theoretical results and conclusions regarding the properties of a cable network in its 

steady state under flat pricing. The last simulation was carried out to demonstrate soundness of 

observer design and to validate the effectiveness of the proposed cable network control system. 

The results of the last simulation are presented in the section “5.4 Evaluation of Cable Network 

Control System”. 
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5.3.2 Simulation Models & Parameter Configuration  

In this research, a set of NS2 DOCSIS models was created to simulate the dynamic traffic 

pattern and characteristics of cable networks. NS2 version 2.35 was used [84]. The DOCSIS 

models inherited the existing NS2 MAC models.  

As in the theoretic analysis, it was assumed that CMTS only provides best-effort service. 

The MAP time, which is the number of time slots (including both data mini-slots and request 

mini-slots) described in a single MAP, was set to a constant. The data mini-slots and request 

mini-slots were also constant. In order to be consistent with the theoretical study, it was also 

assumed that there was only one request per mini-slot, which is large enough to hold a request 

frame, and that the high layer packets ready to transmit exactly fit into the data slots in each 

single MAP. It was assumed that the simulated CMTS sends a MAP at the beginning of each 

MAP time, similar to the assumptions made in [8].  

The parameters of the simulated cable network are shown in Table 2. The traffic model 

and its parameters are shown in Table 3. 
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TABLE 2 

Parameters of the Simulated Cable Network 

Name Value 

Cable network upstream bandwidth 10Mbps 

Link delay 1ms 

Minimum backoff window 5 

Maximum backoff window 5 

Upstream mini-slot size 64 bytes 

# of upstream data mini slots 16 

Maximum retry 1 

 

TABLE 3 

Traffic Model and Parameters for the Simulated Cable Network 

Name Value 

Traffic model Constant bit rate (CBR) 

Bit rate of heavy users 1Mbps 

Data packet size 1000 Bytes 

 

Figure 14 shows a typical packet/frame sequence diagram of DOCSIS for CMs. It 

describes the timing scheme of the simulation. 

5.3.3 Cable Network Traffic Pattern Dynamics 

The purpose of this scenario is to investigate whether a dynamic four-phase traffic pattern 

(free way, saturated, bi-state, congestion) is present in cable networks. In this scenario, it was 

assumed that all users are heavy users. To be able to observe the network dynamics, selecting 

time scale was crucial. A time scale of 0.15 seconds was chosen for this scenario. The NS2 

simulation shows that a dynamic four-phase network traffic pattern observed in other networks 

also exists in cable networks, as shown in Figure 17. 
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Figure 16. A frame sequence diagram of DOCSIS 

 

 

 
 

Figure 17. Four-phase cable network traffic dynamics 
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From time 0 to 7.5 seconds, the cable network was in the freeway phase. From time 7.5 

to 10 seconds, the cable network was in saturated state. From 10 to 18 seconds, the cable 

network was in bi-state phase, in which the cable network transitions from high utilization to a 

low utilization frequently and discontinuously. Bi-state is an unstable state, which is caused by 

sudden increase and decrease of traffic. From 18 to 30 seconds, the cable network was in 

congestion phase.  

5.3.4 Fairness Problem of Cable Networks 

The purpose of this scenario is to investigate the difference between the bandwidth 

allocated for heavy users and that for light users in order to evaluate how heavy users affect the 

utilization of cable networks. In this scenario, the total number of users was set to 8, in which 4 

were heavy users and 4 were light users. Table 4 shows the comparison between the percentage 

of bandwidth allocated for a heavy user and that for a light user. It can be seen that a heavy user 

acquires significantly larger bandwidth allocation. This experiment confirms that, under flat-rate 

policy, light users subsidize heavy users. 

 

TABLE 4 

Bandwidth Allocations between a Heavy User and a Light User 

User Type Bit Rate (Mbps) Percentage of Bandwidth Allocated (%) 

Heavy 1 1.8 

Light 0.1 0.8 

 

5.3.5 Utilization Problem of Cable Networks 

In this scenario, all users are heavy users and the number of them varies. The network 

utilization versus the number of heavy users is shown in Figure 16. It can be observed that there 

exists a CM size such that the cable network reaches an optimum utilization. In this experiment, 
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the optimal number of CMs is about 15. With this optimum, the cable network is in the saturated 

phase. Increasing number of CMs beyond the optimal number of CMs results in a decline of 

cable network utilization.  

 

 
 

Figure 18: Cable network utilization vs. number of heavy users 

 

5.4 Evaluation of Cable Network Control System 

5.4.1 Introduction 

The properties of the cable network control system, such as controllability, stability, sub-

efficiency, incentive compatibility, and voluntary participation were evaluated. Controllability 

theory in supervisory control for discrete event systems was applied to show the controllability 

of cable networks. A Lyapunov function was created to prove the stability of the proposed 

control of cable networks. A simulation study was performed with the proposed control system 

in place to show the effect of the proposed control system. 
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5.4.2 Controllability 

Definition 7: Controllability means that a system state can be pulled into a state in a 

predefined desired region from any other state by unconstrained control signals in a finite 

interval of time. 

Definition 8: A system switching event set is defined as a set of transitions between two 

consecutive abstract network states: 

E = Euc  Ec = PHASE  PHASE 

where Euc  Ec =  and Ec = {Bi-State  Bi-State, Bi-State  Congestion, Congestion 

 Bi-State, Congestion  Congestion} 

Lemma 2: Ec is controllable 

Proof of Lemma 2: When the controller sees a Bi-State or Congestion, a high congestion 

fee will be charged according the controller design. Because of the dynamics equations of agents, 

most users, including all heavy users will reduce the sending rate to a low level. That is, an event 

e  Ec is excludable. Thus, Ec is controllable. 

Lemma 3: Euc is uncontrollable 

Proof of Lemma 3: Free Way and Saturated are always allowed. Thus, Euc is 

uncontrollable. 

Theorem 1: The cable network system is controllable with respect to the system 

switching event set, E. 

Proof of Theorem 1:  According to the controllability theorem stated in [85] and Lemma 

2 and 3, the cable network system is controllable with respect to system switching event set, E. 

Intuitively, the cable network system only experiences bi-state or congestion ephemerally and 

the interval of this brief period can be adjusted by the cable network operator. 
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Theorem 2: The cable network system is controllable with respect to the subsystem 1. 

Proof of Theorem 2:  Demand theory states that price can restrict the use of network 

resources. Therefore, high dynamic prices can restrict the use of network resources and low 

dynamic prices can encourage the use of network resources. Specifically, from the dynamic 

equation of agents (equation (17)), agents increase sending rate, xi,k, when the price, pk, is lower 

than the marginal utility and decrease sending rate, xi,k, when the price, pk, is higher than the 

marginal utility. Thus, cable network system is controllable with respect to subsystem 1. 

5.4.3 Stability 

Definition 9: Stability in the sense of congestion is defined as no long-period congestion 

or bi-state.  

Definition 10: Stability in the sense of system efficiency is defined as keeping subsystem 

1 along a sub-efficiency frontier, i.e. a sliding surface. 

Lemma 4:  f1(y, p)  0 if s - sth  0 and f1(y, p) < 0 if s - sth > 0  

Proof of Lemma 4: The sign of f1(y, p) is determined by agent dynamics.  

Case 1: If s - sth  0, there is no control signal, i.e. no dynamic price is charged, and 

agents tend to increase the sending rate, which leads to f1(y, p)  0. 

Case 2: If s - sth > 0, there is a control signal, i.e. dynamic price is activated, and agents 

tend to decrease the sending rate, which leads to f1(y, p) < 0. 

Theorem 3: The cable network is stable in the sense of congestion 

Proof of Theorem 3: Theorem 1 also states that long-period congestion or bi-state will not 

occur, i.e. the cable network is stable in the sense of congestion. A short period of congestion can 

be thought of as a disturbance. 

Theorem 4: The cable network is stable in the sense of system efficiency. 
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Proof of Theorem 4: Equivalently, Theorem 4 states that subsystem 1 can be kept in a 

neighborhood of the sliding surface, i.e. a sub-efficiency frontier. Here, the equilibrium is a 

surface instead of a point as in a traditional controlled system.  

Let a Lyapunov function be 

              (24) 

where, V is continuously positive definite. Then, using (14), we obtain 

   
  ⁄           

  ⁄                 (25) 

According to Lemma 4, dV/dt  0. Based on a stability theorem stated in [43], subsystem 

1 is uniformly stable. Here, V can be interpreted as an energy function and dV/dt  0 means that 

this energy always tends to decrease with time. Figure 19 illustrates this stability for a cable 

network with two agents. 

5.4.4 Sub-efficiency of Cable Networks 

Theorem 5: The proposed cable network control is sub-efficient. 

Proof of Theorem 5: As shown in Figure 19 with two users, the Pareto frontier separates 

the  = 1 and  = 2 regions. The hyper-plane (or line) ∑   
 
        is a sub-efficiency frontier 

the control system wants to achieve. There is an efficiency loss equal to the area between the 

Pareto frontier and the sub-efficiency frontier. Thus, the cable network control system makes the 

cable network sub-efficient. 

Given the sub-efficiency frontier, the controller encourages light users to approach the 

normal use indicated by the point on the Pareto frontier where y1 = y2 = smax / 2 in Figure 19. This 

controller design also aims to protect the light users through limiting the excessive use of 

bandwidth even though there is some bandwidth available for heavy users. 
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Figure 19: Stability of cable network with two agents 

5.4.5 Voluntary Participation 

Theorem 6: If a cable network with flat-pricing satisfies the property of voluntary 

participation, a cable network with the proposed control also does. 

 Proof of Theorem 6: 

Case 1: For light and normal users, there is no change. From equation (12),            

  if yi > 0 for all light and normal users.  

Case 2: For heavy users, there is no change when they choose light use or normal use 

(Normal use is the prescribed or provisioned bandwidth use). From equation (12),            

  if yi > 0 for all heavy users with light use or normal use. 

Subscription is based on normal use. Thus, if a cable network with flat-pricing satisfies 

the property of voluntary participation, a cable network with the proposed control also does. 

5.4.6 Incentive Compatibility 

Theorem 7: The proposed cable network control is incentive compatible. 

Proof of Theorem 7: Being incentive compatible is also called being strategy proof. 

When sth < s without congestion or the system is in congestion, an additional significant fee (see 
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controller design) is charged for bandwidth use. Assume that a heavy user i fakes his/her 

valuation function,      , such that the marginal valuation,            , is greater than the 

current price and that the actual marginal valuation is less than or equal to the current price. 

Then, this user suffers a utility loss (i.e. negative utility,             ) while transmitting. 

Since a rational user does not act to get a negative utility, this user will not falsify his/her 

valuation function. Therefore, the proposed cable network control is incentive compatible. This 

implies that local utility maximizations of agents lead to the cable network utilization sub-

efficiency set by the mechanism designer. 

5.4.7 Simulation Study of the Cable Network Control System 

An NS2 simulation is conducted to demonstrate the effectiveness of the control system of 

cable networks. In this simulation, it is assumed that CMs are homogeneous heavy users.  Figure 

20 shows the cable network throughput without the proposed control system while CMs increase 

rates with time. The cable network gets congested starting from around 13 seconds; and the 

faster the CMs sending rate, the more severe the congestion is. Figure 21 shows the cable 

network throughput with CMs manipulating rates with time when the proposed control system is 

in place. With the proposed control system, the cable network gets controlled and keeps a 

throughput of about 0.95 Mbps, which is close to the peak throughput of about 1 Mbps shown in 

Figure 20. The cable network congestion is effectively controlled by the proposed cable network 

control system and the cable network is proportionally fair at the same time. 
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Figure 20: Cable network throughput without the proposed control system 

 

 

Figure 21: Cable network throughput with the proposed control system 
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CHAPTER 6 

CONCLUSIONS AND FUTURE WORK 

This research proposes a feedback control system to solve bandwidth allocation 

problems, such as congestion and fairness, for cable networks. Modeling and analysis of cable 

networks, observer design of cable networks, and controller synthesis of cable networks have 

been conducted. The prescribed QoS may be unrealizable with existing controls, but the 

proposed feedback control system for cable networks has desirable properties such as 

controllability, stability, sub-efficiency, voluntary participation, incentive compatibility, 

simplicity, and practicability. A simulation study shows that the proposed control system 

effectively keeps the cable network state in a desired region. This research is expected to have 

three impacts on cable networks: improved bandwidth utilization, fairness, and security strength. 

Game theory, combined with system theory, has been used to model cable networks. In 

addition to traffic flow classification and utilization smoothing, a hidden Markov model has been 

applied to identify the network states. Controller design has been done by designing new 

dynamic games with the methodology of mechanism design. The control objectives are achieved 

by distributive agent-based control, and control techniques, such as switched-system control and 

sliding mode control, have been used to cope with the model uncertainties of cable networks. 

One future work could be to extend the current work to inter-networks, where ISPs act as 

autonomous agents, to make QoS truly attainable while the best-effort nature of packet-switched 

computer networks is still retained. Max-min fairness requires complicated allocation rules, 

payment rules, and communication schemes and will be addressed in future work. It would be 

very valuable to test the proposed solution on a real-world cable network in addition to 

theoretical analyses and simulation studies.  
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APPENDIX 

KEY TERMINOLOGIES 

Adaptation: Regulation and reorganization according to the environmental or internal system 

changes/patterns 

Agent: An individual or entity who makes independent strategic decisions. In my research, 

agents include the cable network subscribers and a social planner (ISP will delegate this social 

planner) 

Automation: Self-management or self-operation 

Autonomic: An autonomic system possesses the following three properties: 

 Environment awareness 

 Adaptation 

 Automation 

Computer network models: A network model defines the states (micro or macro) and catches 

the dynamics of computer networks 

Control of network: A methodology of using control theory to design and implement autonomic 

networking 

Distributed & agent-based control: The goal of the system controlled is realized by distributed 

agents by message communication on networks 

Environment Awareness: Ability to sense the environmental and internal system changes 

Features of networks: Observable network states 

Macro system states: Conditions of the whole system 

Micro system states: Conditions of agents 
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APPENDIX (continued) 

Network observer: A mechanism to estimate network hidden (unobservable) states 

Price incentive: A monetary reward or penalty to spur or to stop some actions 

Social welfare: Social welfare functions are metrics to measure the performance of the whole 

system. Two typical metrics used are utilitarian (a special case is utilization) and egalitarian 

functions  

Utility: A utility of an agent specifies the preference order of his/her possible actions through 

valuing micro system states 
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