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ABSTRACT

Looking at the present demand for mobile services we can predict that there will be 

an explosive growth in the usage of mobile appliances in the future. But these mobile 

appliances suffer from significant problems related to storage restrictions and limited 

computing resources. However, the increased demand for mobile services has resulted in 

wide spread research to provide remote storage service for mobile appliance using iSCSI. 

The iSCSI protocol enables the block level I/O and high-capacity storage service over 

general IP networks. But iSCSI, in a client-server environment is very sensitive to latency 

(delay time) and when applied to the mobile appliance results in a rapid performance 

degradation when the mobile appliance (client) moves far away from the storage server. In 

this research, authors describe a new availability remote storage system called an

intermediate storage server, which localizes the iSCSI target to the mobile appliance. Thus, 

when the client moves far away from the primary storage server will automatically get 

connected to the intermediate storage server rather than trying to establish connection with 

the primary storage server. This reduces the latency or delay time involved in contacting and 

accessing the resources from the storage server.



vii

TABLE OF CONTENTS

Chapter                                                                                                                         Page

INTRODUCTION ...............................................................................................................1

1.1 Direct Attached Storage (DAS) .................................................................. 1
1.2.1 Network Attached Storage (NAS) .................................................. 2
1.2.2 Storage Area networking (SAN)..................................................... 3

1.3 Storage over Internet Protocol .................................................................... 4
1.4 Thesis Organization .................................................................................... 5

INTRODUCTION TO SCSI AND iSCSI ...........................................................................6

2.1 SCSI ............................................................................................................ 6
2.2 SCSI- a Client/Server Model ...................................................................... 6
2.3 SCSI Standards ........................................................................................... 7

2.3.1 SCSI-1............................................................................................. 8
2.3.2 SCSI-2............................................................................................. 8
2.3.3 SCSI-3............................................................................................. 8

2.4 iSCSI ........................................................................................................... 8
2.5 Naming convention................................................................................... 10

2.5.1 Enterprise Unique Identifier (EUI) ............................................... 10
2.5.2 iSCSI Qualified Name (IQN) ....................................................... 11

2.6 Protocol Data Unit (PDU)......................................................................... 11
2.7 iSCSI Session............................................................................................ 11

2.7.1 Session Establishment................................................................... 13
2.7.2 Normal Login session ................................................................... 14
2.7.3 Discovery Login Session .............................................................. 14

2.7.3.1 Administrative Specifications........................................ 14
2.7.3.2 Send Targets................................................................... 14
2.7.3.3 Service Location Protocol (SLP) ................................... 14
2.7.3.4 iSNS Server....................................................................... 15

2.8 Connection Establishment ........................................................................ 16
2.9 iSCSI Read and Write............................................................................... 17

2.9.1 iSCSI Read.................................................................................... 17
2.9.2 iSCSI Write................................................................................... 18

2.10 Acknowledgements................................................................................... 19
2.10.1 Connection specific sequence numbers ........................................ 20
2.10.2 Session specific sequence numbers .............................................. 20

2.11 Command Ordering and Windowing........................................................ 22
2.12 iSCSI Retransmissions.............................................................................. 23

INTRODUCTION TO iSNS AND ANYCAST................................................................24

3.1 Introduction to iSNS ................................................................................. 24



viii

TABLE OF CONTENTS (Continued)

Chapter    Page

3.2 iSNS standard defines four components:.................................................. 25
3.2.1 iSNS Protocol (iSNSP): ................................................................ 25
3.2.2 iSNS Clients:................................................................................. 25
3.2.3 iSNS Server: ................................................................................. 26
3.2.4 iSNS Database .............................................................................. 26

3.3 Functional components: ............................................................................ 26
3.3.1 Registration:.................................................................................. 26
3.3.2 Discovery Domains: ..................................................................... 26
3.3.3 Login Control:............................................................................... 27
3.3.4 State Change Notification:............................................................ 27

3.4 iSNS Discovery:........................................................................................ 27
3.4.1 iSNS Service Location Protocol (SLP)......................................... 27
3.4.2 Dynamic Host Configuration protocol (DHCP) ........................... 28
3.4.3 iSNS Heart Beat Message............................................................. 28
3.4.4 Static or Manual configuration ..................................................... 28

3.5 Introduction to Anycast............................................................................. 28
3.5.1 IP addressing................................................................................. 29

3.5.1.1 Unicast address .............................................................. 29
3.5.1.2 Broadcast address........................................................... 29
3.5.1.3 Multicast addresses ........................................................ 29
2.5.1.4 Anycast address ............................................................. 30

3.5.2 Routing using Anycast.................................................................. 30

LITERATURE REVIEW ..................................................................................................32

iSCSI TARGET LOCALIZATION USING INTERMEDIATE TARGET STORAGE 
SERVER ............................................................................................................................35

            
            5.1       iSCSI protocol operation over a Wide Area Network (WAN):.................35
            5.2       Networking Environment Operation with proposed Intermediate Target 
                        using iSCSI Protocol..................................................................................41

5.3 Test objectives .......................................................................................... 51

RESULTS AND ANALYSIS............................................................................................55

6.1 iSCSI Response time between mobile client and storage server: ............. 55
6.2 iSCSI Response time when mobile client moves far away from storage
            server……………………………………………………………………..56         
6.3 iSCSI Response time with the introduction of intermediate storage server

……………………………………………………………………………57



ix

TABLE OF CONTENTS (Continued)

Chapter    Page

CONCLUSION AND FUTURE WORK ..........................................................................61

7.1 Conclusion ................................................................................................ 61
7.2 Future Work .............................................................................................. 61

REFERENCES ..................................................................................................................62

LIST OF REFERENCES...................................................................................................63



x

LIST OF FIGURES

Figure         Page

1.1 Direct Attached Storage……………………………………………………………... 1

1.2 Network Attached Storage…………………………………………………………....2

1.3 Storage Area Network…………………………………………………………………3

2.1 SCSI structure…………………………………………………………………………6

2.2 SCSI- a Client/Server Model……………………………………………………….....7

2.3 iSCSI Protocol Model…………………………………………………………………9

2.4 iSCSI /TCP/IP/Ethernet transport encapsulation…………………………………….10

2.5 General PDU Structure………………………………………………………………12

2.6 Basic Header Segment Structure…………………………………………………….12

2.7 iSCSI Session………………………………………………………………………...13

2.8 Phase transition through login and login responses………………………………….16

2.9 iSCSI Read……………………………………………………………………….......17

2.10 iSCSI Write…………………………………………………………………………..18

3.1 iSNS Working Model………………………………………………………………..24

3.2 Anycast Working Model …………………………………………………………….28

5.1 iSCSI protocol operation over Wide Area Network (WAN)..……………………….36

5.2 Networking environment with Intermediate Storage server using iSCSI protocol….45

5.3 iSNS Discovery option in an iSCSI initiator………………………………………...46

5.4 Direct communication between initiator and target vs communication using 

            Intermediate target for iSCSI Read operation………………………………………..49



xi

LIST OF FIGURES (Continued)        

Figure         Page

5.5 Direct communication between initiator and target vs communication using  

          Intermediate target for iSCSI Read operation………………………………………..50

6.1 iSCSI Read time when initiator is locally connected to target ……………………...56

6.2 iSCSI Write time when initiator is locally connected to target ……………………..57

6.3 iSCSI Read time without intermediate target storage………………………………..58

6.4 iSCSI Write time without intermediate target storage……………………………….58

6.5 iSCSI Read time with intermediate target storage…………………………………...59

6.6 iSCSI Write time without intermediate target storage……………………………….59

6.7 iSCSI Read time with and without intermediate target storage……………………...60

6.8 iSCSI Write time with and without intermediate target storage……………………..60



xii

LIST OF ACRONYMS

ANSI American National Standards Institute

CA Connection Allegiance 

CDB Command Descriptor Block

CIFS Common Internet File System

CHAP Challenge Handshake Authentication Protocol

CID Connection Identifier

CIDR Classless Inter-Domain Routing

CmdSN Command Sequence Number

CPU Central Processing Unit

CRC Cyclical Redundancy Check

CSG Current Stage

DAS Direct Attached Storage

DataSN Data Sequence Number

DD Discovery Domain

DNS Domain Name Service

EUI Enterprise Unique Identifier

ExpCmdSN         Expected Command Sequence Number

ExpDataSN         Expected Data Sequence Number

ExpStatusSN         Expected Status Sequence Number

FC Fedora Core

FC Fibre Channel

FCIP Fiber Channel over Internet Protocol



xiii

LIST OF ACRONYMS (Continued)

FQDN Fully Qualified Domain Name

FFP Full Feature Phase

HBA Host Bus Adapter

IEEE Institute of Electrical and Electronics Engineers

IETF Internet Engineering Task Force

iFCP Internet Fibre Channel Protocol

I/O Input/Output

IP Internet Protocol

IPSec Internet Protocol Security

IPv4 Internet Protocol Version 4

IQN iSCSI Qualified Name

iSCSI Internet Small Computer System Interface

ISID Initiator Session Identification

iSNS Internet Storage Name Service

iSNSP Internet Storage Name Service Protocol

ITIC Information Technology Industry Council

I-T-L Initiator-Target-LUN

LAN Local Area Network

LBA Logical Block Address

LONP Login Operational Negotiation Phase

LUN Logical Unit Number



xiv

LIST OF ACRONYMS (Continued)

MaxCmdSN Maximum Command Sequence Number

MSB Most Significant Bit

NAS Network Attached Storage

NCITS National Committee for Information Technology

NFS Network File System

NOP No-Operation

NSG Next Stage

OUI Organization Unique Identifier

PAGENT Packet Generator

PDU Protocol Data Unit

R2T Ready to Transmit

R2TSN Request to Send Sequence Number

SAN Storage Area Network

SCSI Small Computer System Interface

SCN State Change Notifications

SLP Service Location Protocol

SNP Security Negotiation Phase

SNACK Selective Negative Acknowledgement

SSID Session Identifier

StatSN Status Sequence Number



xv

LIST OF ACRONYMS (Continued)

T10 T10 Technical Committee

TCP/IP Transmission Control Protocol/Internet Protocol

TPGT Target Portal Group Tag



1

Chapter 1

INTRODUCTION

The explosive growth of data in the recent years have created a lot of demand for

efficient data storage and retrieval .Various technological developments, advancements and 

research have been done on how efficiently data can be stored and retrieved with minimal 

delay and processing. Looking at the different storage technologies available, the storage 

media can be classified as either Direct Attached Storage or Storage over Network

1.1 Direct Attached Storage (DAS)

In this media, the storage is directly connected to individual workstation/server [16].

There may be more than one server in the network but storage for each server is managed 

separately and cannot be shared.

Figure 1.1 Direct Attached Storage
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1.2 Storage over Network

It this media, data stored is made available to the clients over the network. It is further 

divided into two types based on how storage is connected over the IP network.

1.2.1 Network Attached Storage (NAS)

Here storage is centralized and connected over the network (LAN) [16, 23] in contrast 

to DAS where storage is directly connected to individual device/server. Using NAS, the 

client on the network can access the storage either using the Network File System (NFS) or 

the Common Internet File System (CIFS). NAS performs file level I/O on the storage over 

the network.

Figure 1.2 Network attached storage
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1.2.2 Storage Area networking (SAN)

Consists of segregated network for storage [16, 27, 28, 30] in contrast to NAS where 

all devices and storage are connected on the same LAN resulting in CPU congestion. SAN 

consists of dedicated network for connecting storage either using Fiber cannel or Ethernet. 

SAN uses block level I/O on the storage over the network.

Figure 1.3 Storage area network
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1.3 Storage over Internet Protocol

When coming over to access storage located in a different geographical location, IP 

storage leverages the large installed base of Ethernet-TCP/IP networks and enables storage to 

be accessed over LAN, MAN, or WAN environments, without needing to change storage 

applications. It uses the existing Ethernet/IP knowledge base and management tools. Storage 

over IP minimizes deployment and maintenance cost. The three IP storage networking 

protocols are Small Computer System Interface over Internet Protocol (iSCSI) [1, 5], Internet 

Fibre Channel Protocol (iFCP) [9] and Fibre Channel over Internet Protocol (FCIP) [8].

These there IP storage protocols are significantly different, but they all provide a common 

function of transporting block-level storage over an IP network. 

The increased use of mobile appliances has resulted in increased demand for mobile 

related services like multimedia, databases etc. These services need large amounts of storage 

space. Mobile appliances being small and light weight posse’s significant problem related to 

storage restriction and limited computing resources [18]. Mobile appliance, when moving 

between places, must be able to access the storage remotely. This issue can be resolved by 

using techniques like iSCSI to fetch the data from the remote site and effectively process it. 

iSCSI protocol enables client to block level I/O access of the data on the remote storage over 

IP [19]. In [21] work was done to provide remote storage services in mobile appliance using 

iSCSI. In this work it was found that when iSCSI, in a client-server environment applied to 

mobile appliance it resulted in rapid performance degradation as the client moves far away 

from the storage server. This particular behavior is due to iSCSI being very sensitive to 

latency (delay time). In view of this, authors are suggesting an intermediate storage server 

acting like a target and located at a remote end. When a client moves far away from the main 
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storage server to a remote end it will connect to this suggested intermediate storage server 

rather than trying to establish connection with the main storage server, thus reducing the 

latency/delay time involved in contacting the server. With this, the performance 

improvement is achieved against the shortcomings of iSCSI performance dropping sharply as 

latency increases when the mobile device moves to a remote end from the main storage 

server.

1.4 Thesis Organization

Chapter 2 gives an overview of SCSI and iSCSI, chapter 3 presents detailed 

information on iSNS and Anycast, chapter 4 discusses the literature review, chapter 5

explains the iSCSI Target Localization Using Intermediate Target Storage Server, chapter 6

includes test results and analysis and chapter 7 provides the conclusion and future work.
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Chapter 2

INTRODUCTION TO SCSI AND iSCSI

2.1 SCSI

Small Computer System Interface is a standard that is designed to provide an efficient 

peer to peer input/output bus for interconnecting computers and peripheral devices. 

According to IEEE draft [3], SCSI is defined as “A logical I/O bus that can be operated over 

a wide range of data rates”. Using SCSI different peripherals can be added to the host 

systems without requiring any changes to the existing system software or hardware. Using 

this standard, organizations can integrate both technology and services in a cost effective 

manner.

Figure 2.1 SCSI structure

2.2 SCSI- a Client/Server Model

SCSI is referred to a client-server analogy where communication on the SCSI bus 

takes place between two SCSI devices generally termed as Initiator and Target. The Initiator 

initiates an operation and Target executes the operation [3]. The SCSI interface protocol 

supports communication between multiple initiators and multiple targets. Individual devices 

on the SCSI bus are differentiated from one another through unique SCSI IDs. SCSI allows 

targets to be further divided into logical units which can be physical or logical peripheral 

device addressable through targets. Each logical unit is assigned a number called a Logical 
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Unit Number (LUN) which is used as an identifier for the logical unit within the target [14]. 

This combination of an Initiator, Target and LUN is called an I-T-L nexus.

Figure 2.2 SCSI- Client/Server Model

2.3 SCSI Standards

The SCSI standards [31] define commands, protocols, and electrical and optical 

interfaces. SCSI is most commonly used for hard disks and tape drives, but can connect a 

wide range of other devices like scanners, CD drives etc. The first organization that was 

charged with developing the first SCSI standard was ANSI technical committee X3T9.2. 

Today, SCSI standards are developed, maintained and approved by a number of related 

organizations like ANSI, ITIC, NCITS, T10 etc, each playing a particular role. Below 

describes the three main standards that define SCSI. They are listed in chronological 

order.
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2.3.1 SCSI-1

SCSI-1 initially called as SCSI, is a eight bit wide bus that operates at data transfer 

rates of up to 5 MHz [2]. This standard can address up to a maximum of eight devices and is 

also called as Narrow SCSI. 

2.3.2 SCSI-2

SCSI-2 has evolved significantly from SCSI-1 incorporating major changes and 

extensions but still retains a high degree of compatibility with the SCSI-1 devices. It supports 

both synchronous and asynchronous data transfers where a asynchronous data transfer rate 

depends on device implementation and cable length. This standard supports data transfer 

rates up to 10 MHz also known as FAST SCSI. This standard when used with 32-bit wide 

data transfer option also called as WIDE SCSI supports data rates up to 40 MHz. This 

standard can address 16 to 32 devices depending on the length of the bus [2]. It uses active 

termination with deferential signaling.

2.3.3 SCSI-3

SCSI-3 evolved to improve the SCSI-2 standard [2, 4]. This standard supports data 

transfer rates of 20 MHz, called an ULTRA SCSI and again up to 40 MHz, called an ULTRA 

2 SCSI. Both ULTRA and ULTRA 2 SCSI are supported on 8-bit wide ULTRA SCSI and 

wide ULTRA 2 SCSI.

2.4 iSCSI

iSCSI (Internet Small Computer System Interface) is an emerging and popular 

storage protocol that transfer SCSI commands over IP networks [5]. iSCSI can be considered 

as a client-server entity where clients can access the SCSI I/O devices of the server host over 

an IP network transparently without the need to pass through a server host’s file system. 



9

iSCSI protocol provides block level I/O unlike traditional storage systems which are based 

on file level I/O. In this client-server environment, a client is called an Initiator and a server 

as the Target where the Initiator issues or initiates the commands and the Target processes 

them and sends back the appropriate responses [15].  Figure 2.3 will illustrate iSCSI protocol 

model.

Figure 2.3 iSCSI Protocol Model

Since iSCSI sits on top of the TCP, all the SCSI commands and data are encapsulated in the 

form of iSCSI PDU (Protocol Data Unit).This iSCSI PDU is sent to the TCP and finally over 

the IP network. Encapsulation and decapsulation of SCSI I/O commands over TCP/IP allow 

clients to access a remote storage server directly. Similarly, if we deploy a remote storage 

server for mobile appliances than the mobile clients can access the storage server directly as 
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if it’s directly connected to them using iSCSI protocol. With the iSCSI being sitting on top of 

the TCP, it uses all the features of the TCP and does not implement the TCP features. Instead 

it just uses them for functionality purposes. The following sessions will discuss the various 

iSCSI functional components.

Figure 2.4 iSCSI /TCP/IP/Ethernet transport encapsulation

2.5 Naming convention

iSCSI nodes (Initiator and Target) uses two types of naming standards:

 eui (enterprise unique identifier)

 iqn (iSCSI qualified name)

2.5.1 Enterprise Unique Identifier (EUI)

The EUI format used in iSCSI naming is “eui . plus its 16 Hex digits (64 bits)”. EUI-

64 identity is unique in the world. From the 64 bits, the most significant 24 bits are 

“company id” which are assigned to manufacture by the IEEE and is also known as the 

Organization Unique Identifier (OUI). The remaining 40 bits have a manufactured chosen id.

Sample: eui.shoc99381300kers
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2.5.2 iSCSI Qualified Name (IQN)

The format used in the iSCSI naming is “iqn. Reverse Domain Name Service (DNS)” 

assigned by the company which can also include an additional unique identifier to make the 

name unique in the world.

Sample: iqn.2008-09.edu.wichita:anrc

2.6 Protocol Data Unit (PDU)

The Protocol Data Unit as shown in figure 2.5 is the basic message that travels 

between the hosts and the storage device. It consists of the following:

 Basic header segment (BHS)

 Optional Additional Header Segments (AHSs)

 An optional header digest, which is a cyclic redundancy check (CRC) value

 An optional data segment

 An optional data digest (a CRC value)

The BHS has the opcode for the PDU and various flags; some PDUs have the CDBs, the 

LUN, and a series of counters. Figure 2.6 shows the Basic Header Segment (BHS) 

structure. 

2.7 iSCSI Session

The logical link between a host (Initiator) and a storage server (Target) that 

carries all the SCSI commands and data is called as an iSCSI session. An iSCSI session is 

made up of one or more TCP/IP connections between the Initiator and Target. A session 

made up of more than one TCP/IP connection is called as multiple connections per 

session, which are negotiated during session establishment [5, 15].
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Byte 0 1 2 3

Bit 0 1 2 3 4 5 6 7 0 1 2 3 4 5 6 7 0 1 2 3 4 5 6 7 0 1 2 3 4 5 6 7

00…….……
………….47

Basic Header Segment (BHS)

48………….
…………...nn Additional Header Segment (AHS) (optional)

n n+1….……
………….mm More AHSs (optional)

mm+1……..
.…...mm+4

Header Digest (optional)

mm+5……
………….pp

Data Segment (optional)

pp+1……..
.…...pp+4 Data Digest (optional)

Figure 2.5 General PDU Structure

Byte 0 1 2 3

Bit 0 1 2 3 4 5 6 7 0 1 2 3 4 5 6 7 0 1 2 3 4 5 6 7 0 1 2 3 4 5 6 7

0     to    3 Opcode

4     to    7 Total AHS Length

8     to    15
Logigal Unit Number (LUN) or Opcode-Specific Fields

16     to    19
Initiator Task Tag (ITT) or Opcode-Specific Fields

20     to    31 Opcode-Specific Fields

32     to    47
Command Descriptor Block (CDB) or Opcode-Specific Fields

Opcode-Specific Fields

Data Segment Length

Figure 2.6 Basic Header Segment Structure
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It allows commands and data to be transported across multiple connections and finally arrive 

at the target in the same order as if they were transported over a single connection.

Figure 2.7 iSCSI Session

2.7.1 Session Establishment

Session establishment begins with a login phase where the Initiator sends a login 

request PDU to the target. A Login process is composed of request and responses between 

the initiator and the target which involves an exchange of the iSCSI operational parameters 

as well as a security authentication process. The login process is complete when both the 

initiator and the target reach the Full Feature Phase (FFP). The login process can be 

summarized as the following:

 iSCSI TCP/IP connection establishment

 Permit authentication of iSCSI end points 

 Negotiation of  parameters to be used by iSCSI end points
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Two types of Logins:

 Normal Login Session

 Discovery Login Session

2.7.2 Normal Login session

In this session, both the initiator and target will negotiate on the session wide 

parameters [15] during the initial login phase which includes the Initiator’s name, the 

Target’s name, Authentication method, Session type, Target Portal Group Tag (TPGT) and 

for all the subsequent logins, the same initiator and target names should be used.

2.7.3 Discovery Login Session

The discovery process takes advantage of following four mechanisms to discover the 

appropriate storage nodes (target) by the initiator.

2.7.3.1 Administrative Specifications
Discovery using administrative specifications involves administrator to specify the 

target node name and the IP address: port on the initiator, which tells the initiator about the 

list of targets with whom it can establish an iSCSI session.

2.7.3.2 Send Targets
In this approach, Initiator issues “sendtarget=all” key value pair during the initial 

login. This key value pair is used to discover all the available targets in a given portal group 

(IP address + port number). The remaining process is similar to the normal login session.

2.7.3.3 Service Location Protocol (SLP)
Discovery using service location protocol allows initiator to locate the iSCSI 

target devices. It operates with three elements: user agent, service agent, and directory 

agent.
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 User Agent works on behalf of the client (initiator) to help it establish contact 

with a service (target).

 Service Agent works on behalf of one or more services (targets) to advertise their 

services and their capabilities.

 Directory Agent collects service advertisements i.e. information for accessing an 

iSCSI target. iSCSI target advertisements are like register entries that are made 

up of the iSCSI target node names and target portal group tags (TPGT).

2.7.3.4 iSNS Server
Discovery using iSNS is one of the mechanisms (discussed in detail in the later 

section) to discover the appropriate storage controllers (target) by the host systems (initiator)

[6]. The Session establishment progresses through three phases before the actual exchange of 

SCSI commands and data takes place. These three phases are as follows in the sequence of 

implementation:

 Security Negotiation Phase (SNP)

 Login Operational Negotiation Phase (LONP)

 Full feature Phase (FFP)

As discussed previously, login phase will go through an exchange of iSCSI parameters 

until it reaches the full feature phase. In all the login exchanges, there are two fields called 

Current Stage (CSG) and Next Stage (NSG). These two fields indicate the current phase the 

session is and what phase is expected next. The Initiator is the one that initiates the request 

for phase transition but finally it’s the target which acts upon the request and does the phase 

transition. Figure 2.7 shows phase transition through login and login responses
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Figure 2.8 Phase transition through login and login responses

2.8 Connection Establishment

As discussed, an iSCSI session can be made of one or more than one TCP/IP 

connections between the initiator and the target. An iSCSI initiator establishes the first 

connection with the target by sending a  login request PDU. Upon receiving the request, the

target sends a response and this process of requests and responses will continue until the last 

login response is sent by the target which includes a unique non-zero value Target Session 

Identifier Handler (TSIH). When the initiator receives this non-zero value TSIH, the session 

is said to be completely established and the full feature phase is reached. On all following

connections in the same session, the initiator uses the same TSIH.  

Whenever an initiator wants to start a new connection or re-establish an old connection 

within an existing session, it will initiate a login request consisting of the same SSID and 

TSIH values. When the initiator and target are operating on multiple connections per session, 

commands can be sent on any available connection but the corresponding data and response 
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must flow on the same connection in which the command was sent, called Connection 

Allegiance (CA).

2.9 iSCSI Read and Write

As discussed, the iSCSI protocol involves an exchange of commands and responses

between the initiator and target using the iSCSI PDUs which encapsulate the SCSI 

commands, data and status CDBs [5, 15].

2.9.1 iSCSI Read

 In the iSCSI Read, data is sent from a target to an initiator in Data-In PDUs. To 

perform a read operation, the Initiator first creates an iSCSI read PDU and sends it to a 

target. On the target side, once received it will send back the requested data in terms of Data-

In PDUs. After completion of the read, the target will send the status response PDU 

indicating successful completion of the read request. Since, the PDU size is limited 

(discussed later in this section) a read request might involve an exchange of more than one 

PDU to complete one request.

Figure 2.9 iSCSI Read
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2.9.2 iSCSI Write 

In the iSCSI Write, data is sent from an initiator to a target in Data-Out PDUs. To 

perform a write operation, an initiator first creates an iSCSI write PDU and sends it to the 

target. On getting the write PDU, the target will allocate the buffers and issue the Ready to 

Transmit (R2T) PDU to the initiator indicating that the target is ready to receive data. Once 

the initiator receives the R2T PDU will send the data in terms of Data-Out PDUs. After 

completion of the write, the target will send the status response PDU indicating successful 

completion of write request. Since the PDU size is limited (discussed later in this section) a 

write request might involve exchange of more than one PDU to complete one request.

Figure 2.10 iSCSI Write

Following are the different ways of data transmission from an initiator to a target

Immediate data: this indicates the amount of data that can be sent with the write command to 

the target without receiving any acknowledgement. Immediate date is limited to 

FirstBurstLength.

Unsolicited data: This is the data sent from an initiator to a target without an explicit request 

coming from the target like R2T PDU. Unsolicited data is limited to MaxBurstLength
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Solicited data: This is the data sent from an initiator to a target in response to a target request

like R2T PDU. Solicited data is limited to MaxBurstLength.

There are three parameters which are negotiated between the initiator an the target during 

login, which limits the amount of data that can be sent (write) or received (read) in a 

transaction:

FirstBurstLength: This represents the maximum number of bytes that can be delivered 

unsolicited to the iSCSI target during the processing of a SCSI command. This is a session 

wide parameter and is applicable to all unsolicited data such as immediate data, unsolicited

data.

MaxBurstLength: This corresponds to the maximum data that can be carried in Data-In PDU 

or solicited Data-Out PDUs.

MaxRecvDataSegmentLength: It denotes the maximum amount of data that can be present in 

any iSCSI PDU. 

The limiting factor for the solicited data is smaller for the MaxRecvDataSegmentLength and 

MaxBurstLength, where as for unsolicited data the limiting factor is smaller for

MaxRecvDataSegmentLength and FirstBurstLength. The limiting factor for immediate data 

is MaxRecvDataSegmentLength. The Request to Transfer (R2T) PDU can send consequently 

with waiting for each R2T response up to a limit negotiated during login and is called a 

MaxOutStandingR2T.

2.10 Acknowledgements

SCSI do not have any concept of explicit acknowledgements but uses different types 

of sequence numbers  to acknowledge the command and data flow between the initiator and 

the target.
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Two types of sequence numbers:

 Connection specific 

 Session specific

2.10.1 Connection specific sequence numbers

Each connection will have a set of sequence number to keep track of the flow for that 

specific connection. The types of sequence numbers are:

Status Sequence Number (StatSN): It defines the number of status response PDUs transmitted 

from target to the initiator.

Data Sequence Number (DataSN): It indicates the sequence numbers corresponding to the 

Data-In/Out PDUs.

Request to Transmit Sequence Number (R2TSN): This sequence number keeps track of the 

R2T PDUs exchanged between the target and the initiator. This sequence number is unique 

within the scope of the command it is applied to.

The above sequence numbers are associated with commands. Therefore, they all start 

counting from zero.

2.10.2 Session specific sequence numbers

These sequence numbers will be unique for the entire session and are the following:

Command Sequence Number (CmdSN): In iSCSI, commands can be sent on any connection 

(in case of multiple connections per session) between the initiator and the target, so this 

counter applies to the entire session rather than a specific connection. Read and write 

commands are issued sequentially by iSCSI initiator so that the targets can deliver them in 

correct order to the SCSI level for further processing irrespective of the connection on which 

the command was originally received.
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Expected Command Sequence Number (ExcpCmdSN): The Target uses this sequence number

to acknowledge the commands received from the initiator. This sequence number is always 

one greater than the current command sequence number.

Expected Status Sequence Number (ExpStatSN): The Initiator maintains this sequence 

number and all the PDUs going from initiator to target will contain this sequence number. 

This sequence number is one greater than the last status number received.

Maximum Command Sequence Number (MaxCmdSN): The Target uses this sequence number 

to inform the initiator about the maximum number of commands it can accept and process at 

a given instant of time.

Expected Data Sequence Number (ExpDataSN): The target sends an acknowledgement to the 

initiator as a response to the received Data-Out PDUs. This sequence number is consistently

one greater than the last data sequence number received for the corresponding command. 

Depending on this sequence number, the initiator determines whether the target has received 

all the data.

Both ExpCmdSN and MaxCmdSN are included in every PDU sent to the initiator. This 

combination is used as a “windowing” technique to update the initiator about the number of 

commands the target can accept before processing.

The iSCSI does not use any explicit acknowledgements but rather uses sequence 

number to acknowledge the received commands or responses. This reduces the overhead and 

latency associated for acknowledging every PDU. The iSCSI response PDU is sent by the 

target to the initiator to acknowledge the completion of a command. This response contains

both StatSN and ExpCmdSN which informs the initiator not only the status of the specific 

command but also reception of all the command up to the ExpCmdSN. The Target can also 
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send the response in the last or end Data-In PDU. This methodology is called as “Phase 

Collapse” since the normal SCSI response is combined into the last PDU that ends the data 

transfer.

The Initiator and the Target will also generate no operation messages called NOP-IN 

(by target) and NOP-OUT (by initiator). These messages are generated when there are no 

pending responses for a period of time and also inform the next expected sequence number. 

This procedure is useful when an error that occurs once in a while is not identified by the

TCP/IP. Thus, the network bandwidth consumption is prevented by the unnecessary 

acknowledgements.

2.11 Command Ordering and Windowing

Commands such as read and write are sequenced by the iSCSI initiator, so that the 

iSCSI target can present them to the SCSI layer in the order they were sent. This task is 

accomplished by the use of a sequence number called Command Sequence Number 

(CmdSN). If the relative difference between the CmdSN and the last ExpCmdSN is large, the 

initiator thinks that some or all of its commands have not been received by the target. When 

the commands are missed a “hole” is created and the commands that have higher CmdSN 

that the expected values of the hole are not delivered to the SCSI layer. Once the missing 

commands are received, they are delivered in order to the SCSI layer.

The iSCSI implements a “windowing” technique which uses the combination of 

ExpCmdSN and MaxCmdSN to define a window that controls and determines the maximum 

number of commands that can be serviced by a target, which is the absolute difference 

between the ExpCmdSN and MaxCmdSN plus 1. When the buffer pool is depleted at the 

target end, it will dynamically reduce the window size. The smaller window size means that 
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fewer commands will be serviced by the target. In case the window size equals one, the 

initiator must wait for a response after issuing every single command to make sure that the

window is open to process the next commands. In case the window size equals zero, the 

initiator must stop sending the commands and wait until the buffer pool is freed up. Once 

freed up, the MaxCmdSN  value will be raised (relative to the ExpCmdSN ), which in turn

will raise the command window size from zero to a higher value permitting more command 

flow from initiator to target.

2.12 iSCSI Retransmissions

The iSCSI application can also perform its own error recovery mechanism in addition 

to the TCP/IP recovery provided that both the Initiator and the Target are operating at CRC 

digest. The iSCSI error recovery mechanism is useful when the TCP/IP layer fails to detect 

an error.
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Chapter 3

INTRODUCTION TO iSNS AND ANYCAST

3.1 Introduction to iSNS

The iSNS provides automated discovery, configuration and management of the iSCSI

and the Fibre Channel devices on a TCP/IP network. Administrators using the iSNS server 

can have a single configuration point for the entire storage network. The iSNS server listens 

on TCP port 3205.

Figure 3.1 iSNS Model
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As discussed is the iSCSI protocol section that the iSCSI has two types of login

sessions i.e. Normal Login and Discovery Login by which the initiator discovers the 

appropriate storage nodes (target) and establishes the iSCSI session. The discovery using an 

iSNS is one of the mechanisms to discover the appropriate storage controllers (target) by the 

host systems (initiator). Under the discovery using the iSNS, the iSCSI initiator and the target 

will register with the iSNS server [6], which is similar to the DNS and once registered, the 

iSNS server is responsible for the following:

 Informing the iSCSI clients (initiaors) about the iSCSI targets available on the 

network

 Grouping the iSCSI clients to their correct Domain Sets

 Informing the iSCSI clients (initiators) about the security aspects (if implemented)

that must be use in order to associate with the targets.

3.2 iSNS standard defines four components:

3.2.1 iSNS Protocol (iSNSP): 

iSNSP determines the communication mechanism between the iSNS server and the 

clients.

3.2.2 iSNS Clients: 

The iSNS clients register their device attribute information with the iSNS server. The 

registered clients can enquire information about other registered clients stored in the iSNS 

database.



26

3.2.3 iSNS Server:

The iSNS server answers to the iSNSP enquiries and start the iSNSP state change 

notifications (SCN). The information regarding the registered clients is safely stored in the 

iSNS database.

3.2.4 iSNS Database:

The iSNS database contains all the information pertaining to the registered clients 

such as attribute information etc.

3.3 Functional components:

Having discussed the different iSNS components, the iSNS functions can be 

categorized as the following:

 Registration

 Discover Domains

 Login Control

 State Change Notifications (SCN)

3.3.1 Registration:

Both the initiator and the target register their attribute information with the iSNS 

server which are then stored in the iSNS database. Once registered, the initiators and targets 

can query or download the information about other initiator and target. 

3.3.2 Discovery Domains:

The DDs allow the administrators to group the registered clients for east management 

and access control purposes. As discussed in the iSCSI section, each login process involves

an exchange of several commands before reaching the Full Feature Phase (FFP) where the 

actual commands (read and write) and their corresponding data flows between the initiator
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and the target. Therefore, this is particularly very important for reducing the unnecessary 

logins and limiting the time the host (initiator) spends to establish an iSCSI session with the 

storage node (target) as the storage network increases. The storage nodes (initiator and 

targets) can be a member of either single or multiple DDs simultaneously depending on the

requirements and configurations as done by the administrator.

3.3.3 Login Control:

The Login control allows the iSNS server to control the access to the information 

pertaining to the registered clients. Each respective iSNS client can request the list of 

available and active clients that can be accessed by it. 

3.3.4 State Change Notification:

iSNS SCNs issue the notifications about the status of the clients registered. For 

instance, if a particular storage node goes down, the iSNS server will generate an alert 

informing the authorized clients about the event (down state) of the node.

3.4 iSNS Discovery:

The discovery process takes advantage of three mechanisms to discover the 

appropriate iSNS server by the storage nodes (initiator and target)

The three mechanisms are as follows:

3.4.1 iSNS Service Location Protocol (SLP)

SLP provides the registered nodes with the information regarding to state 

(availability), location and configuration of iSNS server.
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3.4.2 Dynamic Host Configuration protocol (DHCP)

One of the methods used by the iSNS clients to discover an iSNS server. In this 

process, the IP address of the iSNS server is stored in a DHCP server and the iSNS clients 

query the location of iSNS server upon contact with the DHCP.

3.4.3 iSNS Heart Beat Message

The iSNS heartbeat message allows the iSNS clients within the broadcast or multicast 

domain of the iSNS server to discover the location of the iSNS server

3.4.4 Static or Manual configuration

The iSNS server address can be configured manually within the iSNS clients, so that 

when they are powered on and enter the discovery session, they will automatically search for 

the iSNS server based on the configured IP address.

3.5 Introduction to Anycast

Anycast addressing is a useful technique for assigning common IP addresses to 

multiple host or devices running the same instance of service which are located in a 

distributed network topology in the internetwork [7]. By using the routing mechanism [25] of

the internet, IP packets are forwarded to the nearest instance of anycast service.

Figure 3.2 Anycast Usage Model



29

3.5.1 IP addressing

An Internet Protocol (IP) address is a numerical identification that is assigned to 

devices participating in a computer network utilizing the Internet protocol for communication 

between the network devices. IP addresses can be categorized as the following:

3.5.1.1 Unicast address

The IP address is assigned to uniquely identify a host interface. Packets destined for 

unicast address are delivered to the node or device containing the interface identified by the 

address. The Unicast address can be used either as a source or a destination address field in 

the IP datagram.

3.5.1.2 Broadcast address

IP addresses allow packets to be delivered to all the hosts on a particular IP subnet 

rather than to a specific device as in the case for unicast addressing. Broadcast addresses

should only be used in the destination address field in the IP datagram.

3.5.1.3 Multicast addresses

The Multicast address is a single address that refers to a group of host or network 

devices. A group can consist of any number of hosts. Multicast addresses should only be

used in the destination address field in the IP datagram similar to the broadcast address. IP

multicast addresses are allocated from the IPv4 class D address type which ranges from 

224.0.0.0 to 239.255.255.255 or 224.0.0.0/24 in CIDR notation.
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2.5.1.4 Anycast address

An IPv4 anycast address assigns a common unicast address to multiple hosts or 

services in the internetwork. Anycast addresses can be used either as a source or destination

address, but does not uniquely identify a single host or service. An Anycast address is

sourced or destined to the nearest device based on the underlying routing scheme used in the 

internetwork. Since the anycast address space refers to a single common address assigned to 

multiple host or services, the individual companies must set aside the anycast address from 

their available unicast address network blocks.

3.5.2 Routing using Anycast

Consider an IPv4 internetwork (figure 3.2) consisting of routers and anycast service 

instances deployed at strategic locations [7, 24]. The routers running routing protocols will 

advertise the network prefix representing anycast address space similar to as if they were of 

unicast or multicast address space. Since the anycast address space refers to a single common 

unicast address, the routers will advertise the anycast address prefix obtained from multiple

origin points (where ever the anycast service instances are running) in the internetwork.

When looking into the router routing topology, the anycast address block (which common 

unicast address is with /32 in CIDR format) will look as if it is obtained from different 

points/sources in the internetwork and will route the IP packets to the nearest instance of

anycast service. Therefore either from routers or the routing protocol point of view, there is 

no change in their operation and more over no new routing concepts specific to anycast is

required to be implemented or configured on the routers. In a simple way, a static route can 

be configured on the router which points to the anycast service instance.
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From the overall explanation, the anycast address in IPv4 networks refers to the use 

of duplicate unicast IP addresses to provide localizing of services and host for redundancy 

and robustness. Therefore using the Anycast address, different customs or standard

applications can be potentially deployed.
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Chapter 4

LITERATURE REVIEW

This chapter provides a brief overview of relevant research work conducted to present 

iSCSI protocol characteristics and provide remote storage services for mobile appliance 

using iSCSI. In [21] the author presented a remote secondary storage that consists of both the 

initiator- target module and which acts as an interface between the primary server and the 

mobile client located at a remote end for efficient data storage and retrieval. The test bed was 

simulated using NS2, but the paper failed to perform the iSCSI I/O operations under dynamic 

and realistic traffic conditions with varying iSCSI read and writes. Further, there is no 

theoretical explanation and practical implementation on how mobile client will connect and 

communicate with the secondary storage when moved to a remote location.

In [20], the author proposed an alternate approach to provide storage support for 

mobile appliance. This paper compares the iSCSI performance using their proposed solution 

for file level and block level access without taking real time scenarios such as distance, 

packet loss, errors and dynamic traffic conditions while analyzing iSCSI performance. Also, 

the paper does not address the performance issues that arise when mobile appliance tries to 

access the storage from a remote place. The authors in [19] introduced a remote storage 

system and presented the best performance values of iSCSI parameters to be used for 

achieving high performance in a wireless environment. This paper did not address the 

performance issues that arise when mobile appliance tries to access the storage from a remote 

place.

The problem of the sudden reduction of the transmission rate from TCP congestion 

control mechanism was addressed by authors [18] by proposing a new remote storage 
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system. This paper does not discuss the iSCSI I/O performance issues due to latency when 

mobile device moves to a remote end from the main storage server. [7] Discusses the 

implementation, usefulness and management of anycast addressing. It provides a useful 

insight on how anycast addressing can be very helpful and effective in certain applications.

Modeling and Analysis of the iSCSI read, write and throughput while considering 

iSCSI error recovery levels has been done in [17]. Modeling was performed under dynamic 

traffic conditions by taking network delay, packet loss and distance into consideration along 

with  network security i.e. IPSec. However, this paper does not talk about the implementation 

of iSCSI in a mobile environment and the performance issues that will arise when iSCSI is 

applied in a mobile environment.

In all the above mentioned papers, only [21] addresses the iSCSI I/O performance 

issues that arise when iSCSI is applied to mobile appliance to provide remote storage. In this 

paper, simulation was done in NS2 but did not consider any dynamic and realistic traffic 

conditions while calculating read and write operations. Further, there is no theoretical 

explanation and practical implementation on how mobile client will connect and 

communicate with the secondary storage when moved to a remote location. The remaining 

papers provide different solutions to address the limitation of storage in the mobile 

appliances and ways of efficient data storage using iSCSI in a mobile environment. However, 

they do not address the performance issues that arise when mobile appliance tries to access 

the storage from a remote location.

In this thesis, authors came up with an intermediate storage server that acts like a 

target and which is located at a remote end. When the client moves far away from the main 

storage server it will connect to an intermediate storage server located at the remote site by 
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using applications called Anycast and iSNS, rather than trying to establish connection with 

the main storage server, thus reducing the latency/delay time involved in contacting the 

server. In this thesis, the iSCSI I/O performance was measured using a practical network 

setup under dynamic and realistic traffic conditions with varying read and write operations.

In today’s world security plays a vital role as the data is transmitted across the unsecure

networks and so is prone to many threats. In this thesis, authors have performed iSCSI read 

and writes taking IPSec into consideration.
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Chapter 5

iSCSI TARGET LOCALIZATION USING INTERMEDIATE TARGET 

STORAGE SERVER

In this chapter, the author discusses the proposed method for iSCSI based remote 

storage server when a mobile client recedes away from the storage server. The author 

compares the performance of iSCSI implementation to mobile appliances with the 

proposed intermediate server based on throughput and latency. This chapter is divided 

into two sections. In the first section, author explains the operation of the iSCSI protocol 

and presents the key issues that act as a barrier to implement iSCSI for storage networks 

across wide area networks. In the second section, the author explains by considering a 

networking scenario, how the proposed method can address the issues and lists out the 

advantages associated with the proposed method.

5.1 iSCSI protocol operation over a Wide Area Network (WAN):

In general, iSCSI uses TCP as a transport protocol for establishing and 

maintaining connections between IP based clients and storage devices. In iSCSI, all the 

SCSI commands and data are encapsulated in the form of iSCSI PDU (Protocol Data 

Unit).This iSCSI PDU is sent to the TCP and finally over the IP network. In figure 5.1,

the mobile client also called as an iSCSI initiator when moves towards the remote 

location attempts to contact the iSCSI target device also called as the storage server over 

an IP network. Let us assume that the mobile client (initiator) wants to store the data on 

the storage server and sends the protocol data unit (PDU) encapsulating a SCSI write

command. In response, the storage server will queue the command, free the buffers and 

sends a ready to transmit (R2T) PDU to the initiator. When the initiator receives the R2T 
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PDU, initiator will start transmitting the data PDU to the target. When target receives the 

data, it buffers the data and replies with another R2T PDU. This process is explained in 

detail in chapter 2.

Figure 5.1 iSCSI protocol operation over a Wide Area Network (WAN)

In general, iSCSI write transaction may consist of several exchanges of data and 

R2T PDU’s between the initiator and the target until the initiator sends the final SCSI 

data. Once the target receives the data, target will reply back with the status PDU 

indicating the data transfer was successful.

Authors in [17] have presented a mathematical model of the iSCSI Read and 

Write transactions between the initiator and the target taking place over a wide area 

network. From the mathematical model, the time taken to perform one full read and write

transaction between the initiator and the target separated by an IP network is given by 

(assuming the time taken to recover from iSCSI errors is negligible):
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Total iSCSI Read time (TR):

TR = TP + TT ……………………………………………… (1)

Where,

 TP is the total processing time, is given by

TP = N  (TIP + TTP)……………………………………… (2)

TIP   is the initiator processing time

TTP   is the target processing time

N is the total number of Maximum bursts generated

TT = total transfer time, is given by

TT = TD + TACK + TTCP  + T E……………………………… (3)

The total transfer time for the iSCSI read and write transactions vary based on the 

size of the network. The iSCSI packets when exchanged over the wide area networks 

(WAN) are subjected to significant delay due to both the propagation delay and queuing 

delays at the intermediate routers. The queuing and transmission delays depend on the 

bandwidth, while the propagation delay depends on the distance. All these delay values 

increases with increase in the transmission distance. This combined delay introduces 

latency (discussed later in this chapter), which degrades the iSCSI performance. When 

looking at the LAN, as the iSCSI packets are exchanged over the local IP network 

extending over a small distance, does not pose a significant amount of delay to the iSCSI 

packets [17].

TD is the time taken to transmit total data, is given by

TD =n (m+1) RTT/2……………………………………… (4)

n=total number of burts generated
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m=total number of TCP packets

TACK   is the time taken to acknowledge the transmitted data, given by

TACK = 














2

RTT

WindowSizeAverageTCP

engthTotalDataL
……………… (5)

TTCP   is the   total TCP retransmissions time due to errors, is given by

TTCP RTTY  ……………………………………………… (6)
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Yi = m   Pi

m represents the total no of packets per read

Pi is probability of losing the n packets in ith read

TE  is the total packet transfer delay time, is given by

TE = TG + TQ ………………………………………………... (7)

TG is the sum of total propagation delay accross the network

TQ is the sum of total queuing delay at the intermediate routers

Total iSCSI Write time (TW):

TW = TP + TT ………………………………………………. (8)

All the parameters remain the same as iSCSI read except the following:

TD  
2

1
RTT

MN
TCPMSS

LengthFirstBurst















 ……………….. (9)

The important aspect to consider from the above information is the iSCSI 

transactions between the initiator and the target is taking place over an IP Wide Area 

Network (WAN). Since over an IP network, packet has to traverse different physical 

media with varying delay and bandwidth. In addition, the packet gets processed at every 
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node it passes through (based on the routing protocol) which increases the probability of 

the packets to be lost or corrupted during transit across the IP network. The most 

common causes for the packet loss are: 

1. Congestion:  Congestion occurs when the amount of traffic destined for a link 

exceed the capacity of the link. When the packets come to switches or routers 

along the path, they first buffer the packets and then forward them. In case the 

buffers are full, all the incoming packets must be eventually discarded. 

Congestion commonly occurs at the entry/exit point to/from the WAN, where 

large high capacity networks (service provider) meets the low capacity access 

links.

2. Service provider traffic shaping or policing: To ensure proper service or enforce 

service parameters like CIR (Committed Information Rate) service provider often 

shape or apply policy to customer traffic. By doing this traffic might be dropped, 

even though there is no real congestion.

3. Packets loss due to bit errors: Even though with today’s modern transmission 

technology bit error corruption is very unlikely, but some links may have high bit 

error rates. Corrupted packets are discarded when detected at the layer 2.

This packet loss and corruption triggers the underlying TCP error recovery 

mechanisms along with iSCSI error recovery techniques which eventually increases the 

packet re-transmission times for the iSCSI read and write operation. Thus, the increased 

distance between the initiator and target will result in low iSCSI performance. Latency is 

the time required for the command and its respective status PDU’s and other iSCSI 

PDU’s to complete a round trip between the initiator and the target. Depending upon the 
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distance and the path taken by the iSCSI PDU over the WAN, latency for a single request 

and response is in the order of tens to hundreds of milliseconds [32]. In addition, data 

transfers can involve several request and response transactions, which increases the 

overall latency for iSCSI write and read transactions. Since, iSCSI is very sensitive to 

latency, any increase in iSCSI response time because of packet retransmission due to 

missing or corrupted packets or because of the distance and the path taken by the iSCSI 

PDU over the WAN will result in iSCSI session time out between the initiator and the 

target. Both Initiator and Target must begin again from login which involves sequence of 

requests and responses to establish a TCP connection and an iSCSI session i.e. must re-

login to continue their information transfer. Also, the iSCSI packets are vulnerable to 

various security threats as they travel across insecure wide area networks. Looking at the 

various security threats, it is very important to have a well defined security (encryption 

and authentication) to make iSCSI viable for remote storage applications. During the 

simulations of iSCSI read and write in the iSCSI networking environment as shown in the 

figure 5.1, both encryption and authentication are implemented in the form of IPSec and 

CHAP for end to end network security. Below is the brief description about each of the 

security mechanism adopted in our networking scenario.

CHAP Authentication: 

iSCSI uses Challenge Handshake Authentication  protocol to mutually 

authenticate the initiator and the target. A separate secret key is set for each initiator and 

for each target in the storage area network (SAN). Chap can be implemented in a LAN 

and/or WAN environment independent of geographic allocation. In our proposed 
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simulation environment (figure 5.2), both mobile client (initiator) and storage server 

(target) are authenticated using CHAP. 

IPSec:

An iSCSI transfer encrypts each packet using Internet Protocol Security (IPSec) 

ensuring security until the packet is decrypted at the receiver end. A common key is set 

on all IP portals, allowing all peers to authenticate each other and negotiate packet 

encryption. Generally, IPSec is implemented between the edge routers for end to end 

network security over WAN.

The implementation of the encryption and authentication for end to end network 

security further adds to the increased latency due to the processing overhead involved at 

the edge routers for encrypting and decrypting the packets and authentication of the 

corresponding end nodes at both initiator and target. By looking at the overall latency 

involved when an iSCSI packet travels across wide area networks, it can be concluded 

that as the transmission distance between the initiator and the target increases, the iSCSI 

application performance is drastically decreased and also the total link utilization 

decreases. This latency can be a barrier to implement iSCSI for storage networks 

implemented over wide area networks.

5.2 Networking Environment Operation with proposed Intermediate Target 

using iSCSI Protocol

Looking at the iSCSI performance degradation when distance between the 

initiator and target increases. The key issue that needs to be addressed when accessing 

remote storage over iSCSI is minimizing the performance degradation caused by network 

distance. To address the issue, author proposes an iSCSI Intermediate Target storage 
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server, when the mobile client moves to a remote location will contact this intermediate 

server for all the iSCSI transactions. Since the mobile client on moving to the remote 

location will form an iSCSI session with the Intermediate storage server (how its 

connects and forms iSCSI session is explained in detail in this section) rather than having 

with the storage server, the information requested by the mobile client must be present in 

the intermediate storage server to forward it to the client. For this, author is running an 

asynchronous replication between the intermediate storage server in location B and the 

storage server in location A. Due to the replication, the information on both the storage 

server and intermediate storage server as always in synchronization. More information on 

the replication is presented below.

Replication:

With the explosive growth in data, it is very important to see that data is 

efficiently stored and is readily available at any given point of time. We can protect the 

data if we have more than one copy. More over the care must be taken to make sure that 

all the changes made to the data are updated accordingly to the replicated copies. For this 

we have a technique called replication.

Replication [31] is a mechanism to maintain similar copies of a master set of data 

at two or more physical locations. The two data replication techniques widely used are 

point-in-time and real-time copies. In Point-in-Time copies snapshots of any critical data 

are captured and are stored at a distant location. Point-in-Time has multiple drawbacks, 

like the time taken for capturing the snapshot and data recovery usually takes longer time 

and the data recovered is only 24 hours to a few days old. In case of Real-time copy any 

updates are copied immediately.  Real-time coping is further divided into two categories. 
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Synchronous: updates every write on to several disks at the remote locations. Until the 

current write is successfully updated on all the disks, no new writes are accepted. 

Asynchronous: In contrast to Synchronous replication, Asynchronous replication accepts 

the new writes once the write is successfully completed on to the primary disk or volume. 

This technique does not wait till the updates are propagated completely to the remote 

location.

Since both the primary and intermediate storage server is paired with asynchronous 

replication, any information requested by the mobile client will be present on the 

intermediate server to forward to the client.

Network Setup:

Let’s assume that a company has two branches with primary branch located at 

location A and remote branch at location B as in figure 5.2. At each location we have 

deployed and implemented an Internet Storage Name Service (iSNS) server. The sole 

function of the iSNS server is to inform the iSCSI initiators (mobile client) about the list of 

iSCSI targets (storage server) available for it to access. The detailed function of iSNS server 

is explained in chapter 3. The iSNS servers at both locations are configured with same IP

address. The reason for configuring same IP addresses for iSNS server is explained in the 

network operation section of this chapter. Having said that, the underlying routing protocol 

running on the networking devices will contact the nearest iSNS server based on the Anycast 

application. Anycast application allows same unicast IP address to be assigned to multiple 

interfaces, host or devices running same instance of service and are located in a distributed 

network topology in the internetwork. Having said that using anycast we can use the same 
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unicast IP address for multiple hosts, the question that needs to be answered is how does the 

network figure out to which host (unicast address) does the packet needs to be sent when that 

address can be at multiple locations. By using the underlying routing mechanism of the 

internet, the routers running routing protocols will advertise the network prefix representing 

anycast address space similar to as if they were of unicast or multicast address space

(explained with a diagram in chapter 3). Since the anycast address space refers to a single 

common unicast address, the routers will advertise the anycast address prefix obtained from 

multiple origin points (where ever the anycast service instances are running) in the 

internetwork. When looking into the router routing topology, the anycast address block 

(which common unicast address is with /32 in CIDR format) will look as if it is obtained 

from different points/sources in the internetwork and will route the IP packets to the nearest 

instance of anycast service. Therefore either from routers or the routing protocol point of 

view, there is no change in their operation and more over no new routing concepts specific to 

anycast is required to be implemented or configured on the routers. In a simple way, a static 

route can be configured on the router which points to the anycast service instance. Thus, the 

IP packets are forwarded to the nearest instance of anycast service based on locality, from a 

routing perspective, between client and anycast server host.

Network Operation:

The initiator, here onwards called as mobile client is configured with an option 

called “iSNS Discovery”. This option basically tells the initiator that whenever it boots 

up and becomes active will always have to contact the iSNS server to get information 

about the available targets it can



45

Mobile Client 
(iSCSI initiator)

Mobile Client 
(iSCSI initiator)

iSNS Server 1 iSNS Server 2
Storage Server 
(iSCSI target)

Intermediate Storage 
Server (iSCSI target)

IP Cloud

PAGENT

Location A Location B

Figure 5.2 networking environment with Intermediate Storage server using iSCSI 

protocol

access. The IP address of the iSNS server to which the mobile client needs to contact is 

presented by the “iSNS Discovery” option. Figure 5.3 gives a snapshot of the “iSNS 

Discovery” option in the initiator.
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Figure 5.3 iSNS Discovery option in a iSCSI initiator

The iSNS server located in location A as per the figure 5.2 is configured for the target 

information (name and IP address) corresponding to the storage server in location A and 

the iSNS server located in the location B is configured for the target information 

corresponding to the intermediate storage server in location B. Whenever the mobile 

client in location A contacts the iSNS server and requests the information about the 

available targets, the iSNS server will respond to the mobile client request with the target 

information of storage server in location A. Following which the mobile client will 

proceed to establish an iSCSI session with the storage server. Similarly, when the mobile 

client moves to location B and contacts the iSNS server for the available targets, the iSNS 

server at location B will respond with the target information of the intermediate storage 

server. Following which the mobile client will proceed to establish an iSCSI session with 

the Intermediate storage server. Having explained the significance of anycast application 

and iSNS server in our considered networking environment, let’s proceed with the 

explanation of iSCSI operation with the proposed Intermediate Storage Server. 
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When the mobile client in location A wants to access the storage server will contact/query 

the iSNS server (based on “iSNS Discover” option on the mobile client) for the list of 

available targets. iSNS server upon request will look into its bindings or domain sets to 

determine what targets are available and allowed to be accessed by the mobile client. The 

iSCSI nodes (initiator and target) in an iSNS server must be grouped to same domain set to 

be able to communicate among them. Since, we have configured the iSNS server in a way 

that both mobile client and storage server are part of same domain set, the iSNS server will 

reply back with the storage server information (name, IP address). Having the storage server 

(target) information, the mobile client will proceed to form an iSCSI session and once 

established will start the required iSCSI read and write transaction. The iSCSI application 

running between the client and the storage server over a LAN will not be subjected to 

performance degradation due to small iSCSI packet transfer time. But when the mobile client 

moves to a different location (location B as per figure 5.2) and tries to access the storage 

server. In section 5.1, we showed that the iSCSI application performance is drastically 

decreased as the transmission distance between the initiator and the target increases. 

Looking at the performance degradation with network distance, author has deployed 

the proposed Intermediate Storage server in the remote location (location B). Now since from 

figure 5.2, the mobile client has moved to location B and will contact the iSNS server based 

on the “iSNS Discovery” option. It should be noted that the iSNS server information (IP 

address) on the mobile client has not changed and so the mobile client will try to contact the 

iSNS server with the same IP address even though it has moved to different location. In view 

of this, we have configured both the iSNS servers with same IP address. Using the anycast 

application along with the routing mechanism of the internet, IP packets are forwarded to the 
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nearest instance of anycast service. So when mobile client contacts the iSNS server and 

requests the information about the available targets. The iSNS server will respond with the 

target information (name, IP address) of Intermediate Storage server. Following which, the 

mobile client will proceed to form an iSCSI session with the intermediate storage server and 

once established will start the required iSCSI read and write transaction. With the 

introduction of intermediate storage server, the target is locally available to mobile client. 

Therefore, the iSCSI packet response delay time (latency) for both read and writes operation 

shortens because of Intermediate server being localized when compared to remote storage 

access across the wide area network.

Figure 5.4 and 5.5 shows the difference in the delay response time achieved in terms of 

read and write I/Os with and without using the intermediate storage server when mobile 

client moves to remote place.

A=response time when having directly communication between initiator and target

B= response time with using intermediate storage server

We have seen that by using Intermediate Storage server the performance degradation 

caused by network distance is minimized when accessing the remote storage over iSCSI

In addition to minimizing the performance degradation (reduced iSCSI packet response 

delay time (latency) for both read and writes operation), the proposed method also 

illustrates the following advantages:

Security:

As discussed in section 5.1, the iSCSI packets are vulnerable to various security 

threats as they travel across wide area networks for remote storage access. To mitigate 

the security 
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Figure 5.4 Direct communications between initiator and target Vs communication using 
Intermediate target for iSCSI Read operation
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Figure 5.5 Direct communications between initiator and target Vs communication using 
Intermediate target for iSCSI Write operation

threats various well defined security practices are available today and author (as 

discussed in section 5.1) has implemented the Chap and IPSec for end to end network 

security during simulations. In section 5.1, it was showed that the implementation of the 

security (encryption and authentication) for end to end network security further adds to 
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the latency due to the processing overhead involved at the edge routers for encrypting and 

decrypting the packets and authentication of the corresponding end nodes at both initiator 

and target. However, in the proposed method using Intermediate Storage server, the 

target (storage server) is localized to the mobile client (initiator) and so does not require 

the well defined security practices to be implemented. Hence, all the iSCSI transactions 

between the mobile client and intermediate storage server are taking place locally rather 

than traversing across the wide area network for remote storage access. 

Distributed Storage:

Distributed storage is the process of storing data at different locations over many 

storage devices like RAID systems, with enough redundancy to recover the data even if 

several of the storage devices are unavailable. By using RAID system for storage, it is 

known which device failed, so data recovery is simpler. Distributed storage currently is 

not widely used for backup over internet because of the packet transfer delays and 

security threats involved.

5.3 Test objectives

The objective of this testing and simulation is aimed to show that how localizing the 

storage server (using intermediate target server) to the mobile client (initiator) whenever the 

mobile client moves far way from the primary target server  improves the overall iSCSI 

performance in terms of response time taking iSCSI read and writes into consideration. The 

observation made in this research work helps to understand that the iSCSI I/O performance 

changes as the distance between the initiator and the target is varied and also as the block 

size accessed by the initiator is varied.
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The test bed considered performing the testing and simulation is shown in the figure 

5.2. The testing and simulation are carried out on both windows and Linux environment. The 

Author used Microsoft iSCSI initiator [11], Rocket division software iSCSI target [10] called 

as Starwind running on the Windows machine and the Microsoft iSNS server [12]. The 

iSCSI enterprise target installed on Fedora core 5  running 2.6.26 kernel, Fedora core 5 iSCSI 

initiator source running 2.6.26 kernel when performing simulations in Linux. We used Allsyn 

software [14] designed by Michael Thummerer as replication technique between the initiator 

and intermediate target. For traffic generation, we used Cisco PAGENT (traffic generation 

tool) running on Cisco 2621 router. Performance measurements were made using IO meter 

[13], an industry standard input and output performance and testing analysis tool. 

In our testing and simulation scenario, IO meter version 2006-07-27.win32 was 

installed on the iSCSI mobile client machine (initiator) for the work load generation i.e. 

generate both read and write request on behalf of the user. IO meter consist of a graphical 

user interface which is used to configure the operational parameters, work load and control 

start and stop of the simulation tests. Once configured, it performs the I/O operations and 

collects the result to an output file. All the routers as shown in figure 5.2 are running EIGRP 

routing protocol. To simulate the anycast application, we have configured a static route 

pointing to anycast address of iSNS server on the routers connected directly to location A 

and B. On router connected to location B, the static route configured is redistributed into 

EIGRP with a metric slightly lower than what is configured and redistributed in to EIGRP on 

the location A connected router. By doing the above redistribution and underlying EIGRP 

routing mechanism, the mobile client on moving to location B, when tries to access the iSNS 

server configured with anycast address will get connected to iSNS server in location B.
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5.4 Test Scenarios

In the considered test bed shown in figure 5.2, simulations have been performed 

for the following scenarios:

 iSCSI Response time between mobile client and  storage server

 iSCSI Response time when mobile client moves far away from storage server

 iSCSI Response time with the introduction of intermediate storage server 

The theoretical explanation for the above scenarios is explained below but the 

detailed explanation with outputs and graphs will be provided in the Test results and 

Analysis chapter.

5.4.1 iSCSI Response time between mobile client and storage server

From then figure 5.2, the initiator firsts looks for the iSNS server (as we have 

enabled iSNS discovery option on the initiator) and once it contacts the iSNS server will 

come to know about the appropriate target (in terms of IP address) i.e. storage server in 

our scenario and will establish the iSCSI session with it. We have considered both serial 

link with 1.544 Mbps and gigabit Ethernet link between mobile client and storage server 

during simulation. We simulated the iSCSI response time in terms of both iSCSI  read 

and write between the mobile client and storage server under varying different test 

conditions like I/O request sizes of 512B, 4KB, 16KB, 32KB, 64KB, 128KB, 256KB and

1024KB and random and sequential read and write conditions. Upon simulations, the 

author has collected the read and writes time respectively.

5.4.2 iSCSI Response time when mobile client moves far away from storage server

From figure 5.2, it can be seen that when the mobile client moves far away from 

the storage server, all the iSCSI request have to traverse all through the IP cloud before 
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reaching the storage server. Since in a practical world, the security is considered and 

various encryption techniques are used for the traffic passing through the networks. In 

this scenario, the author has implemented security using IPSec encryption for end to end 

network security. Apart from security, we also generated IP traffic using Cisco PAGENT 

to simulate a realistic traffic conditions. We simulated the iSCSI response time in terms 

of both iSCSI  read and write between the mobile client and storage server under varying 

different test conditions like block I/O request sizes of 512B, 4KB, 16KB, 32KB, 64KB, 

128KB, 256KB and 1024KB and random and sequential read and write conditions. Upon 

simulations, the author has collected the read and writes time respectively.

5.4.3 iSCSI Response time with the introduction of intermediate storage server 

From figure 5.2, it can be seen that with the introduction of the intermediate 

storage server when the mobile client moves far away from the storage server, instead of 

accessing the storage server the mobile client will automatically get connected to the 

intermediate storage server (explained in 5.1) and starts accessing it locally instead of 

remotely. We simulated the iSCSI response time in terms of both random and sequential 

iSCSI  read and write between the mobile client and the storage server under varying 

different test conditions like I/O request sizes of 512B, 4KB, 16KB, 32KB, 64KB, 

128KB, 256KB and 1024KB. Upon simulations, the author has collected the read and

writes time respectively.

Chapter 6 discusses the results for above scenarios.
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Chapter 6

RESULTS AND ANALYSIS

In this section, we analyzed the response delay times in terms of total iSCSI read and 

write operations for the following scenarios:

6.1 iSCSI Response time between mobile client and storage server:

Figure 6.1 and figure 6.2 shows how read and write time increases with increasing 

block size. It is observed that when the initiator is located close to the target, the response

delay time is very small. Here both the initiator and the target are authenticated using CHAP.
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Figure 6.2 Write 
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6.2 iSCSI Response time when mobile client moves far away from storage server:

Figure 6.3 and figure 6.4 shows that when the mobile client(initiator) moves far away 

from the storage server (target) the response delay time is increased considerable with the 

fact that now all the iSCSI request have to traverse all through the IP cloud before reaching 

the storage server. Also, we have implemented IPSec encryption on the edge routers for end 

to end network security, because of which both encryption and decryption time is 

additionally added at the initiator and the target end. The above encryption process is 

performed for every IP packet that is generated by these read and write operations. This 

encryption and decryption process influences the total time taken to perform the iSCSI read

and write operations. In addition to this, we are also running background traffic using Cisco 

PAGENT which in turn results in increased iSCSI read and write times.
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6.3 iSCSI Response time with the introduction of intermediate storage server 

Figure 6.5 and figure 6.6 shows that when the mobile client (initiator) moves far away 

from the storage server (target) the response delay time is not increased as seen previously. 
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This is because of the introduction of Intermediate Target storage server, which localizes the 

storage sever to the mobile client when moved to a remote location. 
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Figure 6.7 and figure 6.8 show the response delay time in terms of total iSCSI read and write 

times with and without the iSCSI intermediate target storage. We can see that the difference 

in the iSCSI performance is very large and increases with increase in block size as accessed 

by the mobile client (initiator). Thus, the intermediate target greatly affects the iSCSI 

performance in terms of response time. 
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Therefore, the proposed method of using intermediate target storage server achieves high 

performance when applied to iSCSI based remote storage services for mobile appliances.
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Chapter 7

CONCLUSION AND FUTURE WORK

7.1 Conclusion

In this research, we are suggesting an intermediate storage server acting like a target 

and located at a remote end. When the client moves far away from the main storage server to 

a remote end, it will connect to this suggested intermediate storage server rather than trying 

to establish connection with the main storage server, thus reducing the latency/delay time 

involved in contacting the server. Upon comparison of the iSCSI response time in terms of 

the read and write operations with and without the intermediate storage target , it is seen that 

with the introduction of the intermediate storage target, iSCSI I/O performance is greatly 

improved when applied to the iSCSI based remote storage services for mobile appliances.

7.2 Future Work

Caching mechanisms can be implemented on the iSCSI target to provide applications 

with better I/O performance. Data prefetch and buffer management algorithms can be 

implemented on the iSCSI target to enhance the I/O performance.
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