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ABSTRACT 

 

In this current era of change and revolutionary development every technology has passed on its 

successor and so has the barcodes. Barcodes have been there for decades and have been used in various 

products and these can be found in our daily life. The extensive use of barcodes is there in everyday life 

but the issues faced by them led to the invention of RFID-Radio Frequency Identification Tags. 

 

RFID were commercialized not before the early 1990s when the industrialists requested for its 

availability to the general public so that they can utilize so as to ease their tasks. One of the most 

important use of RFID came into play in supply chain and warehousing. These were the areas where the 

object was in a constant motion and there was also a dire need to quantize and track such objects. 

 

Like every technology introduced has its setbacks, so does the RFID Tags. The RFID Tags being 

a baby technology and still in a phase of reformation RFID is facing a major security issue, as it works in 

a open wireless environment and the current security features have been poor with respect to energy 

conservation, scalability, time and money. 

 

For a place where electronic flow of information is the order of the day, there always has been a 

sense of security so as to protect the information, while containing time to nano of seconds. This paper 

similarly focuses on securing RFID communication, and our paper suggests a method that would not only 

secure the information but would also conserve time and energy. Various methods have been proposed 

but all are complex and require processing at the Tag, whereas our method takes the calculation and the 

complexity and sets it at the RFID Access Point. 
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CHAPTER 1 

INTRODUCTION 

 

 There are several things in life that make our life easier but are left unnoticed. One of such is the 

Radio Frequency Identification (RFID) Tag. RFID nowadays is being used in everyday life, when people 

buy grocery, get their cars serviced, buy toys for children or renovate homes with new furniture always 

one way or the other run into a product implanted with RFID tags. Tags are merely used in every product 

because these, tend to make life easier for both the supplier and the retailer.  

 

The most significant use seen is in the inventory system and the supply chain system. Tags make 

it easier for a manufacturer or a buyer to track a product or complete the inventory of their warehouse in a 

matter of seconds. Such an ease and accuracy not only saves time but also increases productivity.  

 

 As RFID Tags work as a source of identification for any object in a commercial or a military 

environment it would be unfair to give credit to RFID for being the first product identifier as RFID is the 

modern successor of barcodes. Barcodes since long have been used to identify products and are used on 

every day product. Barcodes were invented by Joseph Woodland and Bernard Silver. The first barcodes 

introduced composed of numbers then as time went on numbers took shapes of lines, 2D spots and finally 

were implanted in form of figures in a picture.  

 

 In 1970s the barcodes were widely accepted by the grocery industry who thought it would 

improve their inventory, reduce their labor and production cost, but barcodes did not tend to prove 

effective and the only fact that it got so far was for the reason that these codes were printed in such a way 

that it was impossible to change, thus protecting the price and detail of the product. 
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Since benefit has its price thus using barcodes has never made life easier for the producer or the 

seller, and huge amount of inaccuracy persist while doing inventory as at times these get worn out or torn 

off easily. Scanning barcodes itself is a tedious job and consumes a lot of time and above all waste of 

money. 

 

The evolution of RFID was a necessity, with wearing and tearing of bar codes and a need to track 

products and to verify their status, protect information and save it for necessary use. Radio Frequency has 

always been a field of research and people have been presenting various theories about it. There is no set 

history as to where this idea evolved but at most occasions one would find Charles Walton, being 

considered a pioneer for this technology.  

 

In the early 90’s when this technology was commercialized and standards were set, two 

professors from MIT, David Brock and Sanjay Sarma gave the concept of RFID in form of a microscopic 

microcontroller on a strip. The basic theme behind the project was to introduce a very compatible RFID 

that could be sold very cheap, and would have extensive use, and above all replace bar codes. These basic 

circuits are composed of a very small microcontroller with thousands of gates functioning per second so 

as to provide optimum functionality [4].  

 

The tags are much like their predecessors, barcodes, but with much more information embedded 

in a memory. Tags also comprise of an antenna in order for readers to communicate with it through 

wireless media and retrieve needed information from their memory. One of the unique features that make 

RFID tags like barcodes is its Electronic Product Code (EPC). This is an exclusive number associated 

with an item so that it can be tracked easily and stored in the databases for references. Although it is fairly 

a young technology, researchers have taken tremendous amount of interest and published a number of 

papers with new ideas to make the technology better for the future. Electronic Product Code Global 
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(EPCglobal [1]) has been is one of the fore front runners in developing RFID protocols and standardizing 

it.  

 

Hence with the advent of the concept, RFID is categorized in two major parts, Active and 

Passive. Active type of RFID is the one that has a battery attached to it that powers it up and keeps the 

information stored in it. The best part about it is that it has a very large range and can be accessed from 

far away and also has less error probability. With the battery added these RFIDs can implement complex 

algorithm and can also have a robust security algorithm, whereas Passive RFIDs on the other hand are 

exact opposite. Passive RFIDs are based on a very basic principal of science, that whenever magnetic 

waves are passed through a coil of  wire it produces current, similarly when the radio frequency is passed 

through a coil of wire if would produce current. The moment the Passive RFID comes across any RF it 

powers up and thus perform functions as long the RF wave remains in its vicinity or as long as the charge 

remains.  

 

The passive RFIDs though are capable of storing information but are not as capable as the Active 

RFIDs are. These devices can store very little information, cannot run complex algorithm but are cheap. 

Passive RFIDs produced, in a bulk cost a couple of cents. This technology gained its popularity mostly in 

the supply chain management. Its importance was realized when it saved both time and money right from 

the manufacturing plant to the customer. It made inventory easy both at the manufacturer and the 

customers end. With a centralized database both the vendor and the customer were able to keep track of 

their product. Barcodes took cumbersome time to inventory every little object even if it meant opening up 

the box and check, and at times if the barcode got damaged it was hard to identify the package. With this 

innovation it was easy to get information and above all the information was secure and less prune to 

damages. 
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Industrialists and RFID manufacturers have come up with several standards and the most recent 

one is EPC Class 1 Gen 2 Standard [2]. This standard defines physical and layer 2 characteristics of RFID 

networks.  It also tackles the fact that the wireless medium between tag and reader is vulnerable to 

security breech and proposes a simple one way authentication protocol. Needless to say, being so simple 

makes this authentication insecure. In [3], Konidala et al, propose a two way authentication scheme by 

utilizing the simple EXOR operation capability of the tags. This scheme uses the back-end servers for 

computations and assumes reader to be a dumb device used for reading tags and sending information to 

the servers. While this scheme proves to be better than original EPC Class 1 Gen 2 proposed 

authentication, its back and forth information sharing and computing with servers makes it time 

consuming, and not only that but it also requires a hefty amount of processing. In this research authors 

have proposed a novel secured authentication scheme which utilizes the readers’ capabilities to the full 

potential. The scheme use servers for retrieving some information from database, but does not waste time 

in creating multiple random numbers and sending it via a long chain of devices, as proposed in [3]. This 

authentication protocol not only delivers a reliable and secured authentication scheme but also reduces 

unnecessary transmission delays. The scheme also extends to define encryption of the data transmitted 

after authentication between the reader and tag has been granted.  

 

  Companies that follow standards by [2] implement their algorithms and other feature sets in the 

User Memory Bank; of the memory placed on the tag. It is not easy as it may seem to get information off 

the user memory bank physically, as these strips are sealed in such a way that if any malicious user trying 

to get tags physical structure, opening the strip or its container would damage it, and so there is only one 

way left to it, and that is when the device is communicating.  

 

Potential threats to communication are categorized as “Interception”, “Interruption”, 

“Modification” and “Fabrication” [17]. Each method plays a significant role in hacking and disrupting 

communication. Good hackers have three things in common [17], “MOM – Method Opportunity 
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Motive”. These reasons are the ones that invigorate an attacker. It is quiet necessary for an attacker to 

have complete knowledge of the device that he is trying to hack into. Having such information makes it 

easier to design a method that could be used against the tag, and not only that it also makes it easier to 

fabricate an algorithm that can harm the product.  

 

Security has been always an issue no matter what it may be, or where it may be. Similar is the 

issue with RFIDs. These miniature identification strips have evolved so as to contain information about 

people and their possessions, and the most unsecure methods of communication is wireless, as one is just 

throwing packets into the air assuming that the right user is receiving and there is no way to identify that 

there is no other host with bad intentions. It becomes quiet hard to identify, such malign hosts in a 

wireless environment. Various methods have been proposed throughout the history to not only prevent 

errands but also to secure communication.  

 

As these methods were implied on wireless networks, a similar need was required when RFID 

came to be commercialized. Several tests have been run by RSA technologies, and one of the famous test 

conducted was by [18], JHU-RSA (John Hopkins University-RSA Laboratories) over a DST-Tag 

manufactured by Texas Instruments, for vehicles to be used as their keys. The idea behind the experiment 

was to test the strength of the algorithm used. This team which comprised of six researchers unraveled the 

mystery with help of a presentation on car security and the DST equipment purchased. This experiment 

was based on reverse engineering and did not involve the core study of the DST-Tag, providing facts 

leading to a flaw in the system then presented by TI. At that time the systems available and those that 

worked at slower speed, as compared to what currently there are; were used.  

 

Another type of an attack known as the Relay attack has played a very important role, which was 

presented by [21], in which the authors have presented an idea of a “Leech and Ghost” attack. In this type 
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of attack Leech would associate itself with the tag and Ghost with the reader that way the authors were 

able to crack the code to eavesdrop the communication between the two.  

 

There have been several papers proposed in regard to security and several methods published 

with each proposer trying to prove their security algorithm secure with a compromise over a certain 

factor. Like [4] proposes a very strong method for encryption with a huge number of complexities posed 

not only at the reader but also at the tag, and also compromising over delay. Similar is the case with [3], 

where a unique structure is put forward but then again number of instruction cycles and time is 

compromised. The motive of the author in this research is to introduce a protocol that has less to give and 

more to gain. It has been set forth that the protocol should not only be secure, but also be able to take load 

of the tag and give less amount of delay.  

 

With the growing number of standardizations it becomes quiet necessary that a known standard is 

selected [4]. Due to the fact that right standard is used, it might be easier for the attacker to study the 

structure of the Tag but makes the job easier for a protocol designer as it not only relieves him from the 

burden of securing tags hardware but also keeps his design independent of tags physical security 

structure. In the wake of a new physical design it is important to modify the protocol, that is why the 

author has proposed this current protocol and with the proposed authentication scheme, it is quiet 

independent of physical alteration bounds, and since the proposed protocol is based on standards therefore 

the basic structure of this algorithm reveals that it relies on the elementary tag structure projected in the 

EPC guidelines. The schema is flexible enough to reconcile to any revision with minor modifications, 

thus saving a huge manufacturing and deployment cost. 

 

It is facile to offer an idea posing to provide a strict authentication rule but it would be hard to 

keep it up with the ongoing communication, where as with the current proposition it is a fair assumption 

that the set protocol would keep the tag information hack proof till the end. 



7 

 

The rest of the thesis delves down deeper into the RFID details, starting which Chapter 2 which 

gives a detail look into the RFID technology, its evolution through time, and security threats posed to it 

and measures taken to prevent them. Chapter 2 also creates rudimentary bases for the proposal of current 

protocol. In Chapter 3 the author has discussed the ESAP (Enhanced Secured Authentication Protocol for 

RFID Systems) protocol, defining its significant algorithm and working. 

 

In Chapter 4 the author has provided results based on mathematical formulas and probability. 

Chapter 5 concludes the report based on the facts established in the previous chapters comparing it with 

the results obtained in Chapter 4. The Chapter 5 at its very end also states authors’ reviews on future 

works yet to be addressed. 
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CHAPTER 2 

LITERATURE SURVEY 

 

 

 RFID after its evolution has taken many changes and a lot has been contributed to its 

development. Since 1960, the time when this technology was conceptualized for military purposes, it has 

taken many shifts with respect to its technology and yet to date there are changes. The Chapter 2 would 

review RFID Technology throughout the history starting with fact that why is there a need for RFID? 

(2.1.1), its security features (2.1.2). The chapter also puts up a brief review of EPCglobal Tags (2.1.3) and 

also about a couple of other papers that have been published in regard to current EPCglobal security 

protocol (2.1.4) and The Evolution of RFID Technology in Security (2.1.5).  

 

 This Chapter also reviews Binary Tree Search (2.2), XOR Function (2.3) followed by Shannon’s 

Theorem (2.4). Two other sections have also been introduced in this chapter that discusses problems 

behavior and approach (2.5) and issues encountered during research (2.6). 

 

2.1 RFID TECHNOLOGY 

 

RFID is an immature technology that is undergoing through a phase of development and 

innovation. A lot of researchers have written papers on RFID, its need and security. It would be unfair to 

state that there was never any security features proposed in this field. Since this paper is also related to a 

security feature set, therefore Air Jules paper [4] is the first that any researcher comes across. 
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 2.1.1 Why is there a need for RFID? 

 

 RFID is a new emerging resource for identifying objects and before revealing about the 

technology it would be helpful to discusses what actually this technology is all about. Jules [4] states that 

RFID was a technology developed to replace barcodes, as it were hard to maintain, inventory and protect 

physically. If there was a need to get a specific bar-coded product, it was required to scan each product at 

a time so as to get the right one. This might not seem tedious on a isle but at a place where there is a huge 

amount of inventory it becomes a trouble, where as for RFID a single scan would indicate the position of 

the product, but on other hand RFID has its own drawbacks, due to metals and liquid substances; but 

physically it is more reliable, for a barcode can wear off with time but RFID tag doesn’t. With the 

growing innovations and adaption by major industrialists and companies who are integrating this product 

in articles used in our daily life. The RFID now has come about to help, to ease our life and quicken the 

process. RFID is used for collecting tolls, track down books in a library, verifying the identity of a 

passport and not only that, nowadays these devices are being implanted in humans. Pets have been 

embedded with a capsule sized RFID so that if the poor creature is lost it can be tracked down.  

 

      2.1.2 Security Features in a RFID Tags 

 

RFID is not entirely secure just as in a wireless network, there are several issues related to these 

RFIDs like read ranges, rogue readers, tag to reader eavesdropping or vice versa and masquerading.  

Since privacy is a primary concern Jules also has addressed this in his several proposed papers. For the 

sake of privacy government organizations have been spending millions on the security of these devices. 

Privacy methods call for procedures like Killing and Sleeping Tags [2], Renaming Approach which has 

procedures like Relabeling [22], Minimalist [15] and Re -encryption, Universal Encryption [23], The 

Praying Approach [4], Distance Measuring [25], Blocking [14] and Trusted computing [26]. Thus Privacy 

is another factor, which has always been exploited, like wise in Class1-Gen2 this factor has been kept for 
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future research. The more security features are introduced the more methods are devised to crack it, and 

above all the future for RFID security would be in the field of symmetric research [4]. 

 

RFID development is an ongoing process and Jules paper is considered as a starter for any 

researcher, who would want to work in this field. Particularly it is hard to decide where to start from, and 

for a novice it is a fair approach to follow guidelines. In such a case the best paper to begin with would be 

the Class1-Gen2, by EPC Global. 

 

      2.1.3 EPCglobal RFID Tags 

 

EPC, Global standardized the research into RFID and were amongst the few to propose a physical 

as well as a software based set of rules that imply the way an RFID should be manufactured.  EPCglobal 

propose, protocol that communicates between 860MHz to 960MHz [2]. EPCglobal has defined its 

product at a very crude level in [2], as it also defines Physical Layer Level features and also states that 

this particular EPCglobal Tag performs functions over various modulation methods that also provide a 

physical layer security. The EPCglobal Tag has a very unique memory structure which is properly aligned 

and referenced during reader tag communication. It is necessary to know how memory has been outlined 

in [2]. The best part about EPCglobal is that it has implemented the kill and access passwords. Each 

command that is communicated between the tag and the reader is checked with a CRC, which confirms 

for any corruption in information transfer.  

 

Like every standard EPC Tags, [2] implement EPC code, and so as to secure the communication 

the standard also sets forth a protocol that uses a secure method, but the EPCglobal protocol not entirely 

conceals the data and the information is at the disposal of the hacker. 
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The RFID Tag and its reader (interrogator) communicate on a one way channel meaning that one 

listens while the other speaks. The interrogators are fairly capable of modulating and sending the signal to 

the Tag. There are various modulation standards used like, Double Side Band Amplitude Shift Keying, 

Single Side Band Amplitude Shift Keying, Phase Reversal Amplitude Shift and Pulse Interval Encodings. 

The tags backscatter information using FM0 and Miller Modulation. The physical layer communication is 

not much of concern but is worth mentioning, but what matters here is the internal structure of the Tag 

Memory Banks, as all the information is stored and accessed from there. There are four types of memory 

banks specified in general standards as discussed below. 

 

Reserved Bank: The Reserved memory contains the access and the kill password, and is these 

are stored in chunks of 16bits each. 

EPC Bank: The EPC Bank composes of three entities CRC16, PC (Protocol Control) bits and 

EPC (Electronic Product Code). CRC-16 and PC bits are both 16 bits each where as the EPC capacity 

depends upon how big the number is. 

TID Bank: This bank contains information that is unique to all the tags being used such that the 

interrogator can identify the particular tag uniquely and also enough information is present in the bank to 

support features that may be necessary for tags communication and information. 

User Bank: This part of memory is for the user only and he can store any information as desired. 

Even the memory arrangement depends on the user itself. 

 

      2.1.4 Current EPCglobal Security Protocols 

 

EPCglobal has been in lime light for long and a lot of research has taken place so as to secure the 

Tags. One such feature was introduced by Divyan M. Konidala and Kwangjo Kim [3]. The authors have 

declared a protocol that used simple EXOR function to encrypt the protocol, and have excellently defined 
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a complicated protocol. Divyan and Kim have used complex random number generation that further 

generates a map of the access password.  

 

The map is as such that only a tag could decrypt it. The tag generates the same tag mapping so as 

to encapsulate or de-capsulate its information. Though this method is strong to be cracked but then again 

it involves a tremendous amount of calculation and deteriorates tag energy resources as the more complex 

the algorithm the more energy is utilized in processing of data.  This paper has been based on Class1-

Gen2 standards, and follows the rules precisely. As for now this intense amount of calculation on a tag 

would be unappreciated.  

 

 Another, major security feature was contributed by Kin, Lim and Lee [9]. The authors look at the 

encapsulation of information with a very different perspective. The method involves generation of four 

random numbers and then manipulating the second random number which is the key and then sending it 

XORed with the ID. This method goes on and with it a complex protocol comes into play.  

 

The protocol not only tends to introduce complexity but a hefty amount of calculation takes place 

that result in utilization of tag resources. As indicated the tag stays up and charged as long as it has a 

reader in its range but then again it will take more time as there are more number of cycles, put to 

function as to what already are being executed. 

 

2.1.5 Evolution of RFID Technology in Security 

 

Since RFID technology has been here for long a lot has been contributed in its advancements not 

only physical structural changes but several protocols have been proposed. Similarly TEA, algorithm [5] 

is now being considered to be put into Tags and workout the calculation but then again the proposers 
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itself claim that their algorithm uses more number of iterations than usual. It is a very good algorithm but 

with the increase in complexity diminishes the concept of simplicity in security. 

 

 One of the highly implemented features used in the field of networks are of the hashing 

functions, which have been used by Okhubu et al [27]. The algorithm uses the function to get tag 

information verified. The tag using its key hashes the key and sends it to the reader which on receiving 

sends it to the database which generates a chain of hashing function for the Tags in its database, and tries 

to match all till it either receives one or runs out of its list. It is a very secure process but delays the 

processing time. 

 

The flexibility in using hashing did not end here in fact in [8] Avoine and Oechslin proposed an 

algorithm based on [27] which states to have increased the working capability as in [8]. This method used 

pre generated hash chains and it was fairly able to reduce the amount of time used during calculations, 

and the only factor in effect would be the memory, as the tag required to have space to store these chains. 

This feature would have worked well if there was an ample amount of memory available in a Passive 

RFID Tag. 

 

2.2 BINARY TREE WALKING ALGORITHM 

 

Two issues which are fairly important for a tag is searching a tag and a method that would protect 

tags from being hacked into. The first problem to be addressed is the searching algorithm, as in [14] Jules 

et al explains that Tree Walking Algorithm is the best approach that can be used to find a tag, for as a 

reader goes through each and every tag, to get to the right one.  
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In Tree Walking Approach the reader does not have to do that, as it uses the Tree Search 

algorithm in which bit by bits are matched starting from 1
st
, 2

nd
 and then 3

rd
 and so on. This way the tags 

at the present location form a tree which is easy to walk through and select a particular tag. 

 

Whenever the reader does a Binary Tree Walk it reads away any tag so it would be easier for a 

malicious user to get information. Jules et al has also put forward the concept of a blocker tag like the one 

that would emit counter RF signals so as to not only block malicious readers but also disrupt any un-

intentional reading devices frequency. There could be various types of such blocker tags that can be used. 

Some that block tags normally, by declaring their tree sets, where as some can define policies that would 

make it easier to recognize the tags and act accordingly. Authors also state that this approach can not only 

be used for a good purpose but also can be used for a bad purpose, so as to hide information. 

 

Since all communication takes place at the frequency level during the study it was important to 

understand the issues faced when collisions take place. Binary Tree Walking itself is not enough to 

prevent collision by itself as in [12], by Bogdan et al pose a very unique method to prevent collision with 

a combination of Binary Tree Walking Algorithm and two algorithms “RCA-Reader Collision 

Avoidance”, and “RCE –Reader Collision Elimination“ helps in eliminating collisions in a congested 

environment. Whereas, similarly CSMA is now being used in every wireless technology and a lot has 

been added to increase its efficiency. Samir et al in his paper [11] have used CSMA concepts to prevent 

collisions and have also displayed the tests using motes. 

 

2.3 XOR-FUNCTION 

 

XOR- Function is a mathematical formulation or a mathematical entity that states propositions as 

disjunctions. Logically any two values true in nature, their product would be a false reaction, and their 
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opposite values would render a true value. A very good analogous example in daily life would be of a 

magnet whose like poles repel and unlike attract. 

 

XOR is a very important function used in every daily life functions, from a complex device like a 

router, to simple household machinery like an electronic washing machine. Mathematically this theorem 

can be considered by using a Venn Diagram, which is as follows in Figure 1. 

 

 

Figure 1 

 

The Venn diagram in figure 1 is a very simple and a very precise depiction of Exclusive OR 

function. Considering A and B as two true values then their own areas the ones shaded are true values 

where as their interaction with each other as a true results in a false value or a value that is not true is 

indicated with their intercept and a common white shaded area. 

 

To summarize this function following table is used (Table 1), with a true value represented as T 

and a false value as F. Considering the same entities as in the above Venn Diagram that is A and B. 
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A B Resultant 

T T F 

T F T 

F T T 

F F F 

Table 1 

 

XOR function can be implemented using a very simple circuitry. A single logic can be fabricated 

using simple NAND gates. The primary purpose that this function serves is to create confusion. Since it is 

so simple it is easy to fabricate and can be used in any logical circuitry. It is so simple that it can be 

affordably used in a RFID Tag. The [2] implements this function too as a part of its identification 

purpose. 

 

2.4 SHANNON’S APPROACH 

 

Shannon in his paper [16] describes various propositions regarding crypto-systems and the author 

states that to achieve perfect-privacy; with respect to One-Time Pad, the best approach to cipher the text 

would be to change the cipher key. Proving through complex probabilistic models Shannon proves the 

fact that OTP can be made secure, and the most capable algorithm. 

 

There are various ways of encryption and de-encryption, and there are explicit circumstances 

under which these are used. One of the key issues here is to investigate that how simple methods can 

pertain to provide strict security, and these are basics provided by Shannon which have been adapted by 

the developers to develop cryptographic algorithm.  
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Before giving view about how and why Shannon’s proposed theory is a powerful base for a 

complete secret system Shannon defines each and every algorithm with detail example and evaluate it on 

the basis of “Amount of Secrecy”, “Size of the Key”, “Complexity of Enciphering and Deciphering 

Operations”, “Propagation of Errors” and “Expansion of Message”. Thus based on it the author’s theorem 

would be stated as; 

 

“A necessary and sufficient condition that T be strong ideal is that, for any two keys, Ti
-1

Tj 

is a measure preserving transformation of message space into itself”  

 

True in case of Shannon but rephrasing his theology the author states that the proposed protocol 

would be using a series on randomly defined numbers either a key or a text such that approach would 

result in a changing cipher text. A lot of critiques have proved Shannon’s Algorithm to be wrong but that 

is in the case of OTP. As OTP repeats its key so it’s obvious that any lay man can figure out what the text 

is. As indicated in [16] that the structural complexity of the language should be complex and there should 

be a constant change in keys. With this in focus the new protocol keeps in consideration that the language 

is complex as there are no alphabets used, and as far as the change of key is concerned the algorithm has 

been designed in such a way that every transaction yields a new chain of cryptographic digits. 

 

2.5 PROBLEM BEHAVIOUR AND APPROACH 

 

One of the biggest issues with the RFID yet unresolved prior to the release of this protocol is that 

the RFID Tags are vulnerable to attacks and it can be compromised. It is to be kept in mind that the 

objective of our approach is to secure Passive Tags. As previously been discussed that several approaches 

have been adapted so as to protect the information and some do qualify to be a good protocol, then again 

a lot is traded off, which in turn diminishes the purpose of security. 
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Keeping this entirely in mind it is quiet hard to approach the problem. The best way to deal an 

issue is to split it into modules or cases. It becomes much easier to deal with distributed problems, and 

that is why the task became easier when it was decided that Class1-Gen2 [2] is a standardization 

organization that has been working to set specifications on these tags. It makes work a lot easier, if to 

have set rules. Next comes the part of deciding what work has been done in the field of security, this 

allows to settle for an algorithm that could be easier to implement and better than all the other protocols. 

Once it is decided what factors the protocol bases on one would be in a better position to judge the trade-

offs. Once all the assumptions are made an ideal condition for the formulation of an algorithm, which 

would be discussed later. 

 

2.6 ENCOUNTERING ISSUES DURING RESEARCH 

 

This section has been created so as to clarify why some things were not implemented and for 

what reasons the parameters were chosen. One of the problems faced was the unavailability of a simulator 

that would implement Class1-Gen2, and the ones that were available would not allow changing the core 

engine, at which this protocol was supposed to work. 

 

Several proposers have specified their algorithm but none had actually defined a standard for 

measuring the parameters of their protocol, so it was decided to take a different approach, which would be 

consulted later.  As not clearly specified in papers but the working speed of a reader and a tag duo 

depends on the manufacturer itself. Several paper were based on other standards like IEEE, Texas 

Instruments, etc and till now there is no published or defined specification so it becomes more 

challenging in resolving the issue. 
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CHAPTER 3 

ENHANCED SECURED AUTHENTICATION PROTOCOL FOR RFID 

SYSTEMS (ESAP) 

 

3.1 INTRODUCTION 

 

 Security has always been a primary issue and be it the field of RFID. People over the years have 

tried to find ways to curb this issue. Security threats can be found in all professions. In the early days 

security merely meant physical security but with the evolution of electronics it has become digital. With 

the dawn of wireless networks protection of information became quiet critical and a lot of effort was put 

into securing this medium. 

 

 As the field of networks grew so did the threats and such turned out to be as in the case of RFID 

technology. RFID works on a defined channel and at an open frequency range that can be used by anyone. 

There are no set standards as to which frequency channel should be allocated but in fact the 

communication channel between the Tag and the reader is left open. Wireless data hacking is one, and on 

the other hand hackers have also tried to masquerade or get physical information about this technology. 

 

 This chapter discuss the RFID Vulnerabilities (3.2) faced by this new technology. So as to define 

grounds for ESAP there is a need to know about the RFID Tag (3.3) its memory (3.3.1), data rate (3.3.2), 

communication cycle (3.3.3) and its selection process (3.3.4). The Chapter further moves on studying the 

RFID reader (3.4), Assumptions for ESAP (3.5), Packet Format (3.6), ESAP Protocol (3.7), ESAP in a 

real time scenario (3.8) and finally the flow process (3.9). 
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3.2 RFID VULNERABILITIES 

 

 There are several vulnerabilities faced by the RFID technology, and a lot of research has been put 

into developing in securing it. As RFID itself is a developing technology the researches in view of past 

experiences have tested RFID for loop holes.  

 

 One of the key players in identifying vulnerabilities is the RSA Laboratories, who have been 

constantly exploring loop holes. One of the major factors that affect is the physical presence of the circuit 

of the Tag that can be easily acquired from any product. A lot of researchers have actually tested these in 

real live environment and found that with a few steps of reverse engineering they can crack the code. 

 

 Another key loop found during the research was that the communication between the Tag and the 

reader could be masqueraded by listening to their communication, and even changing the information 

during the process. RFID Tags on the other hand developed by EPCglobal technology do possess tools to 

secure a tag but seldom are they used. 

 

 EPCglobal Tags use a security feature that can perform encryption on the text being 

communicated but is insecure as it sends its encryption key in clear text, thus compromising it easily.   

 

3.3 RFID TAG 

 

There are various types of Tags that have been proposed by different manufacturers but the 

author has chosen EPCglobal Tags as, every tag comes with a UPC-Universal Product Code which now is 

known as EPC- Electronic Product Code. With the help of this product specific code the tag is set to be 

identified. The EPCglobal Tags have their own set of memory and their specific set of commands which 
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come up as an additional feature set. The Tags communicate with the readers over an open frequency 

channel under well defined rules by the manufacturer. 

 

The tag selection process takes place with the help of BTWA-Binary Tree Walking Algorithm 

[14]. The reader has to have selected the tag that it needs to communicate with. Tags interrogated, can be 

identified by any reader but with security under concern it is necessary to know whether the tag being 

read or the reader that is reading the tag are authentic. It is to be kept in consideration that all Tags are 

identified using a Binary Search Algorithm, and once they are identified they are ready to send the data 

off itself. As the proposed feature requires in depth knowledge of the internal structure of the EPCglobal 

Tag which are as follows; 

 

3.3.1 TAG MEMORY DESCRIPTION 

  

As the algorithm is symmetric, the password and other special values which author will discuss 

later are placed at predefined locations on a tag. Protection of these values would depend upon the 

physical layout of the tag, and what necessary security features have been devised to protect the 

information. Author have assumed that the memory’s physical bank protection have already been taken 

care of.  

 

The EPCglobal Tags have a set structure of Tags memory and it is kept in consideration that the 

memory locations stay the way they are and if anything is being added or modified there is a detail 

explanation to it. The only part of the memory that has been modified is the User portion of the memory 

banks. 
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Since there is only one bank available to the user the K which is a unique key between the Reader and 

the Tag and Rid which is the Reader’s ID are stored in the USER BANK. The K is stored first at from 

00xh to 0Fxh where as the Rid is stored at 10xh to 1Fxh (Figure 2).  

 

The readers are capable of generating a 16 bit random number Rd, and so does the tag, Rnd. It also 

assumed that the communication between the reader and the database is secure and hack proof, may it be 

wired or wireless, also keeping in mind that our tags have enough memory in the user section; as 

previously assumed to store extra constants and variables in addition to general 20 bits available. The rest 

of the information possessed by the tag like the Access Password AP is the same as defined in the 

EPCglobal Class-1 Gen-2.  

 

Figure 2 
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3.3.2 TAG DATA RATE 

 

One of the important factors that concern Readers and Tags communication is what the data rate 

for this current protocol is. As it has been specified that the protocol is based on Class1-Gen2 [2], this 

means that it is supposed to work on the specified data rates. The scale used to measure is called “Tari”. A 

Tari is a time interval reference depending on the frequency standard used. There are two types of data 

rates supported, which are a single Tari and 2XTari. Means that you can either sent Tari amount of data or 

twice the Tari. As in specifications the readers are supposed to communicate between 6.25µs to 25µs, 

including the upper and lower limit values. 

 

3.3.3 TAG COMMUNICATION CYCLE 

 

Before getting into the detail of what the protocol is and how it works it is important to 

understand how the Reader, Tag work and what is their communication procedure all this has been 

defined in a very refined formed in [2], but to get a birds’ eye view of how this new protocol tackles this 

situation the author has discussed the initialization procedure later in this section. This procedure would 

also discuss what things are done before a protocol is able to perform its full functionality and what needs 

to be amended. This section will discuss in detail about what happens before the control is actually 

transferred to this protocol. 

 

The Reader and Tag communication go through five phases in general before the transfer or 

retrieval of information takes place. Following are the three steps that take place during the life cycle of a 

tag communication. 

 

Waking Up: The Tags power up when they come in the vicinity of the Reader, and tend to stay awake as 

long as they are in its range [2].  
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Binary Search: Binary Tree Search is the algorithm used to sort out the awakened tag, so that it can be 

set for further procedures 

 

Authentication: After the Binary Tree Search has taken place the next step is the authentication process, 

where the tag is checked for authorizations by checking their Access Passwords and once verified, they 

are permitted by the reader to move on to the next phase.  

 

Communication of Information: After the authentication the transfer of data takes place depending on 

the fact that the Tag’s information does need to be updated. Usually Tags are used only to verify a 

product but at times to store information on it this phase is engaged [2]. In EPCglobal if there is a need to 

change the information in a Tag specific commands are issued so as to conduct the process, and those 

commands can easily be integrated with the set protocol. 

 

Termination: Interrogator and Tag communication terminates under two conditions; 

 

1) Procedural termination: In procedural termination the tag full fills its communication cycle and 

then there is no data to send or receive the communication is assumed to be terminated and tag 

does not hear anything from the reader, for a specified amount of time. This way the Reader-Tag 

talk is considered as terminated. 

 

2) Non-Procedural termination: Non-Procedural termination occurs when the tag moves out of the 

reader’s range, a rouge reader interferes, a miscommunication takes place or an unexpected byte 

is received during a healthy connection.  
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3.3.4 TAG SELECTION 

 

The tag selection takes place after the reader has powered up all the Tags and has initiated 

communication. The right Tag selection takes place after the Binary Tree Walk Algorithm [22]. This 

procedure has been applied on Class1-Gen2 and is considered to be the best and most successful method 

for the selection Tags. Class1-Gen2 has its own procedure, in which the Tag selection takes place. The 

selection is made in a series of sessions and then the EPC code is propagated, which on being learned is 

processed for further commands. The selection of Binary TWA was taken for the fact it is fast and has 

better results in a dense environment. This could also be considered as our assumption. 

 

3.4 RFID READER 

  

 The RFID reader can be a commonly available reading device that can efficiently read and 

process EPCglobal Tags. There are Readers available that can process ‘n’ number of Tags in a second, 

but the current works assumes any general reader capable of processing EPCglobal Tags. 

 

3.5 ASSUMPTIONS 

 

The proposed algorithm is based on [2] standard and therefore follows them as such. Like every 

new proposed protocol this too has a few assumptions. Author has assumed that in a network of RFIDs or 

in supply chain based RFID, for the readers there is always a centralized database. The reader is 

connected to this database through general networking protocol. It is to be assumed that the traffic 

between the reader and database is secured, as there are many ways of doing that by using other complex 

algorithms, like IPSec, Certificates, Hash, etc. There are various types of algorithms that have been 

proposed for LAN based security, and they very well take care of the security necessarily required for 

communication. As per [2], the author follows the same structural guidelines, but would add a couple of 
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things, in such a way that they would not affect the standard so set forth. The wireless communication 

between the Tag and the Reader would base on the communication rules decided in [2], like modulation 

and encoding algorithm being used. What makes [2] one of its kind for it not only defines a timeline of 

dataflow, it also specifies precisely how the protocol is to behave. One more major feature assumed in the 

protocol is that Tree Walking Algorithm is being used [12] [14]. This Algorithm has been tested and has 

proved its worth with the Class1-Gen2, and the only issue that was faced by this algorithm was 

masquerading. The proposed protocol resolves this issue. The author discusses this in detail in his 

description about the protocol. 

 

In [16] it was clearly defined that using alphabets makes a protocol more easily vulnerable to an 

attack and makes it easier for the attacker to predict. It has been stated that English alphabets are 0.7 

decimal digits redundant; in short English language has 50% redundancy. Keeping this in consideration 

the author has assumed that the data transferred is purely digits comprising of a code supported through 

an ONS server. 

 

One of author’s major assumption that this protocol bases itself on is the extension of available 

memory. Generally there is only 20bits of memory available in the USER Section. It has been assumed 

that the memory needs to be increased from 20bits to 84bits, as there is a dire need to store asymmetric 

keys for the protocol communication. 

 

3.6 PACKET FORMAT 

 

The protocol operates at the Data Link Layer, speaking in analogous to OSI Layers. In case of a 

Wireless Communication, all the standards would be followed set by the Communications Committee for 

a certain frequency and as per their Law and Standards.  
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Every transaction is focused to be set to communicate over a word i.e. 16 bits when stated in 

terms of RFID communication. The protocol communication bits are usually divided into two parts 16 

bits each. As all Class1-Gen2 support Word Standard communication therefore it is easy to understand. 

There is no specific header or trailer during the transaction of this protocol.  

 

There was no need for a header, trailer or a CRC check for two reasons. One is that the 

information is itself encrypted right from MSB to LSB. The second reason was that putting in the header 

and a trailer would result in a huge amount of overhead, and that the protocol itself handles this, as it 

would not only authenticate but also verify whether the packet is corrupt, as in either case as discussed 

later the communication is dropped. 

 

It has been kept sure that the KILL command is there, as it should be. Nothing has changed in it. 

So the format for its packet would be the same as defined in Class1-Gen2 [2] when using the KILL 

command. 

 

3.7 PROPOSED PROTOCOL  

 

The definition of protocol is divided into two parts. Phase I is one in which the initialization of 

protocol is defined and how it initiates its authentication, and then further, Phase II discusses the 

procedure for how to secure information transfer from reader to tag. For both Phases I and II figure 3 is 

being referenced, which is as. 
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Figure 3 

3.7.1 Phase I 

 

Phase I start when the Reader has detected the tag through the binary tree walking method [14], 

and have the EPC code. The Reader sends the EPC code to the centralized database that has a 

mapping for the EPC to its Access Password. While the Query is send to the data base a handshake 

takes place between the Tag and the Reader so as to secure the channel. Since [2], you can only send 

16 bits at a time, hence for the reader to initiate communication, keeping in mind that the key K and 

Data ID Did are of 32 bits, so it splits the K and Did into two parts each of 16 bits, as K_16_M, 

K_16_L, Did_16_M and Did_16_L respectively so that a complete word of 16 bits, which is the 
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transmission packet size; can be sent. For Initial communication the reader generates a 16 bit random 

number Random_16 and EXORs it with Did_16_M and sends it over to the tag. The tag is yet to 

receive another instruction. The reader takes the same random number and EXORs it with Did_16_L.  

 

Random_16      Did_16_M 

Random_16       Did_16_L 
 

Upon receiving these two messages the tag EXORs each instruction with Did_16_M and 

Did_16_L, and matches the two random numbers. If they are the same, the tag is 50% sure that it is 

the legitimate reader, but to be 100% sure, tag generates its first random number TRandom_16_1, 

EXORs it with K_16_M, and sends it over to the reader, whereas K_16_M is the 16 bit MSB of the 

key K stored in the Tag.  

 

K_16_M      TRandom_16_1 
 

The reader having the right K_16_M would be able to decrypt this, and with the right decrypted 

number the reader EXORs it with Rid_16_M and with Rid_16_L and sends them over to the tag, as 

these are the two split parts of 32 bit Rid. The tag decrypts this and matches it with its own Rid. If the 

Rid is the same as of the tag the messages are ignored else this Rid is replaced with the tags Rid. 

 

TRandom_16_1     Rid_M 

TRandom_16_1      Rid_L 

 

The tag then generates another second 16 bit random number Trandom_16_2, encrypts it with 

K_16_L and sends it over to the reader, whereas K_16_L is the rest of the 16 bit LSB of the key K 

stored in the Tag.  

K_16_L      TRandom_16_2 
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The reader upon receiving encrypts it with AP_16_M and AP_16_L using EXOR and sends it 

over to the tag. AP_16_M and AP_16_L are the two split parts of the 32 bit AP received at the 

readers end.  

 

TRandom_16_2       AP_M 

TRandom_16_2      AP_L 
 

Upon receiving these messages the tag decrypts them, and matches with its own AP. Once 

verified the tag is 100% sure that it is the legitimate reader and further communication can begin. 

Phase I is in which the author has verified a better way for reader to tag authorization as per in [2] and 

[3]. As it can be see that it was a very simple procedure that did not take many steps for the tag and 

the reader to authenticate each other. After the Tag has been authorized the transmission of data takes 

place, and as previously indicated that no protocol communicating tag to its reader or vice versa 

would allow the data to be encrypted, but this method does. It gives complete satisfactory security 

even for the data. Author extends this protocol further in Phase II so as to secure data transfer, which 

too uses the same method used as in Phase I. 

 

3.7.2 Phase II 

 

In phase II the author will be discussing how the data transfer between the verified tag and reader 

takes place, encrypted. Following Phase I the reader has been authenticated and now it is required to 

send information to the tag. So as to avoid any attacker trying to spoof, or listen to the communication 

after Phase I, a method for data encryption comes into play. 

 

Again referring to Figure 3, the reader generates a16 bit random number and splits it in two, 

Rd_1_M and Rd_1_L. Now the reader is to send two messages. In its first message the reader 
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encrypts, Rd_1_M with Rid_8_M and K_8_M, puts then in one packet of 16 bits and sends it over to 

the tag. Rid_8_M and K_8_M are the first 8 bits out of Rid and K respectively.  

 

After receiving this packet the tag decrypts then with its own Rid_8_M and K_8_M, it matches 

the two set of decrypted 8 bits, it does the same with the second message, but in the message it would 

receive Rd_1_L encrypted with Rid_8_L and K_8_L; the last 8 bits of Rid and K respectively. Once  

Rd_1_M and Rd_1_L are matched, the tag generates 16 bit random number splits it in two parts each 

of 8 bits i.e. Rnd_1_M and Rnd_1_L, and acknowledges the reader, by encrypting Rnd_1_M with 

Rd_1_M, and Rd_1_M with Rd_1_L, puts it one message of 16 bits and sends it over to the reader.  

 

Why was Rd_1_M and Rd_1_L encrypted? That question is answered in detail in the analysis 

phase. After receiving Rnd_1_M, the reader encrypts 8 bits of Data with Rnd_1_M and with 

Rd_1_L and sends it over to the tag. The tag verifies by decrypting the packet and matching the 8 bits 

encrypted by Rnd_1_M and Rd_1_L. The second message send by the reader comprises of first 8bits 

of the second random number; Rd_2_M, generated by the reader is encrypted with Rnd_1_M and 

Rd_1_L. The tag takes the new random number Rd_2_M, and encrypts Rnd_1_L and the last 8 bit 

data received, puts them in a single packet and sends it over to the reader. The reader decrypts it and 

verifies the message. Similarly further Data is encrypted with the new tags random number and the 

last random number generated by the reader, and in the same manner follows the tags 

acknowledgement. 

 

 

3.8 ESAP IN A REAL TIME SCENARIO 

 

 To have a better explanation of how the protocol would behave in a real time, it has been 

assumed that the protocol is running in a warehouse where products tagged with RFID Tags have been 
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placed and there is a need to specifically locate the object and read data off it. Assuming that that the 

object is ‘A’ and the Tag attached to it is ‘TA’ and the reader being used to service the Tag is ‘RD’. 

Whereas the rest of the variables and constants remain the same as they were discussed in the previous 

section, with the exceptions that the current data rate for the tag is 6.2µs, and the process rate per cycle 

has been assumed to be 0.25µs which is quiet huge but makes easier to explain and is an arbitrary value. 

 

 Initially the Tag is selected using Binary Tree Walking Algorithm. Now the reader knows whom 

to communicate with. The Reader now takes the Did and splits into a set of 16 bits. The both sets of Did 

are XORed with a 16 bit generated random number and sent over to the Tag. The Tag takes about 2x6.2µs 

which would be about 12.4µs and with additional processing time that takes about 4 cycles to process the 

information and an additional 2 processing cycles to XOR first part of the pre shared key to its randomly 

generated number. The total cycle time to reply tends to be 20.1µs. 

 

 The reader extracts the random number and sends its own ID to the Tag which too is in two parts. 

The Tag verifies this information, and stores it in its memory. It does not matter if the reader’s ID does 

not match for the fact that the Tag can move out of range of one reader and can be in another readers 

range. 

 

 The whole process cycle takes another 20.1µs. In the final verification of the Tag takes place 

when the Tag receives the encrypted Access Password. This process takes about 19.5µs. With a total time 

taken of 59.7µs to authenticate a Tag, which is not a bad figure if the reader is processing 40 Tags at a 

time.  To get a better view of how the scenario is working consider figure 4 in which the reader RD 

communicates with the tag TD. The process tends to be very simple as a stream of bits flow between the 

two entities, and the packets can been seen flowing in clear binary format as Wireless Communication is 

an open channel communication, and the packets are read off easily, but the fact that the bits are 

encrypted it would require a huge amount of processing to decipher the code sent. 
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0100100000000111 

0011000000100111 

110110001000011 

100010001001111 

0000010001000010 

0000000000010011 

0100010001000011 

1000010000001011 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4 

 

READER RD TAG TA 

Did_16_M:   1110001010101101 

Random_16: 1010101010101010 

Did_16_L:      1001101010001101 

Random_16: 1010101010101010 
Database ID Verified 

11100010101011011001101010001101 

 

Key_M:              1100001010101101 

1
st
RandomNo.: 1010111011101110 Extraction of 1

st
 Random No. 

1010111011101110 

 

Rid_M:           1110101010100001 

Tag Rnd No.: 1010111011101110 

 

Rid_L:             

1010101010101100 

Tag Rnd No.: 1010111011101110 
Reader’s ID 

1110101010100001101010101010110

0 

Key_L:              1010111010111101 

2
nd

RandomNo.: 1010111010101110 Extraction of 2
nd

 Random No. 

1010111010101110 

 

AP_M:            

1110101011101101 

Tag Rnd No.: 

AP_L:   0010101010100101 

Tag Rnd No.: 

1010111010101110 Access Password Verified 

111010101110110100101010101001

01 
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3.9 ESAP FLOW PROCESS 

 

 In the world of programming and designing one of the key tools is the flow diagram. Even to 

understand the basic of protocol process is through a flow chart that explains each and every aspect of 

how the communication takes place. ESAP process flow is categorized in three sections, in which each 

section tends to explain the process flow with respect to Tag, Reader and General Communication. The 

flow diagram is in analogy to figure 3. 

 

3.9.1 PROCESSING AT READER 

 

The processing at the reader involves various steps after the initialization procedure has 

taken place. The first procedure is that reader receives the EPC for the specified code. After the code is 

received the Reader sends in packets of database ids and also the reader identifications generated and 

finally the received. The reader is also responsible for sending in the data thus collected and all the other 

Class1-Gen2 commands. The Reader is not only the primary source but in fact the reader has been made 

responsible to handle all the complexities, thus relieving the tag from additional processing. The flow 

diagram generated for the reader would be as follows; 
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3.9.2 PROCESSING AT THE TAG 

 

The processing at the Tag has been kept very simple such that the only process that tag would be 

doing throughout the procedure would be either comparing or processing any special instructions. 

Likewise it has been already stated that the Tag’s general procedures and storing capabilities have all 

been adapted from the Class1-Gen2. As our procedure states that this protocol ensures that the 

information gets transferred to the other end safely. It is least concerned what the upper layer does. The 

Tags procedures are simple and have been explained in detail using a flow chart diagram. 

STOP 
 

Send Did, 

Rid, AP 

Receive 
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3.10 STATE DIAGRAM 

 

One of the best ways to understand the flow of the protocol would be understand what actually it does 

and that are there any states that affect the flow of the program. Since method discussed is very simple 

and works on simple factors, for which its flow state diagram would be very simple, as drawn in figure 5. 

 

The protocols kicks off with the reader which already has Binary Tree searched the tag using its EPC 

code, and soon after it has decided which tag is it, sends a Query to the database to get the pass-code for 

the tag and in the mean time the control is transferred to the reader which starts negotiations with the tag. 

As the database flow is a unidirectional flow, that receives a request processes it and sends the 

information to the reader. 

GET 

PACKETS 

Next Stream 

of Packets 

STOP 
 

Verify 
 

 

START 
 

N 

Y 

Flow Chart 2 



 

 

The above flow diagram does not consider the TCP flow which then would make the flow a 

directional flow. Why has the author

only reply to the specified reader and knows that the information requested is from a authenticated reader 

and that the data send is over a secured link and is being safely delivered to the reader. If the reader does 

not hear anything from the database it is assumed that the TAG referred is a bogus tag and was 

mistakenly verified by the reader initially. Communication between the tag and the reader is considered 

many too many ‘M-M’ flows. A query is send and a reply is received, and as for rea

M-M communication, there is a provision for the fact that if there is a break during the verification the 

reader and tag both are capable of ending the transaction, and safely terminate the connection. Connection 

termination would result in re-initialization of the whole process but is worth to compromise. As soon as 

the information has been read or written on the tag. The communication ends and the tag are closed for 

further I/O transfers. 
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Figure 5 
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e database it is assumed that the TAG referred is a bogus tag and was 

mistakenly verified by the reader initially. Communication between the tag and the reader is considered 

M’ flows. A query is send and a reply is received, and as for reader to tag there is a 

M communication, there is a provision for the fact that if there is a break during the verification the 

reader and tag both are capable of ending the transaction, and safely terminate the connection. Connection 
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M communication, there is a provision for the fact that if there is a break during the verification the 

reader and tag both are capable of ending the transaction, and safely terminate the connection. Connection 

initialization of the whole process but is worth to compromise. As soon as 

the information has been read or written on the tag. The communication ends and the tag are closed for 
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CHAPTER 4 

ANALYSIS 

 

 

In the analysis phase the author compares the protocol with other proposed algorithms (4.1), 

defines the probability of success (4.2) for hacking the protocols single code and also defines the 

probabilistic model (4.3) so as to specify the robustness of the protocol.  

 

 Speed has always been a primary factor in the field of RFID as a quick process has always been 

in need so as to speed up the task. Similarly the author has also defined the Speed for the protocols 

process (4.4), and has also discussed the issue of voltage consumption in an RFID Tag (4.5). Finally the 

chapter closes with a final word summarizing the complete analysis (4.6). 

 

4.1 ESAP ANALYSIS  

 

The analysis is based on three factors, which would compare this method with two other methods [2] 

[3] used for tag authentication. The first protocol [2] under review comes from EPCglobal, Class-1 Gen-2. 

It is the shortest one-way authentication proposed, but it exposes its’ information during communication 

due to which anyone can replay the communication to gain the authentication code and it would easier to 

be spoofed. The [2] is fairly easy to process less complex and requires less time to communicate, but all 

this cannot be compensated for security. 

 

Where as in [3], the author have derived a method for authenticating by sending EXORed bits of 

access password with randomly picked bits from itself using random numbers. The method seems 

complex, but is quiet secure. Due to this complexity there would extra processing cycles at the tag which 
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cannot be afforded, despite the fact ASIC computations are fast but with more cycles to process, it still 

would take more time, for author has placed computation on the tag. The so introduced authentication 

scheme is fairly simple, requires less complexity and is secure. The only part that is compromised is 

memory, for additional data has been placed into the tags User Bank. 

 

 There were a few questions that were left unanswered, during the protocol explanation. Phase I is 

pretty simple and straight forward, but the only fact that Rid has been sent over to the tag is because it 

would be required in Phase II. Next in Phase II things are quiet complex. The only thing need to be 

understood is the trailer sent with each message. This 8bit trailer is very important as it verifies that the 

data travelling between the reader and the tag is from the right source. 

 

4.1.1 ESAP ANALYSIS INA REAL TIME SCENARIO 

 

To analyze the ESAP and to measure its ease towards complexity and time it is 

appropriate to compare it with a set of predefined protocols working under the same scenario and also 

using the same devices. Hence two sets of protocols have been chosen one is from [3] and the other is the 

EPCglobal proprietary protocol. 

 

The simulated graph is between, the number of tags and time taken to process them is based on 

the assumption that, it is based on a single thread processing rule meaning that as there are several reader 

with different processing units and have different methods of working with tags, and the best way found 

would be to measure each processing cycle as one unit time, and since every tag is a separate thread, so 

the reader would process one tag at a time.  
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With  the approximation based of number of cycles in unit time Class1 Gen 2 takes about 9 units of 

time to process a tag where as [3] takes about 153 units of time, in which complexity has not been 

included, whereas this protocol takes around 52 units of time, so as to authenticate a tag. As per graph the 

least time taken to process tags in Class-1 Gen-2 but it is an unsecured method. The next in line is the 

current protocols graph which takes lesser time than the method in [3] so compared. 

 

As in the above graph that the protocol when put into a real life scenario with single thread enabled 

simulation, where a single tag is processed at a time, the suggested protocol takes advantage of the 

embedded ASIC and procedures of the tag in [2].  

 

 

4.2 ESAP PROBABILITY OF SUCCESS 

 

As far as the methodology is concerned the number of combinations required to even guess one 

constant is about 2^
32

, and if to EXOR two constants to predict result then each combination would be  

(2
32

 * 2
32

) = 2
64

 

 

Therefore, the probability of complexity to have one success would be  

PS = 1/ (2
32

 * 2
32

) = 5.42 x 10 
-20

, 

 

And as per Bernoulli trial, probability of exactly one i.e. the right combination would be,  

1
C1 * PS

1
 * {(1-PS) 

(1 - 1)
} = PS. 
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Looking at the above figures it is very clear that the success rate is quiet low, keeping in mind the fact 

that the Tag transitions very quickly into another cycle and takes about 6.2µs to 25µs to receive the 

complete information.  

 

4.3 ESAP PROBABILISTIC MODEL 

 

As discussed so as define the criteria to measure the probability of success of this protocol based on 

its complexity. Author does know that as the nanotechnology advances the architecture of these tags also 

tend to improve. Author intends to propose a very simple probabilistic model, based on simple probability 

and Bernoulli trial. Author said that our two 32 bit entities would with time increase to 64bit, 128bit, etc 

so assuming that each entity would be x. Probability of their combination would yield for each bit as; 

 

Probabilistic Complexity = [2
x
 * 2

x
] = 2

x
 

 

And for every success to occur the possibility would also increase as; 

Success = 1/2
x
 

 

The failure for the decryption of each attempt would be, 

Failure = 1- 1/2
x
 

 

As, the protocols’ length of communication or the number of instructions communicated between 

the tag and the reader would depend how much of data is being processed between the two. Keeping the 

fact that it is a single thread processing, the total failure attempts with the x bits processed at a time would 

be, 

∑ (1-n) F = ∑ (1- 1/2
x
) 
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Whereas n is the number of instruction cycles used by the protocol. One of the best part about this is 

the fact that even if the user tries to get the combination of bits he would not be able to guess to which 

constant or variable does the stream addresses to. Hence the per probabilistic calculations the rate of 

success it is quiet low, and so as to fully secure changing random variables have been used, so as to 

eliminate the fact that there is a redundancy in values. 

 

4.4 PROTOCOL SPEED 

 

 The speed of the protocol as previously discussed would depend on the instructions being 

processed. As the data rate for the protocol is Tari and the minimum Tari rate is 6.25µs. As this protocol 

works on the whole work which are 16 bits then, the current speed to authorize the tag would be; 

2 x Tari x 8 Instruction Cycles 

Therefore; 2 x 8 x 6.25µs = 100µs 

 With the speed of the authentication the hacker gets a frame of 100µs to crack the communication. 

 

4.5 TAG POWER ANALYSIS 

 

 It is quiet hard to define power of any RFID tag in particular because seldom companies declare 

their ICs used in manufacturing their product. The only way to determine how much power does a tag 

consumes during its verification cycle, and that would be by defining the number of instructions 

processed by the processor and the power consumed by the product physical components. 

 

 As each instruction cycle consumes a certain amount of power so there would be V volts times 

the instructions voltage consumed by the products, and Vp as the voltage consumed by the physical 

components of the tag. Assume that there are x number of instruction cycles to be processed by the tag, 

therefore following would be the transformation; 
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Total Voltage Consumed = xV + Vp 

 

 With the protocol comparisons in [2] and [3] take about 9 and 153 instruction cycles respectively 

where as the proposed takes about 52 instruction cycles. Ignoring the physical voltage assuming that the 

physical structure of the tags is same and ideal, hence the voltage consumed by [2] and [3] would be 9V 

volts and 153V volts and the proposed protocol consumes about 52V volts. The voltage comparison 

would be: 

 

9V < 52V < 153V 

 

 Though, [2] is the lowest power consumer, but it poses no security to the transactions taking place 

between the Tag and the Reader. It would be fair enough to state that proposed protocol with a fall back 

of memory requirements which tends to be a onetime cost, saves a huge amount on the power, as the less 

the power required less the energy would be spent on processing, thus not only saving time but also 

relieving reader on providing continuous power to the tag. 

 

 

4.6 IS IT REALLY SECURE? 

 

One the most important question that intrudes our mind is would a hacker be really able to hack 

this protocol. Well the answer lies in two simple facts; one is that as the author has proved the probability 

for a hacker to actually get into the system is so high that it would take a huge amount of processing 

speed. As the two statements issued by the reader are back to back and take µs of difference therefore it 

would be difficult to even match them. 
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Assume that a malicious user tries to get the information, and like all wireless communication the 

data is available raw to be processed. The individual would come across in decoding the Exclusive-ORed 

part of the protocol, which by its own yields about 2
16

 combinations and with two elements involved it 

would take him 2
32

 combinations, each interlinked with each other. 

 

 The second most important factor to look at is to look the best hack rate there is in the market. 

Listed with ‘Computer Crime Research Centre”, the best intrusion of the year 2007, took minutes to be 

cracked, now it may not be the XORed encryption algorithm but it definitely too time. 

 

 With the process rate so specified in the above topics concludes to the fact that with the possible 

changing random numbers and codes it would be quiet difficult for the hacker to crack this code. 
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CHAPTER 5 

CONCLUSION & FUTURE WORK 

 

5.1 CONCLUSION 

 

In this thesis the author has presented a new and a revolutionary methodology that can not only 

secure an RFID Tag communications but would also save a lot of money in terms manufacturing and 

production. The proposed algorithm in comparison with its predecessors has vitalized security and 

reduced processing cycles.  

 

The analysis reveals that the protocol is not only robust but is also very cost effective as it is 

based on a basic RFID architecture and does not require any additional components or circuitry and  

consumes less amount of power and has less amount of processing cycles. It is not only the processing 

cycles that make the algorithm unique but it is also the methodology adapted to make the protocol shorter 

and more secure. It is for this reason that the probability to hack this protocol is quiet low and would take 

a sufficient amount of time and complex calculations to break this simple code.   The protocol can be 

vulnerable to Brut Force attack but by delaying the process long enough to complete the transaction and 

hiding the information lets the tag to stay safe. 

 

 Monetarily it is hard to predict what would be the initial cost of the implementation but it is for 

certain that the price would go down due to the reduced complexity, as the tag utilizes the basic ASIC 

structure and there is no change in the circuitry except for the increase in memory, which now a days is 

shrinking and is possible to put in a few bytes of memory.  
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It would be safe to state that the proposed protocol is the best in regard to encryption, complexity 

and time; though there are many others various factors and parameters need to be tested, as this protocol 

had not been tested in a multi thread environment. 

 

5.2 FUTURE WORK 

 

 The proposed algorithm is amongst the primary security features proposed in the field of RFID 

Technology. It would be rude to state that the algorithm is entirely secure and is prune to all attacks for 

example take physical security into consideration. It would be difficult to prevent a malicious user to be 

stopped from studying a Tag if that person legally owns it. 

 

 Besides physical threat one of the key notes to be looked into is the fact that the keys that are 

chosen and the random numbers chosen should be selected in such a manner that they are counter to least 

guess and are not easy predicted. This is would be the most important future work that can be worked 

upon. 

 

 In the essence there always is a need to protect the pre-shared keys. But no matter what the 

protocol is the most important regions that require security are physical aspects and the security of Tag 

keys in an RFID Tag. 

 

 As mentioned earlier that the protocol was tested in a single thread environment, efforts are 

required to develop a simulator that can test this protocol not only is a single thread environment but also 

using multithreading, and is also capable of hosting EPCglobal environment features. 
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LIST OF APPENDIX A 

 

 

 

Reader Algorithm for Authentication 
 

 

 

Start 

{ 

Initialize; 

Rnd(16); 

SendMsg(EXOR (Rnd(16),Did_16_M)); 

Delay(CW); 

SendMsg(EXOR (Rnd(16),Did_16_L)); 

In = GetMsg(); 

A = EXOR (K_16_M, In); 

SendMsg(EXOR(A,Rid_M)); 

Delay(CW); 

SendMsg(EXOR(A,Rid_L)); 

In = GetMsg(); 

A = EXOR (K_16_L, In); 

SendMsg(EXOR(A,AP_M)); 

Delay(CW); 

SendMsg(EXOR(A,AP_L)); 

If (Wait = 2 x Delay(CW)) 

   { 

     Print “Unauthorized”; 

     End; 

    } 

Else 

     Print “Authorized”; 

} 

End; 
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Tag Algorithm for Authentication 
 

 

 

Start 

{ 

  Initialize; 

  A = GetMsg(); 

  In_1 = EXOR (A,Did_16_M); 

  B = GetMsg(); 

   In_2 = EXOR (B,Did_16_L); 

  If( In_1 == In_2 ) 

     SendMsg(EXOR(K_16_M,Rnd(16))); 

   Else 

     End; 

 

  A = GetMsg(); 

  In_1 = EXOR (A, Rid_M); 

  B = GetMsg(); 

   In_2 = EXOR (B, Rid_L); 

  If( In_1 != In_2 ) 

     Store (Rid, Rid_M, Rid_L); 

   Else 

     SendMsg(EXOR(K_16_L,Rnd(16))); 

    

  A = GetMsg(); 

  In_1 = EXOR (A, Rnd(16)); 

  B = GetMsg(); 

   In_2 = EXOR (B, Rnd(16)); 

  If( In_1 == In_2 == AP) 

     Authorize; 

   Else 

     End; 

} 

End; 

 

 


