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ABSTRACT 
 
 

It is becoming very convenient for Internet users across the globe to have at their fingertips 

major online services, such as banking, equity share marketing, medical information, shopping, 

and much more. It is important to consider user privacy and security while performing these online 

activities, especially if the application is highly sensitive, such as online banking. While accessing 

these online applications, most users are worried about Internet vulnerabilities and thus try to 

prevent assault by intruders/hackers and ensure that their transactions are secure with Internet aids 

such as a firewall, anti-phishing software, anti-virus software, and data encryption/decryption 

capabilities, to name a few. In spite of taking these precautionary measures, recent research has 

revealed users’ activity being compromised by intruders who use a side-channel attack by studying 

the packet’s timing information, packet size, and packet direction, which is facilitated by an 

application’s convenience features such as auto-suggestion and auto-completion. These features 

result in exhibiting unique traffic patterns for each character entered and thus enable a side-channel 

attack. In this thesis, a method to counter these attacks is provided by employing a packet-padding 

mechanism, thus ensuring that each individual packet is similar to enough other packets in size 

and orientation. Compared to other existing solutions, this method provides an intelligent solution 

with minimum padding cost and lower network bandwidth overhead. 
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CHAPTER 1 
 

INTRODUCTION 
 
 

In today’s world, using electronic devices has become a common practice, irrespective of a 

person’s age. The majority of these devices, from super computers to smart wrist watches, behave 

very smartly with Internet connection capabilities. It may be quite difficult to imagine life without 

the Internet, which serves many purposes, such as online education and health, video telephony, 

video streaming, global positioning system (GPS), online shopping, online trading, and online 

banking, to name a few. Hence, it can be said that the Internet has become part and parcel of human 

lives. However, most users are worried about security and privacy of their interactions with the 

Internet, especially while using sensitive online applications such as online banking and online 

health.  

1.1  Need for Privacy 

The majority of tasks involve the use of technology. With the advent of technology, improved 

electronic devices have become part and parcel of human lives. The dramatic increase in the use of 

electronic devices and the feasibility of connecting to the Internet has made life easier. But privacy 

is an important concern. For example, people do not like to reveal their confidential actions 

performed over the Internet, such as banking transactions, because eavesdroppers can see the 

contents of files that are being transmitted. However, researchers in computer security and network 

security areas are working hard to mitigate such occurrences. Various cryptographic algorithms, 

such as the data encryption standard (DES), advanced encryption standard (AES), and others [1] 

help to encrypt data received from the application layer and then hand over application data to the 

transport layer. At the receiving end, data is decrypted before handing over the segment to the 

application layer as data. Cryptographic techniques, such as the encryption of application data, can 
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be employed before sending data to the transport layer of the transmission control protocol/Internet 

protocol (TCP/IP) stack of the sending peer. When the transport layer of the receiving peer receives 

all datagrams (in the case of user datagram protocol [UDP]) or segments (in the case of TCP), the 

received message is decrypted and then feeds the application data to the application layer. Both of 

these communicating entities need a public key and private key set between peers. Only peers with 

proper keys can encrypt, decrypt, and see the actual data. In this context, keys should be secured and 

not disclosed to an untrusted third party. However, even with encryption, is data still secure over the 

Internet? Is privacy guaranteed? Naturally, these questions arise as users exchange sensitive 

information among peers connected by the Internet. In spite of data encryption, the actual content of 

data on the wire can be extracted by means of a side-channel attack [2].  

After observing a few packet bursts on a popular search engine, it is known that the maximum 

transmission unit (MTU) for an Ethernet frame is 1,514 bytes. Therefore, when the packet size is 

this amount, it will be fragmented and broken down into subsequent packets at the source before 

placing it back on the wire. The example shown here is for a packet burst for the letters “ca.” The 

arrows in Tables 1 and 2 show the direction of packet flow. The arrow → indicates the outgoing 

packet’s direction from the client system, and the arrow ← indicates the incoming packet’s direction 

towards the client system from the server. These unique patterns, packet sizes, and packet directions 

can potentially identify the content of the packet. The packet details shown in Table 2 are for packets 

encrypted using Transport Layer Security version 2 (TLSv2) and sent as part of a transmission 

control protocol. The eavesdropper will have a view of the packet bursts shown in Table 1. Table 2 

shows the application layer packets after the rearrangement of TCP fragments in the host. 
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Table 1 

Packet Bursts with MTU 

Input Packet Burst 

c 971⃗⃗ ⃗⃗ ⃗⃗  ⃗, 1514⃖⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗, 791⃖⃗ ⃗⃗ ⃗⃗ ⃗⃗ , 123⃖⃗ ⃗⃗ ⃗⃗ ⃗⃗ , 107⃖⃗ ⃗⃗ ⃗⃗ ⃗⃗  

ca 971⃗⃗ ⃗⃗ ⃗⃗  ⃗, 1514⃖⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗, 247⃖⃗ ⃗⃗ ⃗⃗ ⃗⃗ , 123⃖⃗ ⃗⃗ ⃗⃗ ⃗⃗ , 107⃖⃗ ⃗⃗ ⃗⃗ ⃗⃗  
 

Table 2  

Packet Bursts without MTU (Application Layer Packets) 

Input Packet Burst 

c 912⃗⃗ ⃗⃗ ⃗⃗  ⃗, 2192⃖⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗, 64⃖⃗ ⃗⃗⃗, 48⃖⃗ ⃗⃗⃗ 

ca 912⃗⃗ ⃗⃗ ⃗⃗  ⃗, 1648⃖⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗, 64⃖⃗ ⃗⃗⃗, 48⃖⃗ ⃗⃗⃗ 
 

A similar packet burst flow can be observed by the eavesdropper for all strings entered. With 

knowledge of these packets’ related information, including prefix and postfix relationships, 

eavesdroppers can potentially identify the user inputs.  

Chen et al. [2] have provided many instances of side-channel attacks by studying packet 

sizes, packet burst patterns, and packet timing information, whereby an eavesdropper can identify 

data in the actual packet. Due to user convenience features such as auto-suggestion and auto-

completion, there will be back and forth packet flow for each keystroke or user action. The traffic 

generated for each keystroke is unique. With both prefix and postfix relationships between packets, 

an eavesdropper’s background knowledge about the application increases, whereby he/she can make 

great progress in determining the actual user action performed while using the application.  Hence, 

Liu et al. [3, 4] have analyzed and proposed various solutions to eliminate side-channel attacks, and 

have shown how PPDP principles can be used to mitigate this problem. They have provided a 

solution to mitigate these side-channel attacks with a packet-padding mechanism, by applying the 
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popular privacy-preserving data publishing (PPDP) principle, such as k-anonymity [5, 6]. When 

there are large sets of data, such as patients’ hospital medical records that are to be released for the 

purpose of a survey or research, the hospital should sanitize the data such that each record in the 

large set does not reveal an individual’s identity. Hence, the individual’s revealing information, such 

as first name, last name, social security number, and much more, is removed from the data set before 

releasing it to third parties. However, in spite of removing an individual’s identifiable data, records 

can be correlated to an individual by means of other data in each record, such as birth date, zip code, 

and gender, which can jointly help in identifying the specific individual record. Various principles, 

including PPDP principles, can help in releasing data by preserving the correlation of data to an 

individual. Chapter 2 provides an overview of PPDP principles such as k-anonymity [5, 6] and l-

diversity [7].  Liu et al. [3] recognized the similarity between the PPDP principle and the side-

channel attack problem and hence used the k-anonymity principle to mitigate such an attack.  This 

concept will be detailed in Chapter 2. They also found some short comings in using k-anonymity 

and applied another popular PPDP principle, such as l-diversity, which will also be detailed in 

Chapter 2.  

1.2 System Setting and Adversary Model 

The system setting underlying this work is that of a user engaged in some online activity, 

like searching on an online search engine, determining a route via a GPS, sending a text message, or 

entering tax information into an online tax entry system.  The actions taken by the user to transmit 

the input to the web application server at the other end may be keystrokes, mouse clicks, or touches 

on a mobile device screen. The applications we consider are those that generate, for each such user 

action, some bidirectional network packet burst between the server and the user, as such network 

behavior is common among modern applications that provide features like auto-suggestion and auto-
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completion. Most applications also encrypt these packets in the interest of maintaining 

confidentiality of the user's action sequence. 

An adversary, on the other hand, attempts to uncover the user's action sequence by first 

obtaining information about the application's packet burst behavior on possible user actions and then 

observing the actual packets exchanged in a given online session.  We thus assume that the adversary 

possesses the following pieces of information: 

1. Sizes of packets exchanged by that application on each possible user action sequence, and 

2. Sizes of the actual packets exchanged between the user and the application server in a 

particular session. 

As online applications, like search engines and tax entry systems, are publicly accessible, 

their packet burst behavior can be learned in advance by sufficient experimentation.  As already 

observed by Chen et al. [2], sizes of packets exchanged by a particular application with any of its 

users, is a direct function of the user's input actions. 

Packets exchanged between the user and the application server can be observed by any 

eavesdropper capable of monitoring the network traffic of that user. Figure 1 shows an adversary 

observing all communication between the two. 

 

Figure 1 Client-Server Connection from Adversary’s Point of View 
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Such traffic is usually encrypted, thus the adversary is unable to know the contents of the 

exchanged packets.  However, the size and direction of each packet is observable and, in the cases 

we consider, is sufficient for the adversary to learn the user's inputs. 

1.3 Thesis Contribution 

The first contribution of this thesis is the identification of shortcomings in applying the l-

diversity principle to Internet packets, as researched by Liu et al. [3]. The claim in this thesis is that 

these researchers fell short in considering the best padding cost groups, considering probabilities 

associated while calculating padding cost, and considering all available partitions during group 

formation while applying the l-diversity principle in the context of Internet packets. By considering 

all these shortcomings, the critical analysis of their work is provided in Chapter 3.  

The second contribution of this thesis is the improved l-diversity model, which takes care of 

the shortcomings of the existing work and provides a complete solution in Chapter 4. The results 

appeared in the work of Bagai and Chandrashekar [8]. 

1.4 Thesis Organization 

This thesis work is organized as follows. Chapter 2 provides an overview of the need for 

privacy and an explanation of side-channel attack [2]. Then the PPDP principles, such as k-

anonymity and l-diversity, are discussed with respect to data publishing, and an explanation of the 

similarity and mapping between PPDP and Internet packets identified by Liu et al. [3, 4] is provided. 

Chapter 3 presents a critical analysis of the work by Liu et al. [3] by identifying all shortcomings 

and providing an illustrative example of each. Chapter 4 presents an improved l-diversity model that 

considers all shortcomings explained in Chapter 3. Finally, Chapter 5 offers a conclusion to the main 

results and mentions possible future work in this area of research.  
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CHAPTER 2 
 

LITERATURE REVIEW 
 
 

 Liu et al. [3, 4] have analyzed and proposed various solutions to eliminate side-channel 

attacks, and have shown how PPDP principles can be used to mitigate this problem. They have 

provided solutions to mitigate these side-channel attacks with a packet-padding mechanism, by 

applying the popular privacy-preserving data publishing (PPDP) principle, such as k-anonymity [5, 

6] and l-diversity [7].  In this chapter, some of the PPDP principles such as k-anonymity by Sweeney 

[5] and Samarati and Sweeney [6], and l-diversity by Machanavajjhala et al. [7] will be explained. 

Then it will be shown how these PPDP principles can be used very efficiently for a different 

application employing a packet-padding technique as explained by Liu et al. [3, 4]. In the next 

section, a few of the PPDP principles such as k-anonymity and various instantiations of l-diversity 

will be explained. Then it will be explained how Liu et al. [3, 4] employed the bonding between 

PPDP principles to solve privacy-related problems and explain k-anonymity and l-diversity in a 

privacy-preserving traffic padding (PPTP) context, for Internet packets. 

2.1 Privacy-Preserving Data Publishing  

 Privacy-preserving data publishing is a way of publishing large amounts of data such that 

none of the records can be identified/mapped to an individual, hence preserving individual privacy. 

PPDP primarily helps in non-identification of a record corresponding to an individual. Many 

principles satisfy the primary goal of PPDP, including k-anonymity [5, 6], l-diversity [7], t-closeness 

[9], and differential privacy [10].  

2.2 k-anonymity for PPDP 

The k-anonymity principle, proposed by Sweeney [5] and Samarati and Sweeney [6], is based 

on generalization and suppression of data in tables. According to this principle, “In any table for 
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every record, there are 𝑘– 1 indistinguishable other records.” In layman terms, this means hiding 

something in the crowd so that it would be difficult to precisely identify because almost everything 

looks the same when we see the entire crowd.   

Consider a raw table consisting of birth date, zip code, gender, nationality, and health 

condition. Table 3 is such a raw table without unique identifiers such as first name, last name, social 

security number, etc., and hence each record does not reveal the identity of an individual who would 

match a record.  

Table 3 

Raw Table without Anonymization    

Birth Date Zip Code Gender Nationality Health Condition 

1/3/88 67208 Male American Cancer 

2/1/87 67209 Female Canadian Cancer 

3/6/82 67201 Male Mexican Cancer 

5/7/78 78654 Male German Heart Disease 

12/27/77 78345 Male French Heart Disease 

10/25/88 67234 Female Japanese Cancer 

7/15/86 67131 Male Indian Tumor 

3/4/83 67342 Female Chinese Tumor 

1/2/66 78554 Female American Tuberculosis 

3/4/80 78532 Female Canadian Pneumonia 
         

Even though there are no unique identifiers, the combination of identifiers (birth date, zip code, 

gender, and nationality) can reveal the owner of the record. These combinations of records are known 

as quasi-identifiers (QIs) [5, 6]. These QIs and an externally available table such as a voter list, 

which consists of birth date, zip code, and gender, can  be used to map between elements of the raw 

table, similar to Table 3, and determine the health condition of a particular person, thus breaching 
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privacy. The attribute that breaches the privacy of an individual is referred to as the sensitive attribute 

[5, 6]. Most individuals do not like to reveal their confidential information such as health condition 

and prefer to keep it private. By applying k-anonymity to the raw data in Table 3, the privacy of each 

individual can be protected. Table 4 shows the k-anonymized version of the raw data of Table 3.                            

Table 4  

k-anonymized Table for k = 2 

Quasi-Identifiers Sensitive Attribute 

Birth Date Zip Code Gender Nationality Health Condition 

x/x/8x 

6720x 

xxxxxx 

North 
American 

Cancer 

x/x/8x Cancer 

x/x/8x Cancer 

x/x/7x 
78xxx European 

Heart Disease 

x/xx/7x Heart Disease 

xx/xx/8x 

67xxx Asian 

Cancer 

x/xx/8x Tumor 

x/xx/8x Tumor 

x/x/66  to 
x/x/80 785xx North 

American 
Tuberculosis 

Pneumonia 
 

From Table 4, it can be seen how the k-anonymity principle is applied to the raw table. Here 

there is at least k – 1 other record for every record. Therefore, it is not so easy to map QIs to sensitive 

attributes. For k = 2, there is at least one more record that is identical to the same QI. Here, the 

sensitive attribute, such as “health condition” is not anonymized because it may be used to 

accomplish research work or a survey. Even though k-anonymity is an intelligent technique, there 

are drawbacks, which led Machanavajjhala et al. [7] to devise the l-diversity principle. Section 2.3 

explains the drawbacks of k-anonymity and the solution using l-diversity. 



  

10 

2.3 l-diversity for PPDP 

 Even though k-anonymity is efficient, it does not value the sensitive attribute. This principle 

is only concerned about QIs. Hence, Machanavajjhala et al. [5] talk about how well the sensitive 

attribute should be represented. There are two kinds of attacks that can be performed on a                      

k-anonymized dataset, such as homogeneity attack and background knowledge attack [7]. 

Homogeneity Attack   

Considering Table 4 again, suppose that Alice and Bob are neighbors and, for some reason, 

are not on good terms with each other. Alice knows that Bob visited a hospital to obtain treatment 

for a severe health condition and she wants to know Bob’s disorder/health condition. Alice knows 

that Bob’s records will be in the published hospital data. When she looks at this data, she is sure that 

Bob is an American and lives within a zip code that starts with 6720. Hence, his records should be 

the first three records in the table, and she infers that Bob has cancer because all the records have 

the same value. Thus, privacy is breached in spite of anonymizing data using the k-anonymity 

principle. This situation can even occur with large data sets [7]. Therefore, the sensitive attributes 

that share the same QI values should have diverse values. 

Background Knowledge Attack  

Suppose Alice also looks at another record and knows that the person is from India and lives 

in a zip code that starts with 67xxx, as shown in Table 4; from this, she infers that the person has 

cancer or a tumor. Sometimes it is evident that a person of a certain age might not get a particular 

disease. Hence, that disease can be eliminated and another disease that exists in the table can be 

associated, thus also breaching privacy. 

Definition of l-diversity: “A table is said to be satisfied with l-diversity if every QI group in 

the table has a well-represented sensitive attribute value with a parameter of at least l.” Table 5, now 
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applies Table 3 data with l-diversity for l = 2. In order to eliminate the above attacks, 

Machanavajjhala et al. [7] proposed l-diversity with three instantiations: distinct l-diversity, entropy 

l-diversity, and recursive (c, l)-diversity [9]. 

Table 5  

Distinct l-diversified Table for l = 2 

Quasi-Identifiers Sensitive Attribute 
Group 

Birth Date Zip Code Gender Nationality Health Condition 

x/x/77 to 
x/x/88 xxxxx 

xxxxxx Any Cancer 

1 xxxxxx Any Heart Disease 

xxxxxx Any Cancer 

x/x/78 to 
x/xx/82 xxxxx 

Male Any Heart Disease 
2 

Male Any Cancer 

xx/xx/8x 67xxx 

xxxxxx Asian Cancer 

3 xxxxxx Asian Tumor 

xxxxxx Asian Tumor 

x/x/66 to 
x/x/80 785xx 

Female North 
American Tuberculosis 

4 
Female North 

American Pneumonia 

 

2.3.1 Distinct l-diversity  

Distinct l-diversity instantiation is the simplest l-diversity definition, which states that each 

QI group should have at least l distinct sensitive attribute values. As shown in Table 5, each group 

has at least two diverse sensitive attributes, and hence is protected from homogeneity attack and 

background knowledge attack. 
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2.3.2 Entropy l-diversity  

While applying distinct l-diversity, some sensitive attribute values may appear too frequently 

in a QI group, thus making it convenient for an eavesdropper to guess the likelihood that the sensitive 

attribute might be associated with an individual. Hence, this motivated the development of stronger 

notions of l-diversity, such as entropy l-diversity and recursive (c, l)-diversity [7, 9]. 

 According to entropy l-diversity, the entropy of each QI group should be greater than or 

equal to the logarithm (l), that is, 𝑒𝑛𝑡𝑟𝑜𝑝𝑦 (𝑄𝐼)  > =  𝑙𝑜𝑔 (𝑙). If the entire QI group in a table 

satisfies entropy l-diversity, then the whole table is l-diverse. Entropy (QI), which is the entropy of 

a QI group, is given by 𝐸 (𝑄𝐼)  = –∑ (𝑃 (𝑄𝐼, 𝑎) 𝑙𝑜𝑔 (𝑃 (𝑄𝐼, 𝑎)))𝑎∈𝐴 . Table 6 shows the application 

of entropy l-diversity to Table 3. The calculations for Table 4 are as follows: 

The entropy of QI group 1: 

        𝐸(𝑄𝐼1) = – {2(2/5 ∗ 𝑙𝑜𝑔 (2/5)) + 1/5 ∗ 𝑙𝑜𝑔 (1/5)} =  0.456. 

Therefore, 𝐸(𝑄𝐼1)  >  𝑙𝑜𝑔 (𝑙) 𝑓𝑜𝑟 𝑙 = 2, where 𝑙𝑜𝑔 (2) = 0.3. 

The entropy of QI group 2: 

        𝐸(𝑄𝐼2)  = – {2/5 ∗ 𝑙𝑜𝑔 (2/5)  +  3(1/5 ∗ 𝑙𝑜𝑔 (1/5)}  =  0.578. 

Therefore, 𝐸(𝑄𝐼2)  >  𝑙𝑜𝑔 (𝑙) 𝑓𝑜𝑟 𝑙 =  2, where 𝑙𝑜𝑔 (2)  =  0.3. 

Because both QI groups satisfy entropy diversity for 𝑙 = 2, Table 6 is an entropy-diversified table 

for 𝑙 = 2. 
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Table 6  

Entropy l-diversified Table for 𝑙 = 2 

Quasi-Identifiers Sensitive Attribute 
Group 

Birth Date Zip Code Gender Nationality Health Condition 

x/x/77 to x/x/88  
xxxxx 

xxxxxx Any Cancer 

1 
 

xxxxxx Any Heart Disease 

xxxxxx Any Tumor 

xxxxxx Any Tumor 

xxxxxx Any Cancer 

 
x/x/66 to x/x/80 

67xxx to 
785xx 

xxxxxx Any Cancer 

2 

xxxxxx Any Heart Disease 

xxxxxx Any Cancer 

xxxxxx Any Tuberculosis 

xxxxxx Any Pneumonia 
 

2.3.3 Recursive (c, l)-diversity  

Entropy l-diversity is more conservative, requiring that the entire table satisfy l-diversity [7]. 

Hence, a less conservative instantiation of l-diversity was developed to ensure that a “less frequently 

occurring sensitive attribute will occur less frequently, and a more frequently occurring sensitive 

attribute will be more frequent in any QI group” [7, 9].  According to recursive (c, l)-diversity, if 

any QI group satisfies (c, l) diversity and if any sensitive attribute is eliminated from the QI group, 

then that group will be (c, l-1) diverse [5]. According to (c, l)-diversity, let the counts of each 

sensitive attribute be called 𝑆𝐴 𝑛, where 1 < 𝑆𝐴 < 𝑛 in each QI group. In order to satisfy (c, l)-

diversity,  𝑆𝐴1 < 𝐶 (𝑆𝐴𝑙  + 𝑆𝐴 𝑙−1 + 𝑆𝐴 𝑙−2  ……………… . . + 𝑆𝐴 𝑛) in each QI group. If the entire 

QI group satisfies the above condition, then the entire table is l-diverse. 
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Table 7 shows the application of recursive (c, l)-diversity to Table 3. The calculations for 

Table 7 are as follows: 

For QI group 1: 

The counts of each sensitive attribute in Group 1 are as follows: 

Cancer = 2, Heart Disease = 1, Tumor = 2 

For (c, l) = (3, 3), by sorting counts in descending order, which gives 𝑆𝐴 {2, 2, 1}, 

we see that  

(𝑆𝐴1)  <  𝑐 ∗ (𝑆𝐴3), 

as 2 < 3 ∗ 1. Hence, QI1 satisfies (c, l)-diversity for (c, l) = (3, 3). 

For QI group 2: 

The counts of each sensitive attribute in Group 1 are as follows: 

Cancer = 2, Heart Disease = 1, Tuberculosis = 1, Pneumonia = 1 

For (c, l) = (3, 3), by sorting counts in descending order, which gives 𝑆𝐴 {2, 1, 1, 1}, 

we see that 

(𝑆𝐴1)  <  𝑐 ∗  (𝑆𝐴3  + 𝑆𝐴4), 

as 2 < 3 ∗ (1 + 1). Hence, QI2 satisfies (c, l)-diversity for (c, l) = (3, 3).  

Because both QI groups in Table 7 satisfy (c, l)-diversity, the whole table is (c, l) diversified. 
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Table 7  

Recursive (c, l)-diversified Table for (c, l) = (3, 3) 

Quasi-Identifiers Sensitive Attribute 
Group 

Birth Date Zip Code Gender Nationality Health Condition 

x/x/77 to x/xx/88 xxxxx 

xxxxxx Any Cancer 

1 
 

xxxxxx Any Heart Disease 

xxxxxx Any Tumor 

xxxxxx Any Tumor 

xxxxxx Any Cancer 

x/x/66 to x/x/80 67xxx to 
785xx 

xxxxxx Any Cancer 

2 

xxxxxx Any Heart Disease 

xxxxxx Any Cancer 

xxxxxx Any Tuberculosis 

xxxxxx Any Pneumonia 
 

Shown previously are some of the PPDP principles that are used while publishing data. Liu 

et al. [3, 4, 11] have shown how efficiently PPDP principles can be applied to a different application 

that is web-based. 

2.4 Use of PPDP Principles for Internet Packets 

 There are many methods to preserve privacy, an important aspect while using the Internet.  

Liu et al. [3, 4] explain one of those methods by padding Internet packets. Sections 2.1 to 2.3 

explained the k-anonymity and l-diversity principles for PPDP, and this section will explain how Liu 

et al. [3, 4] implements those principles by padding Internet packets. 

Figure 2 shows a general client server model, which provides a general understanding of how 

a client and server interact. The client is a host that requests service, and the server is also a host that 

receives the request and provides service. The client request reaches a server through the Internet by 
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means of packets. Many packets can travel back and forth between client and server. When packets 

leave the client or server, an eavesdropper can observe the traffic that is in transit. 

 

Figure 2 Client Server Model 

Chen et al. [2] analyzed traffic on the wire when packets are in transit from the client to the 

server and vice versa. They provide various examples of a side-channel leak. In spite of a packet 

being encrypted, its size, its direction, and its timing information can be seized by an eavesdropper 

and its contents determined. A web application possesses the following properties: low entropy 

input, stateful communication, and traffic distinction. 

2.4.1 Low Entropy Input 

The majority of web applications have state transitions when a certain piece of data is fed to 

an application with a small input space. These inputs are of low entropy. An auto-suggestion feature 

of many popular search engines, such as Google, Yahoo, and Bing, triggers browser-side 

counterparts of the code towards the server. Even entering a single letter from the keyboard or a 

mouse click will trigger packets. These triggered packets will flow on the wire to the server, and the 

server will respond with suggestions for that action to be performed on the client side on the web 
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application. The packets that flow between client and server, and vice versa, can help the attacker 

improve his/her knowledge to match inputs. Various interrelated packets are referred to as web flow 

vectors. 

2.4.2 Stateful Communication 

The majority of web applications are stateful. The transition from one state to another 

depends on the present state and the previous state. For example, in a search engine with auto-

suggestion, each letter typed and its packets triggered between client and server depend on the letter 

typed before and after the present letter is typed. These changes of state help the attacker learn about 

the Internet transaction. 

2.4.3 Traffic Distinction 

There can be different kinds of traffic depending on the application used by the user. The 

attacker can conclude, based on the type of traffic for each web flow, which can have different sizes.  

Chen et al. [2] analyzed some of the popular web applications such as Online Health, Online 

Tax, and Online Invest, as well as popular search engines, such as Google, Yahoo, and Bing. Liu et 

al. [3, 4] proposed a solution to mitigate side-channel leaks and perhaps side-channel attack using 

PPDP principles such as k-anonymity [5, 6] and l-diversity [7].  

Figure 2 showed the basic functionality of a client server communication, indicating the 

packets exchanged between the server and the client. However, this model is vulnerable to side-

channel attack. Figure 3 shows a client-server model using the packet-padding technique employing 

actual packets and anonymized packets. The actual packets are those that are exchanged between 

the client and server and are vulnerable to side-channel attack, which was discussed earlier. The 

anonymized packets are the packets that can mitigate side-channel leaks.  
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Figure 3 Packet-Padding Technique 

Consider packets {P11, P21, P31}, as shown in Figure 3. When these packets are sent as is, 

they are vulnerable to side-channel attacks. But when many packets are sent having the same size, 

then the attacker looking at the packets will be confused about determining their content. Packets 

{P11, P21, P31} are padded to the highest packet size among {P11, P21, P31} as {P11, P11, P11}, 

when the packet size of P11 is greater than the packet size of P21 and P31. Suppose that the packets 

in {P11, P21 and P31} are 3 bytes, 2 bytes, and 1 byte, respectively; however, when they are padded 

as a group, each packet will be 3 bytes. This is shown in Table 8. Padding groups can be formed in 

many ways, but network overhead should also be taken into consideration.  

Table 8 

Packet-Padding Example 

Original Packet Original Size Padded Packet Padded Size 

P11 3 Bytes P11 3 Bytes 

P12 2 Bytes P11 3 Bytes 

P13 1 Bytes P11 3 Bytes 
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2.5 Web Application in Reality 

Chen et al. [2] showed many web application examples. Consider any popular search engine 

as an example. When a search is performed for anything online using any popular search engine, 

there will be a back and forth packet exchange between the client and the server due to the auto-

suggestion feature of the search engine, which prompts suggestions for each character entered. An 

eavesdropper can observe these packets that traverse between the client and server for each character 

entered, and can notice that the next character entered will have a prefix relationship with the 

previous character entered. For each character entered, the packet exchanged can be observed and 

hence the packet size can be determined. Examining the auto-suggestion feature of a popular search 

engine shows that the traffic generated for each keystroke is unique. By correlating the packet sizes 

with the prefix character entered and the next character entered, the input entered by the user and the 

response from the server can be determined [3, 4]. This process is shown in Figure 4. Arrows point 

to the flow direction of the related packet on the wire. Chen et al. [2] have explained instances of 

many such web applications. In Figure 4, packet P11 is the first packet, which can be imagined as 

the first character entered, and P111 is the second packet, which is generated because of the second 

character, and so on until packet P1111. Packet P1111 has a prefix relationship with P111, and packet 

P111 has a prefix relationship with packet P11. Take, for example, the word “BAT.” If the word 

“BAT” is searched on any search engine, the first letter typed is B, then A, and then T. Figure 5 

shows the flow of packets and an example of a prefix relationship. In reality, there may be many 

packets in both directions for each action performed. This prefix relationship can be imagined as a 

tree structure, as shown in Figures 6 to 9. 
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Figure 4 Web Application with Auto-Suggestion Feature 
 
 

 

Figure 5 Example of Flow with Prefix Relationship 

Figures 6 to 9 show sample tree structures for the first four letters of the English alphabet: a, 

b, c, and d. These tree structures are for illustrative purposes only. In reality, they can contain 
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numerous content. These structures resemble a search engine with auto-suggestion. The words at 

each stage has a prefix relationship with the previous stage, except the first stage. 

 

Figure 6 Tree Structure for Letter a 

 

 

Figure 7 Tree Structure for Letter b 

a

ad add
adde adder
addr addre addres address

ai air airb
airbo airboa airboat
airbu airbus

ae aer
aero
aeri

aeria aerial
aerop aeropl aeropla aeroplan aeroplane

ar
art arti artif artifi artific artifici artificia artificial
are area
ari aria arial

b

ba

bak bake baker bakery

bat batt batte batter battery

ban
bang bangi bangin banging

bank banke banker

bu

bud budd buddy

but butt
butte butter

butto button

bur burg burge burger

be
beg begg begga beggar

bel
bell

belt
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Figure 8 Tree Structure for Letter c 

 

Figure 9 Tree Structure for Letter d 

The tree structures shown previously in Figures 6 to 9 are a visualization of an auto-

completion feature of a web application. Therefore, each node in the tree will have unique packet 

bursts. In order to break this uniqueness, it is necessary to make every packet burst similar to another 

packet burst. Table 9 shows these tree structures as groups at each stage. 

 

c

ca cal
calc

cale calen calend calende calender

ci
cir

cit city

co cor corn corne corner

cu cur curr curre curren
current

currenc currency

ce
cen cent

centr centre

cente center
cel cell

d de

dee deer

deg degr
degre degree degrees

degra degrad
degradi degradin degrading

degrade

dea
dear deare deares dearest
deaf
dead
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Table 9  

Example Group Formation for Tree Structures 

Group 1 
          
a ad add adde adder addres address aeroplan aeroplane artificial 
b ai air addr addre airbus airboat artifici artificia  
 ae aer airb airbu airboa aeropla    
 ar art aero airbo aeropl artific    
 ba are aeri aerop aerial battery    
 bu ari arti aeria artifi banging    
 be bak area artif bakery     
  bat aria arial batter     
  ban bake baker bangin     
  bud batt batte banker     
  but bang bangi butter     
  bur bank banke button     
  beg budd buddy burger     
  bel butt butte beggar     
   burg butto      
   begg burge      
   bell begga      
   belt       
 
 

         

Group 2 
c ca cal calc calen calend calende calender degrading   
d ci cir cale corne corner current currency   
 co cit city curre curren currenc degradin   
 cu cor corn centr centre degradi    
 ce cur curr cente center degrade    
 de cen cent degra degrad degrees    
  cel cell degre degree dearest    
  dee deer deare deares     
  deg degr       
  dea dear       
   deaf       
   dead       
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To hide every packet’s unique characteristic, a possible solution is to make every packet 

burst similar in size for each packet in its direction. But this poses a major problem of network 

bandwidth overhead due to extra bytes added during the process of breaking the uniqueness. The 

process of breaking the uniqueness can be done by padding dummy bytes to the actual packet size. 

A better solution than making every possible burst similar in its characteristics, as explained earlier, 

is by forming groups and then making the packet burst characteristics for the packets in that group 

similar, which will aid in achieving a better padding cost due to the addition of dummy bytes. One 

possible solution for forming groups in the tree structures shown in Figures 6 to 9 is shown in Table 

9. Packets corresponding to groups of enclosed words in Table 9 can be considered as one group, 

and the packets should be padded to the highest packet size in that group. Liu et al. [3, 4] has applied 

l-diversity and k-anonymity for group formation in an efficient way. 

2.6 PPDP Mapping to Internet Packets 

Consider a few actions entered as keystrokes on any search engine such as {ace, bead, bed, 

cab, dead, deaf, ea, fade, face}. Due to the auto-suggestion feature, packet bursts are exchanged 

between the client and the server. That is, packet burst is generated for each character entered. Table 

10, which shows an example of a packet burst generated for each character, is for illustrative 

purposes only. In reality, the packet bursts will be different, consisting of user actions with respective 

packet bursts for each keystroke entered. Table 10 is similar to Table 3 in Section 2.2.  Quasi-

identifiers are packet bursts, and sensitive attributes are keystrokes due to user actions. Keystrokes 

are considered sensitive attributes because they should not be precisely identified. In PPDP, in order 

to breach privacy, an adversary can use quasi-identifiers to identify the individual and hence 

determine the sensitive attribute associated with that individual. Section 2.4 briefly explained the 

need for preserving the privacy of users due to side-channel attack, in spite of encryption. The next 
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section shows how Liu et al. [3, 4] applied popular PPDP techniques, such as k-anonymity and l-

diversity to Internet packets. 

2.7 k-anonymity for Internet Packets 

 The k-anonymity technique as explained by Sweeney [5] and Samarati and Sweeney [6] 

holds to this definition: “Every quasi-identifier group should have at least 𝑘 –  1 indistinguishable 

records.” Section 2.1 previously explained how the k-anonymity principle can be applied to data 

publishing in order to preserve privacy. According to this principle, “for every record, there should 

be at least k – 1 identical and indistinguishable records.” Table 4 previously showed how the data in 

Table 3 can be anonymized for 𝑘 = 2. In Table 4, the quasi-identifiers were generalized and 

suppressed [12] in order to form a quasi-identifier group and hence reduce granularity. In this 

context, the quasi-identifier is the burst of packets shown in Table 10. Analogous to the 

generalization and suppression [12] technique adopted in PPDP, an indistinguishable quasi-identifier 

group can be formed by padding the packets to the dominant packet size in that group with a 

specified k-value, hence satisfying k-anonymity. Many options to satisfy k-anonymity by employing 

packet-padding are available, but the best one should be chosen by taking overhead and padding cost 

into consideration.  

2.7.1 Method for Applying k-anonymity to Internet Packets 

 Liu et al. [4] made a remarkable attempt in identifying the use of applying the popular k-

anonymity technique for Internet packets. This section provides a brief explanation of their k-

anonymity algorithm. For simplicity, consider data for the first two keystrokes from Tables 10 and 

11. 
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Table 10  

Keystrokes and Its Packet 

First 
Keystroke 

Packet 
Burst 

in Bytes 

Second 
Keystroke 

Packet 
Burst 

in Bytes 

Third 
Keystroke 

Packet 
Burst 

in Bytes 

Fourth 
Keystroke 

Packet 
Burst 

in Bytes 
a 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ ac 2⃗ , 3⃗⃖, 6⃗⃖, 2⃗⃖ ace 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖   

b 5⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ be 3⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ bea 6⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ bead 1⃗ , 5⃗⃖, 1⃗⃖, 2⃗⃖ 

b 5⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ be 3⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ bed 7⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖   

c 3⃗ , 6⃗⃖, 1⃗⃖, 2⃗⃖ ca 6⃗ , 7⃗⃖, 1⃗⃖, 2⃗⃖ cab 3⃗ , 2⃗⃖, 1⃗⃖, 2⃗⃖   

d 2⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ de 5⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ dea 6⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ dead 2⃗ , 5⃗⃖, 1⃗⃖, 2⃗⃖ 

d 2⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ de 5⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ dea 6⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ deaf 2⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ 

e 4⃗ , 5⃗⃖, 1⃗⃖, 2⃗⃖ ea 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖     

f 6⃗ , 2⃗⃖, 1⃗⃖, 2⃗⃖ fa 2⃗ , 1⃗⃖, 1⃗⃖, 2⃗⃖ fad 3⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ fade 2⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 

f 6⃗ , 2⃗⃖, 1⃗⃖, 2⃗⃖ fa 2⃗ , 1⃗⃖, 1⃗⃖, 2⃗⃖ fac 2⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ face 2⃗ , 2⃗⃖, 1⃗⃖, 2⃗⃖ 
 

Table 11  

Partial Data for First Two Keystrokes from Table 10 

First  
Keystroke 

Packet Burst 
in Bytes 

Second 
Keystroke 

Packet Burst 
in Bytes 

a 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ ac 2⃗ , 3⃗⃖, 6⃗⃖, 2⃗⃖ 

b 5⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ be 3⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 

b 5⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ be 3⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 

c 3⃗ , 6⃗⃖, 1⃗⃖, 2⃗⃖ ca 6⃗ , 7⃗⃖, 1⃗⃖, 2⃗⃖ 

d 2⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ de 5⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ 

d 2⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ de 5⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ 

e 4⃗ , 5⃗⃖, 1⃗⃖, 2⃗⃖ ea 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ 

f 6⃗ , 2⃗⃖, 1⃗⃖, 2⃗⃖ fa 2⃗ , 1⃗⃖, 1⃗⃖, 2⃗⃖ 

f 6⃗ , 2⃗⃖, 1⃗⃖, 2⃗⃖ fa 2⃗ , 1⃗⃖, 1⃗⃖, 2⃗⃖ 
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Table 12 shows the k-anonymous version of Table 11 with k-anonymous packet burst 

groupings for 𝑘 = 2, indicating how the groupings have helped in removing the uniqueness that the 

packets showed for each keystroke. Provided here are the steps used to apply k-anonymity to any 

raw data, such as that in Table 10. 

Step 1: Consider all packet bursts for each keystroke from the first keystroke to the nth 

keystroke. Denote the keystroke as 𝐾𝑒𝑦𝑖, where 1 ≤ 𝑖 ≤ 𝑛, denote packet bursts for each 𝑖𝑡ℎ key 

as 𝑃𝑖, where 1 ≤ 𝑖 ≤ 𝑛, and sort the data in descending order with respect to packet sizes. 

Step 2: Consider all 𝐾𝑒𝑦𝑖 keystrokes and their respective packet bursts as  𝑃𝑖 with 𝑘, an 

integer such that k > 1. 

Step 3: For each 𝑖𝑡ℎ keystroke 𝐾𝑒𝑦𝑖 and its respective packet bursts 𝑃𝑖, form groups such 

that for each keystroke entered, there is 𝑘 − 1 other keystrokes, and pad the packets to the highest 

packet size in that group with its identical packet orientation in the packet bursts. 

Step 4: Despite the possibility of multiple options for group partition formation, choose the 

best cost partition option. 

Step 5: Once the best partition option is chosen for the first keystroke, then choose the 

candidates for group formation for the second keystroke which has prefix relationship with the k-

anonymous group formed for the first keystroke, and here again, choose the best cost partition 

option. Let the process continue until the 𝑛𝑡ℎ keystroke, one after the other. 

Step 6: Finally, we will have a k-anonymous packet bursts scheme for a valid set of user 

actions, such as mouse click, keyboard entered keystrokes, or touch screen mobile/computer devices, 

among others. 
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Table 12  

k-anonymous Packet Burst Groupings for k = 2 

First 
Keystroke 

Actual 
Packet 
Burst 

in Bytes 

k-anonymous 
Packet Bursts  
in Bytes for 

First Keystroke 

Second 
Keystroke 

Actual 
Packet 
Burst 

in Bytes 

k- anonymous 
Packet Bursts  
in Bytes for 

Second Keystroke 

  Group Options   Group Options 

  Option 1 Option 2   Option 1 Option 2 

a 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ 2⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ 4⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ ac 2⃗ , 3⃗⃖, 6⃗⃖, 2⃗⃖ 5⃗ , 9⃗⃖, 6⃗⃖, 2⃗⃖ 2⃗ , 3⃗⃖, 6⃗⃖, 2⃗⃖ 

d 2⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ 2⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ 4⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ de 5⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ 5⃗ , 9⃗⃖, 6⃗⃖, 2⃗⃖ 6⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ 

c 3⃗ , 6⃗⃖, 1⃗⃖, 2⃗⃖ 4⃗ , 6⃗⃖, 1⃗⃖, 2⃗⃖ 4⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ ea 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 7⃗⃖, 1⃗⃖, 2⃗⃖ 2⃗ , 3⃗⃖, 6⃗⃖, 2⃗⃖ 

e 4⃗ , 5⃗⃖, 1⃗⃖, 2⃗⃖ 4⃗ , 6⃗⃖, 1⃗⃖, 2⃗⃖ 4⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ ca 6⃗ , 7⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 7⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ 

b 5⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ be 3⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 3⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 3⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 

f 6⃗ , 2⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ fa 2⃗ , 1⃗⃖, 1⃗⃖, 2⃗⃖ 3⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 3⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 
Sensitive 
Attribute 

Quasi 
Identifier Generalization Sensitive 

Attribute 
Quasi 

Identifier Generalization 

 
Table 12 shows the presence of two k-anonymous partition options (note: there may be many 

more k-anonymous groups, but for simplicity, only two of those are presented). There are three 

groups in option 1, with two packet bursts each in one group, and there are  two groups in option 2, 

with four packet bursts in the first group and two packet bursts in the second group for the first 

keystroke packet burst. Similarly, groups are formed for the second keystroke with two options. 

Table 12 is formed by following the steps explained earlier in this section. Padding cost is 

nothing more than extra bytes that are required for padding during group formation. Table 13 shows 

the padding cost for each partition option for each keystroke. When option 1 for the first keystroke 

is chosen, then option 1 for the second keystroke is a valid candidate, because members of the groups 

formed for the second keystroke should have their prefix keystroke in the same group in the previous 

keystroke group. According to the steps explained earlier, option 1 has less padding cost when 

compared to option 2 for the first keystroke; therefore, it is chosen as the best padding cost group 
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and then its corresponding groups which have a prefix relationship with the first keystroke group in 

the second keystroke is chosen. Again, the best padding cost partition option is chosen if the 

available partition options are many. This process continues until the nth keystroke. 

Table 13  

Padding Cost for Table 12 

 

2.8 l-diversity for Internet Packets 

 Section 2.3 showed the disadvantages of k-anonymity as explained by Machanavajjhala et 

al. [5] and how l-diversity helps, in order to overcome the disadvantages. Liu et al. [3] demonstrate 

how l-diversity can be applied to Internet packet bursts in place of k-anonymity. The k-anonymity 

principle gives equal preference to each input, but each input will have some associated weight, 

which denotes the frequency of occurrence. Weight can be determined on some scale, say a number 

of times per million action inputs (user entered keystrokes) or number of times per hour of 

application usage, etc. Thus, it is ideal to apply l-diversity on the weights and form an equivalence 

group or quasi-identifier group. Table 14 is identical to Table 11 but with each keystroke having a 

weight associated with it. Note that the data in Table 14 are for illustrative purposes only. Data in 

real time varies. 

Associate weights to the inputs are as follows: 

For first keystroke {a, b, c, d, e, f} = {20, 15, 8, 10, 5, 6} 

For second keystroke {ac, be, ca, de, ea, fa} = {20, 25, 7, 6, 10, 5} 

Padding Cost for First 
Keystroke Option 1: 
10 bytes 

Group 1 {a, d} 
Group 2 {c, e} 
Group 3 {b, f} 

Padding Cost for Second 
Keystroke Option 1: 
26 bytes 

Group 1 {ac, de} 
Group 2 {ca, ea} 
Group 3 {be, fa} 

Padding Cost for First 
Keystroke Option 2: 
18 bytes 

Group 1 {a, d, c, e} 
Group 2 {b, f} 

Padding Cost for Second 
Keystroke Option 2: 
12 bytes 

Group 1 {ac, ea} 
Group 2 {de, ca} 
Group 3 {be, fa} 
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Table 14  

l-diversified Packet Burst Groupings for 𝑙 ≤ 1.5 

First 
Keystroke 

Actual 
Packet 
Burst 

in Bytes 

l-diversified Packet 
Bursts in Bytes for 

First Keystroke 

Second 
Keystroke 

Actual 
Packet 
Burst 

in Bytes 

l-diversified Packet 
Bursts in Bytes for 
Second Keystroke 

 Weight  
Group Options 

 Weight  
Group Options 

Option 1 Option 2 Option 1 Option 2 

a 20 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ 5⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ 5⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ be 25 3⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 9⃖⃗, 6⃗⃖, 2⃗⃖ 3⃗ , 4⃗⃖, 6⃗⃖, 2⃗⃖ 

b 15 5⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 5⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ 5⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ ac 20 2⃗ , 3⃗⃖, 6⃗⃖, 2⃗⃖ 6⃗ , 9⃖⃗, 6⃗⃖, 2⃗⃖ 3⃗ , 4⃗⃖, 6⃗⃖, 2⃗⃖ 

d 10 2⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ 5⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ ea 10 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ 2⃗ , 3⃖⃗, 1⃗⃖, 2⃗⃖ 6⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ 

c 8 3⃗ , 6⃗⃖, 1⃗⃖, 2⃗⃖ 5⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ ca 7 6⃗ , 7⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 9⃖⃗, 6⃗⃖, 2⃗⃖ 6⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ 

f 6 6⃗ , 2⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 5⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ de 6 5⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 9⃖⃗, 6⃗⃖, 2⃗⃖ 6⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ 

e 5 4⃗ , 5⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 5⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ fa 5 2⃗ , 1⃗⃖, 1⃗⃖, 2⃗⃖ 2⃗ , 3⃖⃗, 1⃗⃖, 2⃗⃖ 6⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ 
Sensitive 
Attribute  Quasi- 

Identifier Generalization Sensitive 
Attribute  Quasi- 

Identifier Generalization 

 

Liu et al. [3] applied one of the three known instantiations of the l-diversity principle. The 

different instantiations of l-diversity, as explained in Section 2.3, are as follows: distinct l-diversity, 

entropy l-diversity, and recursive (c, l)-diversity [7, 10]. 

According to the l-diversity principle definition, in any quasi-identifier group, the sensitive 

attribute should be at least l well represented. If all groups in the table satisfy l-diversity, then the 

whole table is l-diverse. Liu et al. [3] implemented distinct l-diversity and checked whether each 

equivalence class has the probability of occurrence of each action/keystroke being less than or equal 

to 1/𝑙 in order to satisfy l-diversity. If all equivalence classes satisfy l-diversity, then the whole table 

is l-diverse. Table 14 shows l-diversity applied to Table 11. 
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2.8.1 Method for Applying l-diversity to Internet Packets 

 It has already been briefly explained that l-diversity is an enhancement to k-anonymity. 

Below are the steps explaining the algorithm proposed by Liu et al. [3] for l-diversity. These are 

almost similar to the steps explained earlier for k-anonymity, but with each keystroke assigned to a 

weight/frequency. 

Step 1: Consider all packet bursts for each keystroke from the first keystroke to the nth 

keystroke. Denote the keystroke as  𝐾𝑒𝑦𝑖 , where 1 ≤ 𝑖 ≤ 𝑛, denote packet bursts for each 𝑖𝑡ℎ key 

as 𝑃𝑖, where 1 ≤ 𝑖 ≤ 𝑛, denote weight as 𝑊 for each keystroke, and sort the data in descending order 

with respect to 𝑊.   

Step 2: Consider all keystrokes 𝐾𝑒𝑦𝑖 and their respective packet bursts  𝑃𝑖 with weight 𝑊 

and 𝑙 as rational numbers such that  𝑙 > 1 . 

Step 3: For each 𝑖𝑡ℎ keystroke 𝐾𝑒𝑦𝑖 and its respective packet bursts  𝑃𝑖, form groups such 

that each probability of occurrence of each keystroke (𝑊 is used to calculate the probability of 

occurrence) in a certain group is ≤ 1/𝑙 , and pad the packets to the highest packet size in that group 

with its identical packet orientation in the packet bursts. 

Step 4: Despite the possibility of multiple options for group partition formation, choose the 

best cost partition option. 

Step 5: Once the best partition option is chosen for the first keystroke, then choose the 

candidates for group formation for the second keystroke which has prefix relationship with the l-

diverse group formed for the first keystroke, and here again, choose the best cost partition option. 

Continue the process until the 𝑛𝑡ℎ keystroke, one after the other. 
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Step 6: Finally we will have an l-diverse packet bursts scheme for a valid set of user actions, 

such as mouse click, keyboard entered keystrokes, or touch screen mobile/computer devices, among 

others. 

Table 14 presents two l-diverse partition options present (note: there may be many more l-

diverse groups, but for simplicity, only two are presented). There are two groups in option 1 with 

three packet bursts each in one group, and there are two groups in option 2 with four packet bursts 

in the first group and two packet bursts in the second group for the first keystroke packet burst. 

Similarly, this can be seen for the second keystroke. Table 14 was formed by following the steps 

explained in the earlier section. Padding cost is nothing more than the extra bytes required for 

padding during group formation. Table 15 shows the padding cost for each partition option for each 

keystroke. Therefore, when option 1 for the first keystroke is chosen, then option 1 for the second 

keystroke is the valid candidate because members of the groups formed for the second keystroke 

should have the prefix keystroke in the same group as in the previous keystroke group. According 

to steps explained earlier, option 1 has less padding cost compared to option 2 for the first keystroke; 

therefore, option 1 is chosen as the best padding cost group, and then its corresponding group, which 

has a prefix relationship with the first keystroke group in the second keystroke, is chosen. Again, 

here the best padding cost partition option is to be chosen if the available partition options are many. 

This process continues until the nth keystroke. 

Table 15  

Padding Cost for Table 14 
 

Padding Cost for 
First Keystroke 
Option 1: 23 bytes 

Group 1 {a, b, d, c} 
Group 2 {f, e} 
 

Padding Cost for 
Second Keystroke 
Option 1: 38 bytes 

Group 1 {be, ac, ca, de  } 
Group 2 {ea, fa} 

Padding Cost for 
First Keystroke 
Option 2: 24 bytes 

Group 1 {a, b} 
Group 2 {d, c, f, e} 

Padding Cost for 
Second Keystroke 
Option 2: 32 bytes 

Group 1 {be, ac } 
Group 2 {ea, ca, de, fa}             
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Tables 16 and 17 show the calculations for distinct l-diversity for the data provided in Table 

14 for  𝑙 = 1.5, 1/𝑙 = 0.67. 

Table 16  

l-diversity Calculations for First Keystroke 

 
First Keystroke Option 1 

 
Groups Weights 

Group 1 {a, b, d, c} 
Group 2 { f, e} 
 

{20, 15, 10, 8} 
{6, 5} 
 

 

Calculations 

Group 1: 
 

20

20 + 15 + 10 + 8
≤ 1/1.5 

15

20 + 15 + 10 + 8
≤ 1/1.5 

10

 20 + 15 + 10 + 8
≤ 1/1.5 

10

 20 + 15 + 10 + 8
≤ 1/1.5 

Group 2: 
 

6

6 + 5
≤ 1/1.5 

5

6 + 5
≤ 1/1.5 

 
First Keystroke Option 2 

 
Groups Weights 

Group 1 {a, b} 
Group 2 { d, c, f, e} 
 

{20, 15} 
{10, 8, 6, 5} 

 

Group 1: 
 

20

20 + 15
≤ 1/1.5 

15

20 + 15
≤ 1/1.5 

Group 2: 
 

10

10 + 8 + 6 + 5
≤ 1/1.5 

8

10 + 8 + 6 + 5
≤ 1/1.5 

6

10 + 8 + 6 + 5
≤ 1/1.5 

5

10 + 8 + 6 + 5
≤ 1/1.5 
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Table 17  

l-diversity Calculations for Second Keystroke 

 
Second Keystroke Option 1 

 
Groups Weights 

Group 1 {be, ac, de} 
Group 2 {ea, ca, fa} 

{25, 20, 6} 
{10, 7, 5} 

 

Calculations 

Group 1: 
 

25

25 + 20 + 10
≤ 1/1.5 

20

25 + 20 + 10
≤ 1/1.5 

10

25 + 20 + 10
≤ 1/1.5 

 
Group 2: 

 
7

7 + 6 + 3
≤ 1/1.5 

6

7 + 6 + 3
≤ 1/1.5 

3

7 + 6 + 3
≤ 1/1.5 

 
 

Second Keystroke Option 2 
 

Groups Weights 
Group 1 {be, ac, ca, de} 
Group 2 { ea, fa} 

{25, 20, 7, 6} 
{10, 5} 

 

Group 1: 
 

25

25 + 20 + 7 + 6
≤ 1/1.5 

20

25 + 20 + 7 + 6
≤ 1/1.5 

7

25 + 20 + 7 + 6
≤ 1/1.5 

6

25 + 20 + 7 + 6
≤ 1/1.5 

 
Group 2: 

 
10

10 + 5
≤ 1/1.5 

10

10 + 5
≤ 1/1.5 
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CHAPTER 3 

ANALYSIS OF EXISTING WORK ON ANONYMIZING INTERNET PACKETS 

 

 Chapter 2 showed how k-anonymity[3], which was devised for PPDP by Sweeney [5] and l-

diversity that was devised for PPDP by Machanavajjhala et al. [7], was implemented for Internet 

packets by Liu et al. [3, 4]. Careful analysis of the proposed algorithms by Liu et al. [3, 4] reveals 

that they are incomplete and incorrect. In this chapter, the incorrectness and incompleteness of the 

already existing work will be pointed out, and Chapter 4 will provide a valid fix with correct and 

complete improved k-anonymity and l-diversity implementation for Internet packets.  

3.1 Analysis of k-anonymity Implementation for Internet Packets  

Consider Table 11 again in Table 18, which consists of raw packet burst data. And again 

consider Table 12 in Table 19 for 𝑘 = 2. For a given k, there may be various k-anonymous partition 

options for any raw packet data. According to the algorithm proposed by Liu et al. [4] for k-

anonymity, for a continuous user action with a prefix relationship, groups are formed for each packet 

within the packet burst for each keystroke entered. Then a least-cost padding partition is chosen for 

the first keystroke for each packet, and then the algorithm proceeds by confirming the valid 

candidates for group formation to the second keystroke, and the same process repeats until the nth 

keystroke is entered by the user. There is one deficiency in this method. 

In the process of applying this method, Liu et al. [4] have fallen short in considering the 

actual best padding cost possible when forming groups. For instance, according to their proposed 

method, in Table 19 if the only available partition options are option 1 and option 2 for the first 

keystroke, then option 1 will be selected because it has a lower padding cost than option 2. Then for 

the second keystroke, the valid candidates to be in a group should have a prefix relationship with the 

first keystroke group. In this case, option 1 for the second keystroke will be chosen by incurring a 
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total padding cost of 10 𝑏𝑦𝑡𝑒𝑠 + 26 𝑏𝑦𝑡𝑒𝑠 = 36 𝑏𝑦𝑡𝑒𝑠. But if the algorithm had chosen option 2 

for first keystroke, then option 2 for the second keystroke would be a valid candidate, yielding a 

total padding cost of 18 𝑏𝑦𝑡𝑒𝑠 + 12 𝑏𝑦𝑡𝑒𝑠 = 30 𝑏𝑦𝑡𝑒𝑠, which is better than the former.  

Table 18  

Raw Packet Burst Data 

First Keystroke Packet Burst in Bytes Second Keystroke Packet Burst in Bytes 

a 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ ac 2⃗ , 3⃗⃖, 6⃗⃖, 2⃗⃖ 

b 5⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ be 3⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 

b 5⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ be 3⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 

c 3⃗ , 6⃗⃖, 1⃗⃖, 2⃗⃖ ca 6⃗ , 7⃗⃖, 1⃗⃖, 2⃗⃖ 

d 2⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ de 5⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ 

d 2⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ de 5⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ 

e 4⃗ , 5⃗⃖, 1⃗⃖, 2⃗⃖ ea 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ 

f 6⃗ , 2⃗⃖, 1⃗⃖, 2⃗⃖ fa 2⃗ , 1⃗⃖, 1⃗⃖, 2⃗⃖ 

f 6⃗ , 2⃗⃖, 1⃗⃖, 2⃗⃖ fa 2⃗ , 1⃗⃖, 1⃗⃖, 2⃗⃖ 
  

In the case of a real-time search engine, numerous continuous keystrokes would be entered 

by any user. As a result, there will be numerous packet bursts. Hence, if the method by Liu et al. [4] 

for k-anonymity is applied to these kinds of data, then the algorithm falls short in picking up the best 

cost padding mechanism possible. The correct method here is to take each partition option and go in 

depth from the first keystroke until the nth keystroke and then choose the partition options that 

provide the best padding cost from the beginning until the end of each stage of keystrokes. Chapter 

4 will introduce an improved k-anonymity algorithm that takes care of this deficiency. 



  

37 

Table 19  

k-anonymous Packet Bursts for k = 2 

First 
Keystroke 

Actual 
Packet 
Burst 

in Bytes 

k- anonymous 
Packet Burst in 
Bytes for First 

Keystroke 

Second 
Keystroke 

Actual 
Packet 
Burst 

in Bytes 

k- anonymous 
Packet Burst in 

Bytes for Second 
Keystroke 

 Group Options 
 

Group Options 

Option 1 Option 2 Option 1 Option 2 

a 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ 2⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ 4⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ ac 2⃗ , 3⃗⃖, 6⃗⃖, 2⃗⃖ 5⃗ , 9⃗⃖, 6⃗⃖, 2⃖⃗ 2⃗ , 3⃗⃖, 6⃗⃖, 2⃗⃖ 

d 2⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ 2⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ 4⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ de 5⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ 5⃗ , 9⃗⃖, 6⃗⃖, 2⃖⃗ 6⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ 

c 3⃗ , 6⃗⃖, 1⃗⃖, 2⃗⃖ 4⃗ , 6⃗⃖, 1⃗⃖, 2⃗⃖ 4⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ ea 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 7⃗⃖, 1⃗⃖, 2⃖⃗ 2⃗ , 3⃗⃖, 6⃗⃖, 2⃗⃖ 

e 4⃗ , 5⃗⃖, 1⃗⃖, 2⃗⃖ 4⃗ , 6⃗⃖, 1⃗⃖, 2⃗⃖ 4⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ ca 6⃗ , 7⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 7⃗⃖, 1⃗⃖, 2⃖⃗ 6⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ 

b 5⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ be 3⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 3⃗ , 4⃗⃖, 1⃗⃖, 2⃖⃗ 3⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 

f 6⃗ , 2⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ fa 2⃗ , 1⃗⃖, 1⃗⃖, 2⃗⃖ 3⃗ , 4⃗⃖, 1⃗⃖, 2⃖⃗ 3⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 

  

Total 
Padding 
Cost = 

10 bytes 

Total 
Padding 
Cost = 

18 bytes 

  

Total 
Padding 
Cost = 

26 bytes 

Total 
Padding 
Cost = 

12 bytes 
Sensitive 
Attribute 

Quasi-
Identifier Generalization Sensitive 

Attribute 
Quasi- 

Identifier Generalization 

 

3.2 Analysis of l-diversity Implementation for Internet Packets  

 Section 3.1 explained the deficiency in the k-anonymity method proposed by Liu et al. [4]. 

This section will explain deficiencies in the l-diversity method proposed by Liu et al. [3].  In k-

anonymity, one deficiency was identified, but in l-diversity, three deficiencies have been identified: 

shortcomings in identifying the best padding cost groups, shortcomings in considering probabilities 

while calculating padding cost, and, most importantly, shortcomings in considering all available 

partitions while forming groups. These three shortcomings will be explained in detail in the 

following sections. 
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3.2.1 Shortcomings in Identifying Groups with Best Padding Cost  

 Liu et al. [3] followed with the same method in calculating the best padding cost group from 

k-anonymity, while calculating the best padding cost group for l-diversity. The only difference was 

by using the weights for group formation rather than just considering packet sizes in the packet burst. 

As explained in section 3.1, the algorithm proposed for k-anonymity falls short in identifying the 

best padding cost groupings. In the same way, even in l-diversity, Liu et al. [3] fell short in 

identifying the best padding cost groupings. Consider an example of l-diversified data in Table 20 

for 𝑙 ≤ 1.5.  

Table 20 is obtained by applying the steps explained in section 2.8.1. According to the 

algorithm proposed by Liu et al. [3], option 1 for the first keystroke will be chosen, as it has lesser 

padding cost than option 2, considering that only these two options are possible. (There may be many 

more valid partition options). Then for the second keystroke, only option 1 will be a valid candidate, 

because the algorithm states that the candidates to form a group should have a prefix relationship 

with the previous keystroke in the same group. If option 2 for the first keystroke is chosen instead, 

then option 2 for the second keystroke becomes a valid candidate, satisfying the condition of a prefix 

relationship. The total padding cost using the first keystroke option 1 and the second keystroke 

option 1 is 23 𝑏𝑦𝑡𝑒𝑠 + 38 𝑏𝑦𝑡𝑒𝑠 = 61 𝑏𝑦𝑡𝑒𝑠 of overhead. Total padding cost using the first 

keystroke option 2 and the second keystroke option 2 is 24 𝑏𝑦𝑡𝑒𝑠 + 32 𝑏𝑦𝑡𝑒𝑠 = 56 𝑏𝑦𝑡𝑒𝑠.  This 

example shows how the existing work lacks in considering best padding cost when groupings are 

made. A better solution to this would be to consider all possible partition options for the first 

keystroke and find the corresponding partitions for the next keystroke until the nth keystroke for 

each option, and then calculate in depth the padding cost that is propagated from the first keystroke 

until the nth keystroke. Thus, the best cost partition is obtained at each stage of the keystroke entered 
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for group formation. This improvement in the improved l-diversity algorithm will be shown in 

Chapter 4. 

Table 20 

l-diverse Packet Bursts for 𝑙 ≤ 1.5 

First 
Keystroke 

Actual 
Packet 
Burst 

in Bytes 

l-diverse Packet 
Burst in Bytes for 
First Keystroke 

Second 
Keystroke 

Actual 
Packet 
Burst 

in Bytes 

l-diverse Packet 
Burst in Bytes for  
Second Keystroke 

 Weight  
Group Options 

 Weight  
Group Options 

Option 1 Option 2 Option 1 Option 2 

a 20 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ 5⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ 5⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ be 25 3⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 9⃗⃖, 6⃗⃖, 2⃗⃖ 3⃗ , 4⃗⃖, 6⃗⃖, 2⃗⃖ 

b 15 5⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 5⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ 5⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ ac 20 2⃗ , 3⃗⃖, 6⃗⃖, 2⃗⃖ 6⃗ , 9⃗⃖, 6⃗⃖, 2⃗⃖ 3⃗ , 4⃗⃖, 6⃗⃖, 2⃗⃖ 

d 10 2⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ 5⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ ea 10 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ 

c 8 3⃗ , 6⃗⃖, 1⃗⃖, 2⃗⃖ 5⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ ca 7 6⃗ , 7⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 9⃗⃖, 6⃗⃖, 2⃗⃖ 6⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ 

f 6 6⃗ , 2⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 5⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ de 6 5⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 9⃗⃖, 6⃗⃖, 2⃗⃖ 6⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ 

e 5 4⃗ , 5⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 5⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ fa 5 2⃗ , 1⃗⃖, 1⃗⃖, 2⃗⃖ 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ 6⃗ , 9⃗⃖, 1⃗⃖, 2⃗⃖ 

   
Padding 
Cost = 

23 

Padding 
Cost = 

24 
   

Padding 
Cost =  

38 

Padding 
Cost =  

32 
Sensitive 
Attribute  Quasi-

Identifier Generalization Sensitive 
Attribute  Quasi- 

Identifier Generalization 

 

3.2.2 Shortcomings in Considering Probabilities While Calculating Padding Cost 
 
 The l-diversity principle revolves around probability. The theory and practical 

implementation of l-diversity adheres to the probability of occurrence of each action/keystroke 

entered by the user. In k-anonymity, each action performed by the user is considered equally likely. 

Hence, applying l-diversity is the accepted solution. But when the padding cost is calculated, even 

that is associated with a probability. While calculating the padding cost and while going in depth for 

groupings for each keystroke, padding cost for each action should be associated with the probability 
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of occurrence of that action in that particular group. For instance, when we consider group {a, b, d} 

from Table 20, let us call the probability of occurrence as 𝑝𝑟𝑜𝑏 and group {a, b, d} as 𝐺. Then, 

 𝑝𝑟𝑜𝑏(a|𝐺) =  
20

20+15+10
= 0.44, 𝑝𝑟𝑜𝑏(b|𝐺) =

15

20+15+10
= 0.33,  𝑝𝑟𝑜𝑏(d|𝐺) =

10

20+15+10
= 0.22. 

Therefore, in group 𝐺, “a” occurs 44% of the time, “b” occurs 33% of the time and “c” occurs 22% 

of the time. Looking at the padding cost for “a” in 𝐺, 8 total bytes as dummy bytes are required to 

be padded to packets in its packet burst. Therefore, the padding cost for “a” is 𝑝𝑟𝑜𝑏(a|𝐺) ∗

𝑝𝑎𝑑𝑑𝑖𝑛𝑔 𝑐𝑜𝑠𝑡, which is 8 𝑏𝑦𝑡𝑒𝑠 ∗  0.44 =  3.52 𝑏𝑦𝑡𝑒𝑠. Similarly for “b,” this is 4 𝑏𝑦𝑡𝑒𝑠 ∗

 0.33 =  1.32 𝑏𝑦𝑡𝑒𝑠, and for “d,” this is 3 𝑏𝑦𝑡𝑒𝑠 ∗  0.22 =  0.66 𝑏𝑦𝑡𝑒𝑠. Thus, in total for group 

𝐺, the total padding will be 5.5 𝑏𝑦𝑡𝑒𝑠. In this way, the cost should be calculated for each group and 

then the best padding cost group decided on throughout. This gives an accurate running cost rather 

than just a raw dummy byte count. This concept will be employed in the improved l-diversity 

algorithm discussed in Chapter 4. 

3.2.3 Shortcomings in Considering All Available Partitions While Forming Groups 

 In the l-diversity algorithm proposed by Liu et al. [3], this is the most important deficiency 

that must be analyzed and fixed. Again, consider Table 20, which is formed after applying the l-

diversity algorithm proposed by Liu et al. [3]. A careful look at this algorithm shows that it first sorts 

the raw data in descending order, and then a group is formed based on the integer composition [13]. 

The algorithm forms a group by simply taking the candidates that are in sorted order. It never looks 

at the interleaved partition, even though these are potential candidates for group formation and 

satisfy l-diversity. For example, in Table 18, {a, b, f} and {d, c, e}, which have weights {20, 15, 6} 

and {10, 8, 5}, respectively, are valid l-diverse groups. But Liu et al. [3] never considers the 

interleaved candidates. Their algorithm only considers the candidates for groupings that are in the 

order of the sorted raw data. This consideration is analogous to integer composition. Thus, it can be 
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said that by missing possible partitions, Liu et al. [3] have fallen short in providing a best-cost 

algorithm. There may be the possibility of having a best-cost partition when the interleaved partition 

is taken into account. Chapter 4 we will explain the improved l-diversity algorithm and then show 

how set partitions can help in mitigating this problem. 
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CHAPTER 4 
 

IMPROVED k-ANONYMITY AND l-DIVERSITY FOR INTERNET PACKETS 
 

  
Chapter 3 explained the deficiencies of the existing work on k-anonymity and l-diversity for 

Internet packets. This chapter will explain an improved k-anonymity and an improved l-diversity for 

Internet packets by overcoming all deficiencies in the existing work.  First will be presented a 

mathematical framework that explains a web application. Then, an algorithm for both k-anonymity 

and l-diversity will be provided. 

4.1 Web Application System Model 

Chapter 2 showed a few tree structure representations of the auto-suggestion feature. Any 

web application can be modelled as a tree structure. Each stage in the tree structure will have a prefix 

relationship with the previous stage, except the first stage, which is the initial stage. Figure 10, shows 

a basic representation of a web application as a tree structure with an auto-suggestion feature as an 

example.  

 

Figure 10 Tree Structure Example for Auto-Suggestion 
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Figure 10 is an example tree structure for an auto-suggestion feature in any web application 

with a set of possible actions {a, b, c, d, e, f}. In the same way, every web application can be modeled 

as a tree structure; various such interpretations are shown by Chen et al. [2]. Due to cloud computing 

and software as a service (SaaS) feature, there will be many packet exchanges from the client system 

to the server for loading the web pages during page navigation. These can also be modelled as a tree 

structure similar to that shown in Figure 10. The auto-suggestion feature will be used during the 

further explanation. 

Let Σ = {𝑎1, 𝑎2, 𝑎3, 𝑎4, 𝑎5, 𝑎6, ……… , 𝑎𝑛} be a finite set of all possible atomic user input and 

Σ∗ be a finite set of all possible strings over alphabet Σ. The vocabulary of an application is a subset 

of Σ∗. For example, vocabulary 𝑣 = {𝑎𝑐𝑒, 𝑏𝑒𝑎𝑑, 𝑏𝑒𝑑, 𝑐𝑎𝑏, 𝑑𝑒𝑎𝑑, 𝑑𝑒𝑎𝑓, 𝑒𝑎, 𝑓𝑎𝑑𝑒, 𝑓𝑎𝑐𝑒}, where     

𝑣 ⊆ Σ∗ for the application example shown in Figure 10. It is assumed that the input given by any 

user is confined to the application’s vocabulary. 

 When a user starts presenting input, one item after another, the application makes a state 

transition from one state to another. Hence, an application’s state space can be denoted as a tree 

structure, as shown in Figure 10 for vocabulary 𝑣. The root node corresponds to the initial state of 

the application denoted by 𝜀. Each and every node in the tree corresponds to an input from Σ. For 

any action 𝑎𝑖 ∈ Σ , any state node 𝑆 has at most one child 𝑎𝑖, only if 𝑎𝑖 is a possible action in that 

state. 

 Now, define the prefix of any node 𝑆 in the tree as 𝜔 ∈ Σ∗ made by traversing across the 

node on the path in the tree from the root node to the parent of 𝑆. Thus, it can be said that any node 

𝑆 in the tree can be uniquely identified by a tuple (𝜔, 𝑎), where 𝜔 is the prefix and 𝑎 is the label of 

𝑆. The state space of the application can be denoted as 𝑆 ⊆ (Σ × Σ∗).  
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Upon receiving user input actions by means of keyboard keystrokes or mouse clicks, the 

application ends up traveling across different nodes from the root node. By visiting each node, 

network traffic is generated by the application, and back and forth network packets get exchanged 

between peers.  

 For any integer 𝑘 ≥ 1, denote the outgoing packet with the direction as �⃗�  and incoming 

packet with the direction as �⃖⃗� of 𝑘 bytes. Let 𝔹 =  {1⃗ , 1⃗⃖, 2⃗ , 2⃗⃖, 3⃗ , 3⃗⃖, ………… . . } be the set of all 

directional packet sizes and 𝔹∗ be the finite sequences of all possible directional packet sizes. An 

element of 𝔹∗ is nothing more than the captured directional set of packet sizes as a burst of network 

activity for user action for each keystroke.  

 The burst of packets as a network activity caused by the application for traversing across 

states in its state-space can be given as 𝜎: 𝑆 → 𝔹∗. This means that for each state traversed by the 

application upon receiving user actions, there is a burst of network activity generated. 

It was previously explained in Chapter 2 how a user can study packet bursts and conclude 

user actions. Due to user actions performed, the application leaves behind a signature 𝜎 at every 

stage of the state-space. These signatures can be captured by an eavesdropper for any popular web 

application, and thus an adversary can make great progress in concluding a user’s online activity in 

spite of encryption.  

4.2 Signature Transformation 

 In order for the adversary to infer a user’s online activity, two conditions must hold. First, it 

is necessary to have good knowledge of the application’s signature, which can be easily met because 

applications are publicly accessible and hence signatures can be easily learned after a certain number 

of experimentations. An adversary can obtain packet details similar to those in Table 18, which 

consist of raw packet details. Second, the application’s signature needs to be a one-one function for 
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a large number of user inputs so that there are unique packet bursts for each user action. This permits 

accurate determination of an application’s visitation of internal states 𝑆1, 𝑆2, 𝑆3, ……… . .. from the 

packet burst 𝜎(𝑆1), 𝜎(𝑆2), 𝜎(𝑆3 ),……………produced on the network. Improved k-anonymity and 

improved l-diversity focuses on the second condition.  

4.2.1 Canonical Burst Representations 

 Denote �̂� = {0⃗ ,0⃗⃖}∪ 𝔹 for any 𝑏 ∈ �̂�, size of 𝑏 as 𝑠(𝑏) ≥ 0, and direction of b as 𝑑(𝑏). The 

sequence of packet (𝑏1, 𝑏2, 𝑏3, ……… . . , 𝑏𝑛)  ∈  �̂�∗ is canonical if the following apply: 

a) 𝑛 ≥  1, and 

b) 𝑑(𝑏1) = →, if the first packet is outgoing 

c) for all 𝑖 ∈  {1, 2, 3, ……… . . , 𝑛 − 1} 

i) 𝑑(𝑏𝑖)  ≠ 𝑑(𝑏𝑖+1) 

ii) If 𝑠(𝑏𝑖) = 0, then (𝑏𝑖+1) ≠  0, that is, no two adjacent packets are of size 0. 

Additionally, the above-explained sequence is called trimmed, if 𝑛 >  1 implies 𝑠(𝑏𝑛)  ≠ 0.  

Table 21 shows a few examples of canonical burst representations. This type of 

representation is assumed for all packet bursts and is considered in improved k-anonymity and 

improved l-diversity. 

Table 21  

Canonical Burst Representation Example 

Example Burst in 𝔹∗ Canonical Representation in �̂�∗ 

( ) (0⃗ ) 

(2⃗⃖, 3⃖⃗, 1,⃗⃗  3,⃗⃗  5⃗ , 6⃗⃖) (0⃗ , 2⃗⃖, 0⃗ , 3⃗⃖, 1,⃗⃗  0⃗⃖, 3⃗ , 0⃗⃖, 5⃗ , 6⃗⃖ ) 

(1⃗ , 3⃗  ) (1⃗ , 0⃗⃖, 3⃗  ) 
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4.2.2  Reduction of Application’s Degree of Injectivity 

The mapping of PPDP to Internet packets has already been explained in Chapter 2. The 

uniqueness in packet bursts and how to break this uniqueness by forming groups has also been 

explained. It is shown in Table 9 in Chapter 2 that the uniqueness can be broken by forming groups 

for the auto-suggestion tree structure for alphabet letters “a,” “b,” “c,” and “d.” It also shows how 

the packets corresponding to the actions in the table should be made identical. The literature review 

discussed how Liu et al. [3, 4] have done this unification of packet bursts for k-anonymity and l-

diversity. Again for simplicity, Table 22 shows the unification of packet bursts with canonical 

representation. Table 23 shows how the uniqueness can be removed by the unification of signatures 

by forming groups. As shown in Table 23, {a, d} are unified such that the packet bursts are same, 

and {b, c} are unified such that the packet bursts are same. 

Table 22  

Canonical Representation of Signatures 

User Action Signature (Packet Burst) 

a 9⃗ , 0⃗⃖, 3⃗ , 9⃗⃖ 

b 3⃗ , 2⃗⃖, 3⃗ , 8⃗⃖, 0⃗ , 8⃗⃖, 2⃗ , 7⃗⃖ 

c 8⃗ , 0⃗⃖, 3⃗ , 9⃗⃖, 0⃗ , 9⃗⃖, 8⃗ , 9⃗⃖ 

d 1⃗ , 7⃗⃖, 4⃗ , 6⃗⃖, 8⃗  
 

Table 23  

Unification of Signatures 

User Action Signature (Packet Burst) 

{a, d} 9⃗ , 7⃗⃖, 4⃗ , 9⃗⃖, 8⃗  

{b, c} 8⃗ , 2⃗⃖, 3⃗ , 9⃗⃖, 0⃗ , 9⃗⃖, 8⃗ , 9⃗⃖ 
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4.3 Improved k-anonymity for Internet Packets 

 Chapter 3 provided a critical analysis of the existing work on k-anonymity for Internet 

packets by Liu at.al [4]. Aspects in which they have fallen short in giving a complete algorithm for 

k-anonymity were explained. The algorithm never considers a best padding cost grouping across 

each stage. That algorithm needs to consider the padding cost of the child as well. So, considering 

the tree structure in Figure 10, Stage 0 is the initial stage in the state-space of an application. Then 

the application can enter Stage 1 when the user’s action is anything that belongs to set {a, b, c, d, 

and e}. After entering Stage 1, the application can enter Stage 2, and so on until Stage 4. Therefore, 

going backwards, each stage has a prefix relationship with the previous stage, except the first stage, 

which is the initial state of the application. Here the application’s signature should be made identical, 

so that the degree of injectivity can be lowered. Making the packets identical is nothing but the 

unification of packet bursts so that the unification is indistinguishable from at least 𝑘 –  1 other 

packet bursts in that particular state of the application. Consider Table 10, which shows the signature 

of the application in Figure 10. Consider the first keystroke from Table 11. Various ways by which 

the first keystroke at the same stage of the state-space of the application can be k-anonymous, as 

shown in Table 24. For 𝑘 = 2, there should be at least two application signatures unified to form a 

group.  

 Table 24 shows the three possible partitions for the first keystroke user action entered. The 

existing work in Chapter 3 has already been explained. Now, for each of the possible k-anonymous 

partitions, k-anonymity should be checked for the child of the candidates in the group, which will be 

the next stage in the application’s state-space. The same process is continued until the last possible 

stage in the state-space tree. There may be more than one partition at each stage of the tree. So, the 
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least-cost partition should be used for padding, taking into account the overall padding cost from the 

root stage to the child stage. 

Table 24 

k-anonymous Unification of Signatures for 𝑘 = 2 

First 
Keystroke 

Packet Burst in 
Bytes k-anonymous Unified Partitions 

f 6⃗ , 2⃗⃖, 1⃗⃖, 2⃗⃖ Group 1 
{f, b} Group 1 

{f, b, e} Group 1 
{f, b, e, c} 

b 5⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 

e 4⃗ , 5⃗⃖, 1⃗⃖, 2⃗⃖ 

Group 2 
{e, c, a, d} 

c 3⃗ , 6⃗⃖, 1⃗⃖, 2⃗⃖ 
Group 2 
{c, a, d} a 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ Group 2 

{a, d} d 2⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ 
  

The improved k-anonymity algorithm is self-explanatory. It considers all flaws and 

deficiencies in the existing work explained in Chapter 3, and gives a complete and correct 

implementation for k-anonymity by padding the Internet packets. Considering the states in Figure 

10, for any state 𝑆 ∈ 𝕊, denote a group of states as 𝐺 ⊆ 𝕊. There may be many such groups in a 

partition. 

Let G be a group of states in some stage of the state-space in the tree whose signatures are 

already unified based on k-anonymity, and denote 𝐶(𝐺) as the set of all children of states in 𝐺. 

Denote P = {𝐺1, 𝐺2, 𝐺3, ……… , 𝐺𝑛} to be any partition of 𝐶(𝐺), such that each child 𝐺𝑖 ⊆ 𝐶(𝐺) is 

not empty, 𝐺𝑖 ∩ 𝐺𝑗 = ∅, and ⋃ 𝐺𝑖
𝑛
𝑖=1  = 𝐶(𝐺). For a given parameter k > 1, a group 𝐺𝑖 is                           

k-anonymous if there are at least k indistinguishable members in a group. The entire partition P is  

k-anonymous, if each 𝐺𝑖 in P is k-anonymous. This is according to the k-anonymity definition 

discussed earlier. Consider Table 10 from Section 2.7 in Chapter 2. This table is represented as a 



  

49 

state-space tree in Figure 10. Take option 2, group 2 for the first keystroke from Table 24. For each 

keystroke, data should be sorted in the increasing order of the packet size and maintain prefix 

relationship within the packet bursts and also within the subsequent keystrokes. The initial stage of 

any application is Stage 0, which is denoted as ε. Therefore,  𝐺 = {(𝜀, 𝑐), (𝜀, 𝑎), (𝜀, 𝑑)} at Stage 1 

and thus is unified to form a group, 𝐶(𝐺) = {(𝑐, 𝑎), (𝑎, 𝑐), (𝑑, 𝑒)}, which is the child of 𝐺, the 

second keystroke in Table 10. Now 𝐶(G) can be partitioned as  𝑃 = {𝐺1, 𝐺2}, where 𝐺1 = {(𝑐, 𝑎)}, 

𝐺2 = {(𝑎, 𝑐), (𝑑, 𝑒)}, 𝑄 = {𝐼1, 𝐼2},  where  𝐼1 = {(𝑐, 𝑎), (𝑎, 𝑐)},  𝐼2 = {(𝑑, 𝑒)} and 𝑅 = 𝐶(𝐺) which 

is another partition.  Only 𝑅 is a valid k-anonymous partition for 𝑘 = 3 but not 𝑃 and 𝑄. In the same 

way, partitions can be created for the child of 𝐶(𝐺), and so on until the end of the 𝑛th keystroke. 

This penetration from parent to child occurs for every possible k-anonymous partition possible from 

the initial stage of the state-space tree. This works even when data is sorted with an increasing order 

of the packet size. 

Finally, an important consideration to be made is the basic cost of 𝑃, which gives the padding 

cost overhead by considering the dummy byte content added. This covers the deficiency that was 

mentioned in the existing work on k-anonymity in Chapter 4.  The basic cost of 𝑃 is denoted 

as $𝑐𝑜𝑠𝑡: 

$𝑐𝑜𝑠𝑡 = ∑ ∑ 𝑜𝑣𝑒𝑟ℎ𝑒𝑎𝑑(𝑆|𝐺𝑖)𝑆∈𝐺𝑖

𝑛
𝑖=1  

 Now, having defined all the necessary framework required for the algorithm by considering 

all deficiencies in the existing work, as explained in Chapter 3, a function, ImprovedAnonymity, 

gives a correct and complete implementation of k-anonymity for Internet packets.  
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4.3.1 Improved k-anonymity Algorithm  

 

 

Function:  ImprovedAnonymity (G) 

Input: A group of states in some common state-space stage 

Output: [SUCCESS, COST, TREE] fields, which is a triple 

 if 𝐶(𝐺) = ∅ then 

  𝑇𝑜𝑡𝑎𝑙𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛 =  ([𝑇𝑅𝑈𝐸, 0, [𝐺]) 

 else 

  𝑇𝑜𝑡𝑎𝑙𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛 =  ([𝐹𝐴𝐿𝑆𝐸, 0, [𝐺]) 

  for all k – anonymous partitions 𝑃 of 𝐶(𝐺) do 

Let 𝑃 be of the form {𝐺1 , 𝐺2 , 𝐺3, ……… , 𝐺𝑛} 

   for each i, Indepth𝑖 = 𝐈𝐦𝐩𝐫𝐨𝐯𝐞𝐝𝐃𝐢𝐯𝐞𝐫𝐬𝐢𝐭𝐲 (𝐺𝑖) 

   if for all i, Indepth𝑖.SUCCESS then 

    $𝑇𝑜𝑡𝑎𝑙𝐶𝑜𝑠𝑡 = $𝐶𝑜𝑠𝑡 + ∑ Indepth𝑖 . 𝐶𝑂𝑆𝑇𝑖  

if (not 𝑇𝑜𝑡𝑎𝑙𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛 .SUCCESS) or                                                 
$TotalCost  <  𝑇𝑜𝑡𝑎𝑙𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛 . 𝐶𝑂𝑆𝑇 then 

𝐹𝑖𝑛𝑎𝑙𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛 =                                                             
[𝐺 Indepth1. 𝑇𝑅𝐸𝐸, Indepth2. 𝑇𝑅𝐸𝐸, Indepth3. 𝑇𝑅𝐸𝐸, 
……, Indepth𝑛. 𝑇𝑅𝐸𝐸] 

     𝑇𝑜𝑡𝑎𝑙𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛 = (𝑇𝑅𝑈𝐸, $𝑇𝑜𝑡𝑎𝑙𝐶𝑜𝑠𝑡, 𝐹𝑖𝑛𝑎𝑙𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛) 

    end if 

   end if 

  end for 

 end if 

Return 𝑇𝑜𝑡𝑎𝑙𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛 

Algorithm for improved k-anonymity for Internet packets 
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4.4 Improved l -diversity for Internet Packets 

Chapter 3 explained how the existing work on l-diversity for Internet packets by Liu et al.[3] 

fell short in at least three aspects. The improved l-diversity proposed here will consider all these 

aspects, and will give a complete and correct l-diversity implementation for Internet packets.  

Figure 11 shows an improved l-diversity model for PPTP.  Raw data is fed to the set partitions 

generating algorithm. There is an efficient algorithm which generates each successive set partition 

in constant time by Kawano and Nakano [14], which is a latest one. There are also a few more 

algorithms proposed for generating set partitions by Er [15] and Thanh and Thanh [16]. When the 

raw data is fed as input to the set partition algorithm, it outputs all possible partitions that need to be 

considered for l-diversity. After having all possible partitions, it should be checked for l-diversity. 

All partitions that satisfy l-diversity should be captured, and the set partitions for the child stage to 

the initial keystroke should be checked for l-diversity. The candidates in the child stage qualify to 

form an l-diverse group if they have a prefix relationship with the previous stage in the state-space. 

This continues until the last stage when the parent-child relationship exists in the application’s state-

space. It is important to see how set partitions differ from the partitions considered in the existing 

work [3] for l-diversity. 

 

 

 

 

 

 

Figure 11 Improved l-diversity Model 
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The integer composition has already been mentioned in Chapter 3 when deficiencies in the 

existing work were discussed. A comparison of set partitions and integer composition is necessary 

before developing the algorithm for improved l-diversity in Section 4.5. 

4.4.1 Comparing Set Partitions and Integer Compositions  

 Consider the raw data in Table 11 for the first keystroke with associated weight for each 

action in Table 25. The number of partitions considered when integer composition is used will be 

explained, and the set partitions considered in the improved l-diversity will be explained. Finally, a 

comparison graph will be presented to show how set partitions consider a greater number of 

partitions than integer compositions. 

4.4.2 Integer Composition-Based Partitions  

Liu et al. [3] looked at partitions that are integer compositions. In mathematics, integer 

composition of a number n is a way of writing it in different ways as its sum. Table 25 shows that 

there are six distinct keystrokes possible as a user action at Stage 1 in the state-space of the 

application. Therefore, n = 6, with user inputs as 𝒌𝒆𝒚𝟏 = {a, b, d, c, e, f}. Making partitions based 

on integer compositions depends on the way data is sorted. The table is already sorted in descending 

order of weight, as Liu et al. [3] applied before actually applying their algorithm. So n can be written 

as a composition in many ways. The number of integer compositions of a number n can be written 

as A(n), which is given by Kimberling [13] as 

A(n) = 𝟐𝒏 − 𝟏 

For n = 6, the number of integer compositions possible is 32. That is, 6 can be written in 32 

different ways. Thus, 𝒌𝒆𝒚𝟏 = {a, b, d, c, e, f} can be partitioned in 32 different ways. The integer 

composition-based partition does not consider interleaved candidates. For example {a, f} will not be 

in the same partition. But if the data 𝒌𝒆𝒚𝟏 = {a, f, b, d, c, e} instead, then {a, f} can be in the same 
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partition. First, integer 6 can be written as an integer composition and then partitions of 𝒌𝒆𝒚𝟏 can 

be made based on that.  

Integer 6 can be written as the sum of these numbers in 32 different ways as follows: 

{ [ [6], [5, 1], [4, 2], [4, 1, 1], [3, 3], [3, 2, 1], [3, 1, 2], [3, 1, 1, 1],                                             

[2, 4], [2, 3, 1], [2, 2, 2], [2, 2, 1, 1], [2, 1, 3], [2, 1, 2, 1], [2, 1, 1, 2],                                      

[2, 1, 1, 1, 1], [1, 5], [1, 4, 1], [1, 3, 2], [1, 3, 1, 1], [1, 2, 3],                                                            

[1, 2, 2, 1], [1, 2, 1, 2], [1, 2, 1, 1, 1], [1, 1, 4], [1, 1, 3, 1], [1, 1, 2, 2],                                     

[1, 1, 2, 1, 1],    [1, 1, 1, 3],    [1, 1, 1, 2, 1],     [1, 1, 1, 1, 2],    [1, 1, 1, 1, 1, 1]   ]   }                                      

The 𝒌𝒆𝒚𝟏 can be partitioned based on the integer composition as follows: when integer 

composition [4, 1, 1] is taken, then 𝒌𝒆𝒚𝟏 can be partitioned as {[a, b, d, c], [e], [f]} into three groups. 

Similarly, if [1, 1, 3, 1] is taken, then 𝒌𝒆𝒚𝟏 can be partitioned as {[a], [b], [d, c, e], [f]} into four 

groups. In the same way, there are 32 different partitions for n = 6. 

Table 25 

Raw Data with Weight 

 

 

 

 

 

 

4.4.3 Set Partitions  

Set partitions are nothing more than distinct disjoint subsets of a given set. They are different 

from integer compositions because they also include interleaved partitions. Set partitions do not 

First Keystroke Weight Packet Burst 

a 20 2⃗ , 3⃗⃖, 1⃗⃖, 2⃗⃖ 

b 15 5⃗ , 4⃗⃖, 1⃗⃖, 2⃗⃖ 

d 10 2⃗ , 8⃗⃖, 1⃗⃖, 2⃗⃖ 

c 8 3⃗ , 6⃗⃖, 1⃗⃖, 2⃗⃖ 

e 5 4⃗ , 5⃗⃖, 1⃗⃖, 2⃗⃖ 

f 6 6⃗ , 2⃗⃖, 1⃗⃖, 2⃗⃖ 
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consider order of the data. Regardless of order, set partitions consider all possible subsets of a set. 

For example, if 𝒌𝒆𝒚𝟏 = {a, b, d, c, e, f}, then {a, f} can also form a group that is not possible in 

integer compositions. Integer composition expects the candidates for a group to be adjacent to the 

already-selected candidate to form a group during partition. For set partitions, 𝒌𝒆𝒚𝟏 = {a, b, d, c, e, 

f} and 𝒌𝒆𝒚𝟏 = {a, f, b, d, c, e} are one and the same, because the number of partitions for both will 

be the same and also the data will be the same. For n = 6, the possible total number of set partitions 

is 203, which is considerably more than the number of partitions possible based on integer 

composition. The total number of set partitions for a given n is called the Bell number, named after 

a famous mathematician E. Bell [17]. Bell numbers can be calculated using a recursive equation 

given by Mansour [18] as 

B(n) = ∑ (
𝒏 − 𝟏

𝒌
)𝒃𝒌

𝒏−𝟏
𝒌=𝟎  

Some of the set partitions of 𝒌𝒆𝒚𝟏 = {a, b, d, c, e, f} are the following: {[a, b, d], [c, e, f]}, {[a, d], 

[e, b], [c, f]}, {[a], [b, c], [d, e, f]}.  But there as many as 203 such partitions.  

 It is important to note that all partitions based on integer compositions are also part of the 

subset of the set partitions. Thus, for n = 6, Liu et al. [3] consider 15 such partitions and miss 188 

such partitions while forming l-diverse groupings with the best padding cost. There may be the 

possibility of having the best padding cost group among these 188. In general then, Liu et al. [3] 

should have considered set partitions and not integer composition-based partitions. The next section 

shows how A(n) and B(n) differ from each other for a large number n for the first few positive 

integers.  

4.4.4  Ratio of Integer Compositions and Set Partitions 

In Sections 4.4.2 and 4.4.3, an attempt is made to explain integer composition-based 

partitions and set partition-based partitions. This section shows how these two values make a large 



  

55 

difference for the first 50 integers. Figure 12 shows the graph plotted for A(n) / B(n) vs n for               

 0 ≤ n ≤ 50. The ratio A(n) / B(n) shows how much of the integer composition-based partitions are 

considered out of the totally available partitions (set partitions). It can easily be seen that as n 

increases, the ratio A(n)  / B(n) decreases very near to zero. The ratio tending near zero can be clearly 

seen in the plot of Figure 13. This shows, when compared to large set partitions, the existing work 

on l-diversity will consider very few partitions. Bell numbers are very large as n increases. This can 

be seen for the first ten n values in Figure 14. Thus, it is wise to consider set partition rather than 

integer composition-based partition, which will overlook a very large number of partitions. The next 

section presents a generic algorithm that is based on set partitions for l-diversity implementation for 

Internet packets. 

 

 

Figure 12 Graph for A(n) / B (n) vs n for 0 ≤ n ≤ 50 
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Figure 13 Graph for A(n) / B(n) vs n for 0 ≤ n ≤ 50 
 
 

 

Figure 14 Plot of A(n) vs n and B(n) vs n for 0 ≤ n ≤ 10 

 

A(n) / B(n) vs n 

A
(n

) 
/ 

B
(n

) 

n 

A(n) vs n and B(n) vs n 

A
(n

) a
nd

 B
(n

) 

n 

A(n) 

B(n) 



  

57 

4.4.5 Improved l-diversity Algorithm 

 The improved l-diversity algorithm is self-explanatory, as shown in the model in Figure 11. 

It considers all flaws and deficiencies in the existing work, as explained in Chapter 3, and gives a 

complete and correct implementation for l-diversity by padding the Internet packets. The most 

important deficiency is about considering interleaved partitions as well. This is accomplished using 

set partitions. Recalling the definition of l-diversity, the probability of occurrence of a member in 

every group should be less than or equal to 1/l. Considering the states shown in Figure 10, for any 

state 𝑆 ∈ 𝕊, let 𝑓𝑟𝑒𝑞(𝑆) be the expected frequency of occurrence/weight of 𝑆 on some scale say a 

number of times per million action inputs (user entered keystrokes) or number of times per hour of 

application usage, etc. Denote a group of states as 𝐺 ⊆𝕊 and 𝑃𝑟𝑜𝑏(𝑆|𝐺) as the probability of a state 

in a particular group 𝐺. There may be many such groups in a partition. Thus, 𝑓𝑟𝑒𝑞(𝑆)  can be given 

in terms of 𝑃𝑟𝑜𝑏(𝑆|𝐺) as 

𝑃𝑟𝑜𝑏(𝑆|𝐺) =  
𝑓𝑟𝑒𝑞(𝑆)

∑ 𝑓𝑟𝑒𝑞(𝑇)𝑇∈𝐺
 

This clearly means that for each state 𝑆 ∈ 𝐺, 0 ≤  freq(S) ≤ 1, and ∑ 𝑓𝑟𝑒𝑞(𝑆)𝑆∈𝐺 = 1, the 

probability distribution of 𝐺. 

Let 𝐺 be a group of states in some stage of the state-space in the tree whose signatures are 

already unified based on l-diversity, and let 𝐶(𝐺) be the set of all children of states in 𝐺. Denote        

P = {𝐺1 , 𝐺2 , 𝐺3, ……… , 𝐺𝑛} to be any partition of 𝐶(𝐺), such that each child 𝐺𝑖 ⊆ 𝐶(𝐺) is not 

empty, 𝐺𝑖 ∩ 𝐺𝑗 = ∅, and ⋃ 𝐺𝑖
𝑛
𝑖=1  = 𝐶(𝐺).  For a given parameter l > 1, a group G𝑖 is l-diverse, if 

𝑃𝑟𝑜𝑏(𝑆|𝐺𝑖 ) ≤ 1/𝑙 .The entire partition P is l-diverse, if each 𝐺𝑖 in P is l-diverse. This is according 

to the distinct l-diversity definition discussed earlier.  

Consider Table 10 from Section 2.7 in Chapter 2, which is represented as a state-space tree 

in Figure 10. Take option 1 for the first keystroke from Table 13. The initial stage of any application 



  

58 

is Stage 0, which is denoted as ε. Therefore, 𝐺 =  {(𝜀, 𝑎), (𝜀, 𝑏), (𝜀, 𝑒)} at Stage 1. Each of these 

stages has its frequency of occurrence/weight, 𝑓𝑟𝑒𝑞(𝑆|𝐺) as {20, 15, 5}, respectively. 

Then, 𝑝𝑟𝑜𝑏(𝜀, 𝑎) |𝐺), 𝑝𝑟𝑜𝑏(𝜀, 𝑏) |𝐺), and 𝑝𝑟𝑜𝑏(𝜀, 𝑑) |𝐺) ≤  1/𝑙 𝑓𝑜𝑟 𝑙 ≤  1.5 and thus are      

unified to form a group. Also, 𝐶(𝐺)  =  {(𝑏, 𝑒), (𝑎, 𝑐), (𝑒, 𝑎)} with 𝑓𝑟𝑒𝑞(𝑆|𝐺) as {25, 20, 10},          

respectively, which is the child of 𝐺, the second keystroke in Table 10. Now 𝐶(𝐺)                                   

can be partitioned as 𝑃 = {𝐺1 , 𝐺2}, where 𝐺1 = {(𝑎, 𝑐)}, 𝐺2  = {(𝑏, 𝑒), (𝑒, 𝑎)} and 𝑄 = {𝐻1 , 𝐻2} , 

where 𝐻1 = {(𝑎, 𝑐), (𝑏, 𝑒)}, 𝐻2 = {(𝑒, 𝑎)} and 𝑅 = 𝐶(𝐺), another partition. Only 𝑅 is a valid               

l-diverse partition for l ≤ 1.5 but not 𝑃 and 𝑄. In the same way, partitions can be created for the child 

of 𝐶(𝐺) and so on until the end of the nth keystroke. This penetration from parent to child happens 

for every possible l-diverse partition possible from the initial stage of the state-space tree. 

Finally, an important consideration to be made is the basic cost of 𝑃, which gives the padding 

cost overhead by considering the probability of occurrence of a state in a particular state and the 

dummy byte content added. This covers the deficiency that was mentioned in the existing work on 

l-diversity in Chapter 4.  The basic cost of 𝑃 is denoted as $cost: 

$cost = ∑ ∑ 𝑜𝑣𝑒𝑟ℎ𝑒𝑎𝑑(𝑆|𝐺𝑖). 𝑝𝑟𝑜𝑏(𝑆|𝐺𝑖)𝑆∈𝐺𝑖

𝑛
𝑖=1  

 Now, having defined all the necessary framework required for the algorithm by considering 

all the deficiencies in the present work as explained in Chapter 3, a function ImprovedDiversity 

gives a correct and complete implementation of l-diversity for Internet packets.  

The functions ImprovedAnonymity and ImprovedDiversity are called only during the 

application development phase. Thus, the execution of these functions contributes only during the 

application development and not while using the application. It is known that the l-diversity 

technique is more advanced than the k-anonymity technique. This was explained in Chapters 2 and 

3. Therefore, it is wise to use ImprovedDiversity in place of ImprovedAnonymity. These 
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functions, when implemented, facilitate arriving at the transformed signature of all states when the 

end hosts communicate with each other.  When the application is under use, the only price paid is 

the network bandwidth overhead due to the addition of dummy data. 

Function:  ImprovedDiversity (𝑮) 

Input: A group of states in some common state-space stage 

Output: [SUCCESS, COST, TREE] fields, which is a triple 

 if 𝐶(𝐺) = ∅ then 

  𝑇𝑜𝑡𝑎𝑙𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛 =  ([𝑇𝑅𝑈𝐸, 0, [𝐺]) 

 else 

  𝑇𝑜𝑡𝑎𝑙𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛 =  ([𝐹𝐴𝐿𝑆𝐸, 0, [𝐺]) 

  for all l-diverse partitions 𝑃 of 𝐶(𝐺) do 

Let 𝑃 be of the form {𝐺1 , 𝐺2 , 𝐺3, ……… , 𝐺𝑛} 

   for each i, Indepth𝑖 = 𝐈𝐦𝐩𝐫𝐨𝐯𝐞𝐝𝐃𝐢𝐯𝐞𝐫𝐬𝐢𝐭𝐲 (𝐺𝑖) 

   if for all i, Indepth𝑖.SUCCESS then 

    $𝑇𝑜𝑡𝑎𝑙𝐶𝑜𝑠𝑡 = $𝐶𝑜𝑠𝑡 + ∑ Indepth𝑖 . 𝐶𝑂𝑆𝑇𝑖  

if (not 𝑇𝑜𝑡𝑎𝑙𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛 .SUCCESS) or                                                 
$TotalCost  <  𝑇𝑜𝑡𝑎𝑙𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛 . 𝐶𝑂𝑆𝑇 then 

𝐹𝑖𝑛𝑎𝑙𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛 =                                                             
[𝐺 Indepth1. 𝑇𝑅𝐸𝐸, Indepth2. 𝑇𝑅𝐸𝐸, Indepth3. 𝑇𝑅𝐸𝐸, 
……, Indepth𝑛. 𝑇𝑅𝐸𝐸] 

     𝑇𝑜𝑡𝑎𝑙𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛 = (𝑇𝑅𝑈𝐸, $𝑇𝑜𝑡𝑎𝑙𝐶𝑜𝑠𝑡, 𝐹𝑖𝑛𝑎𝑙𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛) 

    end if 

   end if 

  end for 

 end if 

Return 𝑇𝑜𝑡𝑎𝑙𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛 

Algorithm for improved l-diversity for Internet packets 
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CHAPTER 5 
 

CONCLUSION AND FUTURE WORK 
 

Internet users are currently increasing across the globe. The Internet has become part and 

parcel of human lives. Users of the Internet prefer to have their actions private while engaging in 

various tasks such as instant messaging, online chatting, watching online videos, VOIP calls, GPS, 

search engine queries, and many more. In spite of data encryption, data is prone to privacy breach 

by an eavesdropper who looks at the patterns of Internet packets, timing information, and packet 

sizes. An eavesdropper with prior background knowledge of packet burst correlations of a web- 

based application can easily infer the actions performed by the user. The method here of inserting 

dummy bytes into the actual packet size helps in preserving privacy in web-based applications with 

l-diversity as the governing factor for privacy, which makes many packet bursts similar in packet 

size and number of packets in each burst.  

The privacy of user actions is enhanced by the famous data publishing principle l-diversity. 

The method discussed here helps in eliminating a probabilistic background knowledge attack when 

the adversary knows the frequency of user actions. In comparison with the other solutions available, 

this method consumes the least amount of network bandwidth overhead caused by the addition of 

dummy bytes. There are a few limitations in this new method. One limitation is when all possible 

occurrences of an action are unified with some other action sequences. This can be rectified using a 

stronger privacy-enhancing technique by mixing an action with many different groups such that a 

single action can now have different burst patterns. 

A second limitation of this method is that when groups are formed, no care is taken relative 

to the kind of actions that are unified. For example, in any online health website, similar organ 

diseases should not be unified together. If different types of cancer are combined together with the 
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packet burst, then adversaries’ knowledge that the user’s browsing is related to cancer disease will 

increase. This could be rectified by applying another famous data-publishing technique, t-closeness, 

with modifications so that it fits this context. 
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