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ABSTRACT

Standard networking protocols can be very vulnerable to spoofing attacks when extra 

precautions are not taken by applications to verify the identity. There are several ways to spoof 

the facial recognition using photograph, video, and three-dimensional (3D) model of a valid user. 

Studies show that there have been significant improvements in detecting photograph, video, and 

3D model spoofing individually, but no such improvement in detecting all types of spoofing in a 

single design. Recent studies also show that liveness monitoring using the facial features has 

potential to improve security, especially in biometric systems. In this work, an omproved method 

using acoustics and liveness monitoring system to better detect spoofing is introduced. The 

proposed system includes an ultrasonic range sensing module, a light dependent resistor (LDR)

for detecting light intensity, and an eye blinking password is developed for liveness detection of 

the users. Eye blinking password is generated with the help of local facial features such as eye 

blinking and chin movement pattern using a real-time generic web-camera. The improper 

lighting conditions are corrected by placing an external light source to provide suitable lighting 

for the system. The proposed system is tested by conducting experiments using 20 valid users 

and 80 other users with variations in user’s expressions. According to the experimental results, 

the proposed system achieves 100% face recognition accuracy and 100% liveness detection 

performance.
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CHAPTER 1

INTRODUCTION

Bioinformatics is emerging to be one of the most reliable ways to provide user 

authentication which helps one to protect information [1]. Facial recognition has proven to be 

very useful and the research in this field has a constant encouragement from many research 

associations [2]. People have lost their confidence in using PIN for their ATM or a password for 

protecting their personal information. Recent developments have been made to utilize biometric 

sensors in ATM cash points where fingerprint analysis is required to authorize their account [3]. 

Facial Recognition systems are most common in Casinos where it is used to identify theft 

by comparing the faces of people in the casino with the federal database to pull up their criminal 

record. Social Networks such as Facebook uses it for automatic photo tagging feature. Such 

biometric security makes people more confident that their information is secure. Today’s 

smartphones also uses facial recognition system to lock and unlock their device. The facial 

recognition uses digital image or video processing techniques for authentication. In spite of the 

complex algorithms required for processing images and videos, facial recognition techniques 

have proven to be very useful for current generation security applications [4]. The different area 

where the proposed system is applicable is provided in Table 1. The proposed system is useful 

for private, public and security concerned applications. Their reliability and accuracy is not 

compromised in any of the below applications.
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TABLE 1.

Applicable areas of the proposed system

Private Applications
Home

Apartments

Public Applications

ATMs

Hotels

Malls

City-wide surveillance

Security applications

Airports

Train stations and subways

Bank

National Security

1.1 Facial Recognition Systems

Facial Recognition Systems has emerged to be an effective solution that addresses several 

contemporary needs for the purpose of identification and user authentication. Facial Recognition 

is one of the most effective biometric methods that possess high accuracy and provides a low 

intrusive approach. There are distinct points on a face that make them unique. These points can 

be called as nodal points. A typical facial recognition system measures these nodal points to 

identify the facial structure. Common nodal points include the distance between the eyes, width 

of the nose, depth of the eye sockets, shape of the cheekbone and the length of the jaw line. 

These nodal points are measured using numerical code called faceprint [5]. They can be 

measured and processed in three different approaches: image input normalization, geometric 
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approach and elastic face matching. In certain situations, neural networks are used to match these 

parameters. The above mentioned approaches use different algorithms to process the image data 

and match it with the image uploaded in the database. In general, any facial recognition system 

utilizes either 2D or 3D images. 2D systems are those that process a single two-dimensional 

image of a face [6, 7]. In 3D systems, various technologies are used such as patterned 

illumination light or paraxial viewing [8] to develop a 3D representation of a face. 3D sensors 

are used to capture information about the shape of a face. This information is then used to 

identify distinctive features on the surface of a face, such as the contour of the eye sockets, nose, 

and chin. One advantage of 3D facial recognition is that it is not affected by changes in lighting 

like other techniques [9]. 

3D Facial recognition system goes through a series of steps for their authentication [10] . 

These steps include detection, alignment, measurement, representation, matching and 

identification or verification. The image is first detected by capturing the 3D image from the 

video. Once the image has been captured, the size, alignment, position and posture of the head 

are checked with the help of software. After the alignment check, the curves of the face are 

measured through a sub-millimeter scale and a template is created similar to faceprint. The 

created template is converted into a binary code which can be understood by the computer. Thus 

each face is represented in a unique binary code for the system comparison. For matching the 

image with the database, the directionality and angle plays a crucial role. In the matching stage,

the facial recognition algorithm captures the image and is compared for validation. Facial 

recognition systems utilize several popular recognition algorithms. Few of these include 

principal component analysis using eigenfaces, local binary patterns and elastic bunch graph 

matching.  In the verification phase, the purpose of identification depends on whether the image 
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is to be authenticated or to be identified. If the image is to be authenticated, then it is compared 

to just one image of the identified user. For identification purpose, the image is compared with 

numerous images in the database to identify the user. Figure 1 represents all the six stages of 

facial recognition systems.

Figure 1. Six Stages of Facial Recognition Systems [10]
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Matthew A. Turk and Alex P. Pentland developed a computational model for face 

recognition [11]. An information theory approach was suggested for coding and decoding of 

images that could provide an insight in the facial features. A simple approach of reading these 

facial features is by capturing a variation in the collection of images. In mathematical terms, the 

eigen vectors of the facial component was obtained. The eigen vectors are characterized as a set 

of features that, as a collection, depict the variation between the images. These eigen vectors are 

taken as a ghostly face called eigenfaces. Generally, any facial recognition algorithm has two 

stages i.e., the training and testing stages. The training stage involves the initial data acquisition 

and image collection for the system which will be used to observe the differences in facial 

matrices among various users. The testing stage involves the verification of the system using the 

data available from the training stage. This algorithm involves five important steps for facial 

recognition. Initially, the training set of images is acquired and it is used to calculate the 

eigenfaces. When a new image is obtained, its eigenface is calculated. The eigenfaces of the 

training set image and the new image is compared. If the weights match, then it is classified as a 

known person. If the weights do no match and it is repeatedly encountered then it recalculates 

the characteristic weight pattern and thereby giving the system to self-learn. 

Laurenz Wiskott, J.M. Fellous, N. Kuiger, and Christoph Von Der Malsburg proposed a 

facial recognition algorithm by elastic bunch graph matching [12]. Elastic bunch graph matching 

is an algorithm used for object recognition. It requires two important parameters to calculate the 

visual data. The visual features based on Gabor wavelets and dynamic link matching is necessary 

for facial recognition. The testing images are taken and the facial features of these images are 

depicted using Gabor wavelets. The real image of the user is then obtained and similar analysis 

of the features is obtained. Both Gabor wavelets are then compared with dynamic link matching. 



6

If there are enough reasonable similarities between the two wavelets, the user is authorized. The 

above mentioned facial recognition techniques are the most common algorithms utilized for 

processing the images. These algorithms are efficient only under proper lighting and a proper 

viewing angle.  The disadvantage with such filtering algorithms is that they do not check if the 

image or video is reliable as it cannot distinguish between a live feed and a video clip placed in 

front of the camera.

1.2 Challenges in Facial Recognition Systems

Despite its significant progress in identifying facial features, facial recognition 

encounters several challenges in providing accurate results. The most common challenges are 

improper lighting, viewing angles, and spoofing alerts. When the user is subjected to improper 

lighting conditions, the same user can appear noticeably different [13]. There is also a difference 

between the indoor and outdoor lighting conditions [14]. This makes the systems hard to identify 

the user. A constant lighting is required so that the facial recognition system can identify the user 

in any situation [15]. The system also requires proper viewing angles for user identification, as 

the user may appear different from various viewing angles [16]. Additionally, the user must 

stand in front of the system at an appropriate angle to get accurate results. Spoofing attacks are 

considered as a major threat because they are implemented with the sole purpose of deceiving 

the authentication information of the user. This can be of national importance if any sensitive 

information is in the wrong hands. Consequently, preventing such spoofing attacks is of primary 

importance [17]. 
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1.3 Types of Spoofing

The three most common types of spoofing facial recognition systems are photographic, 

video and 3D model spoofing. Each spoofing techniques pose their own level of threat to the 

biometric authentication. 

1.3.1 Photographic Spoofing

Photographic spoofing is the most common way to bypass the authentication of a 

biometric facial recognition system. Any image would carry the simple characteristic features to 

identify and authenticate a valid user. The dimensions of any image would represent the nodal 

points of the facial recognition systems i.e., the distance between the eye, width of the nose or 

chin, etc. A photograph of a valid user can be bent, rotated or shifted accordingly before the 

camera to spoof the authentication system. The impostor can obtain the photograph of any user 

through any social networking websites. However, the lack of physiological characteristics in a 

photograph makes it easy for the purpose of distinguishing it with a valid user. Several theories 

to detect photographic spoofing have been proposed in the recent years. Many of such theories 

have been successful in identifying photograph spoofing with great accuracy [18]. 

1.3.2 Video Spoofing

Video Spoofing [19] is considered to be more serious when compared to all other 

spoofing techniques as it provides both the nodal points and the liveness characteristics of any 

valid user which makes it a challenge to detect such attacks. Video spoofing poses a greater 

threat than any other spoofing techniques as it provides many physiological clues to the system 

like blinking, head movement, etc. 
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1.3.3 3D Model Spoofing

3D model is the least common spoofing technique as it involves the three dimensional 

face model of the valid user which although provides the necessary information to represent the 

nodal points of the user, it lacks the liveness characteristics of the user [20]. The same results can 

be provided with photographic spoofing which involves less effort when compared to 3D model 

spoofing. 

1.4 Problem Statement

In facial recognition systems, the spoofing techniques pose a serious threat to the 

biometric authentication systems. The existing anti-spoofing techniques rely on software 

processing of the facial matrix to authenticate and to identify spoof alerts. Even though these 

software techniques provide reasonable accuracy in determining the spoofing alerts; they consist 

of complex algorithms in identifying spoofing possibilities. Compiling such algorithms requires 

high cost computer analysts and more time. Such algorithm varies from different facial 

recognition systems depending upon its use and security requirement.  In our proposed model, 

we provide a hardware-implemented security that would eliminate the existing flaws in detecting 

the spoofing possibilities.

1.5 Contributions

In this work, we introduce a hardware implemented solution to identify different types of 

spoofing in facial recognition systems to replace the complex algorithms. The major 

contributions in my thesis are:

● Introducing hardware implemented security to the facial recognition system.

● Eliminating all possible spoofing alerts through the proposed system.
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● Identifying all possible cases of spoofing a facial recognition system and its response by 

the proposed system.

1.6 Thesis Organization

In chapter 2, we are going to discuss some of the existing anti-spoofing techniques that 

are explained in various conference and journal papers.

In chapter 3, we are going to present the clear idea about the proposed design and the 

methodologies for better understanding.

In chapter 4, we discuss some of the system parameters, experimental setup and input 

parameters that are used for this experiment.

In chapter 5, we will discuss the experimental results from the proposed technique.

In chapter 6, we conclude with a secure anti-spoofing facial recognition system and the 

future scope for this proposed technique is discussed. 
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CHAPTER 2

LITERATURE SURVEY

In this chapter, some related published articles are discussed to understand photographic,

video, and 3D model spoofing.

2.1 Photographic Spoofing

In photo spoofing, any image of the valid user can be used to deceive the facial 

recognition system.  Many researchers have proposed theories for preventing such attacks but 

only few theories have been significant in identifying photographic spoofing with good accuracy.

Gang Pan, Zhaohui Wu, and Lin Sun proposed an approach to detect such spoofing [21]. 

A blinking-based liveness detection method was proposed, where the blinking of the eye can 

prove the system that it is not an impostor image. A system with no hardware was created and 

yet it requires a complex underlying algorithm to keep track of the eye blinking sequence. The

eye closity algorithm is used for quick and accurate recognition of eye blinking. An average 

person blinks every 2 to 4 seconds. Any generic camera can capture about 15 frames per 

seconds. This means that the camera can capture about two or more frames per eye blink. This 

makes eye blinking a more prominent feature to identify a live face and it is a non-intrusive 

approach in identifying spoof attacks. The most typical way for the system to learn eye blinking 

is by classifying the opening and the closing of the eye lids. For a normal eye-blink, three 

positions are necessary for the system to identify that the blinking criteria is satisfied. The three 

positions are open, ambiguous and closed position of the eye which is provided in Figure 2. 

During the training period, these three positions are programmed in the system for it to 

understand each eye blink. During the training period about 1016 images of closed eyes and 
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1200 images of open eyes were provided regardless of the eye being considered. All the images 

have a base resolution of 24x24 pixels. The tests showed significant results in identifying the eye 

blinking.

(a)                   (b)                       (c)

Figure 2. (a) Open, (b) ambiguous and (c) closed positions of the eyelid

Three different approaches were used to measure the detection rates. As shown in Figure 

3, the three different approaches were one eyed detection rate, two eyed detection rate and clip 

detection rate. Each of these approaches had their own advantages. Although their approach was 

reliable, their system could be affected by strong glass reflection making it difficult to determine 

the eye blinking.

Figure 3. Comparison among one eyed, two eyed, and clip detection rates [21]
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Jukka Maatta, Abdenour Hadid, and Matti Pietikainen proposed an alternative method to 

detect face spoofing using micro texture analysis [22]. In this analysis, the ability to distinguish 

the real image from the fake photograph was achieved by the differences in reflection of light. 

The texture differences between the real face and the fake image were pointed out. Analysis of 

surface properties showed the difference in pigments. From these observations, local binary 

pattern was adopted to distinguish between the real face and the fake image and prevent 

spoofing. The local binary pattern is a texture operator that helps in describing the 

microstructures and their spatial information. The vector data they obtain from the operator was 

then fed to support vector machine classifier which characterizes the micro-texture patterns. 

Results from the experimental setup include images of 15 subjects that were used as separate sets 

for training and testing purposes. Two sessions for training and testing purpose was setup. For 

the training session, 1743 images of 9 real clients and 1748 images of the impostor images were 

taken. During the test session, only 3 clients were qualified. In order to add complexity to the 

testing, 6 more clients were introduced. A 64x64 pixel image was considered. The results were 

promising in determining the spoofing but their system can be flawed if a high resolution image 

was used to dupe the system. In such situations, distinguishing the texture is more of a challenge. 

Another approach of classifying captured and recapture images to detect photograph 

spoofing was proposed in [23]. The approach relies on contrast and texture characteristics of 

images to detect spoofing. Initially, Difference of Gaussian (DoG) filter was used to obtain the 

frequency band which could help discriminate the real and photo images. The experimental setup 

involves the same training and testing sessions. A set of client and impostor images were taken 

into consideration for these sessions. The different conditions were under illumination and global 

matching method in recaptured face image detection with and without the effect of DoG 
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filtering. In the illumination condition, it provided an accuracy of 88.03%. Under the effect of 

DoG filtering, the error was reduced to 11.97%. The error was 23.46% when DoG filtering was 

not used. For the global matching method, local binary pattern variance algorithm was used 

which not only provided texture characteristics, but also the contrast characteristics of images. 

This helped in the classification of the captured and the recaptured images. Experiments 

indicated that this approach provided more accurate results compared to other spoof detection 

systems.

The above mentioned photographic spoofing detection approaches are efficient and yet 

they have certain weaknesses which still need to be corrected. The most efficient processing and 

data can be obtained through video processing. Spoofing is still achievable in video processing.

2.2 Video Spoofing

A typical video based face detection system automatically detects the face regions, 

extracts facial features, and recognizes facial identity. Facial recognition on video processing is 

preferred over still images as motion helps in eliminating possible photograph spoof, despite 

facing some challenges such as low video quality, small face images, and body parts 

characteristics. The approaches used for eliminating photographic spoofing could not be used for 

video spoofing. 

Allan da Dilva Pinto, H. Pedrini, W. Schwartz, and A. Rocha proposed a method to 

identify video spoofing though visual rhythm analysis [24]. In any image or video processing 

technique, the data had to be sent through an analog to digital converter to process the signals. 

During this conversion, it is more likely that noise could be generated in the system. The noise 

signals produced will be based on the surrounding environment of the generic camera. If a live 

video is captured, then from the noise generated we can identify its source from the generic 
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camera implemented. In case of video spoofing, a video clip from a different camera is given as 

live feed to the system. After ADC conversion, the noise generated is likely to vary as the noise 

is subjected to camera feed. This variation in noise rhythm was used to identify the spoof threat. 

The experimental setup involves video spoof data from previous attacks and using the same data 

to spoof the current setup of facial recognition system. The results proved to be encouraging 

because of their high accuracy. The disadvantage is that if the spoofed video is created using the 

same camera as the one used for the facial recognition system in the same surrounding 

environment then the system fails again. Figure 4 shows the difference between the valid video 

and the attack video in regard to the visual rhythms constructed from central horizontal and 

vertical line. Note that the visual rhythm obtained from horizontal lines has been rotated 90 

degrees.

Figure 4. Examples of visual rhythms constructed from (a)-(b) central horizontal lines and from 

(c)-(d) central vertical lines [25]. 
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Chin Lun Lai, Jun Horng Chen, Jing Ying Hsu, and Chih Hong Chu proposed a more 

reliable way to detect photographic and video spoofing by using spatial-temporal spectral 

analysis and border edge detection [25]. First, the image of the user is captured and then the 

detected face region (DFR) of the user is registered for further analysis. The image is then sent 

for variation examination region (VER) processing where the grey value distribution variation on 

spatial-temporal domain is used to distinguish the live face from fake. Due to the image 

difference in a certain time interval for a live face, it is easy to distinguish between the real live 

face from a photograph or video. The next step involves displaying the border exploring region 

(BER). Irrespective of the spoofing possibility by a photo or a video, a discontinuity 

phenomenon exists between the foreground face region and the background scene. The flat mask 

can be easily detected by line segment detection on spatial domain. Pixels in detected face region 

are undergone the edge operation first and the corresponding result is passed to a line detection 

operation. After that, the border energy is calculated to determine whether a potential display 

exists or not. For the experimentation, a static photo with simple and complex background was 

used. The photo is printed out to A4 size. The pre-recorded face video is 640x480 pixels and is 

displayed by IPad. The webcam resolution is 2M pixels and the test platform is a PC with I5 

core. 20 test samples including pictures and recorded videos are used for system evaluation of 

which 10 are video, 10 are photos. The video detection failed once but the test showed 

significant results in identifying photo spoofing. Figure 5 describes the steps involved in the 

form of a flowchart.
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Figure 5. Spoofing detection by spatial-temporal spectral analysis and border edge detection 

flowchart [25].

Video Spoofing is considered as a high threat when compared to photographic spoofing 

because there are very few and less efficient approaches in identifying video spoofing. We 

should also consider that photographic and video spoofing pose similar challenges in identifying 

them and thus eliminating the video spoofing possibilities can also eliminate photographic 

spoofing [26].

2.3 3D Model Spoofing

3D Model Spoofing is the most uncommon spoofing techniques utilized for attacking the 

facial recognition systems. Articles concerning this type of spoofing individually have not been 

proposed by any researchers as this type of spoofing can also be eliminated by any existing type 
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of spoofing detection methodologies discussed above. The liveness monitoring spoofing 

detection is one of the best examples where photographic and 3D model spoofing is detected 

with good accuracy.
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CHAPTER 3

PROPOSED METHOD TO IMPROVE SPOOFING DETECTION

In this chapter, the proposed method to detect all types of spoofing is explained with its 

block diagram and its work-flow.

3.1 Proposed Method 

The eye-ball depth is an important nodal point in distinguishing the user, as it is unique to 

every human. Prior to running the facial matching algorithm, we identify the eye-ball depth of 

the user in front of the camera. The use of acoustics handles the task of measuring the eye-ball 

depth. Ultrasonic Range sensing modules are said to have better accuracy and precision to 

determine the distance between the two points. The purpose of measuring these values is to make 

sure that a valid user is standing in front of the generic camera by checking the depth 

irregularities with the depth of an eye-ball. These depth irregularities cannot be spoofed by any 

other video displaying devices like a cell phone or a mini digital display device. Thus, if the 

video clip of any person is placed in front of the camera, this design will generate a video 

spoofing alert. In such a way, user authentication is improved and spoofing threats are also 

eliminated.

Although this approach seems to be valid, adding a contingency (or) backup to the 

existing technique would provide better accuracy and would completely eradicate the spoofing 

threats. A modified liveness algorithm is used in this case. The purpose of eye blinking is to set a 

password with the blinking effect. For instance, four blinks can be set as a password for a 

particular user and the system only then recognizes that a valid user is in front of the camera. It is 

evident from the previous discussions that the proposed system requires proper light conditions 
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while checking for the eye blinking password. In order to avoid this situation, we provide a 

constant light source for the system when there is insufficient lighting to capture the eye 

blinking. This external light source is only required when there is no light or improper lighting, 

thus it is pointless to use this external light source during day time. We therefore use a light 

depending resistor to detect the absence of light. When the absence of light is detected, the 

external light source is switched on. Figure 6 represents the block diagram of our proposed 

system with each steps involved in the system.

3.2 Block Diagram of the Proposed Method

Figure 6.  Block diagram of the proposed design

The step involved in the block diagram is explained below:

Step 1:   The LDR detects any improper lighting and depending upon the light intensity 

the external light source is turned on with the aid of the microcontroller.

Step 2a:   The ultrasonic module checks if the person is in front of the camera. If a person 

is detected, the ultrasonic module takes the eye-ball depth measurement of the person in front of 
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the camera. The measured distance is compared with the preloaded values in the microcontroller. 

If the distance is verified, then system proceeds to the eye liveness monitoring check.

Step 2b:   If the eye-ball depth measurement of not verified by the microcontroller 

triggers the alarm to indicate a spoofing alert.

Step 3a:  The camera obtains the live feed of the person standing in front of the system 

and sends it to the eye-blinking counter located in the main server through the microcontroller 

and the liveness monitoring check module. If the eye blinking password is verified, then the user 

is authenticated and is allowed to proceed to the main facial matrix comparison check.

Step 3b:  If the eye blinking password is not verified, then the microcontroller triggers

the alarm to indicate a spoof attack.

Step 4:  After the eye-ball depth measurement test and the eye blinking password test, 

the microcontroller lets the camera to fresh feed of the verified user and the image is compared 

to the facial recognition matric check located in the main server. If the user is identified in this 

stage, the system unlocks as a result of final authentication.

The system promises excellent accuracy but faces certain challenges. The proposed 

design depends on ultrasonic range sensing, making proper arrangement of these sensors is 

necessary for efficient operation. However, these requirements are also the common challenges 

of any biometric facial recognition system, and it has been proven that these conditions should be 

satisfied for proper operation [27]. Hence, such challenges could also be neglected if they are 

considered as necessary operating conditions. The proposed model utilizes hardware-based 

security to eliminate spoofing threats. The use of ultrasonic range sensing module brings the 

microcontroller unit into picture. 
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3.3 Work-Flow of the Proposed Method

In this subsection, we explain the work-flow of the proposed system. The ultrasonic 

range sensing module measures the eye-ball depth of the valid user. This measurement data is 

sent to the microcontroller unit for further processing.  The microcontroller monitors the light 

intensity by observing the values obtained from LDR sensor. The proposed system work-flow 

explains how the person is identified with facial recognition and will be authorized to use the 

system with eye blink password. At the beginning, ultrasonic ranging module checks if there is 

any person in front of the camera. The LDR then checks for the absence of light which then 

triggers the external light source. Arduino Leonardo is preloaded with the measurement values of 

the valid user and it is given an accuracy factor of 0.5. If the value matches, the liveness 

detection monitoring comes into picture. As illustrated in Figure 12, if the measurements do not 

match, then the microcontroller unit signals the buzzer indicating that it is a threat. Each user is 

given a different eye blink password. The user after the acceptance of eye-ball value 

measurements is validated for liveness monitoring. The liveness monitoring detects the eye 

blinking of the valid user. The liveness monitoring algorithm requires better processing power 

and thus, it is sent to a nearest server that contains the database of the valid user information 

related to the facial recognition system. The liveness monitoring algorithm verifies the eye 

blinking password of the user and validates him to proceed to the next step. 
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Figure 12.  Flow Chart of the proposed model
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Clip based detection is used to identify the eye blinking as it promises better accuracy 

and efficiency. If the eye blinking password does not match then it again buzzes the alarm, 

indicating a threat.  Only after these two criteria have been satisfied, the system then proceeds to 

the facial recognition system for the true authentication of the user. In a way, it is providing an 

added security layer to better improve the reliability. The ultrasonic module requires only the 

processing power of the microcontroller and thus it can be kept isolated from the database. In 

this regard, it is providing proper isolation to restrict threats like hacking the main server to 

access information. 
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CHAPTER 4

EXPERIMENTAL DETAILS 

In this chapter we are going to discuss some of the essential components required for the 

proposed system. The essential components required for the proposed system is provided in 

Table 2.

TABLE 2.

Essential components of the proposed system

Components Component Name

Microcontroller Arduino Leonardo

Servo Motor Futaba S3003

Ultrasonic Ranging Module HC-SR04

LDR LDR07

Software Arduino IDE 1.0.5

4.1 Hardware: Microcontroller Unit

The microcontroller unit used here is Arduino Leonardo. Arduino is an open source 

platform based, single board microcontroller. Arduino Leonardo [28] is a microcontroller board 

based on ATmega32u4. Figure 7 shows the pin configuration of Arduino Leonardo. It has 20 

digital input/output pins of which 7 can be used a PWM outputs and 12 as analog inputs, a 

16MHz crystal oscillator, a micro USB connection, a power jack, an ICMP header, and a reset 

button.
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Figure 7.  PIN configuration of Arduino Leonardo [28]

External (non-USB) power can come either from an AC-to-DC adapter (wall-wart) or 

battery. The board can operate on an external supply of 6 to 20 volts. The ATmega32u4 has 32 

KB (with 4 KB used for the boot-loader). It also has 2.5 KB of SRAM and 1 KB of EEPROM. 

The ATmega32U4 provides UART TTL (5V) serial communication, which is available on 

digital pins 0 (RX) and 1 (TX). The 32U4 also allows for serial communication over USB and 

appears as a virtual com port to software on the computer. The chip also acts as a full speed USB 

2.0 device, using standard USB COM drivers.
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4.2 Hardware: Ultrasonic Range Sensing Module (HC-SR04)

Ultrasonic ranging module HC-SR04 [29] provides 2cm - 400cm non-contact 

measurement function, the ranging accuracy can reach 3mm. The pin configuration of HC-SR04 

is shown in Figure 8. 

Figure 8.  PIN configuration of HC-SR04 [29]

The modules includes ultrasonic transmitters, receiver and control circuit. One only needs 

to supply a short 10uS pulse to the trigger input to start the ranging, and then the module will 

send out an 8 cycle burst of ultrasound at 40 kHz and raise its echo. The echo is a distance object 

that is pulse width and the range in proportion. The timing diagram of HC-SR04 is provided in 

Figure 9. One can calculate the range through the time interval between sending trigger signal 

and receiving echo signal. The formula is given as: µS / 58 = centimeters or µS / 148 =inch; or: 

the range = high level time * velocity (340M/S) / 2; we suggest to use over 60ms measurement 

cycle, in order to prevent trigger signal to the echo signal.
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Figure 9.  Timing diagram for HC-SR [29]

4.3 Hardware: Light Depending Resistor (LDR07)

The Light Depending Resistor also known as a photo resistor is an electronic component 

whose resistance reduces with increasing light intensity. They are made of LDR07 [30], shown 

in Figure 10, is a high resistance semiconductor. If light falling on the device is of high 

enough frequency, photons absorbed by the semiconductor give bound electrons enough energy 

to jump into the conduction band. The resulting free electron conducts electricity, thereby 

lowering resistance. They are of two types: intrinsic and extrinsic. Intrinsic semiconductors have 

their own charge carriers and are therefore not an efficient semiconductor. In intrinsic devices the 

only available electrons are in the valence band, and hence the photon must have enough energy 

to excite the electron across the entire bandgap. Extrinsic devices have impurities, also 

called dopants, added whose ground state energy is closer to the conduction band; since the 

electrons do not have as far to jump, lower energy are sufficient to trigger the device.
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Figure 10.  LDR07 [30]

4.4 Software: Arduino IDE 1.0.5

Arduino integrated development environment (IDE) is an open-source environment 

facilitating code development and uploading it to the I/O board. IDE is written in Java and based 

on Processing, avr-gcc, and other open source software. The programming windows of Arduino 

IDE 1.0.5 is shown in Figure 11. 

Figure 11.  Arduino IDE window
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Arduino programs are written in C or C++. Arduino IDE [31] comes with a software 

library called "Wiring" which facilitates common I/O operations. Most Arduino boards have an 

LED and load resistor connected between pin 13 and ground; a convenient feature for many 

simple tests.  Arduino IDE uses the GNU toolchain and AVR Libc to compile programs and 

avrdude to upload programs to the board.
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CHAPTER 5

RESULTS AND EVALUATION

In this chapter, we discuss about the results obtained from the preliminary testing of the 

prototype. A total of 100 users were involved in the testing of which 20 are valid users. The 

system is activated when a user is detected by the LDR. It then proceeds to the ultrasonic eye-

ball depth measurement of the user. After the eye-ball depth measurement check, the user is 

checked for the eye blinking password with the aid of liveness monitoring.

5.1 LDR and User Image Check

The system first checks if there is proper lighting for the system to operate. The 

ultrasonic ranging module detects if there is any person in front of the camera. The photo resistor 

then checks for the absence of light. The absence of light switches on the external light source of 

the system for the liveness monitoring. During the entire authentication process, the refresh rate 

of the camera is constant and is set at or above 60Hz. If a user is standing in front of the camera 

and if he/she moves from the designated position for the rest of the authentication process then 

the entire process is reset and the test procedure has to initiate from the beginning. Thus if a 

photo or video would be used for spoofing then the entire process has to go through with the 

photo or the video of the user. Another reason for keeping high refresh is to eliminate the 

multiple combinations of the different spoofing techniques. In Figure 13, the blue square around 

the face is set as reference for the system. The user’s image should be placed inside this 

reference square for further authentication. If the user’s image crosses the reference square, then 

the system is reset and the user authentication begins from start.
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Figure 13. Image Reference Square [32]

5.2 Eye-Ball Depth Measurement

For the measurement of eye-ball depth, initially 20 users were taken into consideration. 

They were considered for both training and testing stages. During the training stage, the eye-ball 

depth measurements of all the 20 valid users were considered of the 100 users. These 20 users 

are only authorized to unlock the system. The eye-ball depth measurement of user 1 is (12, 20, 

10) which is taken by programming the microcontroller with Arduino IDE 1.0.5 which has a 

built in serial monitor that shows the distance readings from the ultrasonic range sensing module. 

The three values represent the top, center and bottom of the eye-ball respectively and it is 

described in Figure 14. 

Figure 14.  Eye-ball measuring positions of User
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Arduino IDE is used to program the microcontroller as shown in Figure 15(a) to obtain 

the reading from the ultrasonic range sensing module HC-SR04 Initially the values are taken 

from the sensor and the eye-ball depth reading of each user is identified. The values were taken 

from the serial monitor of Arduino IDE 1.0.5 and it is shown in Figure 15(b). The values in the 

circle represent the eye-ball depth measurement of User 1. The eye-ball depth measurement 

values of all the 20 valid users are shown in Table 3.

(a)

      

(b)

Figure 15. (a) Arduino IDE 1.0.5 windows for coding; (b)  Eye-ball measurement of User 1
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TABLE 3.

Valid users ultrasonic distance measurements

Valid User Ultrasonic Distance

User 1 (12,20,10)

User 2 (13,10,11)

User 3 (12,12,11)

User 4 (14,10,13)

User 5 (14,11,12)

User 6 (15,13,12)

User 7 (11,10,10)

User 8 (13,11,12)

User 9 (12,10,11)

User 10 (12,9,11)

User 11 (11,11,9)

User 12 (15,11,10)

User 13 (13,12,13)

User 14 (11,9,10)

User 15 (14,13,10)

User 16 (10,10,9)

User 17 (11,10,9)

User 18 (12,11,11)

User 19 (13,8,12)

User 20 (11,10,11)
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We can notice that the values are unique for each user thus making eye-ball depth as a 

reliable way to verify the user. After these values were taken, they were preloaded in the 

microcontroller unit for testing and these values are kept isolated from the database. The 

isolation makes it less vulnerable to gain access to the system. The flowchart for the steps 

involved in ultrasonic depth measurement authentication is shown in Fig. 16. 

After the training stage, the testing was done where it was verified if the microcontroller 

unit could identify the user with the preloaded values of the eye-ball depth measurement. During 

this beta test, all the users showed full accuracy and the microcontroller was successful in 

identifying the users every time. All the 100 users were taken into consideration. The 100 users 

were made to authenticate the system by measuring their eye-ball depth. The system clearly 

recognized the 20 valid users from the other 80 invalid users. These values and representations 

are provided in Table 4. If a spoofing attempt is made in the system by showing the video of the 

valid user, the ultrasonic ranging module measures for the eye-ball depth but it receives distance 

between the video display screen and the module whose value is different from that of the eye-

ball depth of the user. The system identifies it as a spoofing attempt and declines authentication. 

For example, Table 5 shows the comparison between the verification of any of the 20 valid users 

with a live feed and spoof video. The user is first verified through the eye-ball depth 

measurements and the system recognizes him as valid user. When the video of user 1 is showed 

it receives a different set of eye-ball depth measurement values and thus does not authenticate 

the user. 
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TABLE 4.

Comparison between valid and invalid users

Persons
Ultrasonic 

Distance

Database Check 

(Pass/Fail)

User

(Valid/Invalid)

Person 1 (14,10,13) Pass Valid

Person 2 (13,10,11) Pass Valid

Person 3 (12,11,14) Fail Invalid

Person 4 (15,13,12) Pass Valid

Person 5 (12,12,11) Fail Invalid

Person 6 (12,12,11) Pass Valid

Person 7 (14,11,12) Pass Valid

Person 8 (12,20,10) Pass Valid

Person 9 (11,11,12) Fail Invalid

Person 10 (10,12,12) Fail Invalid

Person 11 (10,10,11) Fail Invalid

Person 12 (13,12,13) Pass Valid

Person 13 (11,10,10) Pass Valid

Person 14 (11,10,11) Pass Valid

Person 15 (9,9,10) Fail Invalid

…… …… …… ……

Person 99 (14,13,10) Pass Valid

Person 100 (13,13,12) Fail Invalid
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TABLE 5.

Comparison Between Live and Spoof Video

User Video Ultrasonic Distance Authentication

Live (12,20,10) Valid

Spoof (11,11,12) Invalid

Spoof (10,10,10) Invalid

Spoof (11,11,12) Invalid

Live (11,10,11) Valid

Live (14,13,10) Valid

Live (13,12,13) Valid

Live (15,13,12) Valid

Spoof (10,10,11) Invalid

Spoof (12,12,10) Invalid

Thus, if anyone tries to spoof the system by using a video of any of the valid users he/she 

would fail as the ultrasonic distance measurement would not match. In order to further improve 

the systems capability to recognize the spoofing techniques, we rely on liveness monitoring.

No No

Yes

Figure 16.  Flowchart for ultrasonic eye-ball depth measurement test.
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5.3 Eye Blinking Password using Liveness Monitoring

For the liveness monitoring, a modified version of the existing algorithm is implemented. 

The different steps of the modified algorithm includes: identifying the outline of the eye, the left 

and right most position of the eye was identified, matching the position with the standard eye and 

calculation of the difference between the position at the top of eye outline and that of the 

standard opened eye. After the identification of the outline of the eye, the system increments the 

counter for each eye blinks. Each valid user is provided with an eye blinking password and this 

password is checked when the user is in front of the camera. The password depends upon the 

number of eye blinks. User 1 provides 4 blinks during liveness monitoring and the system 

recognizes him and allows him to proceed to the next step of verification. After the eye-ball 

depth measurement matching and eye blinking password verification, the facial recognition 

system comes into picture for the actual verification of the user. The steps involved in liveness 

monitoring are explained through the flowchart in Fig. 17. Table 6 represents the number of 

authentication attempts made to process the eye blinking test.

No

No

Yes

Figure 17.  Flowchart for liveness monitoring eye blinking password test
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TABLE 6.

Eye Blinking Password authentication attempts

Authentication 

Attempt

No. of Eye-

Blinks

Preloaded Eye 

blinking

Password

Database Check
User 

(Valid/Invalid)

Attempt 1 0 5 Fail Invalid

Attempt 2 2 2 Pass Valid

Attempt 3 4 4 Pass Valid

Attempt 4 3 3 Pass Valid

Attempt 5 3 4 Pass Invalid

Attempt 6 7 7 Pass Valid

Attempt 1 1 4 Fail Invalid

Attempt 1 0 2 Fail Invalid

Attempt 9 8 8 Pass Valid

Attempt 10 1 1 Pass Valid

5.4 Multiple Scenario Study

The proposed system identifies and eliminates all possible spoofing techniques. The 

different combinations of photo, video and 3D model spoofing that would be used to deceive the 

system are discussed below. 
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5.4.1 Photographic Spoofing (Case 1)

In this scenario, the proposed system is attacked with the photograph of a valid user. The 

LDR first checks the presence of a user which may be a photo, video and the 3D model of the 

user in this case. Hence the LDR responds to all possible scenarios. The system then checks for 

the eye-ball depth measurement. The photograph merely has flat surfaces hence the ultrasonic 

distance sensor obtains flat readings which does not match with any of the preloaded 

measurements. Table 7 provides three different attempts made to authenticate the system using a 

photograph of one of the valid users.

TABLE 7.

Eye-Ball Depth Measurement authentication attempt (Case 1)

Authentication 

Attempt
Ultrasonic Distance

Database Check 

(Pass/Fail)
User (Valid/Invalid)

Attempt 1 (10,11,11) Fail Invalid

Attempt 2 (11,11,12) Fail Invalid

Attempt 3 (12,12,12) Fail Invalid

5.4.2 Video Spoofing (Case 2)

The video of a valid user is used to authenticate the system. The system proceeds with the 

eye-ball depth measurement check. The video although has liveness characteristics, it fails to 

meet the criteria of the eye-ball depth measurement check. The video display also has flat 
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surfaces similar to photograph and it provides similar flat readings. . Table 8 provides three 

different attempts made to authenticate the system using a video of one of the valid users.

TABLE 8.

Eye-Ball Depth Measurement authentication attempt (Case 2)

Authentication 

Attempt
Ultrasonic Distance

Database Check 

(Pass/Fail)
User (Valid/Invalid)

Attempt 1 (12,12,13) Fail Invalid

Attempt 2 (11,11,13) Fail Invalid

Attempt 3 (10,11,11) Fail Invalid

5.4.3 3D Model Spoofing (Case 3)

In this scenario, the 3D model of one of the valid user is used to authenticate the system. 

Unlike a photo or a video, a 3D model provides the necessary facial characteristics to spoof the 

eye-ball depth measurement test. For this purpose, the liveness monitoring test is added which 

adds to accuracy and helps eliminating 3D model spoofing. After the user is identified with the 

eye-ball depth measurement test, the user’s eye blinking password is located in the main 

database for comparison. The 3D model lacks other physiological characteristics that are 

required for the liveness monitoring check. The eye blinking password of the user is checked and 

the 3D model fails this test due to its above mentioned drawback. Table 9 shows that the 3D 

model is verified by the eye-ball depth measurement test and Table 10 shows the liveness 

monitoring check of the 3D model of the user.
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TABLE 9.

Eye-Ball Depth Measurement authentication attempt (Case 3)

Authentication 

Attempt
Ultrasonic Distance

Database Check 

(Pass/Fail)
User (Valid/Invalid)

Attempt 1 (13,10,11) Pass Valid

TABLE 10.

Eye Blinking Password authentication attempt (Case 3)

Authentication 

Attempt

No. of Eye-

Blinks

Preloaded Eye 

blinking

Password

Database Check
User 

(Valid/Invalid)

Attempt 0 5 Fail Invalid

5.4.4 Photographic and Video Spoofing (Case 4)

In this case, a photograph is used for the eye-ball depth measurement test and a video is 

used for the liveness monitoring test. The distance between the photograph and the ultrasonic 

distance sensor is measured. The distance does not match with the preloaded values in the 

microcontroller and hence it fails the test. It does not proceed to the eye blinking password test. 

The results are similar to the first case as shown in Table 11.
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TABLE 11.

Eye-Ball Depth Measurement authentication attempt (Case 4)

Authentication 

Attempt
Ultrasonic Distance

Database Check 

(Pass/Fail)
User (Valid/Invalid)

Attempt 1 (12,13,13) Fail Invalid

Attempt 2 (11,13,13) Fail Invalid

Attempt 3 (11,11,11) Fail Invalid

5.4.5 Photographic and 3D Model Spoofing (Case 5)

In this case, a photograph is used for the eye-ball depth measurement test and a 3D model 

is used for the liveness monitoring test. The testing procedure is similar to the previous case and 

it provides results similar to it.

5.4.6 Video and Photo Spoofing (Case 6)

In this case, a video is used for the eye-ball depth measurement test and a photo is used 

for the liveness monitoring test. The distance between the video and the sensor is measured for 

the user authentication and due to the flat surface of the video display it fails to provide the 

preloaded eye-ball depth values of the valid user. It does not proceed to the eye blinking 

password test. The results are similar to the second case as shown on Table 12.
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TABLE 12.

Eye-Ball Depth Measurement authentication attempt (Case 6)

Authentication 

Attempt
Ultrasonic Distance

Database Check 

(Pass/Fail)
User (Valid/Invalid)

Attempt 1 (12,12,12) Fail Invalid

Attempt 2 (11,12,13) Fail Invalid

Attempt 3 (10,10,11) Fail Invalid

5.4.7 Video and 3D Model Spoofing (Case 7)

In this case, a video is used for the eye-ball depth measurement test and a 3D Model is 

used for the liveness monitoring test. The results are similar to case 6 as a video is used for the 

eye-ball depth measurement test.

5.4.8 3D Model and Photographic Spoofing (Case 8)

In this case, a 3D model is used for the eye-ball depth measurement test and a photo is 

used for the liveness monitoring test. From the results from case 3, it is evident that the eye-ball 

depth measurement test is passed by using 3D model spoofing. For the liveness monitoring, we 

replace the 3D model with the photo. The high refresh rate of the camera detects the change from 

3D model to photo of the user as it crosses the reference square. This resets the authentication 

process and the procedure has to restart.
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5.4.9 3D Model and Video Spoofing (Case 9)

In this case, a 3D model is used for the eye-ball depth measurement test and a video is 

used for the liveness monitoring test. This case is similar to the previous case and provides 

similar results.

The proposed system offers a variety of qualities which are described in Table 13. The 

proposed system has both hardware and software security layer to eliminate spoofing 

possibilities which makes it highly reliable and improves the accuracy of the system. It is highly 

flexible as the system comprises of a modular arrangement which makes it suitable for further 

improvements. The hardware involved is of low cost thus making it suitable for being installed in 

any facial recognition system. The different scenarios are applied to the existing anti-spoofing 

techniques discussed above and compared with the proposed system in Table 14.

TABLE 13.

Qualities Offered

Parameters Range

Reliability High

Accuracy High

Performance High

Speed Medium

Flexibility High

Cost Low
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TABLE 14.

Comparison of Proposed Method with Existing Anti-Spoofing Techniques 

Case
Liveness 

Monitoring

Micro 
Texture 
Analysis

Classification 
of Captured 

and 
Recaptured 

Images

Visual 
Rhythm 
Analysis

Spatial-
Temporal 
Spectral 
Analysis

Proposed 
Method

Case 1

(Photo)
     

Case 2

(Video)
     

Case 3

(3D Model)
     

Case 4

(Photo + 

Video)

     

Case 5

(Photo + 3D 

Model)

     

Case 6

(Video + 

Photo)

     

Case 7

(Video + 3D 

Model)

     

Case 8

(3D Model 

+ Photo)

     

Case 9

(3D Model 

+ Video)

     



46

The above table shows that the proposed system performs with great accuracy in the all 

the above discussed scenarios and it is compared with the existing anti-spoofing detection 

schemes and it is evident that the proposed system is the only method that identifies spoofing in 

all possible cases with unmatched accuracy. 
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CHAPTER 6

CONCLUSION AND FUTURE SCOPES

We hope the experimental results and discussion presented in this work motivates the 

interested scholars into considering research in the challenging but prosperous area of spoofing 

attacks related to biometric facial recognition systems. Existing facial recognition systems can be 

upgraded with the proposed design for security improvement at low cost. This chapter concludes 

our work and offers some possible future extensions.   

6.1 Conclusion

We have provided a study on facial recognition systems and its impact on recent security 

measures implemented in the society. Much has been learned from the research work that has 

hypothesized how attacks can be performed. Possible improvements in identifying spoofing could 

be developed. Identifying such methods could be employed in eliminating photographic, video

and 3D model spoofing. The proposed system identifies the valid user by comparing their eye-ball

depth measurements taken from the ultrasonic range sensing module whose values are compared

by the microcontroller programmed by Arduino IDE 1.0.5. After the eye-ball depth verification, 

the user’s eye blinking password is checked through the liveness monitoring algorithm. These two 

criteria should be met for the valid user to be authenticated by the facial recognition system. The 

proposed system indirectly provides a three-layer security for authentication. The improper 

lighting conditions are rectified by providing an external light source which is activated if a 

person standing in front of the camera and if the LDR detects low light intensity. Better accuracy 

should be provided by these designs that can both identify spoofing and perform better facial 
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recognizing algorithms. Next generation systems should have the capability to recognize people 

in real-time and in much less constrained conditions. These facial recognition systems are robust 

in natural environments in the presence of noise and illumination changes. This system eliminates 

the possibility of improper facial match due to improper lighting with the addition of an external 

light source. Although the drawback in this system is that the user is in a constrained condition 

while the eye-ball depth measurement is taken. Users wearing eye glasses should remove them to 

proceed with the eye-ball depth measurement test. With this proposed design, better accuracy can 

be provided. This is a cost effective solution that can be implemented in any existing facial 

recognition technologies.

6.2 Future Extensions

The proposed method can be extended to offer the following features:

● Flexible distance reading: The proposed design requires the user to be at the right 

distance from the ultrasonic sensor module to obtain the accurate eye-ball depth 

measurement. In the future work, flexibility for the user to obtain the reading within a 

range of distance could be provided.

● Improved Nodal points: The nodal point used in the proposed method is the eye-ball 

depth which is accurate enough for spoofing detection, future designs which uses 

multiple nodal points can be implemented to further improve the accuracy and reliability.
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